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This guide explains how to use the Netop Remote Control Portal.

The Netop Remote Control Portal serves two primary functions:

1. Communication relay - the Portal acts as a secure relay service to connect Guest and Host
modules.

2. Management console - the Portal provides a browser based interface allowing users to manage
access control, view connected devices (Netop Hosts), view audit logs, create remote sessions
using a lightweight support console and other things.

The Netop Portal provides a browser based interface. Here is a list of supported browsers and versions
based on the operating system.

Windows Chrome latest version, Firefox latest version, Microsoft Edge and Internet
Explorer 11.

Mac OS Chrome latest version, Firefox latest version, and Safari latest version.

Linux Chrome latest version, Firefox latest version.
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2 General

2.1 Authentication
To log into the Netop Remote Control Portal use the link and the credentials you used for setting up the
trial:

Enter the username and click Next. Enter the password and click Next.

b NETOP

a eror © Remote Control

' Remote Control

Sign in to your account

Sign in to your account

oabo@netop.com

65b6@netop.com

Cancel

If multi-factor authentication is enabled for your account, you will be required to enter the code sent to
you by email as second factor of authentication into the Netop Portal:

6 ) Remote Control

Email Code

oabo@netop.com

Your code has been sent to oa.._@netop.com

LLL XA A LR LYY

IIIIIIIIIIHIIIIIIIIII

Use recovery code

If you do not have access to your e-mail account, you can use recovery codes to sign in.

22.08.2018 4
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fv y\ NETOP

@' Remote Control

oabo@netop.com

For details on how to generate recovery codes, see Generate recovery codes.

If LDAP authentication has been set up for your account, authenticate in the Portal using this username
format: domain identifier\LDAP username and the domain password:

NETOP

Remote Control

Sign in to your account

hyidentifier\myusername

If ADFS/Azure AD has been setup, the steps are as for LDAP authentication, the only difference being
that the authentication is done on the customers ADFS/Azure AD authentication page.

2.1.1 Forgot Password

To reset your password, on the login page fill in your username and then click Forgot your password?
In the Recover password screen, enter the email address associated with your portal account and click
Send.

You will receive an email with instruction on how to change your password.

Note: The forgot password functionality does not work for LDAP, ADFS or Azure AD authentication.
If you forgot your domain password, contact your system administrator to reset it.
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2.2 User Interface

MErs  — m} X
(&) Metop Remote Control P X L
& (6] ‘ @ Secure | https;//portal.netop.com/account/devices-control/filter%5Bstatus%7Cboal%SD= 18&order%5BhostName%5SD=asc ﬁ|
NETOP
-] Remote Control I;I MY DEVICES & Contact Netop = Purchase Users:5/5 Devices: 1/50 Marius Neagu ¥
All Devices (1) <}> Download Guest (Support Console)
Devices: Online X Clear all the filters
Settings...
t Hostname T Alias T Group T Logged in user T

‘ Remote control -| ® [J RO-NRC-MANE B RO-NRC-MANE Rotterdam devices mane

Netop

The graphical interface has three main areas:

Menu bar (on the left). Allows you to navigate through the Netop Portal.

Title bar (on the upper side). Allows you to perform general actions like contacting support, my
profile and log off.

1 Content area (right of the menu bar). Displays information based on where you are in the
Netop Portal.

2.3 User Profile
You can view your Netop Portal profile details by clicking the Username link on the title bar.

f
f

NETOP
8 Remote Control I;I MY DEVICES = Contact Netop '™ Purchase Users:5/5 Devices: 1/ ' Marius Neagu &
maiTe—seestmi@netop.com
1 My devices | Account Owner
All Devices () <> Download ¢ Netop - Marius
Help
£ Settings
Devices: Online % Clear all the filters
Seftings._ & MyPro
- ®  Logout

+ Hostname T Alias

Rl

Group

-

‘. Remote control -" ® ] RO-NRCMANE 8 RO-NRC-MANE Rotterdam devices mane

The My Profile page displays information on the profile of the user currently logged in.
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NETOP
6 Remote Control a PROFILE == Contact Netop ™ Purchase Users: 515 Devices: 1/ 50 Marius Neagu ¥

€ Back to my devices

Marius Neagu (mane_account@netop.com) # Edit & Change password
@ Dashboard
AHAEE & Personal info
& Users

 Devices Username mane_account@netop.com

B0 Groups First name Marius

3= Roles
Last name Neagu

& Role assignments

B Downloads Email mane_account@netop com

2.3.1 Edit Profile Details

You can change your profile details by clicking the Edit profile button. The profile details become
editable, except for the username which is non-editable.

Note: LDAP, ADFS and Azure AD users cannot edit their Portal profile.

First Name User o6s first name.
Last Name User 6s | ast name.
Email The email address to which the user will receive notifications from the

Netop Portal and the multi-factor authentication code(if enabled).

Make the desired profile updates and click Save in order to store the updates.

2.3.2 Change Your Password

To change your password, go to your profile and click Change password.

Note: LDAP, ADFS and Azure AD users cannot change their password from within the Netop Portal,
but they should contact their system administrator.

Enter and confirm a new password for your account. The password may be set to whatever you
choose, if the string complies with these rules:

 minimum 8 characters,

9 atleast one uppercase letter,
M atleast one lowercase letter,

i atleast one numeric character.

Once you created and confirmed a new password, click Save for the updates to take effect.
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2.3.3 Generate recovery codes

Recovery codes are used to log into the Netop Portal when you have multi-factor authentication
enabled, but no access to your e-mail.

To generate recovery codes, log into the Netop Portal, go to your profile and click Generate new
codes:

NETOP
e Remote Control a PROFILE & Contact Netop = Purchase Users:5/5 Devices: 1/50 Marius Neagu W

€ Back to my devices

Marius Neagu (mane_account@netop.com) # Edit & Change password

@ Dashboard

& Personal info

ML Users
CJ Devices Username mane_accouni@netop.com
EDEm= First name Marius
*= Roles
Last name Neagu
& Role assignments
Downloads Email mane_accouni@nefop.com

Account security & Recovery codes

Authentication

If you don't have access to your email, you can use recovery codes to sign in. The codes come in sets of 10. Once you've used a recovery code to sign in, it will become inva
Logs

When clicking on Generate new codes, a new set is generated and the old one becomes invalid. Please make sure you keep the recovery codes safe because they are sensi

= S

The codes come in sets of 10, and you can generate a new set at any point, automatically making the
ol d set inactive. | n gacbekiyctodeamsignim it wiltbeconyeonacve.e us e d

RECOVERY CODES —

If you don't have accass to your email, you
AN USe necovery codaes 1o sign in.

You can print the codes or download them on your computer. We recommend you keep the recovery
codes safe because they are sensitive information.

2.3.4 Filter Information

You can filter the information displayed in the content area by using the filters available on each column
header (in case a listing is displayed).

Using the filter will also improve the ability to locate specific items within the listings.
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Clicking the Filter icon on a column header will display an advanced filter, which allows you to select
the filter criteria.

2.3.4.1 Multiple filters

You can set multiple filters to a listing:

o |-‘3tatus Active % | |Tj\-'pe Account Owner % | Clear all the filters

Name Group T Authentication method T Modified T

® Marius Neagu (mane_s... Account Owner - INTERMNAL 2016-06-29 12:22:41

Show Rows 10 w Gotopage 1 1-10f1 ( @ )

2.3.4.2 Reload listing and clear filters

To remove a filter, from above the current listing click the filter to remove. You can also reload the
current listing and clear all filters.

22.08.2018 9
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The page lists the online devices for which you have access permissions as defined by the
applied role assignment(s). For more information, see

If there is no device attached to the account, there will be options displayed for installing the Host. More
information in the

To remote control a device, users have the option of connecting from an installed Guest (Support
Console) or from the Browser-based Support.

Depending on the operating system from where you want to connect to, there are the following options.

1. Click on the Download Guest (Support Console) to download.
Notes:
- Supported Windows versions: Windows 7 & higher
- Administrator permissions are required for the installation
- Nolicense is required for the Guest (this is a Portal only installation)
- When the Guest is installed, any previous Guest installations will be removed from
the machine together with their corresponding settings

NEToR
. Remote Control MY DEVICES Contact Netop Purchase Users:5/5 Devices: 1/50

All Devices ) &P Download Guest (supygprt Console)
@& Help

= Seftings...

) W RO-NRC-MANE

2. Install the Windows Guest.

* MNetop Remote Control Setup - Guest

i

Initializing. ..

Creating tempaorary folder. ..
Getting configuration. ..

0K

Downloading msi file. ..

0K

Downloading mst file...
O

Installing. ..

OK

Updating configuration. ..
0K

The Guest (Support Console) is installed. Open My Devices in the Portal and connect
to the device.

1. From the My devices page, you can click on the actions next to the online device in order to
initiate the corresponding action.

22.08.2018 10
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ARyl | MY DEVICES

1 My devices

= Contact Netop = Purchase Users: 5/5 Devices: 1/50 Marius Neagu ¥

All Devices ()
@& Help

<)> Download Guest (Support Console)

Devices: Online x Clear all the filters
t Hostname T Alias T Group T Logged in user

| Remote control ' ® [J RONRCMANE E RO-NRC-MANE Rotterdam devices mane

Remote control

= Setfings...

]

File transfer

)
[

:|| {c

Remote management
Chat

Browser Based Support Console

2. The installed Guest application will be launched and the required action will be performed
(e.g. opening up the file transfer window). If the Host is configured to use Netop Portal

access rights, no other authentication will be requested from the user. For more information
on the specific actions, check the Netop Remote Control Users Guide.

Supported actions depending on the Host

Windows - Remote Control
- File transfer
- Remote management (*)
- Chat (*)

Linux & Mac - Remote Control
- File transfer
* Guest version 12.70 or later is required

3.1.2 Linux

3.1.2.1 Guest (Support Console) install

1. Download and install the Guest (Support Console) from here.

2. When launching the Guest, set up the Netop Portal communication profile by clicking Yes on the
Portal prompt and using the trial username & password.

22.08.2018 11
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File Connection Edit View Tools Help

@ [ 1 F M=l =

(5 Phonebook | Quick Connect I . Connections

A -,

i History |

Host

Communication Profile

TCP/IP Address:

Name (Optional, use with g

Portal Account

Do you have a Netop Portal account?

(o (@]

Create account

Connect || {Z) Browse || & Do not ask again
Browse list
Host ID User Name

\_Netop Network /\_Windows Network /

3.1.2.2 Connect to the device

1. You can connect directly from the installed Guest (Support Console) to the device or by going
back to the Portal and clicking one of the following actions: Remote Control or File transfer. that

will launch the Linux Guest.

NETOP
3 Remote Control

[C_1 my DEVICES

3 My devices

All Devices (1)
Help

T Alias

ik File transfer

G} Remote management

Browser Based Support Console

= Contact Netop

H RO-MRC-MANE

™ Purchase

T

Group T

Rotterdam devices

Users:5/5 Devices: 1/50 farius Ne

215> Download Guest (Support Console)

Logged in user

mane

2. The installed Guest application will be launched and the required action will be performed (e.g.
opening up the file transfer window). You will be required to re-authenticate on in the Guest on
every connection. For more information on the specific supported actions, check the Netop

Remote Control Users Guide (Linux and Mac).

3.2 Browser Based Support Console

1. From the My devices page, you can click on the actions menu next to the online device and

choose Browser Based Support Console.

22.08.2018
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NETOP
© Remote Control I;I MY DEVICES ¥ Contact Netop = Purchase Users: 5/5 Devices: 1/50 Marius Neagu ¥
1 My devices

All Devices (1) <> Download Guest (Support Console)
@& Help

Devices: Online x Clear all the filters
= Settings

+ Hostname A i Alias T Group T Logged in user T

|. Remote control ' ® ] RONRC-MANE I RO-NRC-MANE Rotterdam devices mane

Remote control
D3 File transfer
{8}, Remote management

5 Chat

I . Browser Based Support Conio\el

2. If the Host is configured to use Netop Portal access rights, no other authentication will be
requested from the user and the user will be starting the remote control session.

WiErius - [m] X
(©) RO-VM-MANE10 (Netop X
C | @ Secure | https://portal.netop.com/host/ ﬁ! ]
qu(')p ) 03:59 ] ROVM-MANE10 @ Secured (HTTPS) D, 5 CTRL ALT SHIFT (b, A X

Once logged in, the remote support session will provide the access permissions as defined by the role
assigned in the Netop Portal.

Keys not captured by the operating system or the browser have been added to the top menu. These
include: System key, CTRL, ALT and SHIFT.

Selecting one of the keys within the console, and then pressing any key on your keyboard, will trigger
the combination of those keys to be sent to the target device. Once the keyboard key has been
released, the button in browser menu will be unclicked.

22.08.2018 13
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To use a key (e.g., ALT) multiple times, simply double-click the button and the key will stay engaged.
Click the button again to release the command.

Using the console, you can send a variety of Windows commands using the power button options.
These include: Logout, Lock, Restart, Shut-down and CTRL + ALT + DEL.

If the Host has multiple monitors, while in a remote control session, you can dynamically change the
host monitor to be displayed on the screen by clicking the Monitors icon from the main menu and
selecting the desired monitor.

Other options that are available include:

I Toolbar minimization
9 Close session button.

For more information on the Browser Based Support Console, check

22.08.2018 14
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4 How to manage your account

The Netop Portal provides a central place for managing users, devices, security settings, role based
access and a variety of options. It also provides access to the audit logs.

If the logged in user has a Group Manager role or higher, a settings menu entry will be available.

NETOP

© Remote Control C_] MY DEVICES = - Users: 5/5 Devices: 2 / 50 Test User W

[ My devices

All Devices @ <5 Download Guest (Support Console)

Help

Devices: Online % Clear all the filters

+ Hostmame b 4 Alias T Group T Logged in user

[ Remote control | ~| | ® LJ RONRCMANE M RO-NRC-MANE Rotterdam devices mane
[ Remote conrol | ~| | @ 3 ROVMMANE1D @  RO-VM-MANE1D - mane

-

This provides access to the management area. The homepage for the management area is the
Dashboard with various information including account information, activity information, video tutorials
and recent updates.

NETOP

@ Remote Control @ DASHBOARD

]

- Users: 575 Devices: 2/ 50 Marius Neagu %

€ Back to my devices

€& Account info l* Activity

[ Devices 2% Users Active users: 2 1 more than the week before
iC S 5 week b
™ o Total devices 2 Total users: 7 Remote sessions: 0 the same as the week before
4 rolle fices: 3 week b
Online devices: 2 User groups: 5 Enrolled devices: 3 3 more than the week before
[ Devices Pending devices: 0
5

Device groups
83 Groups View more logs

¥= Roles

© Video tutorials ) Recent updates

4 Role assignments

B Downloads Adding devices to your account m April 10th, 2018
. —o_ How 1o install the Host on the devices you want to « We are happy to announce the release of NRC 12.7 and an
o control : update to the Netop Portal. They now work better together and
® Account security come with several improvements both in terms of the
functionality and the user experience.
@, Authentication Adding users - Simplified User Interface for the Portal, with quicker ways to
u How to add new users to your account initiate a session both for a first time Nefop user and for existing
customers
« A new option that allows the checking of the permissions of a
ACCOUN Audit logs certain user on a certain device has been added. The result is
€ Configuration T oo reeve audit logs from your account the exact permission st or that user, even if multiple role
- assignments impact a certain user/device
+ Deployment packages have been simplified by providing quick
sharing options for the downloads
Downloads - Anew online installer has been created that allows the Portal
o How to setup new online installers for the Host users fo easily download and install the Guest
« Automatic update has been enabled for the online installer in the
Portal. This will make sure that both the Guest and the Host will
Groups and role assignments always stay updated to the latest version
—o_ o o . LDAP authentication support added to the Linux & Mac Guest
How to setup role based access ) | )
Netop « Confirm access support for the Netop Portal added to the Linux
& Mac Host -

Not e: Based on the userods rol e, the userds access

4.1 Manage Users

The Netop Portal allows you to centrally manage users within your organization. This can be done by
one or several users with administrative privileges.

Example: You are the administrator of a company account. To avoid having to manage all users one by
one, you can adjust the permissions of individual users so that they may manage other users as well.

22.08.2018 15
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The portal interface provides easy access for managing the users. There are four user types:

1
1

)l

User - view assigned devices and manage own profile

Group manager i all the permissions of the User, plus the ability to manage users and devices,
view roles and role assignments, view and generate log reports

Account administrator I manage users, devices, groups, roles and role assignments,
authentication methods, plus the ability to view account details and manage deployment
packages

Account owner T all the permissions of the Account Administrator plus the ability to manage
the Account configuration

To view information about all users who have access in the Netop Portal, on the menu bar click
The list of users will be displayed.

For the detailed list of access privileges, please refer to the

As a Group manager or higher, you have access to create new users for your portal organization
account.

You should create a user for each person who remotely supports devices within your network or
administrators in charge of users and devices management.

To create a new user:

1.
2.

w

5.

Go to the section and click :
Provide the userods first amskrndmaand passaondg confitmh e
password and provide the email address. Optionally, choose a group the user will belong to.

: The username should have the following format:

Enable or disable the user with the toggle button.
From the drop-down, select a type in order to assign the user a specific set of
permissions.
ADD USER
e
<]
<]
User h e
O User is active U Email (MFA) disabled
Click The user is successfully created and it appears in the list.
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Note:

If you are using Windows Hosts (below version 12.65) or Linux and Mac Hosts (all versions), please
check the following.

If you enable multi-factor authentication for a user, make sure those user credentials are not used as
device credentials in the definition of the Guest or Host communication profile (Netop Portal
communication device). If credentials from a user with multi-factor authentication enabled are used,
the Guest or the Host will not be able to make a connection to the Portal.

Recommendation: User credentials are used to configure the communication profile on both Guest
and Host; therefore, for security reasons, we strongly recommend creating dedicated users assigned
to enroll devices in the Netop Portal.

4.1.2 LDAP users - automatically added into the Portal at first login

This only applies if you are using LDAP authentication.

On first login using the LDAP credentials (username: domain identifier\LDAP username , password:
the domain password), the user will be added to the Netop Portal.

The user type will be User (more information on the user types here).

Note: The user will not be attached to a group by default, but if there is a role assignment in the
Portal which allows all users to access all devices (User: everyone, Devices: everything), the LDAP
user will also have access to all devices. In order to attach the User to a Group on login, check
LDAP user groups

4.1.3 View User Info

To view user information, in the Users list click on the desired username. Specific information from the
us er 6 s wilpbe didplaykde
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B Check permissions # Edit

2 User details

Username

Status

First name

Last name

Email

Group

Authentication method

Multifactor authentication

Type

Created

Created by

Modified

Modified by

mane_account@netop.com

Marius

Neagu

mane_account@netop.com

Philips users

INTERNAL

None

Account Owner

2016-06-06 11:33:38

2018-04-17 19:25:55

Marius Neagu {mane_account@netop.com)

Username

Status

First Name

Last Name

Email

Group

Authentication method

Multifactor authentication

Type

Created
Created by
Modified
Modified by

22.08.2018

Unique identifier used to login.

Indicates whether the user can log in the Netop Portal (is Active) or not
(Inactive).

User 6s first name.

U s e fast Bame.

The email address to which the user will receive notifications from the
Netop Portal and the multi-factor authentication code, should it be
enabled.

The group the user belongs to.

Internal (username or password) or the name of the authentication method
defined under Account > Authentication.

Indicates if multi-factor authentication is enabled for the user or not.

Indicates the type of the account: Account Owner, Account Administrator,
Group manager or User.

The date and time when the user account has been created.
The first and last name of the user who created the user account.
The date and time when the user account was last modified.

The first and last name of the user who last modified the user account.
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. If you toggle off the button, it disables the user so they can no longer log in to the
Netop Portal. Disabling does NOT remove the user from your portal organization account.

To edit an existing user, in the Users area click on the username of the user you want to modify and in
the upper right-corner of the page click . The window will be displayed.

Depending on the authentication method of the user, edit user will be as follows:

1 For Internal authentication. You can modify basic profile information (such as: First Name, Last
Name and Email), access permissions (toggle on or off the button and select the user type
to give specific access permissions within the Netop Portal) select the groups the user belongs to
and whether the user will authenticate using multi-factor authentication or not.

EDIT USER o
Qana oabo@netop.com
Bota Password °

oabo@netop.com Confirm password e
Account Administrator M ful control < v
(:) User is active C) Email (MFA) disabled

You are not allowed to edit the username.

You are not allowed to edit the user whose role is higher then the user you are logged in as.

You are not allowed to change the role from an account owner from here. Use the
area instead.

1 For ADFS/Azure AD based authentication. You can modify the role (toggle on or off the
button and select the user type to give specific access permissions within the Netop Portal), select
the groups the user belongs to and whether the user will authenticate using multi-factor
authentication or not.
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2 EDITUSER Close x
Firstname Email
Some someuser@netop.com
Lastname G Username
User someuser@netop.com
User type ~ Group
User group for Marius x | Xxx X e

Read more on user types  here

User Status: Multi factor authentication:

() User is active C) Email (MFA) disabled

Once you have finished updating user information and access permissions, click Save and the user
updates are saved.

4.1.5 Remove user

Note: Only an account owner, account admin or group manager can remove users. The logged in
user can only remove users with roles below their role.

To remove an existing user, in the Users area click on the username of the user you want to remove
and in the upper right-corner of the page click Remove.

NETOP

©' Remote Control 245 USERS

(]
b |

Users: 4/5 Devices: 2/ 50 Marius Neagu ¥

& Bty Test User (mane_test@netop.com) P¥ Check permissions # Edit

@& Dashboard

% User details

AL Users Username mane_test@netop.com
L] Devices
Status @ Active
£ Groups
_ First name Test
= Roles
A Role assignments Last name User
B Downloads Email mane_test@netop.com

You can also remove an existing user, from the Users area by selecting the desired user and above the
content area clicking Remove.
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NETOP
6 Remote Control ‘w‘ USERS = - Users: 4/5 Devices: 2 { 50 Marius Neagu W
€ Backto my devices & Attach to group # Edit % Remove P Check permissions 1 Add user
@& Dashboard Results can be filtered using the ¥ on each column
E = Name T Type T Group A Authentication m... ¥ Modified T
ML Users
@ Dragos Cel Admin jdriv_celadming@netop.com) User - INTERNAL 2018-04-17 14:01:55
] Devices
O John Smith gohn@netop.com) User = INTERNAL 2018-01-16 11:26:36
8= Groups
_ @ Marius Neagu {mane_account@netop com) Account Owner Philips users INTERNAL 2018-04-17 19:25:55
= Roles
o 5 QO Test enrollment Test (mane_enroliz@netop.com) User = INTERNAL 2017-11-27 17.07:51
A Role assignments
- Downloads @ Marius Neagu Enroll jmane_enroli@netop.com) User Alpha users INTERNAL 2016-06-06 12:24:43
@ Test User (mane_test@netop com) Group Manager Alpha users INTERNAL 2018-04-18 10:59:20

A confirmation dialog will be displayed. Click Yes and the selected user will be removed.

4.1.6 Remove multiple users

To remove multiple users at once, in the Users area, select the users you want to remove and above
the content area click Remove. A confirmation dialog will be displayed. Click Yes and the selected
users will be removed.

Note: If you remove an LDAP, ADFS or Azure AD user it does not mean that the user will not be
able to login again. On next login it will be created again. In order to disable the user, edit the user
and set the status to inactive.

4.2 Manage Groups
The Netop Portal allows you to group users and devices. Using these groups, role based access can be
aplied:

1. Create a user group and attach users to the group or add a LDAP group (LDAP authentication
method required).
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