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1 Overview 

This guide explains how to use the Netop Remote Control Portal. 

1.1 Netop Remote Control Portal 

The Netop Remote Control Portal serves two primary functions: 

1. Communication relay - the Portal acts as a secure relay service to connect Guest and Host 

modules.  

2. Management console - the Portal provides a browser based interface allowing users to manage 

access control, view connected devices (Netop Hosts), view audit logs, create remote sessions 

using a lightweight support console and other things. 

1.2 Technical Requirements 

The Netop Portal provides a browser based interface. Here is a list of supported browsers and versions 

based on the operating system. 

Operating System Supported Browser 

Windows Chrome latest version, Firefox latest version, Microsoft Edge and Internet 

Explorer 11. 

Mac OS  Chrome latest version, Firefox latest version, and Safari latest version. 

Linux 

 
 

 

 

 

 

 
 

 

 

 

 

 
 

 

 

 

 

 
 

 

 

 

 

 
 

 

 

 

 
 

 

 

 

 

 

Chrome latest version, Firefox latest version. 
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2 General 

2.1 Authentication 

To log into the Netop Remote Control Portal use the link and the credentials you used for setting up the 

trial: 

Enter the username and click Next. 
 

 

Enter the password and click Next. 
 

 

 

If multi-factor authentication is enabled for your account, you will be required to enter the code sent to 

you by email as second factor of authentication into the Netop Portal: 

 

If you do not have access to your e-mail account, you can use recovery codes to sign in.  
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For details on how to generate recovery codes, see Generate recovery codes. 

If LDAP authentication has been set up for your account, authenticate in the Portal using this username 

format: domain identifier\LDAP username and the domain password: 

 

If ADFS/Azure AD has been setup, the steps are as for LDAP authentication, the only difference being 

that the authentication is done on the customers ADFS/Azure AD authentication page. 

2.1.1 Forgot Password 

To reset your password, on the login page fill in your username and then click Forgot your password? 

In the Recover password screen, enter the email address associated with your portal account and click 

Send. 

You will receive an email with instruction on how to change your password. 

Note: The forgot password functionality does not work for LDAP, ADFS or Azure AD authentication. 

If you forgot your domain password, contact your system administrator to reset it. 
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2.2 User Interface 

 

 

The graphical interface has three main areas: 

¶ Menu bar (on the left). Allows you to navigate through the Netop Portal. 

¶ Title bar (on the upper side). Allows you to perform general actions like contacting support, my 

profile and log off. 

¶ Content area (right of the menu bar). Displays information based on where you are in the 

Netop Portal. 

2.3 User Profile 

You can view your Netop Portal profile details by clicking the Username link on the title bar. 

 

The My Profile page displays information on the profile of the user currently logged in. 
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2.3.1 Edit Profile Details 

You can change your profile details by clicking the Edit profile button. The profile details become 

editable, except for the username which is non-editable. 

Note: LDAP, ADFS and Azure AD users cannot edit their Portal profile. 

Field Description 

First Name Userôs first name. 

Last Name Userôs last name. 

Email The email address to which the user will receive notifications from the 

Netop Portal and the multi-factor authentication code(if enabled). 

 

Make the desired profile updates and click Save in order to store the updates. 

2.3.2 Change Your Password 

To change your password, go to your profile and click Change password. 

Note: LDAP, ADFS and Azure AD users cannot change their password from within the Netop Portal, 

but they should contact their system administrator. 

Enter and confirm a new password for your account. The password may be set to whatever you 

choose, if the string complies with these rules: 

¶ minimum 8 characters, 

¶ at least one uppercase letter, 

¶ at least one lowercase letter, 

¶ at least one numeric character. 

Once you created and confirmed a new password, click Save for the updates to take effect. 
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2.3.3 Generate recovery codes 

Recovery codes are used to log into the Netop Portal when you have multi-factor authentication 

enabled, but no access to your e-mail. 

To generate recovery codes, log into the Netop Portal, go to your profile and click Generate new 

codes: 

 

The codes come in sets of 10, and you can generate a new set at any point, automatically making the 

old set inactive. In addition, after youôve used a recovery code to sign in, it will become inactive. 

 

You can print the codes or download them on your computer. We recommend you keep the recovery 

codes safe because they are sensitive information. 

2.3.4 Filter Information 

You can filter the information displayed in the content area by using the filters available on each column 

header (in case a listing is displayed). 

Using the filter will also improve the ability to locate specific items within the listings. 
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Clicking the Filter icon on a column header will display an advanced filter, which allows you to select 

the filter criteria. 

 

 

2.3.4.1 Multiple filters 

You can set multiple filters to a listing: 

 

2.3.4.2 Reload listing and clear filters 

To remove a filter, from above the current listing click the filter to remove. You can also reload the 

current listing and clear all filters. 
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3 How to remote control a device 

The My devices page lists the online devices for which you have access permissions as defined by the 

applied role assignment(s). For more information, see Assign Roles. 

If there is no device attached to the account, there will be options displayed for installing the Host. More 

information in the Netop Portal Quick Start Guide. 

To remote control a device, users have the option of connecting from an installed Guest (Support 

Console) or from the Browser-based Support.  

3.1 Guest (Support Console) 

Depending on the operating system from where you want to connect to, there are the following options. 

3.1.1 Windows  

3.1.1.1 Guest (Support Console) install 

1. Click on the Download Guest (Support Console) to download.  

Notes: 

- Supported Windows versions: Windows 7 & higher 

- Administrator permissions are required for the installation 

- No license is required for the Guest (this is a Portal only installation) 

- When the Guest is installed, any previous Guest installations will be removed from 

the machine together with their corresponding settings 

 
 

2. Install the Windows Guest. 

 

3.1.1.2 Connect to the device 

1. From the My devices page, you can click on the actions next to the online device in order to 

initiate the corresponding action. 

http://www.netop.com/fileadmin/netop/resources/products/administration/remote_control/manuals/NetopRemoteControlPortal_QuickIGuide_EN.pdf
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2. The installed Guest application will be launched and the required action will be performed 

(e.g. opening up the file transfer window). If the Host is configured to use Netop Portal 

access rights, no other authentication will be requested from the user. For more information 

on the specific actions, check the Netop Remote Control Users Guide. 

Supported actions depending on the Host 

Host operating system Actions 

Windows - Remote Control 
- File transfer 

- Remote management (*) 

- Chat (*) 

Linux & Mac - Remote Control 

- File transfer 

 * Guest version 12.70 or later is required 

3.1.2 Linux 

3.1.2.1 Guest (Support Console) install 

1. Download and install the Guest (Support Console) from here. 

2. When launching the Guest, set up the Netop Portal communication profile by clicking Yes on the 

Portal prompt and using the trial username & password. 

https://www.netop.com/fileadmin/netop/resources/products/administration/remote_control/manuals/NetopRemoteControl_UsersGuide_EN.pdf
https://www.netop.com/remotesupport/product/downloads.htm
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3.1.2.2 Connect to the device 

1. You can connect directly from the installed Guest (Support Console) to the device or by going 

back to the Portal and clicking one of the following actions: Remote Control or File transfer. that 

will launch the Linux Guest. 

 
2. The installed Guest application will be launched and the required action will be performed (e.g. 

opening up the file transfer window). You will be required to re-authenticate on in the Guest on 

every connection. For more information on the specific supported actions, check the Netop 

Remote Control Users Guide (Linux and Mac). 

 

3.2 Browser Based Support Console 

1. From the My devices page, you can click on the actions menu next to the online device and 

choose Browser Based Support Console. 

https://www.netop.com/fileadmin/netop/resources/products/administration/remote_control/manuals/NetopRemoteControlUsersGuidelLinuxandMac_EN.pdf
https://www.netop.com/fileadmin/netop/resources/products/administration/remote_control/manuals/NetopRemoteControlUsersGuidelLinuxandMac_EN.pdf


Netop Remote Control Portal Userôs Guide  

22.08.2018   13 

 

2. If the Host is configured to use Netop Portal access rights, no other authentication will be 

requested from the user and the user will be starting the remote control session.  

 

Once logged in, the remote support session will provide the access permissions as defined by the role 

assigned in the Netop Portal. 

Keys not captured by the operating system or the browser have been added to the top menu. These 

include: System key, CTRL, ALT and SHIFT. 

Selecting one of the keys within the console, and then pressing any key on your keyboard, will trigger 

the combination of those keys to be sent to the target device. Once the keyboard key has been 

released, the button in browser menu will be unclicked. 
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To use a key (e.g., ALT) multiple times, simply double-click the button and the key will stay engaged. 

Click the button again to release the command. 

Using the console, you can send a variety of Windows commands using the power button options. 

These include: Logout, Lock, Restart, Shut-down and CTRL + ALT + DEL. 

If the Host has multiple monitors, while in a remote control session, you can dynamically change the 

host monitor to be displayed on the screen by clicking the Monitors icon from the main menu and 

selecting the desired monitor. 

Other options that are available include: 

¶ Toolbar minimization 

¶ Close session button. 

For more information on the Browser Based Support Console, check Browser-based Support Console 
User's Guide. 

 

http://www.netop.com/fileadmin/netop/resources/products/administration/remote_control/manuals/NetopRemoteControl_BrowserBasedSupportConsole_UG_EN.pdf
http://www.netop.com/fileadmin/netop/resources/products/administration/remote_control/manuals/NetopRemoteControl_BrowserBasedSupportConsole_UG_EN.pdf
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4 How to manage your account 

The Netop Portal provides a central place for managing users, devices, security settings, role based 

access and a variety of options. It also provides access to the audit logs.  

If the logged in user has a Group Manager role or higher, a settings menu entry will be available.  

 

This provides access to the management area. The homepage for the management area is the 

Dashboard with various information including account information, activity information, video tutorials 

and recent updates. 

 

Note: Based on the userôs role, the userôs access within the management area varies. 

 

4.1 Manage Users 

The Netop Portal allows you to centrally manage users within your organization. This can be done by 

one or several users with administrative privileges. 

Example: You are the administrator of a company account. To avoid having to manage all users one by 

one, you can adjust the permissions of individual users so that they may manage other users as well. 
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The portal interface provides easy access for managing the users. There are four user types: 

¶ User - view assigned devices and manage own profile 

¶ Group manager ï all the permissions of the User, plus the ability to manage users and devices, 

view roles and role assignments, view and generate log reports 

¶ Account administrator ï manage users, devices, groups, roles and role assignments, 

authentication methods, plus the ability to view account details and manage deployment 

packages 

¶ Account owner ï all the permissions of the Account Administrator plus the ability to manage 

the Account configuration 

To view information about all users who have access in the Netop Portal, on the menu bar click Users. 

The list of users will be displayed. 

For the detailed list of access privileges, please refer to the Netop Portal user privileges. 

4.1.1 Create a new user  

As a Group manager or higher, you have access to create new users for your portal organization 

account. 

You should create a user for each person who remotely supports devices within your network or 

administrators in charge of users and devices management. 

To create a new user: 

1. Go to the Users section and click Add user. 

2. Provide the userôs first and last name, the user credentials (username and password), confirm 

password and provide the email address. Optionally, choose a group the user will belong to. 

Note: The username should have the following format: username@domain 

3. Enable or disable the user with the User status toggle button. 

4. From the User type drop-down, select a type in order to assign the user a specific set of 

permissions. 

 

5. Click Save. The user is successfully created and it appears in the Users list. 

http://kb.netop.com/article/netop-remote-control-portal-user-privileges-en-446.html
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Note:  

If you are using Windows Hosts (below version 12.65) or Linux and Mac Hosts (all versions), please 
check the following. 

If you enable multi-factor authentication for a user, make sure those user credentials are not used as 
device credentials in the definition of the Guest or Host communication profile (Netop Portal 
communication device). If credentials from a user with multi-factor authentication enabled are used, 
the Guest or the Host will not be able to make a connection to the Portal.  

Recommendation: User credentials are used to configure the communication profile on both Guest 
and Host; therefore, for security reasons, we strongly recommend creating dedicated users assigned 
to enroll devices in the Netop Portal. 

4.1.2 LDAP users - automatically added into the Portal at first login 

This only applies if you are using LDAP authentication. 

On first login using the LDAP credentials (username: domain identifier\LDAP username , password: 

the domain password), the user will be added to the Netop Portal.  

The user type will be User (more information on the user types here). 

Note: The user will not be attached to a group by default, but if there is a role assignment in the 
Portal which allows all users to access all devices (User: everyone, Devices: everything), the LDAP 
user will also have access to all devices. In order to attach the User to a Group on login, check 
LDAP user groups 

4.1.3 View User Info 

To view user information, in the Users list click on the desired username. Specific information from the 

userôs profile will be displayed. 

http://kb.netop.com/article/netop-remote-control-portal-user-privileges-en-446.html
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Field Description 

Username Unique identifier used to login.  

Status Indicates whether the user can log in the Netop Portal ( is Active) or not 

(Inactive). 

First Name Userôs first name. 

Last Name Userôs last name. 

Email The email address to which the user will receive notifications from the 

Netop Portal and the multi-factor authentication code, should it be 

enabled. 

Group The group the user belongs to. 

Authentication method Internal (username or password) or the name of the authentication method 

defined under Account > Authentication. 

Multifactor authentication Indicates if multi-factor authentication is enabled for the user or not. 

Type Indicates the type of the account: Account Owner, Account Administrator, 

Group manager or User. 

Created The date and time when the user account has been created. 

Created by The first and last name of the user who created the user account. 

Modified The date and time when the user account was last modified. 

Modified by The first and last name of the user who last modified the user account. 
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4.1.4 Edit user 

Note: If you toggle off the Active button, it disables the user so they can no longer log in to the 
Netop Portal. Disabling does NOT remove the user from your portal organization account. 

To edit an existing user, in the Users area click on the username of the user you want to modify and in 

the upper right-corner of the page click Edit. The Edit User window will be displayed. 

Depending on the authentication method of the user, edit user will be as follows: 

¶ For Internal authentication. You can modify basic profile information (such as: First Name, Last 

Name and Email), access permissions (toggle on or off the Active button and select the user type 

to give specific access permissions within the Netop Portal) select the groups the user belongs to 

and whether the user will authenticate using multi-factor authentication or not. 

 

Notes:  

You are not allowed to edit the username.  

You are not allowed to edit the user whose role is higher then the user you are logged in as. 
 
You are not allowed to change the role from an account owner from here. Use the account 
configuration area instead. 

¶ For ADFS/Azure AD based authentication. You can modify the role (toggle on or off the Active 

button and select the user type to give specific access permissions within the Netop Portal), select 

the groups the user belongs to and whether the user will authenticate using multi-factor 

authentication or not. 
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Once you have finished updating user information and access permissions, click Save and the user 

updates are saved. 

4.1.5 Remove user  

Note: Only an account owner, account admin or group manager can remove users. The logged in 
user can only remove users with roles below their role. 

To remove an existing user, in the Users area click on the username of the user you want to remove 

and in the upper right-corner of the page click Remove. 

 

You can also remove an existing user, from the Users area by selecting the desired user and above the 

content area clicking Remove. 
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A confirmation dialog will be displayed. Click Yes and the selected user will be removed. 

4.1.6 Remove multiple users  

To remove multiple users  at once, in the Users area, select the users  you want to remove and above 

the content area click Remove. A confirmation dialog will be displayed. Click Yes and the selected 

users will be removed. 

 

Note: If you remove an LDAP, ADFS or Azure AD user it does not mean that the user will not be 
able to login again. On next login it will be created again. In order to disable the user, edit the user 
and set the status to inactive. 

 

4.2 Manage Groups 

The Netop Portal allows you to group users and devices. Using these groups, role based access can be 

aplied: 

1. Create a user group and attach users to the group or add a LDAP group (LDAP authentication 

method required). 






















































