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1.1 Welcome

1.1 Welcome
Welcome to NetOp Remote Control, the remote control software from Danware.
We hope that this product will meet your requirements and fulfill your expectations.
If you encounter problems using this product, first consult with its manuals and help systems.

Additional troubleshooting guidance is available from the NetOp KnowledgeBase that can be searched
for detailed technical information.

The local supplier of your NetOp product is available for advising you on how to obtain maximum
benefit from it.

As a last resort, submit a support request to NetOp Customer & Product Support. We will endeavour to
get back to you as soon as possible with a solution to your problem.

NetOp Customer & Product Support
This chapter includes these sections:
. Features
. Documentation

¢ Updates

. Compatibility

. Common Controls
1.2 Features

NetOp Remote Control includes these modules:

*  NetOp Guest: Enables the computer user to remote control and interact in other ways with another
computer running NetOp Host or an extended NetOp Host.

*  NetOp Host: Enables the computer to be remote controlled and interacted with in other ways from a
computer running NetOp Guest.

*  NetOp Security Server: Extended NetOp Host that can manage Guest access security for multiple
Hosts.

*  NetOp Gateway: Extended NetOp Host that can route NetOp traffic between different
communication devices.

*  NetOp Name Server: Extended NetOp Host that can connect NetOp modules across segmented
networks.

NetOp Remote Control features include:
. Remote Control
. Other Interaction

. Security
. Operating Systems

. Communication Devices

1.2.1 Remote Control

NetOp Guest can run a Remote Control session with one or multiple NetOp Hosts to display the Host
computer screen image to enable the Guest user to work with keyboard and mouse on Host computers
and control them in different ways.

NetOp Host can be remote controlled by one NetOp Guest. NetOp Host can allow multiple simultaneous
Guest connections to enable a multi Guest session in which one connected Guest has keyboard and mouse
control while other connected Guests have limited access to the Host computer.

14


http://support.netop.com

1 Introduction

1.2.2 Other Interaction

NetOp Guest can run a File Transfer session with one or multiple NetOp Hosts to transfer and manage
files and directories. If NetOp Host allows multiple Guest connections, multiple Guests can run separate
File Transfer sessions with it at the same time.

NetOp Guest can run a Chat session with one or multiple NetOp Hosts to communicate by typed text. If
NetOp Host allows multiple Guest connections, multiple Guests can join in a multi Chat session with one
Host. NetOp Host can start a Chat session with one or multiple connected Guests.

One NetOp Guest and one NetOp Host can run an Audio-Video Chat session to communicate by sound
and live image. NetOp Host can start an Audio-Video Chat session only with a connected Guest that has
keyboard and mouse control.

NetOp Guest can run a Remote Management session with one or multiple NetOp Hosts to manage Host
computers. If NetOp Host allows multiple Guest connections, multiple Guests can run separate Remote
Management sessions with it at the same time.

NetOp Guest can run a specified program on a NetOp Host computer, see Run Program.

NetOp Guest can execute a system control command on a NetOp Host computer, see Execute Command.
NetOp Guest can send a NetOp Message to NetOp Host.

NetOp Guest can Monitor multiple NetOp Hosts to sequentially display their computer screen image.
NetOp Guest can get the hardware and software inventory of a NetOp Host computer, see Get Inventory.
NetOp Host and extended Hosts can Request Help from a NetOp Guest that offers help services.

1.2.3 Security
You can protect NetOp Guest and NetOp Host and extended Host setup by a Maintenance Password.

NetOp Host and extended Host Guest Access Security can protect against unauthorized NetOp Guest
access and actions:

*  The Guest Access Privileges Tab specifies the Guest authentication method and local security roles.
Use NetOp Security Server uses centralized security information.

*  The Guest Policy Tab specifies Guest access security policies.
*+  The MAC/IP Address List Setup Tab can limit Guest access to specified Guest addresses.
The communication between modules is protected by encryption, see Encryption Tab.

All NetOp Remote Control modules can log NetOp events locally and centrally in a NetOp Log.
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1.2.4 Operating Systems

NetOp Remote Control supports a wide range of operating systems. These features are available with
each operating system:

Operating SystemsP> | Windows | ActiveX |Windows CE | Linux | Solaris| Mac OS X|Symbian OS|OS/2 [DOS
V¥ Features o
Modules:
Guest o [ ) o [ ) o @** @k | @*k
Host [ [ [ [ [ ) ® ®
Security Server ® @**
Gateway o @**
Name Server ®
Sessions:
Remote Control ® { o ® ® (] [ ) [ ) [ )
File Transfer [ o [ [ ° ® @
Chat ) o o* | @ ° ° °
Audio-Video Chat ®
Remote Management o
Actions:
Run Program ®
Execute Command ®
NetOp Message ®
Monitor ®
Get Inventory o
Request Help (Host) L] ®
Help Services (Guest) o @H*

* Host only. ** With a NetOp product other than NetOp Remote Control version 9.0.

NetOp products running on different operating systems can interact with only few exceptions and

limitations.

1.2.5 Communication Devices

NetOp Remote Control modules communicate by Communication Devices. These communication
devices are available on NetOp modules running on computers using different operating systems:

Comm. DevicespP

V¥ Operating systems

NetBIOS

IPX

ISDN
(CAPI)

Windows
modem

Serial
modem

TCP/IP

TCP/IP
(TCP)

Gate- |Infra-

way

red

Terminal
Server

Windows Server 2003

@o*

Windows XP

Windows 2000

o*

Windows NT 4.0

@o*

Windows ME/98SE

ActiveX

Windows CE

Linux

Solaris

Mac OS X

Symbian OS

0S/2

DOS

@ **

@**

*On terminal server modules only. **DOS to DOS only.




1 Introduction

1.3 Documentation
NetOp Remote Control comes with a Quick Guide, two manuals and three help systems.

The Quick Guide in English is included as a booklet in the CD box when buying or upgrading NetOp
Remote Control. The Quick Guide in the languages in which NetOp Remote Control is available is
included as Portable Document (PDF) files on the NetOp Remote Control CD. It contains startup
information enabling installing and starting to use NetOp Remote Control.

This User’s Manual that is available in the languages in which NetOp Remote Control is available is
included as PDF files on the NetOp Remote Control CD. It contains these chapters:

* 1 Introduction: Explains NetOp Remote Control features, documentation, updates, compatibility
and common controls.

. 2 Installation: Explains how to install NetOp Remote Control.

* 3 NetOp Guest: Explains the functionality of NetOp Guest.

* 4 NetOp Host: Explains the functionality of NetOp Host.

* 5 Common Tools: Explains tools that are common to all NetOp Remote Control modules.

The Administrator’s Manual that is available only in English is included as a PDF file on the NetOp
Remote Control CD. It contains these chapters:

. 1 NetOp Security Management: Explains the functionality of NetOp Security Manager and NetOp
Security Server.

* 2 NetOp Gateway: Explains the functionality of NetOp Gateway.
* 3 NetOp Name Management: Explains the functionality of NetOp Name Server.
* 4 Advanced Tools: Explains advanced NetOp Remote Control tools.

* 5 Other Operating Systems: Explains the installation and particulars of NetOp Remote Control for
Linux, Solaris, Mac OS X, OS/2 and DOS.

Note: Manuals are also available from the NetOp KnowledgeBase.

NetOp Guest Help that is available from NetOp Guest (Windows, Linux and Solaris) in the language in
which it is installed includes these sections:

»  Introduction: Explains NetOp Remote Control features, documentation, updates, compatibility and
common controls.

»  Installation: Explains how to install NetOp Remote Control.
*  NetOp Guest: Explains the functionality of NetOp Guest.
. Common Tools: Explains tools that are common to all NetOp Remote Control modules.

NetOp Host Help that is available from NetOp Host, NetOp Security Manager, NetOp Security Server,
NetOp Gateway and NetOp Name Server (Windows) in the language in which it is installed includes
these sections:

*  Introduction: Explains NetOp Remote Control features, documentation, updates, compatibility and
common controls.

*  Installation: Explains how to install NetOp Remote Control.
*  NetOp Host: Explains the functionality of NetOp Host.
*  Common Tools: Explains tools that are common to all NetOp Remote Control modules.

NDU Help that is available from NetOp Deployment Utility in English explains the functionality of
NetOp Deployment Utility.

Help system sections contain the same information as the matching manual chapters.

Note: You cannot expect the documentation to be updated with the most recent product updates. Look for
update information in the ReadMe.txt file that will be updated with major updates.
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1.4 Updates

1.3.1 How to Use NetOp Documentation

We recommend first-time NetOp users to read the Quick Guide and then make a test installation and try
it out using the Help system for guidance.

We recommend experienced NetOp users to review the User’s Manual or Help system Introduction
chapter/section Features section to get up to date with available features.

Read detailed explanations only when needed to clarify the product functionality.

1.3.2 Typographical Conventions

These typographical conventions are used in the documentation:

. Italics text represents screen text.

. SMALL CAPS text represents keyboard keys (+ indicates that keys must be pressed at the same time).
« Lucida console font text represents keyboard entries.

*  Inthe Adobe Reader display of PDF files and in Help systems, colored underlined text is a jump
hotspot. Click the hotspot to jump to the section or topic that explains the underlined text subject.

*  [Square brackets] are used around optional entries.
*  <Angle brackets> are used around content descriptions.

1.3.3 Standard Buttons

These standard window buttons will be explained in the documentation only if their functionality deviates
from their standard functionality:

. OK: Click this button to close a window to apply window selections.
*  Cancel: Click this button to close a window without applying window selections.

*  Help: Click this button to open the Help system on the topic that explains the window content.

1.4 Updates
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NetOp products will be improved from time to time through the release of updated builds.

To identify the build of an installed NetOp product, select the Help menu About... command to display
the About... window. The build number in the format YYYYDDD (Y=year number digit, D=day number
digit) will be displayed in parentheses next to the version number.

To ensure that your NetOp product is up to the current standard, the most recently released build should
always be installed.

To update automatically in Windows, enable the Web Update functionality, see Web Update Tab.

To update manually, in the NetOp KnowledgeBase select Download Products to display available
downloads. If your installed product version is available with a higher build number, you should
download and install it. Installation requires valid license numbers. Products with the same version
number down to the first decimal use the same license numbers.

The ReadMe.txt file installed with an update will contain update information.
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1.5 Compatibility

This table provides an overview of older NetOp remote control products and their compatibility with
NetOp Remote Control version 9.0.

Product

Version

Language

Latest build

Version 9.0 compatibility

NetOp Remote Control

(Language column
languages apply to the
Windows version. Other
operating system versions
are available in English
only)

8.0

English
French
German
Italian
Japanese
Portuguese
Spanish

2005271

7.65

English
French
German
Italian
Japanese
Portuguese
Spanish

2004342

7.6

English
French
German
Italian
Japanese
Portuguese
Spanish

2003246

7.5

English
French
German
Italian
Japanese
Portuguese
Spanish

2003048

7.0

English
French
German
Italian
Japanese
Portuguese
Spanish

2002291

6.5

English
French

German
Spanish

2002063

6.0

English
French

German
Spanish

1999309

Full. Added functionalities in newer versions are
typically not available in older versions.

NetOp for Windows

54

English

1998315

5.3

English

22497

Full. Added functionalities in newer versions are
typically not available in older versions.

NetOp for OS/2

6.5

English

2002063

5.4

English

1999322

5.3

English

30197

Full. Added functionalities in newer versions are
typically not available in older versions.

NetOp for DOS (Network)

43

English

NetBIOS and IPX only

NetOp for DOS (Modem)

1.01

English

No

NetOp for DOS (ISDN)

1.03

English

No
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1.6 Common Controls
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This section explains the controls of common elements in the NetOp Remote Control user interface. It
section includes these sections:

. Window Control

Menu and Toolbar Control
. Table Control
1.6.1 Window Control

Windows with an icon at the title bar left end share these window controls:

Click the title bar left icon, right-click anywhere in the title bar or press ALT+SPACE to display this
standard window control menu:

Move
Size

Minimize

O Maximize

¥ Close Alt+F4

Restore: Select this command or click the matching title bar right end button to restore a maximized or
minimized window to its normal size.

Move: Select this command to display an arrow-pointed +. Press the keyboard arrow buttons to move the
window. Press ENTER to end the operation.

Note: Typically, move a window by dragging its title bar.

Size: Select this command to display an arrow-pointed +. Press the keyboard arrow buttons to display a
double arrow at a window edge and move the window edge to resize the window. Press ENTER to end the
operation.

Note: Typically, resize a window by dragging its edges or corners.

Minimize: Select this command or click the matching title bar right end button to minimize the window.
The window can minimize into a taskbar button or a notification area button or if inside a window work
panel into a minimized window typically in the lower left corner of the work panel. Click a taskbar
minimized window button or double-click a notification area minimized window button to restore the
window.

Maximize: Select this command or click the matching title bar right end button to maximize the window.

Close: Select this command, click the matching title bar right end button, press ALT+F4 or double-click
the title bar icon to close the window without applying window selections. If the window represents a
loaded program, the program will be unloaded.

1.6.2 Menu and Toolbar Control

Enabled menu commands appear as black text. Menu commands that are disabled with the current
selection appear as gray text. If the window is active, place the mouse pointer on a command to display a
hint in the status bar. Commands switching a status On/Off can display a checkmark or an icon. If
checkmarked or if the icon appears pressed in, the status is On and selecting the command will switch the
status Off. Executing a command closes the menu.

Drag the left end of a toolbar to move it from its default position below the menu bar to place it along
another edge of the window below the menu bar and above the status bar or anywhere outside the
window.

Enabled toolbar buttons appear in color. Toolbar buttons that are disabled with the current selection
appear gray. If the window is active, place the mouse pointer on a toolbar button to display a tooltip with



1 Introduction

the button name and a hint in the status bar. A toolbar button switching a status On/Off can appear pressed
in. If appearing pressed in, the status is On and clicking the button will switch the status Off.

1.6.3 Table Control

Typically, these controls are available with tables in window panes:

Resize the pane by resizing the window by dragging its borders. Change the width of a column by

dragging the right border of its heading. Sort records (ascending/descending) by any column by clicking
the column heading. If table content extend beyond the pane, it will have scrollbars.

Click a record to select and highlight it. Click a record and while pressing SHIFT click another record to
select and highlight both records and records in between. Click a record and while pressing CTRL click
other records to select and highlight clicked records.
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2.1 Summary

2.1 Summary

This chapter explains how to install NetOp Remote Control on a computer running on a Windows
operating system.

Note: Installing NetOp Remote Control on other operating systems is explained in the Administrator’s
Manual Other Operating Systems chapter.

It contains these main sections:
. Box Content

. Requirements

*  Install

. Install Alternatives

2.2 Box Content

When buying a licensed version of NetOp Remote Control, the box will contains a NetOp Remote
Control CD, a Quick Guide booklet, a license certificate and a registration card.

The NetOp Remote Control CD contains available language versions of NetOp Remote Control
programs, documentation and additional resources.

The Quick Guide booklet contains an installation and startup guide.

The license certificate specifies which NetOp Remote Control modules are licensed and which license
numbers must be specified when installing. The license certificate should be kept in a safe place as proof
of license. License numbers are unique to the licensed product and specify which number of licensed
modules can run at the same time.

Register your NetOp software using the registration card or online via the NetOp Product Registration
website. This may prove useful if you lose your license certificate or if you want to upgrade to a newer
version.

2.3 Requirements

24

To install and use NetOp Remote Control on a computer running on a Microsoft Windows operating
system, these system requirements apply:

Computer |Intel Pentium processor or higher, or 100% compatible.

Memory Guest: OS requirement plus additional 16 MB (32 MB or more recommended).
Other modules: OS requirement plus additional 12 MB (16 MB recommended).
Platform Windows Server 2003 Standard, Enterprise, Web Edition.

Windows XP Professional, Tablet PC Edition, Home Edition.

Windows 2000 Server, Advanced Server.

Windows 2000 Terminal Services.

Windows 2000 Professional.

Windows NT 4.0 Terminal Server (SP4).

Windows NT Server 4.0 (SP4).

Windows NT Workstation 4.0 (SP4).

Windows ME, 98, 95.

Note: To install NetOp Remote Control on a Windows 2003, XP, 2000 or NT computer, the user must
have administrator rights.

Before installing, read the ReadMe.txt file that resides in the root directory of the NetOp Remote Control
CD. This file contains important general information and may contain update information that was not
available when the documentation was last edited.


http://www.netop.com/netop-23.htm

2 Installation

2.4 Install

Insert the NetOp Remote Control CD into the computer CD drive to display a window with language
buttons.

Note: If the window with language buttons does not display automatically, double-click SETUP.EXFE in
the CD root directory to display it.

Click English to display this window:

= NetOp Remote Control Trial 01-06-2006

NetOp® Remote Control 9.0

EMBEDDED
SOLUTIOMNS

@ Install NetOp Remote Control SoLuons
@ Quick Guide

@ User's Manual

@ Adminstrator's Manual

@ Other Installation Options

Ok DEMAND

@ Information
@ Install Acrobat® Reader®

Complete scalable and secure
eaack remote control software for IT professionals
NetOp'

Aemate Control

Click Install <Module name> to install the module using Windows Installer. This will enable you to
exclude installing subfeatures that you do not need.

Click Other Installation Options and click InstallShield to install NetOp Remote Control using
Traditional InstallShield.

Note: You can install only modules for which you have a license.
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2.4.1 Windows Installer

Starting a Windows Installer installation, this window will be displayed:

Welcome

i NetOp Remote Control Guest - Setup

the Setup Wizard.

and international treaties.

3

Welcome to NetOp Remote
Control Guest Setup Wizard

The Wizard will install MetOp Remote Control Guest on
vour computer. Click Mext to cortinue or Cancel to exit

WARNING: This program is protected by copyright law

Mext =

l

[ Cancel ]

Click Next > to display this window:

i NetOp Remote Control Guest - Setup

End-User License Agreement

Pleaze read the following license agresment carefully.

X]

tnazittoan extent possible under law.

Wil arrantsy

them at no cost within 60 days of purchase from Danarate Data.

{:!'I accept the terms in the License Agreement
'@}I do not accept the termsz in the License Adgreement

WARNING: This program is protected by copyright laws and international treaties.

Unauthorized reproduction or distribution of this program, or aty portion of it may
result ity severe civil and critminal penalties, and wiolators will be progsecuted to the —

Dratvwrare Data &3 guarantees the gquality of the phorsical material of the vser
package, that iz mannal and CD-REOM. If these items are defective, we will exchange

54

Cancel
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Read the license agreement in the scrolling pane. Select [ accept the terms in the license agreement to

enable the Next > button. Click Next > to display this window:

i NetOp Remote Control Guest - Setup

Customer Information

Please enter your information.

Uzer Mame:

Qrganization:

Setial numbet:

%]

= Back

[ iest

[ Cancel

Fill in the fields:
User name: []: Specify the user name.
Organization: []: Specify the licensee name.

Serial number: []: Specify the license number.

Note: If you specify an invalid license number, you will be notified after clicking Next > to correct your

mistake.
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Click Next > to display this window:

i NetOp Remote Control Guest - Setup Pg|
Setup Type h
Zh the setup type that hest =it s, - .
ooze the setup type est suits your needs NetOp
Typical
Installs the most common program festures. Recommended for
mast uzers.
Custom

Allows users ta chooze which program festures will be
installed and where they wil be installed. Recommended far
advanced users.

Complete
All program features will be installed. (Requires most disk
Shace)

Select Typical or Complete to install all program features and click Next > to display the Windows
Firewall Configuration window.

Select Custom and click Next > to display this window:

28
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Custom Setup

i NetOp Remote Control Guest - Setup

3

Custom Setup
Select which festures to be installed. - E
NetOp
Click on the iconz in the tree helow ta change the way feastures will be installed.
= Metop Remate Cantral Guest ~ Wain module which can start e,
= ~ | Remote Management
= ~ | Wb Update
= ~ | Utilitie= This festure requires S997KB on
p— Media il vour hard drive. it has 10 of 10
=20 HEI I?S I;S subfestures selected. The
=) Help Sy fam subfeatures require 6232K8 on
=9 ~| Readme file your hard drive.
= ~ | Scripts and Code exzample:
=3 | ShMP Logging b
L4 >
Location:
. MetOp Remate Cantralt
[ Reset ] [ Dizk Uzage ] [ = Back ” Mext = ] [ Cancel

]

In this window, you can exclude installing subfeatures that you do not need. By default, all subfeatures
will be installed: Select a subfeature to exclude/include it. This table explains available subfeatures:

Available on module: |Guest [Host |Security |Gateway [Name
Subfeature Functionality Server Server
Remote Management Enables Remote Management ® ® ® ® ®
Web Update Enables Web Update ® ® ° ) )
Utilities Enables unhiding module ® ® ° ° °
Media files Includes sound and animation files L] (] ® (] ®
Help system Includes help system ® ® ° ) )
Readme file Includes Readme file ° ° ° o °
Script and code examples |Includes script and code examples ®
SNMP logging Enables SNMP logging L] ] ® ) )
Remote printing Enables remote printing ® [ ) [ ) ° ®
ActiveX component Enables ActiveX scripting ®
Marker mode Enables NetOp Marker ® ° ) )
Advanced feature driver  |Enables remote control commands ® (] ® ®
Command mode transfer |Enables command mode screen transfer ® ® ® °
Security Manager Installs NetOp Security Manager L]
Code examples Includes security code examples °

Note: Re-run the setup wizard to change the subfeature selection, see Change or Remove.

Click Reset to restore the original selection.
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Click Disk Usage to display this window:

i NetOp Remote Control Guest - Setup rz|
Disk Space Requirements
The dizk =pace required for the installation of the zelected features. B "
NetOp

The highlighted wolumes (if any) do not have enough disk space available far the currently
selected features. You can either remowve some files from the highlighted volumes, ar choose to
install less festures onto local drivels]), or select different destination drivels).

Yolume Dizk Size Available Reguired =
= 4GB 2358 24mB
=2H: 7aGE 1090ME OKE
=T OWE OKE OWB
== 7aGE 1080ME OKE
= HOGE BE44hE kB —
== HOGE BE44hiB OkE
S H0GE 954 4ME KB %
4 | b

This window that displays the designation, total and available disk space of available disk drive volumes
will indicate the disk space requirements of the selected installation. Click OK to close the window.

Click Browse to display this window:

it NetOp Remote Control Guest - Setup ['5_<|
Change current destination folder P*‘%
Brovvse to the destination folder NetOp

Lookin: | [Z3 NetOp Remote Control v | i

[ Gatewesy

[ Ho=t
[ nameServer
DSecurﬁyServer

are Data\etOp Remate Controly

Folder rame: _Program Files\Danny
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This window displays the folder, content of directory folders and path of the selected installation
directory. Click the drop-down box button to display available directories. From the buttons, you can
move up in the directory structure and create a directory. Select a directory folder to display its path and
click OK to apply the selection.

When satisfied with the selection in the Custom Setup window, click Next > to display this window:
Windows Firewall Configuration

i NetOp Remote Control Guest - Setup E|
Windows Firewall Configuration
Allowy MetOp Remote Control Guest to communicate through Windowws Fire.. ": 10p

To wwork properly MetOp Remate Control Guest must be given permizsion far
incaming netvwark connections in Windowes Firesweall

Allawy MetOp Remate Control Guest to accept incoming netwark connections

[ = Back H Mext = ] [ Cancel ]

Leave the box checked to modify the Windows firewall configuration to enable NetOp communication.
Click Next > to display this window:
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2.4 Install

Ready to Install

i NetOp Remote Control Guest - Setup E'
Ready to Install M
The Setup \Wizard is ready to begin installation. Netop

Click Install to begin the installstion.

It wou wwant to reviewy or change any of your installation settings, click Back.
Click Cancel to exit the Setup Wizard.

[ = Back ” In=tall ] [ Cancel ]

Click Install to start the installation. When completed, this window will be displayed:

i NetOp Remote Control Guest - Setup ['5_(|

y P‘.’% Completing the NetOp
va Netop' Remote Control Guest
< Setup Wizard

Click the Finizh button to exit the Setup Wizard.

Launch the MetOp Remaote Cortral procuct

Leave the box checked to load the module after installation. Click Finish to end the setup wizard.
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2.4.1.1 Change or Remove
You can change or remove a Windows Installer program installation from Start > (Settings >) Control
Panel > Add or Remove Programs or by re-running the setup wizard.

In the Add or Remove Programs window, for the installed program click Change or re-run the setup
wizard to display the Welcome window. Click Next > to display this window:

i NetOp Remote Control Guest - Setup E|
Modify, Repair or Remove installation M
Zelect th i izht f . - =
elect the operation you wish to perform NetOg

Modify
Change wwhich feastures are installed.

Repair
Regpair errors inthe most recent installstion - fixes missing or
corrupt files, shortcuts and registry entries.

Remove
Remove MNetOp Remote Contral Guest from your computer.

Cancel

Click Modify to display the Custom Setup window to change selections and complete installation like a
Windows Installer.

Click Repair to display a Repair NetOp Remote Control... window like the Ready to Install window to
complete re-installation like a Windows Installer.

Note: To Modify or Repair, installation files must be available.

Click Remove to display a Remove NetOp Remote Control... window like the Ready to Install window to
complete removal like a Windows Installer.

In the Add or Remove Programs window, for the installed program click Remove to remove the program
in a small window.

Note: Change or remove will not affect user configuration files, see NetOp Configuration Files.
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2.4 Install

2.4.2 Traditional InstallShield
Starting a traditional InstallShield installation, this window will be displayed:

Welcome E|

Wwelcome to the NetOp Setup program.  This program
will inztall Metdp on wour computer.

It iz strongly recommended that you exit all \Windows programs
before running thiz Setup program.

Click Cancel to guit Setup and then cloze any programs you
hawve running. Click Mest to continue with the Setup program.

WARMIMG: This program iz protected by copyright law and
international treaties.

|Inautharized reproduction or dizgtribution of this program, or ang
portion of it, may result in severe civil and ciminal penalties, and
will be progecuted ta the marimum extent poszible under law.

Cancel |

Click Next > to display this window:

Software License Agreement El

Pleaze read the following Licenze Agreement. Press the PAGE DOWHM ke to zee
the rest of the agreement.

WWARMIMG: This program iz protected by copunght laws and international treaties. ~

|Inauthorized reproduction or distribution of this program, or any portion of it may result in
gevere civil and criminal penalies, and wiolatorz will be prozecuted to the masximum extent
pogzible under law.

WA arranty

Darware Data A45 guarantees the quality of the physical material of the uzer package,
that iz manual and CO-ROM. If thesze itemz are defective, we will exchange them at no
cogh within B0 days of purchaze from Darware Data.

Dizclaimer
Drarware Data 445 denies any and all responzibility for damages caused directly or

indirectly as a result of any faultz with the enclosed programs and/or documentation. 7

Do pou accept all the termz of the preceding License Agreement? |f pou chooge Mo, Setup
will cloze. Toinstall NetOp, vou must accept this agreement.

< Back Yes Ha

Read the license agreement and click Yes to continue.
In a typical installation, the Registration window will be displayed.

If installation files include a LICENSE.DAT file that enables installing Guest and Host at the same time,
this window will be displayed.
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Select Install Components

Select Install components [z|

Inztall Guest files anddor Host files [Host, Mame Server, Security
Server or Gateway|:

11958 k.

9697 K

Drestination Folder

C:hsMetOp Remate Cantralb,
Space Required: 2R185 K Disk &
Space Available: 4194303 K w

< Back et | Cancel |

To install NetOp Guest and NetOp Host or an extended Host, leave both boxes in the pane checked.
Uncheck a box to install only the other module.

The Destination Folder section will display the default destination folder path. Click Browse to choose a
different destination folder in the Windows Choose Folder window.

Space Required and Space Available will display disk space requirement and availability in the directory
specified in the Destination Folder section. Click Disk Space to display this window:

Available Disk Space E'
Space
Drive
_ - Available: 2097151 K
Required: 25185 K

] | Cancel

In this window, you can select another disk drive and diplay available and required disk space on it.
Click OK to specify the selected drive letter in the Select Install Components window Destination
folder section.

If the Host Files box is unchecked, click Next > to display the Registration window.
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If the Host Files box is checked, click Next > to display this window:

x]

Select Host type

Onece pou have selected the options you wizh to
iniztall, press the Mext buttan to continue the
iniztallatian.

f* Host

" Clazz Server
" Security Server
" Gateway

" MWame Server

< Back | Mest » | Cancel

Select the type of Host that shall be installed and click Next > to display this window:
Registration

Registration [$_<|

Fleaze register MetOp with ‘Licenzed to' and enter the serial
nurmber found on your icense certificate. The senal number will
determine the module installed on pour PC.

Licenzed to: |

Senal #: |

< Back Cancel

Specify in the Licensed to field the licensee name and in the Serial # field the license number of the
module that shall be installed.
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Note: If you specify an invalid license number, you will be notified after clicking Next > to correct your
mistake.

If both boxes were checked in the Select Install Components window, this window will contain Guest
serial #and Host serial # fields that contain license numbers. Click Next > to display the Update Existing
Installation window if a previous installation is found on the computer. The options in this window are
unimportant. Click Next > to display the Select Program Folder window.

Click Next > to display this window:

Choose Destination Location

Choose Destination Location [z|

Y'ou have chosen to install a HetOp Guest, if thiz iz incomect
pleaze choose Back and retype vour senal number.

The Guest will be installed in the following folder. To install to this

folder, choose Mest. To inztall to a different folder, choose
Browsze.

Drestination Folder

C:h..sMetDp Remote Contral Browse...
< Back | Mext » | Cancel |

The Destination Folder section will display the default destination folder path. Click Browse to choose a
different destination folder in the Windows Choose Folder window.

Click Next > to display the Update Existing Installation window if a previous installation is found on the
computer. The options in this window are unimportant. Click Next > to display this window:
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Select Program Folder

Select Program Folder D__q

Setup will add program iconz to the Program Folder listed belaw.
Y'ou may twpe a new folder name, or select one from the exizting
Folders list. Click Mest to continue.

Frogram Folders:

MHetlp Remate Cantral

Esizting Folders:

Hewlett-Packard
Bk Becordhow
Intel Hetwork, Adapters
[nterfiden WinDWD
Jazc Software
Micrazaft Office
Metdp Class Server N
Metldp Deskiop Firewall
Metlp Remate Contral

¢ Back | M et > | Cancel |

Accept the suggested program folder (typically NetOp Remote Control) to place the program command in
a Start > (All) Programs program folder with this name.

[>

|

Click Next > to display the Start Copying Files window or this window if Windows Firewall is running
on the computer:

Windows Firewall Configuration

To wark, properly MetOp must be given permizsion far incoming
netwark, connections in the Windows Firewall.

[v Allow MetOp to accept incoming netwark, connections.

< Back | Mest » | Cancel

Leave the box checked to modify Windows Firewall configuration to enable NetOp communication.
Click Next > to display this window:
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Start Copying Files

Start Copying Files [z|

Setup haz enough information to start copying the program files.
[F oL want ta review ar change any settingz, click Back. [f pou
are zatizfied with the zettingz, click Mext to begin copying files.

Curment Settings:

Inztall component[z):
Guest

Regiztration;
Lizehzed to:Darware Data A45
Guest gerial #:UK00900-07G0-1DEFOQ-9251 -080401

Target Directony:

C:%Program FileshD anware Data'\MetDp Remote Control
Program Falder:

MetOp Remate Control
\ | ¥

< Back | M et > | Cancel

The pane will display what was specified in previous windows. Click < Back to return to previous
windows to change specifications.

Click Next > to start the installation. When the installation has completed, this window will be displayed:

Setup complete

Setup iz camplete. You map rin the installed programs by
double-clicking on the program icons inztalled.

Click Finish to complete Setup.

| Finizh |

Click Finish to end setup and display a program folder window from which you can load the installed
module.
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2.4.2.1 Change or Remove

To modify or repair a traditional InstallShield installation, re-run the setup program for the installed
module or modules. Installation files will be required.

To remove a traditional InstallShield installation, click Start > (Settings >) Control Panel > Add or
Remove Programs to display the Add or Remove Programs window. For the installed module or modules,
click Change/Remove and confirm removal to display progress in this window:

Remowe Programs From, Your Computer

unlngtallShield will remove the software Met0p Guest and
Hozt' from pour computer. Pleaze wait while each of the
following components is removed...
¥ Shared program files...
v Standard program files. .
¥ Folder items...
v Program folders. ..

Pragram directaries. .

Frogram registry entries. .

o ]

When completed, click OK to close the window.

Note: Change or remove will not affect user configuration files, see NetOp Configuration Files.

2.5 Install Alternatives

40

These alternatives to installing from the NetOp Remote Control CD are available:

. Install from a Directory

. Silent Install

. NetOp Deployment

. Terminal Server

2.5.1 Install from a Directory

To install from a directory, typically on a network drive, copy the content of the CD
\NRC\WINDOWS\INSTALL. WI\<Language> directory (Windows Installer) or
\NRC\WINDOWS\INSTALL\<Language> directory (traditional InstallShield) to the directory.

Select the directory to which installation files are copied and run sefup.exe to start installing.

2.5.2 Silent Install

Silent Install enables installing NetOp Remote Control modules and setting up NetOp Host on a
Windows computer with minimum user intervention, see the Administrator’s Manual Advanced Tools
chapter Silent Install section.
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2.5.3 NetOp Deployment

NetOp Deployment enables an administrator to install or upgrade NetOp Remote Control modules and
set up Hosts on multiple remote Windows computers without local user intervention, see the
Administrator’s Manual Advanced Tools chapter NetOp Deployment section.

2.5.4 Terminal Server

Installing NetOp Remote Control on a terminal server computer requires special precautions, see the
Administrator’s Manual Advanced Tools chapter NetOp in Terminal Server Environments section.
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3.1 Summary

3.1 Summary

This chapter explains the functionality of NetOp Guest on a computer that runs on a Windows operating
system.

Note: NetOp Guest on a computer that runs on a Linux or Solaris operating system has a similar
functionality. The particulars of NetOp Guest for other operating systems are explained in the
Administrator’s Manual Other Operating Systems chapter.

NetOp Guest ActiveX component is explained in the Administrator’s Manual Advanced Tools chapter
NetOp Guest ActiveX Component section.

NetOp Guest enables a computer to remote control and interact with a computer that runs NetOp Host or
an extended Host (NetOp Security Server, NetOp Gateway or NetOp Name Server, see the matching
Administrator’s Manual chapters).

This chapter contains these main sections:
*  Load and Unload

. Connect Guide

. Host Security Guide
. NetOp Guest Window

. Guest Tools

. Guest Sessions

. Session Tools

Guest Actions

3.2 Load and Unload
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The installation of NetOp Guest is explained in Installation.

To load NetOp Guest, select Start > (All) Programs > NetOp Remote Control > Guest or the alternative
Guest program command path specified during installation.

Loading alternatives are explained in Loading Alternatives.

If you load NetOp Guest for the first time, the Setup Wizard will be displayed in front of the NetOp Guest
window.

If you have loaded NetOp Guest before, the NetOp Guest Window will be displayed.

To unload NetOp Guest, click the Window Control Close button, select the matching Window Control
command or NetOp Guest Window File Menu Exif command or press ALT+F4.

3.2.1 Loading Alternatives
You can load NetOp Guest by these alternative methods:

1. Inthe Windows XP Start menu, select Guest if pinned to your Start menu or in your list of most
frequently used programs.

2. Create a desktop shortcut to NGSTW32. EXE and double-click this shortcut.

In the directory where NetOp Guest is installed, typically C:\Program Files\Danware Data\NetOp
Remote Control\Guest, run (double-click) NGSTW32.EXE.
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4. In the Windows Run or Command Prompt window, execute a command that specifies the
NGSTW32.EXE path and file name. To execute certain NetOp Guest actions, you can add any of
these switches to the command. Insert one space before each switch:

Switch Function
/A: Start an Audio-Video Chat session with the connected to
Host.

/B:<Recording file path and name> Play back <Recording file path and name>. Do not
combine this switch with other switches.

/C:<Communication profile> Connect by <Communication profile> to the Host specified
by the switch /H: or /P:.
/D: Disconnect from the connected to Host. Do not combine

this switch with other switches.

/E:<Phonebook file path and name> Display the Connection Properties of <Phonebook file path
and name> or, if combined with a session switch (/A:, /F:, /
G:, /R: or /V:), start this session with the <Phonebook file
path and name> Host.

/F: Start a File Transfer session with the connected to Host.

/G: Start a Remote Management session with the connected to
Host.

/H:<Host name> Connect to the <Host name> Host by an enabled

networking communication profile or if specified by the
switch /C: that communication profile.

/LGD:<Gateway logon domain> When connected to a connecting NetOp Gateway, specify
<Gateway logon domain> to log on.

/LGN:<Gateway logon name> When connected to a connecting NetOp Gateway, specify
<Gateway logon name> to log on.

/LGP:<Gateway logon password> When connected to a connecting NetOp Gateway, specify
<Gateway logon password> to log on.

/LHD:<Host Togon domain> When connected to a Host, specify <Host logon domain>
to log on.

/LHN:<Host logon name> When connected to a Host, specify <Host logon name> to
log on.

/LHP:<Host logon password> When connected to a Host, specify <Host logon password>
to log on.

/M:[<Recording file path and name>] |Combine this switch with /R: to record the remote control
session. If no <Recording file path and name> is specified,
a recording file named <Time stamp>-<Guest ID>-<Host
ID>.dwr will be saved in the NetOp Configuration Files
record directory.

/P:<Telephone number or IP address> |Connect to the <Telephone number or IP address> Host by
an enabled point-to point communication profile or if
specified by the switch /C: that communication profile.

/R: Start a Remote Control session with the connected to Host.

/S:<Script file path and name> Run <Script file path and name>. Do not combine this
switch with other switches.

/V: Start a Chat session with the connected to Host.

/X:<Number of pixels from left Combine this switch with /R: to specify a non-default

screen border>[,<Number of pixels position and size of the Remote Control window.

from upper screen border>[,<Number
of pixels width>[,<Number of pixels
height>]11]

Note: Use the same command structure to load or control NetOp Guest from another application.

Examples

<NetOp Guest program path and file> /E:”C:\Documents and
Settings\Administrator\Application Data\Danware Data\NetOp Remote
control\Guest\PhBook\John.dwc” /R: /M:
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Explanation: Load the Guest and connect to the Host of the phonebook entry file John.dwc that resides in
the Administrator NetOp configuration files PhBook directory to start a remote control session with it and
record the session storing the recording file in its default location with its default name.

<NetOp Guest program path and file> /C:TCP/IP /H:Peter /F:

Explanation: Load the Guest and using the communication profile TCP/IP connect to the Host named
Peter to start a file transfer session with it.

<NetOp Guest program path and file> /S:”C:\SCRIPTS\MY SCRIPT.DWS”

Explanation: Load the Guest and run the script file MY SCRIPT.DWS that resides in the SCRIPTS
directory on the C drive.

Note: Switch paths and file names containing spaces and special characters must be enclosed by double
quotes.

3.2.2 Setup Wizard
If you load NetOp Guest for the first time, this window will display in front of the NetOp Guest window:

MetOp Remote Control - Setup Wizard E|
Welcome to the NetOp Remote Control
Setup Wizard

This wizard will quide you through the selection of
certain setup options to make the NetQp module
ready for use.

Click Mextto proceed.

[ Mext = l [ Cancel

Note: By default, the setup of NetOp Guest will be individual to each user logged on to Windows, see
NetOp Configuration Files.

To skip the Setup Wizard, click Cancel to close the window and apply a default setup.

Note: The default setup lacks features that you may need to connect to a Host. Therefore, we recommend
that you run the Setup Wizard. You can run the Setup Wizard from the Guest Tools Run Setup Wizard
command.
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Click Next > to display this window:
Default TCPAP Communication Profile E

MetOp Remote Control - Setup Wizard

Cptimize for:

'@' Fast connections

Select this option if the default TCPYIP communication profile shall be used only For Fask
connections {local area network and links Faster than 4 Mbit)'s. )

") slow connections

Select this option if the default TCPYIP communication profile shall be used For slow
conneckions (slower that 4 pMbikfs, including Internet, ¥PR, RAS, dial-up, etc.)

< Back ” Mext = ] [ Cancel ]

Select one of these options:
®Fast connections: You will typically connect across a local area network (default selection).

OSlow connections: You will typically connect across the Internet or by a telephone connection.
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Click Next > to display this window:

MetOp Remote Control - Setup Wizard

Communication profiles can he created for modems
and other serial devices found in YWindows,

Create Windows Modem Communication Profiles E

@Nu

Select this option if MetOp shall initially not use modems and other serial devices found in
Windows,

) Yes

Select this option ko automatically create communication profiles For all modems and other
serial devices Found in Windows,

[ < Back ” Mext = l [ Cancel

Select one of these options:
®No: You will not communicate by modem (default selection).

O Yes: You will communicate by modem.
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Click Next > to display this window:
Register your NetOp License on-line E

MetOp Remote Control - Setup Wizard

Fegister with the MetQOp manufacturer to gqualify for technical support
and receive product news.

{(*) Yes, I want to register my NetOp license on-line

Select this option ko display the MetOp "Reqgister on-line” web page on wour Inkernet
broveser when clicking Mext,

") No, but remind me later
Select this option to prompt me Far registration the next time the MetOp module is loaded.

{:} Mo, I do not want to register my MetOp License now

Select this option ko register manually by using the registration card included in the NetOp
package or register on-line from the MetOp module.

< Back ” Mext = ] [ Cancel

We recommend that you leave the default Yes, / want to register my NetOp license on-line selection
unless you or somebody else in your organization already has registered or will register the license.

Click Next > to connect to register or display this window:

NetOp Remote Control - Setup Wizard P§|

@ Setup Wizard completed

Your BetQp module is now set up and ready
for use.

To change the setup, use the MNetOp module
Configuration menu items.

< Back. ” Finish ] [ Cancel
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Click Finish to close the window to end the setup wizard.

3.3 Connect Guide

50

This guide includes these sections:

. Remote Control

. Other Sessions

. Actions

. Help Request
3.3.1 Remote Control

To start a Remote Control session with a Host on a computer on your network segment:

1. In the Tab Panel Quick Connect Tab Communication Profile Section, select a communication
profile that matches a communication profile that is enabled on the Host (default: TCP/IP).

2. Click the Buttons Browse button to browse for running Hosts. After browse timeout, records of
responding Hosts will be displayed on the NetOp Network Tab.

3.  Double-click a Host record to typically display a logon window, see Guest Authentication. Specify
logon credentials and click OK to send them to the Host for approval.

4. When the Host has approved the logon credentials, the Remote Control window will display.
You can also connect by a Host name:
1. In the Tab Panel Quick Connect Tab Host Section Name field, specify the Host name.

2. Click the Buttons Connect button to typically display a logon window, see Guest Authentication.

To reconnect to a Host that you connected to before, in the Tab Panel History Tab Records Pane double-
click the Host record to typically display a logon window, see Guest Authentication.

You can add Host records to the Phonebook Tab to connect like from the History Tab:

1. Right-click a Quick Connect Tab NetOp Network Tab record or select multiple records and right-
click and select Add to Phonebook to display a Windows Browse for Folder window.

2. Select the PhBook folder and click OK to add selected records to the Phonebook Tab Tree Pane
Phonebook folder Records Pane.

Alternatively, copy records from the Tab Panel Quick Connect Tab NetOp Network Tab or History Tab
Records Pane and paste them into the Phonebook Tab Records Pane.

Note: Connecting can be more demanding, see Connect Problems and Host Security Guide.

3.3.2 Other Sessions

These other sessions are available:

. File Transfer

. Chat

. Audio-Video Chat

. Remote Management
To start one of these sessions from the Guest window:
1. Click a Tab Panel Quick Connect Tab NetOp Network Tab Host record in the Name column to enter

the name into the Host Section Name field, specify the Host name in this field or select a Phonebook
Tab or History Tab Host record.

2. Click the desired session Toolbar Session Buttons button or select the desired session Connection
Menu command to typically display the Shared NetOp Authentication logon window.

3. After logon, the session window will be displayed.
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Note: During a Remote Control session, you can start other sessions from the Remote Control window
Toolbar and Toolbox Session Buttons.

3.3.3 Actions

You can execute these actions on a Host computer:

. Run Program
. Execute Command

. NetOp Message

. Get Inventory
To execute one of these actions from the Guest window:

1. Select a Quick Connect Tab NetOp Network Tab record in the Name column to enter the name into
the Host Section Name field, specify the Host name in this field or select a Phonebook Tab or
History Tab Host record.

2. Click the desired action Toolbar Action Buttons button or select the desired action Connection
Menu command to typically display action options.

Note: During a Remote Control session, you can execute actions from the Remote Control window
Toolbar and Toolbox Action Buttons.

3.3.4 Help Request

A Host user can send a help request to you if you have enabled help services. To enable help services:

1. On the Program Options window Help Request Tab, enable one or multiple help services.

2. Enable one or multiple Communication Profiles at Guest loading.

Host user help requests will be displayed in Tab Panel Help Request Tab records. To respond to a help
request, typically double-click the record to start a Remote Control session with the help requesting Host.

3.3.5 Connect Problems
If NetOp cannot connect to a specified Host, after a timeout period this window will display:

Name Mot Found E|
j Mame not Found: John
erify that the Host is running. The Host title bar must display Running, Connected or
:D Yerify that the Host i i The Haost: title b k display Runni C ked
Help requested.
= Werify that the Host is waiking on the same protocol as wou are using ko conneck (check
the communication device in the communication profiles),
= Yerify that the specified Host name is enabled on the Host, Enabled Host names are
shown on the Host window Mames tab.
wou are krying ko conneck bo a User name, verify that user is logged in to the Host,
:DII: Erying b Lboall ify that i | d in ko the Hosk
= Werify that wou are using the right name qualifier For the specified Host name, see the
Guest Configuration menu Program Options/Host Mame tab.,
—»  For Further help, click the Help button,
[ Close ] [ Help

This window advises you on how to overcome connect problems.

Here is some additional advice:
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Verify that communication can physically reach the destination:

If communicating across a TCP/IP network, run this command in a Windows Command Prompt
(MS-DOS Prompt) window:

PING <Destination computer IP address>
This command sends four data packets to the specified IP address requesting replies.
If positive replies are received, communication can physically reach the destination.

If negative replies are received, check your network setup or consult with your network/system
administrator.

If communicating across a modem connection using Windows Modem, the setup of your modem in
Windows may not satisfy NetOp requirements. Try setting up your modem using Serial instead.

Verify that the destination computer responds to the specified destination name or address with the
selected communication profile. Read in Communication Devices about the characteristics of the
communication device used by the selected communication profile.

Test with other destinations starting with destinations close to you using other communication
profiles and other destination names and addresses.

Consult with your network/system administrator.

As a last resort, submit a support request to NetOp Customer & Product Support.

3.4 Host Security Guide

A Host and a connecting Gateway can apply Guest Access Security to limit which Guests can connect
and what connected Guests are allowed to do. This guide includes these sections:
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Guest Authentication

Security Role
Guest Profile

Guest Policy
Address Check

Encryption

3.4.1 Guest Authentication

A Host and a connecting Gateway can authenticate a connecting Guest or Guest user by logon credentials
and other checks.

Note: Authentication can validate Guest connect information but cannot verify the identity of a
connecting Guest or Guest user.

This section contains these sections:

Shared NetOp Authentication
Individual NetOp Authentication

Windows Authentication
Smart Card Authentication

Directory Services Authentication

NetOp Security Server Authentication
RSA SecurID Authentication
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3.4.1.1 Shared NetOp Authentication
If the Host or a connecting NetOp Gateway uses shared NetOp authentication, this window will be
displayed when you become connected (default selection):

Login using NetOp authentication

m = NetOp remote Control !r,.,’

NetOp

Login bo CGa000s

Password; | | |

Login to <Host name>
Password []: Specify in this field the shared password specified on the Host or connecting Gateway.

The available number of logon attempts is specified by Host Guest Access Security Guest Policy.
3.4.1.2 Individual NetOp Authentication

If the Host or a connecting NetOp Gateway uses individual NetOp authentication, this window will be
displayed when you become connected:

Login using NetOp authentication

m = NetOp remote Control !r,.,’

NetOp

Login bo CGa000s
Guest 1D | |

Password: | |

Login to <Host name>

Guest ID: []: Specity in this field a Guest ID specified on the Host or connecting Gateway.
Password: []: Specify in this field the matching password specified on the Host or connecting
Gateway.

The available number of logon attempts is specified by Host Guest Access Security Guest Policy.
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3.4.1.3 Windows Authentication
If the Host or a connecting Gateway uses Windows authentication or if the Host uses NetOp Security
Server and its Preferred Guest Type is Windows user, this window will be displayed when you become

connected:

Login using Windows authentication

Login ko CGO005

User name: | | |

Password; | |

Darain: | |

Login to <Host name>

User name: []: Specify in this field a Windows logon user name specified in the local or domain
Windows Security Management used by the Host computer, the connecting Gateway computer or

NetOp Security Server.

Password: []: Specify in this field the matching password specified in Windows Security
Management.

Domain: []: Specify in this field the matching domain specified in Windows Security Management.

The available number of logon attempts is specified by Host Guest Access Security Guest Policy.

3.4.1.4 Directory Services Authentication
If the Host uses directory services authentication or if the Host uses NetOp Security Server and its
Preferred Guest Type is Directory Services user, this window will be displayed when you become

connected:

Directory Services Login

G = NetOp Remote Control ‘u,r

NetOp

Lagin ko CGO003

User name: | | |

Passwiord: | |

Directory Server: | |

Login to <Host name>
User name: []: Specify in this field a directory services user common name specified on the Host or
NetOp Security Server and on the directory server specified below.

Password: []: Specify in this field the matching password specified on the directory server.
Directory Server: []: Specify in this field the matching directory server.
The available number of logon attempts is specified by Host Guest Access Security Guest Policy.
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3.4.1.5 NetOp Security Server Authentication

If the Host uses NetOp Security Server and its Preferred Guest Type is NetOp Guest ID, this window will
be displayed when you become connected:

Guest Security Server Login [g|
m » NetOp Remote Control !r,.,’
NotOp
Login bo CGa000s
Guest ID: | |
Password: | |

[ Change Password .., ]

Login to <Host name>

Guest ID: []: Specify in this field a Guest ID specified in the security database used by the NetOp
Security Server.

Password: []: Specify in this field the matching password specified in the security database used by
the NetOp Security Server.

Change Password...: Click this button to display this window:

Change Password rz |
G < NBtDp Remote Control !’#,
NetOp

hange Password

Mew Password: | | |

Confirm new Passward: | |

Change password
New password: Specify in this field the new password.

Confirm new password: Re-specify in this field the new password for confirmation.

The available number of logon attempts is specified by Host Guest Access Security Guest Policy.
and may be further limited by security database specification.
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3.4.1.6 RSA SecurlD Authentication
If the Host uses NetOp Security Server and its Preferred Guest Type is RSA SecurlD user, this window
will be displayed when you become connected:

RSA SecurlD Login Pg|
&+ NetOpRemote Control !u,r
NaetOp
Login ko CGO005
User name: | |
Password: | |
PASSCODE: | |

[ Change Passwaord ., ]

Login to <Host name>
User name: []: Specify in this field your RSA SecurID user name.

Password: []: This field is included only if triple factor security is specified by NetOp Security
Server. Specify in the field your triple factor security NetOp password.

PASSCODE: []: Specify in this field your RSA SecurlD PASSCODE (PIN-+token number).

Change Password...: This button is included only if triple factor security is specified by NetOp
Security Server. Click the button to change your NetOp password like in the Guest Security Server
Login window above.

The available number of logon attempts is specified by Host Guest Access Security Guest Policy.

3.4.1.7 Smart Card Authentication

If the Host uses NetOp Security Server and its Preferred Guest Type is Smart Card and PIN, this
window will be displayed when you become connected:

Smart Card

\@—J] Please insert Smart Card into reader

Insert your NetOp authentication Smart Card into your Smart Card reader and click OK to display a
window that requests the matching PIN number. Specify the PIN number to connect.

The available number of logon attempts is specified by Host Guest Access Security Guest Policy.

3.4.2 Security Role

NetOp Host can specify locally and the NetOp Security Server security database can specify centrally in
Security Roles which actions shall be allowed to a Guest and which confirm access option shall be
available to the Host computer user.
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Each Security Role specifies these elements:

5 Allows guest ko; -
Remote control
IUse kevboard and mouse
Lock kevboard and mouse
Blank the screen
Transfer clipboard
Execute command (Restart, ...}
Request chat
Request audio chat and transfer sound
] request video
Send Files to host
Receive files From host
Run programs
Redirect print
Remoke Manage
Retrieve Inventory
Send Message
Join multi Guest session
Act as multi Guest session Adminiskrator
(%] Confirm access:

) Mo “

This section includes these sections:
Allow Guest To
Confirm Access

3.4.2.1 Allow Guest To

The Host or security database Security Role specification upper part that is indented under A/low Guest
to:

o Allow guest ko
Remate control
Use keyvboard and mouse
Lock keyboard and mouse
EBlank the screen
Transfer clipboard
Execute command (Reskark, .0
Request chat
Request audio chat and transfer sound
[ ] request video
Send files ko hosk
Receive files From host
Fun programs
Redirect prink
Femate Manage
Retrieve Inventory
Send Message
Jnin mulki Guesk session
Ack as mulki Guest session Administrakor

specifies which actions will be allowed to a Guest when connected to the Host. Checked actions will be
allowed, unchecked will be denied.

M Remote control: Start a Remote Control session to view the Host screen image (default: allowed).
Indented actions below can be allowed if Remote control is allowed.
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M Use keyboard and mouse: Execute keyboard and mouse actions on the Host computer screen
(default: allowed).

MLock keyboard and mouse: Disable the Host computer keyboard and mouse (default: allowed).
M Blank the screen: Make the screen turn black to the Host computer user (default: allowed).

M Transfer clipboard: Transfer Guest computer clipboard content to the Host computer and vice
versa (default: allowed).

M Execute command (Restart, ...): Execute Command on the Host computer including other commands
like Restart (default: allowed).

MRequest chat: Start a Chat session with the Host (default: allowed).

MRequest audio-video chat and transfer sound: Start an Audio-Video Chat session with the Host and
transfer the sound of applications running on the Host computer (default: allowed).

LIRequest Video: In an Audio-Video Chat session, transfer a Host computer video camera image to the
Guest Audio-Video Chat window Remote section video frame (default: denied).

MSend files to Host: File Transfer from the Guest computer to the Host computer (default: allowed).

MReceive files from Host: File Transfer from the Host computer to the Guest computer (default:
allowed).

MRun programs: Run Program on the Host computer (default: allowed).

MRedirect print: While connected, send a print job from one computer to a printer of the other computer,
see the Program Options window Remote Printing Tab (default: allowed).

MRemote manage: Start a Remote Management session to manage the Host computer (default: allowed).
MRetrieve inventory: Get Inventory from the Host computer (default: allowed).
MSend message: Send a NetOp Message to the Host (default: allowed).

MJoin multi Guest session: Join a Remote Control session that another Guest runs with the Host (default:
allowed).

MAct as multi Guest session administrator: Manage a Remote Control Multi Guest Session (default:
allowed).

3.4.2.2 Confirm Access

The Host or security database Security Role specification lower part that is indented under Confirm
access:

% Confirm access:

{3 Ma

i3 Yes, except when
[ Computer lacked
[] Mo user logged on
[] Guest user logged on

specifies whether the Host computer user shall confirm Guest user access to the Host computer. One of
these options will be selected:

®No: The Host computer user shall not confirm access (default selection).
O Yes, unless: The Host computer user shall confirm access except in the cases checked below.

L1Computer locked: If the computer is locked, the Host computer user cannot confirm access
(default: unchecked).

LINo user logged on: If no user is logged on to the Host computer, no user will be available to
confirm access (default: unchecked).
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Ll Guest user logged on: If Guest credentials match the Host computer user logon credentials,
confirm access is typically not justified (default: unchecked).

If a connected to Host applies confirm access, this message will be displayed when the Guest has logged

on:
NetOp B3

Waiting For Host o confirm access.,

=z

Cancel

This message will remain until the Host computer user has confirmed access or confirm access has
timed out, see Host Guest Access Security Guest Policy. If the Host computer user allows access,
the Guest will access the Host computer. If the Host computer user denies access or confirm access
times out, the Host will disconnect.

Cancel: Click this button to close the message and disconnect.

3.4.3 Guest Profile

Guest profiles specify Guest, user or group connection properties.

By default, Hosts use Shared NetOp Authentication. This authentication method specifies one local Guest
profile for all connecting Guests.

To use other authentication methods, Hosts can specify a local Guest profile for each connecting Guest,
user or group or use a central security database specified Guest profile for each Guest, user or group.

On the Host and/or in a central security database, one Security Role will typically be assigned to each
Guest profile. By group memberships, multiple Security Roles can apply to each Guest or user. The Host
or NetOp Security Server will apply the composite of multiple applicable Security Roles.

For instance, this is the Host window for specifying an Individual NetOp Authentication Guest profile:

Guest Profile PX|
Guest name
Guest ID: | | |
Passwiard

Password: | | Help

Confirm password: | |

Call back,

(%) Mo call back

" Call back ka:

{3 Roving call back.

Each Guest profile specifies these elements:
Credentials
Call Back
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3.4.3.1 Credentials

Guest Profile credentials specify what the Guest user must specify in the Logon... window for
authentication, see Guest Authentication. NetOp authentication relies upon credentials specified on the
Host or in a central security database. Other authentication methods rely upon credentials specified in
other security systems.

3.4.3.2 Call Back

Guest Profile call back specifies if the Host after Guest logon shall disconnect and reconnect to a Host or
Guest specified telephone number or IP address. Call back applies only to Guests connected by point-to-
point communication such as ISDN (CAPI), Serial, Windows Modem, TCP/IP (TCP) or TCP/IP (TCP

IPv6).

Host local Guest Profiles have these call back options:

Zall back,
(%) Mo call back

) Call back ka:
) Roving call back

One of these options will be selected:
®No call back: The Host will not disconnect and reconnect (default selection).

OCall back to: []: The Host will disconnect and reconnect to the telephone number or IP address
that is specified in the field on the Host. If this does not reconnect to the Guest, the Guest cannot
access the Host, see also Address Check.

ORoving Call back: This window will display on the Guest computer screen:

Callback

Enter callback phone nurber:

[ ok, l [ Cancel ]

Enter callback phone number: []: Specify in the field the telephone number or IP address from
which the Guest computer connected.

The Host will disconnect and reconnect to the specified telephone number or IP address to take over
any external charges incurred during the connection.

Note: Central security database Guest Profiles have no call back options. No call back is always selected.

3.4.4 Guest Policy

A Host and a connecting Gateway can apply these Guest security policies, see Guest Policy Tab.

. Specify the available number of logon attempts (default: 3).

*  Select which action shall be executed if all available logon attempts of a connecting Guest are
unsuccessful: Disconnect, Disable Host (deny any connection until reset locally) or Restart
Windows (default: Disconnect).

Note: Restart Windows will typically reload and restart the Host or Gateway.

*  Select which action shall be executed after disconnect: None, Lock computer, Log off Windows or
Restart Windows (default: None).
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Note: A Guest can connect to a locked Host computer and a Host computer with no user logged on.
The Guest user must unlock or log on to the Host computer to access it.

*  Disable file transfer when no user is logged on to the Host computer (default: unselected).

*  Record remote control sessions and optionally disconnect if session recording fails (default:
disabled).

*  Timeout (disconnect if not completed within a specified number of seconds):
*  Confirm Access (default: no timeout).
*  Authentication (default: no timeout).
*  Inactivity (no Guest computer keyboard or mouse activity, default: no timeout).

3.4.5 Address Check

A Host and a connecting Gateway can allow connections by network communication only from
computers with specified MAC and IP addresses, see MAC/IP Address List Setup Tab (default: not
applied).

Note: MAC addresses apply to connections by NetBIOS and IPX communication devices. IP addresses
apply to connections by TCP/IP and TCP/IP (TCP) communication devices.

A Host and a connecting Gateway can allow connections by ISDN (CAPI) communication only from
telephone numbers in an Allowed ISDN Numbers list (default: not applied).

A Host and a connecting Gateway can allow connections by point-to-point communication only from a
specified telephone number or IP address by Call Back (default: not applied).

3.4.6 Encryption

A Host and a connecting Gateway can enable a selection of encryption types (default: all), see Encryption
Tab.

A Guest can connect only if at least one encryption type enabled on the Guest is also enabled on a
connecting Gateway and on the Host.
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3.5 NetOp Guest Window
When NetOp Guest is loaded, this window will be displayed:
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¥ NetOp Guest

File Connection Edit  Wiew Tools Help

20|28 Elae (3] @

G2 PthEbDDk-|-'ﬁ:' [uick Connect

2 Connections | 2 Histoy | 2 Help Request| @ Recordings | % Sciipt| & Inwentory|

Hosk
Marne:

Communication profile

v | TCR/IP

Browse lisk

[ » Conneck ][@ Browse ] if-!} Disconne:

“

[ Edi...

] [ Metw...

] [ Delete J

ok [Lg Connection Propetties, ., ]

Host I /| User Mame | Phone number

Communication Profile InFormation

r Metop Metwaork ,{Windows r\letm\lork‘;I

It contains these elements:

. Title Bar
. Menu Bar
+  Toolbar

. Tab Panel

. Status Bar
3.5.1 Title Bar

¥ NetOp Guest

Title bar window controls are explained in Window Control.

3.5.2 Menu Bar

This is the NetOp Guest Window menu bar:

IEiIe Connection Edit  Wew Tools Help

It contains these menus:

. File Menu
. Connection Menu
. Edit Menu

. View Menu

. Tools Menu

B=1[eg
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. Help Menu

3.5.2.1 File Menu
In the Menu Bar, select File or if the NetOp Guest Window is active press ALT+F to display this menu:

File Connection Edit Wew Tools Help

Impart ko Phonebook,

Exit Alt+F4

Menu and toolbar controls are explained in Menu and Toolbar Control.

Import to Phonebook: Select this command to display the Import to Phonebook window, see Phonebook
Export and Import.

Export from Phonebook: Select this command to display the Export from Phonebook window, see
Phonebook Export and Import.

Exit: Select this command or the Window Control menu Close command, click the Window Control
Close button or press ALT+F4 to unload the Guest.
3.5.2.2 Connection Menu

In the Menu Bar, select Connection or if the NetOp Guest Window is active press ALT+C to display this
menu:

File | Connection  Edit  Yiew Tools Help
Remoke Caontral
File Transfer
Chat
Audio-Yideno Chat

Rermoke Management

Fun Program
Execute Command
Send Message
Manibor

et Inventary

Local File Transfer

Connection menu commands fall into these groups:
¢ Session Commands

Action Commands

Other Commands
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3.5.2.2.1 Session Commands

These are the NetOp Guest Window Connection Menu session commands:

Remote Control
Eile Transfer
Zhak
Audio-video Chat

Rermake Management

Menu and toolbar controls are explained in Menu and Toolbar Control.

To enable session commands, select a Quick Connect Tab Host record or in the Host Section Name field
specify a Host name or select one or multiple Phonebook Tab, Connections Tab, History Tab or Help
Request Tab Host records. You can start a session with multiple Hosts at a time only if the session is not
running with any selected Host. You can end a session with only one Host at a time.

Remote Control: Select this command or the matching Tab Panel record context menu command or click
the Toolbar Session Buttons Remote Control button to start or end a Remote Control session. If a Remote
Control session is running with the last selected record Host, the command will be checkmarked.

File Transfer: Select this command or the matching Tab Panel record context menu command or click the
Toolbar Session Buttons File Transfer button to start or end a File Transfer session. If a File Transfer
session is running with the last selected record Host, the command will be checkmarked.

Chat: Select this command or the matching Tab Panel record context menu command or click the
Toolbar Session Buttons Chat button to start or end a Chat session. If a Chat session is running with the
last selected record Host, the command will be checkmarked.

Audio Chat: Select this command or the matching Tab Panel record context menu command or click the
Toolbar Session Buttons Audio Chat button to start or end an Audio-Video Chat session. If an Audio-
Video Chat session is running with the last selected record Host, the command will be checkmarked.

Note: A Guest can run only one audio session at a time.

Remote Management: Select this command or the matching Tab Panel record context menu command or
click the Toolbar Session Buttons Remote Management button to start or end a Remote Management
session. If a Remote Management session is running with the last selected record Host, the command will
be checkmarked.
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If you start sessions with multiple Hosts, this window will be displayed:

Command progress status E|
s Launch Remaote Contral
Description  # Mame Phone number Communication Profile | Status
¥, ca0003 CiE0003 TCPJIP Success.
¥y, GRIBEZ ZRUBEZ TCPJIP Success.
£ >
[ ] Close this dialeg box on successful completion Close ] [ Help

The window will display a session type icon and Launch <Session type>.
The pane below will display records of selected Hosts in a table with this column content:

*  Description: Progress indicator and Tab Panel record Description. These progress indicators can be
displayed:

2 Command execution in progress
= Command executed successfully

= Command execution failed

e Name: Tab Panel record Name.

*  Phone number: Tab Panel record Phone number.

*  Communication Profile: Tab Panel record Communication Profile.

o Status: Textual progress indicator.

Table controls are explained in Table Control.

Commands will execute sequentially as indicated by the progress indicators and Status column content.

If no other session is running with a selected record Host, starting a session will include connecting to the
Host.

Note: If Guest Access Security on a selected record Host does not allow the session of the selected
command, command execution will fail, see Allow Guest To.

L Close this dialog box on successful completion: Check this box to close this window when the
command has executed successfully on all selected record Hosts (default: unchecked).

Cancel/Close: During progress, this button will display Cancel. Click it to cancel executing the
command on the current Host record and proceed to the next. After completion, this button will display
Close. Click it to close the window.
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3.5.2.2.2 Action Commands

These are the NetOp Guest Window Connection Menu action commands:

Fun Program
Execute Command
Send Message

Manitor
—abk Truanbare

Menu and toolbar controls are explained in Menu and Toolbar Control.

To enable action commands, select a Quick Connect Tab Host record or in the Host Section Name field
specify a Host name or select one or multiple Phonebook Tab, Connections Tab or History Tab Host
records.

Run Program: Select this command or the matching Tab Panel record context menu command or click
the Toolbar Action Buttons Run Program button to display the Run Program drop-down menu.

Execute Command.: Select this command or the matching Tab Panel record context menu command or
click the Toolbar Action Buttons Execute Command button to display the Execute Command drop-down
menu.

Send Message: Select this command or the matching Tab Panel record context menu command or click
the Toolbar Action Buttons Send Message button to display the NetOp Message window.

Get Inventory: Select this command or the matching Tab Panel record context menu command or click
the Toolbar Action Buttons Get Inventory button to Get Inventory from Host computers.

Note: When executing some of these actions, a Command Progress Status window will be displayed, see
Run Program.

3.5.2.2.3 Other Commands

These are the NetOp Guest Window Connection Menu other commands:

Local File Transfer

Menu and toolbar controls are explained in Menu and Toolbar Control.

Disconnect: Select a Phonebook Tab, Quick Connect Tab, Connections Tab or History Tab connected
Host record and select this command or the matching Tab Panel record context menu command or click
the Toolbar Other Buttons Disconnect button to disconnect.

Note: You can disconnect only one Host at a time.

Local File Transfer: Select this command or click the Toolbar Other Buttons Local File Transfer button
to start a local File Transfer session.

Playback Session Recording: Select a Recordings Tab record and select this command or the matching
Tab Panel record context menu command or double-click the record to play back the session recording.
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3.5.2.3 Edit Menu
In the Menu Bar, select £dit or if the NetOp Guest Window is active press ALT+E to display this menu:

File Connection | Edit YWiew Tools Help
Zuk

Copy

Delete

Phonebook, entry

Refresh

] . Eolder
Connection Propetties

Menu and toolbar controls are explained in Menu and Toolbar Control.

Cut: Select one or multiple Tab Panel folders or records and select this command or the matching context
menu command to remove selected items and place them on the clipboard.

Copy: Select one or multiple Tab Panel folders or records and select this command or the matching
context menu command to copy selected items to the clipboard.

Paste: Select a Tab Panel folder and select this command or the matching context menu command to
paste the clipboard contents into the selected folder.

Delete: Select one or multiple Tab Panel folders or records and select this command or the matching
context menu command or click the Toolbar Other Buttons Delete button to display a confirmation
window to confirm deleting selected items.

Caution: Deleting a folder will delete all folders and records in it.

Rename: Select a Tab Panel folder and select this command or the matching context menu command to
display this window:

Rename §|

Mew Folder name:

Cuppart

| ok | | conce

New folder name: []: The field highlights the folder name. Edit it to rename the folder.
New: This command expands into these commands:

Phonebook Entry: Displaying the Phonebook Tab, select this command or the matching Records
Pane context menu command or click the Toolbar Other Buttons Phonebook Entry button to display
the Connection Properties window to create a phonebook record in the displayed Records Pane.

Script: Displaying the Script Tab, select this command or the matching Records Pane context menu
command to display an empty Script window to create a NetOp Script.
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Folder: Select a Tab Panel tree pane folder and select this command or the context menu New
Folder command to display this window:

Mew Folder ﬁ|

Enter Folder name:

| ok | [ canel

Enter folder name: []: Specify in this field a folder name to create this folder in the selected
folder.

Refresh: Select this command to refresh the content of the displayed Tab Panel tab. If the Quick Connect
Tab is displayed, this will start a browse for Hosts, see Buttons.

Note: Tab content will display changes from outside the tab only if refreshed.

Connection Properties: Select a Phonebook Tab, History Tab or Help Request Tab Host record and select
this command or the matching context menu command or click the Toolbar Other Buttons Connection
Properties button to display the Connection Properties window to view or edit the selected Host record
connection properties.

Edit Script: Select a Script Tab record and select this command to open the record script in the Script
window, see NetOp Script.

3.5.2.4 View Menu
In the Menu Bar, select View or if the NetOp Guest Window is active press ALT+V to display this menu:

File Connection Edit | Wiew Tools Help

¥ Tree \Window

Large Icons
amall Icons
Lisk

¥  Details

Wiew File Manager Log

Modem dialog

Menu and toolbar controls are explained in Menu and Toolbar Control.

Tree Window: Select this command or click the matching Toolbar Other Buttons button to hide/display
the Tab Panel tab left pane with a folder tree structure (default: displayed). If displayed, the command
will be checkmarked.

Large Icons: Select this command or click the matching Toolbar Other Buttons button to display Tab
Panel tab records as horizontal rows of large icons. If selected, the command will be checkmarked.

Small Icons. Select this command or click the matching Toolbar Other Buttons button to display Tab
Panel tab records as horizontal rows of large icons. If selected, the command will be checkmarked.

List: Select this command or click the matching Toolbar Other Buttons button to display Tab Panel tab
records as vertical columns of small icons. If selected, the command will be checkmarked.

Details: Select this command or click the matching Toolbar Other Buttons button to display Tab Panel
tab records in a table with details in columns (default selection). If selected, the command will be
checkmarked.
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View File Manager Log: Select this command to display a Windows Open window specifying Files of
type: Log Files (*.log) to open a File Transfer log (typically named NFM.LOG) to display it in the NFM
Log Viewer window, see Options Menu.

Modem Dialog: Select this command to display the Modem Dialog window.

3.5.2.5 Tools Menu
In the Menu Bar, select Tools or if the NetOp Guest Window is active press ALT+T to display this menu:

File Connection Edit ‘iew | Tools Help
Program Cptions
File Manager Options

Log Setup
Maintenance Password

Communication profiles

Modem database

Check Far Mew Updates
Fublish Mew Updates

Fun Setup Wizard

Copy Guest o removable media

Tools menu commands are explained in Guest Tools.

3.5.2.6 Help Menu
In the Menu Bar, select Help or if the NetOp Guest Window is active press ALT+H to display this menu:

File Connection Edit Wiew Tools | Help
Conkents
Cnline suppart
Cnline regiskration

Quick, Guide
Help For this Lab

About. ..

Menu and toolbar controls are explained in Menu and Toolbar Control.

Contents: Select this command to open the NetOp Guest Help system on the Welcome topic. The left
pane of the window will display a graphical table of contents.

Online Support: Select this command to open the Support for NetOp Remote Control web page to submit
a support request.

Apply License/Online Registration: This command will be Apply License if a trial version is installed and
Online Registration if a licensed version is installed.
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Select Apply License to display this window:

MetOp License

NetOp Remote Contro

/NetOp Mowving expertise - not pet‘lplE‘

Licensed ka:

Setial number:

o

Licensed to: []: Specify in the field a licensee name.

Serial number: []: Specify in the field a Guest license number.

OK: Click this button to replace the trial version licensee name and license number by the specified

licensee name and license number.

Select Online Registration to open the NetOp Product Registration web page to register your NetOp

product with the manufacturer.

Quick Guide: Select this command to open the NetOp Guest Help system on the Connect Guide topic.
Help for this Tab: Select this command or click the Toolbar Other Buttons Help for this Tab button to

open the NetOp Guest Help system on the topic of the displayed Tab Panel tab.

About...: Select this command to display this window:
About NetOp Remote Control Guest

About Netlp Remote Control Guest

Metiop Remote Control
Wersion 9,00 (2006009)

license from third parties.
Serial nr: UK00200-07G0- 1 DEFO0-xxxx-060301

Licensed to;  Danware Data AfS
License: Evaluation copy., Expires: 3/1/2006

NetOp' Remote Con

NetOp Moving expertise - not people”

Copyright © 1931-2006 Danware Data &)5, oll Rights Reserved, Portions used under

£3

System info ...

This window contains information on your NetOp Guest installation. The build number in format
YYYYDDD (Y=year number digit, D=day number digit) is enclosed in parentheses next to the

version number.
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System Info...: Click this button to display the System Info window.

3.5.3 Toolbar
The NetOp Guest Window toolbar will be displayed unless hidden from the Program Options window
Layout Tab:

[Rale s ma= 8 %l AR E HEEE o

Menu and toolbar controls are explained in Menu and Toolbar Control.

Toolbar buttons are grouped into these sections:

Session Buttons
Action Buttons
Other Buttons

3.5.3.1 Session Buttons
These are the NetOp Guest Window Toolbar session buttons:

Pyl Al

Menu and toolbar controls are explained in Menu and Toolbar Control.

To enable session buttons, select a Quick Connect Tab Host record or in the Host Section Name field
specify a Host name or select one or multiple Phonebook Tab, Connections Tab, History Tab or Help
Request Tab Host records. You can start a session with multiple Hosts at a time only if the session is not
running with any selected Host. You can end a session with only one Host at a time.

Remote Control: Click this button or select the matching Connection Menu or Tab Panel record
context menu command to start or end a Remote Control session. If a Remote Control session is
running with the last selected record Host, the button will appear pressed in.

File Transfer: Click this button or select the matching Connection Menu or Tab Panel record
context menu command to start or end a File Transfer session. If a File Transfer session is running
with the last selected record Host, the button will appear pressed in.

Chat: Click this button or select the matching Connection Menu or Tab Panel record context
menu command to start or end a Chat session. If a Chat session is running with the last selected
record Host, the button will appear pressed in.

Audio Chat: Click this button or select the matching Connection Menu or Tab Panel record
context menu command to start or end an Audio-Video Chat session. If an Audio-Video Chat
session is running with the last selected record Host, the button will appear pressed in.

Note: A Guest can run only one audio session at a time.

Remote Management: Click this button or select the matching Connection Menu or Tab Panel
record context menu command to start or end a Remote Management session. If a Remote
Management session is running with the last selected record Host, the button will appear pressed
in.
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3.5.3.2 Action Buttons
These are the NetOp Guest Window Toolbar session buttons:

2% 9

Menu and toolbar controls are explained in Menu and Toolbar Control.

To enable action buttons, on the Quick Connect Tab select a Host record or specify the Host name in the
Host Section Name field or on the Phonebook Tab, Connections Tab or History Tab select one or
multiple Host records.

1?1 |

| [

™

[&1] [

Run Program: Click this button or select the matching Connection Menu or Tab Panel record
context menu command to display the Run Program drop-down menu.

Execute Command.: Click this button or select the matching Connection Menu or Tab Panel record
context menu Execute Command command to display the Execute Command drop-down menu.

Send Message: Click this button or select the matching Connection Menu or Tab Panel record
context menu command to display the NetOp Message window.

Monitor: Click this button to Monitor Host computers. If the last selected record Host computer is
being monitored, the button will appear pressed in.

Get Inventory: Click this button or select the matching Connection Menu or Tab Panel record
context menu Get Inventory command to Get Inventory from Host computers.

Note:

When executing some of these actions, a Command Progress Status window will be displayed, see

Run Program.
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3.5.3.3 Other Buttons
These are the NetOp Guest Window Toolbar other buttons:

% @l =AE||E EEEE| e

Menu and toolbar controls are explained in Menu and Toolbar Control.

[+

&)

<]

)

]
L Iy

lai]

)

[} ] |E

€]

Disconnect: Select a Phonebook Tab, Quick Connect Tab, Connections Tab or History Tab
connected Host record and click this button or select the matching Connection Menu or Tab Panel
record context menu command to disconnect.

Note: You can disconnect only one Host at a time.

Local File Transfer: Click this button or select the matching Connection Menu command to start
a local File Transfer session.

Connection Properties: Select a Phonebook Tab, History Tab or Help Request Tab Host record
and click this button or select the matching Edit Menu or Tab Panel record context menu
command to display the Connection Properties window to view or edit the selected Host record
connection properties.

Phonebook Entry: Displaying the Phonebook Tab, click this button or select the matching Edit
Menu or Records Pane context menu command to display the Connection Properties window to
create a phonebook record in the displayed Records Pane.

Delete: Select one or multiple Tab Panel folders or records and click this button or select the
matching Edit Menu or context menu command to display a confirmation window to confirm
deleting selected items.

Caution: Deleting a folder will delete all folders and records in it.

Tree Window: Click this button or select the matching View Menu command to hide/display the
Tab Panel tab left pane with a folder tree structure (default: displayed). If displayed, the button
will appear pressed in.

Large Icons: Click this button or select the matching View Menu command to display Tab Panel
tab records as horizontal rows of large icons. If selected, the button will appear pressed in.

Small Icons: Click this button or select the matching View Menu command to display Tab Panel
tab records as horizontal rows of small icons. If selected, the button will appear pressed in.

List: Click this button or select the matching View Menu command to display Tab Panel tab
records as vertical columns of small icons. If selected, the button will appear pressed in.

Details: Click this button or select the matching View Menu command to display Tab Panel tab
records in a table with details in columns (default selection). If selected, the button will appear
pressed in.

Help for this Tab: Click this button or select the matching Help Menu command to open the
NetOp Guest Help system on the topic of the displayed Tab Panel tab.
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3.5.4 Tab Panel
This is the NetOp Guest Window tab panel

[i Phonebook | 1 Ouick Connect 2 Connections | 2 History | & Help Request | 4 Recordings “;*5" Script | S& Inventany

Host Cormmunication profile
Mame:
w TCRJIP w
| Edt.. | [ mew.. | [ Delste
Conneck ][O Browse ] ﬂ:-!} [lr}CDnnectiun Pru:uperties...]
Browse lisk
Host ID + | User Mame | Phone number Communication Profile InFormation

" Metop Metwark ,{Windows Metwork f

It can contain up to all of these tabs (default: all):
*  Phonebook Tab

*  Quick Connect Tab

. Connections Tab

. History Tab

*  Help Request Tab

. Recordings Tab

. Script Tab

. Inventory Tab
By default, the Quick Connect Tab will be displayed in front.

Organize tab panel tabs from the Program Options window Layout Tab.
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3.5.4.1 Phonebook Tab

This NetOp Guest Window Tab Panel tab will be displayed unless hidden from the Program Options

window Layout Tab:

(G Phonebook | ¥y Quick Connect 2k Connections | 52 History | 2 Help Request | 4 Recordings "‘.’;—" Script | S Inventory

= .'_-ﬁ Phorebook, Descri... & hame
77 Suppork Iz ceoonz CEO00Z
£/ & My Documents I"-.-‘ CEo0on3 CE0003

ISCKWINEE  CEWINEP
@ Gacoot GACO0L

5 GRUBBZ GRUBEZ
15 Gs0003 G50003
JOLKLAPTORP  LKLAPTOR
JEMETFILTER  METFILTER
T2 WINAPUKDL  WINEPUKOL

Phone number  Communication Profile

TERJIP
TERJIP
TCRJIP
TERJIP
TCRJIP
TCRIIP
TERJIP
TCRJIP
TCRIIP

Zomment

ZE

i3

Ck

QA

e

G5

LK; (Gateway)
GAC
TOOMADMIMN

It works like your personal quick-dial telephone directory. However, connecting to a Host requires much

more than a phone call:

*  You must select the right communication profile

*  You must specify the Host name and possible connecting elements correctly

*  When connected, you may need to specify logon credentials

*  Guest settings should fit Host settings and optimize transmission speed and quality

*  Your preferred interactive functionality should be in place when connected

All of this can be specified in Phonebook Records to access Host computers by a few mouse clicks.

The Phonebook tab contains an optional left Tree Pane and a right Records Pane.

The Tree Pane contains a user-defined phonebook directory structure. To hide/display the Tree Pane,
click the Toolbar Other Buttons Tree Window button or select the matching View Menu command

(default: displayed).

The Records Pane contains the Phonebook Records of the phonebook directory selected in the Tree Pane.
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3.5.4.1.1 Tree Pane
This is the NetOp Guest Window Tab Panel Phonebook Tab tree pane:

=R ES frhonebook
[ Suppart
+- [} My Documents

It initially contains a Phonebook phonebook.

Right-click in the pane to display this context menu:

Copy

Mew Folder

&dd Phonebook reference

Menu and toolbar controls are explained in Menu and Toolbar Control.

This menu enables you to manage your Phonebook and phonebook reference directories. You can also
manage directory folders by drag and drop.

Commands in the first three sections match Edit Menu commands.
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Add Phonebook Reference: Select this command to display this window:

Add Phonebook Reference §|

Add Phonebook Reference
Mame:

Faolder:

A phonebook reference will refer to a Guest computer directory, for instance the phonebook of
another computer user.

Click the /...] button to display a Browse for Folder window to select a directory to enter its name
into the Name field and its path into the Folder field. Optionally, in the Name field edit the
phonebook reference name. A new phonebook reference will display in the tree pane as an
additional phonebook.

Edit Phonebook Reference: Select a phonebook reference and select this command to display the
phonebook reference specification in the Add Phonebook Reference window to edit it.

3.5.4.1.2 Records Pane
This is the NetOp Guest Window Tab Panel Phonebook Tab records pane:

Descri,.. £ | MName Phone number | Communication Profile | Comment:
E CBOOOZ CBOOOZ TCP/IP B
E CGoooz laennlni TCP/IP G
E CEWIMEP CEWIMEP TCP/IP K
E GACO01 GACO01L TCR/IP G
E GRUEEZ GRLUEEZ TCR/IP (el
E 30003 GE0003 TCR/IP a5
TOLKLARTOP  LELAPTOP TCPIIP LK; (Gateway)
E METFILTER.  MNETFILTER TCP/IP GAC
E WINAPLUEOL  WINxPUKOL TCP/IP TOOMADMIN

It displays the Phonebook Records in the Tree Pane selected Phonebook or folder. Records are displayed
as icons or table records according to the selection by View Menu commands or Toolbar Other Buttons.

Details view displays records in a table with this column content:

Description: Communication device type icon (networking, line, network point-to-point, Gateway
or Infrared) and record identifying description.

Name: Host Networking Communication name.

Phone Number: Host or Host network routing NetOp Gateway Line Communication or Gateway
telephone number or IP address or Network Point-to-Point Communication IP address.
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»  Communication Profile: Guest communication profile name.

*  Comment: Optional comment specified by the Guest user or the Host computer user name when
originally browsing for the Host.

Table controls are explained in Table Control.

To start a session with selected record Hosts, click a Session Buttons button or select a Session
Commands command. To execute an action on selected record Host computers, click an Action Buttons
button or select an Action Commands command.

Double-click a record to start the default type session with the record Host, see General Tab.

Right-click a record or multiple selected records to display this context menu:

Remote Control

File Transfer

Chat

Audio-Yideo Chat
Rernoke Management

Run Program k
Execute Command k
Send Message
Get Inventary

M3M Explorer

Zuk

Copy

Mew 3 Phomebook, entry
Falder

Delete

Connection Propetties

Menu and toolbar controls are explained in Menu and Toolbar Control.

The first section contains Session Commands.

The second section contains Action Commands.

If one record is selected, a <Custom application> command can be included after action commands.
Select this command to run the custom application. Assign a custom application to a phonebook record
on the Connection Properties window Custom Tab.

Disconnect: See Other Commands.

Remaining commands match Edit Menu commands.
3.5.4.1.3 Phonebook Records

Phonebook records specify Host connection properties.

You can create as many phonebook records as you like, including multiple alternative phonebook records
for the same Host.

To swiftly create phonebook records, add Quick Connect Tab NetOp Network Tab Host records or copy
Quick Connect Tab NetOp Network Tab or History Tab Records Pane. Host records to your phonebook.

You can create phonebook records by copying phonebook or history dwc files into your phonebook or by
importing phonebook data in a comma separated file, see Phonebook Export and Import.
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To create a phonebook record from scratch, click the Toolbar Other Buttons Phonebook Entry button or
select the Edit Menu or Records Pane context menu New Phonebook Entry command to display the
Connection Properties window. Select a phonebook record first to base the phonebook record on the
connection properties of the selected phonebook record.

To edit a phonebook record, select it and click the Toolbar Other Buttons Connection Properties button
or select the Edit Menu or Records Pane context menu Connection Properties command to display its
connection properties in the Connection Properties window to edit them.

You can copy and move phonebook records between the Phonebook root folder and user-defined folders,
also by drag and drop.

Phonebook records are saved as files with the extension dwc in the PhBook directory that resides in the
NetOp Configuration Files directory, typically C:\Documents and Settings\<User name>\dpplication
Data\Danware Data\NetOp Remote Control\Guest\PhBook. dwc files are XML format files that can be
read in any text editor.

To connect to your favorite Hosts without loading NetOp Guest first, copy their phonebook records to
your computer desktop where they will display as dwc file icons. Double-click the file icon to start the
default type session with the Host. If not loaded, NetOp Guest will load and run minimized in a
notification area NetOp Guest button. Right-click the file icon to display a context menu with Session
Commands, a Connection Properties command and standard desktop icon commands.

3.5.4.1.4 Phonebook Export and Import

You can export and import phonebook data as a comma separated file.
Export

Select in the Tree Pane the Phonebook root folder or a directory folder in it or select in the Records Pane
one or multiple records and select the File Menu Export from Phonebook command to display this
window:

Export from, Phonebook §|

Export phonebook entries ko a comma separated file

Export File name:

[ Browse ... ]

Passwiords and connection properties are nok exported,

[ ]Export passwords

Cancel

Export file name: []: Specify in this field a file path and name. If you specify only a file name, the comma
separated file will be saved in the directory in which NetOp Guest is installed.

Browse...: Click this button to display a Windows Save As window to select the comma separated file
directory and specify its name to enter the path and name in the Export file name field.

ClExport Passwords: Check this box to include phonebook record passwords in the comma separated file
(default: unchecked).

Note: You cannot export phonebook record Connection Properties window Display Tab, Keyboard/
Mouse Tab, Compression/Encryption Tab, Desktop Tab and Record Tab properties, but you can specify
those properties when importing.

Comma Separated File Syntax

The comma separated file is a plain text file. It contains for each phonebook record a line of text with
entries separated by commas according to this syntax:

<Folder path>,<Description>,<Phone number>,<Name>,<Comment>,<Communication
profile>,<Host logon name>,<Host logon password>,<Host Togon domain>,<Gateway
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logon name>,<Gateway logon password>,<Gateway logon domain>,<Protect item
password>,<wake on LAN MAC address>,<Logon credent1a1s-f1ags>,<Custom
application description>,<Custom application command line>,

Passwords will be encrypted to be included in the file as 32-digit hexadecimal checksums prefixed by
ENCRYPTED:.

Import
Select the File Menu Import to Phonebook command to display this window:

Import to Phonebook E|

Import phonebook entries From a comma separated File

Import file name:

[ Browse ... ]

¥au can change the defaulk connection properties by

clicking on the Connection properties butkon, [ Connection Properties ... ]

[ Cancel ] [ Help ]

Import file name: []: Specify in this field the path and name of the comma separated file from which you
want to import phonebook data.

Browse...: Click this button to display a Windows Open window to select the comma separated file and
enter its path and name in the Import file name field.

Connection Properties...: Click this button to display the Connection Properties window with the
Display Tab, Keyboard/Mouse Tab, Compression/Encryption Tab, Desktop Tab and Record Tab to
optionally specify properties for all imported phonebook records on these tabs.

OK: Click this button to import the comma separated file phonebook data to create phonebook records in
the phonebook structure specified in the file, i.e. typically like on the exporting NetOp Guest.

3.5.4.2 Quick Connect Tab
This Tab Panel tab will be displayed unless hidden from the Program Options window Layout Tab:

[ Phonebook | " Cuick Connect 2k Connections | 72 History | & Help Request | € Recordings °.;_“" Script | S Inventany

Host Communication profile
Mame:
b TCRITP b
[ edt. | [ mew. | | Delete
Connect ]’@ Browse ] i_‘F.;} “r}CDnnectiDn Properties...l
Browse lisk
Host I % UserMame | Phone number Communication Profile Information

[ MetOp Metwork: }rWindows Metwork ,I'

It enables connecting to a Host by selecting a communication profile and specifying a Host identifier and
if applicable a routing NetOp Gateway identifier.
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Select in the Communication Profile Section a communication profile.

2. Specify in the Host Section the Host name, computer address or modem telephone number and if
applicable a routing NetOp Gateway computer address or telephone number.

e Alternatively, if a Networking Communication communication profile is selected click the
Buttons Browse button to display on the NetOp Network Tab records of responding Hosts.
Click a record to display its Host ID value in the Host Section Name field or double-click a
record to start the default session, see General Tab.

*  Alternatively, on the Windows Network Tab click a network computer record to display its
Name value in the Host Section Name field or double-click the record to start the default
session, see General Tab.

3. Click the Buttons Connect button or double-click a tab record to start the default session, see
General Tab.

To start a non-default session or execute an action, click the matching Toolbar button or select the
matching Connection Menu or tab context menu command.

Note: If connection fails, see Connect Problems.

3.5.4.2.1 Host Section

The content of this Quick Connect Tab section depends on the selected communication profile
communication device type as explained in these sections:

. Networking Communication
. Line Communication or Gateway

. Network Point-to-Point Communication

. Infrared Communication

Networking Communication

If a communication profile that uses a networking communication device (IPX (including RemPCIPX v.
4.3), NetBIOS (including RemPCNB v. 4.3), TCP/IP or Terminal Server) is selected, the Quick Connect
Tab Host Section will have this content:

Hisk

Marme:

Name: []: Specify in the field of this drop-down box a name that the Host can respond to, see IPX
Settings, NetBIOS Settings, TCP/IP Settings or Terminal Server Settings. The drop-down box list
contains the names of Hosts that have been connected to before. Select a name in the list to display it in
the field.

Note: NetOp interprets the specified name according to the default Host name qualifier or a prefixed Host
name qualifier, see Host Name Tab.

This section includes these sections:

Browse for Hosts

Connect to a Network or Network Terminal Server Host through NetOp Gateway
Browse for Hosts
If a communication profile that uses a Networking Communication is selected, you can browse for

responding network Hosts. Click the Buttons Browse button to send broadcast communication that
requests that Hosts that receive this communication respond. After a timeout period, records of
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responding Hosts will display on the NetOp Network Tab. Click a record to display its Host ID value in
the Host Section Name field or double-click the record to start the default session, see General Tab.

To browse for Hosts with any name, leave the Host Section Name drop-down box field empty or if filled
in click No when asked if you want to browse for a specific Host name. To browse for Hosts with a
specific name, specify any number of Host name beginning characters. To browse for Hosts by a non-
default name type, prefix by a Host name qualifier, see Host Name Tab.

Using the LDAP:: Host name qualifier, a browse for Hosts will search directory services specified on the
Program Options window Directory Services Tab for users to return available matching user name
attributes and user address attributes. To search for Hosts with a specific name, specify a Host name mask
(a name containing wildcard characters like * designating any characters). You will be prompted to log
on to directory services to search for users, see Directory Services Authentication.

When available user data have been returned, the Guest will browse the network using received user
address attributes. The NetOp Network Tab will display records of returned users indicating which user
Hosts have responded.

Connect to a Network or Network Terminal Server Host through NetOp Gateway

If the Networking Communication communication profile used by a Host is unavailable to the Guest or if
connecting from a network Guest to a network terminal server Host, a NetOp Gateway on the network,
respectively on the terminal server console, can route the communication.

On the Gateway, enable Networking Communication communication profiles matching the
communication profiles used by the Guest and the Host.

On the Guest, enable one or multiple Networking Communication Communication Profiles at loading to
make the networking communication profile <Any initialized communication> available in the
Communication Profile Section drop-down box list. Connect to the Host after selecting <Any initialized
communication> that will request that any NetOp Gateway receiving the communication routes it to any
other enabled Networking Communication communication profile.

Line Communication or Gateway

If a communication profile that uses a line communication device (ISDN (CAPI), Serial or Windows
Modem) or the Gateway communication device is selected in the Communication Profile Section, this
Quick Connect Tab Host Section will be displayed:

Haosk
Phone number:
W
Mame (Dptional, use with gateway:
W

If you connect by line communication directly to a Host:

Guest Host

specify in the Phone number drop-down box field the Host modem telephone number and leave the Name
drop-down box field below empty.
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If you connect by the Gateway communication device through a Guest network NetOp Gateway that
connects by line or network point-to-point communication to a Host:

Guest Host

Gateway

specify in the Phone number drop-down box field the Host modem telephone number if using line
communication or the Host IP address if using network point-to-point communication and leave the
Name drop-down box field below empty.

If you connect by line communication through a Host network NetOp Gateway to a network Host:

Gateway Host

specify in the Phone number drop-down box field the Host network NetOp Gateway modem telephone
number and optionally specify in the Name drop-down box field the Host name.

If you connect by the Gateway communication device through a Guest network NetOp Gateway that
connects by line or network point-to-point communication through a Host network NetOp Gateway to a
network Host:

Guest Gateway Host

Gateway
specify in the Phone number drop-down box field the Host network NetOp Gateway modem telephone
number if using line communication or the Host network NetOp Gateway IP address if using network

point-to-point communication and optionally specify in the Name drop-down box field the Host name.

The drop-down box lists contains telephone numbers, IP addresses and Host names that have been
connected to before. Select a list entry to display it in the field.

Note: NetOp will interpret the Name drop-down box field Host name according to the default Host name
qualifier or a prefixed Host name qualifier, see Host Name Tab.

If no name is specified in the Name drop-down box field, this window will be displayed when connected
to the Host network NetOp Gateway:

Gateway Connection §|

‘fou are connected to a MetOp gateway,

Select bype of service

@ Remote control gateway
() Connect ko specific host:
() Browse for hosts

[ ik, ] [ Zancel ] [ Help
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Select one of these options:
® Remote Control Gateway: Connect to the Gateway (default selection).

O Connect to Specific Host: []: Specify in the field a Gateway network Host name to connect
to the Host.

O Browse for Hosts: []: Leave the field empty or specify any number of Host name first
characters to Browse for Hosts on the Gateway network.

Network Point-to-Point Communication

If a communication profile that uses a network point-to-point communication device (TCP/IP (TCP) or
TCP/IP (TCP 1Pv6)) is selected in the Communication Profile Section, this Host section will be

displayed:

Hask
TCP/IP Address:
L
Mame {Dptional, use with gakeway):
w

If you connect directly to a Host, specify the Host IP address in the TCP/IP Address drop-down box field
and leave the Name drop-down box field empty.

If you connect to a Host through a Host network NetOp Gateway, specify the Gateway IP address in the
TCP/IP Address drop-down box field and optionally specify the Host name in the Name drop-down box
field.

The drop-down box lists contains IP addresses and Host names that have been connected to before. Select
a list entry to display it in the field.

Note: NetOp will interpret the Name drop-down box field Host name according to the default Host name
qualifier or a prefixed Host name qualifier, see Host Name Tab.

If no name is specified in the field, the Gateway Connection window will be displayed when connected to
the Host network NetOp Gateway, see Line Communication or Gateway.

Infrared Communication

If a communication profile that uses the communication device Infrared (IrDA) is selected in the
Communication Profile Section, this Host section will be displayed:

Hisk

Mame (Dpkional, use with gateway:

If you connect directly to a Host, leave the Name drop-down box field empty.

If you connect to a Host through a Host network NetOp Gateway, optionally specify the Host name in the
Name drop-down box field.

The drop-down box list contains Host names that have been connected to before. Select a list entry to
display it in the field.

Note: NetOp will interpret the Name drop-down box field Host name according to the default Host name
qualifier or a prefixed Host name qualifier, see Host Name Tab.

If no name is specified in the field, the Gateway Connection window will be displayed when connected to
the Host network NetOp Gateway, see Line Communication or Gateway.
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3.5.4.2.2 Communication Profile Section

To connect to a Host from the NetOp Guest Window Tab Panel Quick Connect Tab, first select in the
drop-down box of this section:

Zommunication profile

TCRJIP v

| Edt.. | [ Mew.. | [ Delete

- a communication profile that matches a communication profile enabled on the Host or on a routing
NetOp Gateway.

Note: A communication profile is a named configuration of a communication device. NetOp Remote
Control can use a wide range of Communication Devices.

If you are in doubt which communication profile to select, consult with your network/system
administrator.

Initially, the drop-down box selection is TCP/IP. The drop-down box list contains the names of Guest
Communication Profiles. Select a name in the list to display it in the field.

Edit...: Click this button to display the Communication Profile Edit window to edit the selected
communication profile, see Communication Devices.

New...: Click this button to display the Communication Profile Edit window to create a communication
profile, see Communication Devices.

Delete: Click this button to delete the selected communication profile.
3.5.4.2.3 Buttons

The NetOp Guest Window Tab Panel Quick Connect Tab has these buttons:

Conneck ][O Browse ] E-l} “r}CDnnectinn Properties...

Connect: Click this button to connect to the Host whose name is specified in the Host Section Name drop-
down box field to start a default session, see General Tab. If connection fails, the Name Not Found
window will be displayed, see Connect Problems.

Browse: This button will be enabled if you can browse for responding network Hosts, see Browse for
Hosts. Click it to after a timeout period display records of responding Hosts on the NetOp Network Tab.

Disconnect: This button will be enabled only if connected by a line (ISDN (CAPI), Serial or Windows
Modem) or Gateway communication device, see Line Communication or Gateway. Click the button to
disconnect the point-to-point connection.

Connection Properties...: Click this button to display the Connection Properties window with a limited
selection of tabs. Selections in this window will apply if connecting from the Quick Connect Tab.
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3.5.4.2.4 NetOp Network Tab

This NetOp Guest Window Tab Panel Quick Connect Tab tab will display records of Hosts responding to
a browse for Hosts, see Browse for Hosts:

Brovese lisk {created 9:59:46 AM)

HostID  +  User Mame Phone number Communication Profile Information -
Sy WINZKAL... K TCPIP {Gateway)
S, WINZK3L... K TCRIP {Gateway)
e METFILTER TCP{IP ¥

[ MetOp Metwork, ,Ir'-.-'-.-'indcuws Metwork, ,lr

The section title will display Browse list (created <Time>). To update the tab contents, browse again.

The tab pane will contain Hosts records as icons or table records according to the selection in the View
Menu or the Toolbar Other Buttons (initially empty).

Details view will display Host records in a table with this column content:

*  Host ID: Status indicator and Host ID or directory service user name attribute. These status
indicators can be displayed:

2, A directory service returned this record, but the Host did not respond.
2, Host responded and is available.

= Host responded but it may not be available for a session, typically because another Guest is
running a session with it. If the Host allows Multi Guest Session, it may be available for a
Remote Control or Chat session.

. User Name: Host computer Windows or network logon user name if enabled, see Host Name Tab.

*  Phone Number: Host or Host network routing NetOp Gateway Line Communication or Gateway
telephone number or IP address or Network Point-to-Point Communication IP address.

. Communication Profile: Guest communication profile name.

*  Information: A Gateway record will display (Gateway).

Table controls are explained in Table Control.

Click a record to select it and specify its Host ID value in the Host Section Name field.
Double-click the record of an available Host to start the default session, see General Tab.

Right-click a record or multiple selected records to display this context menu:

Remoke Contral

File Transfer

Chat

Audio-Yideo Chat
Rermakte Management

Fun Program L4
Execute Command @ Log off
Send Message i1 Restart
ek Inventory by Shut down
ez Lock Computer
2] wiake on LAN
Copy

Add to phoneboak,
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Menu and toolbar controls are explained in Menu and Toolbar Control.

The first menu section contains Session Commands.

The second menu section contains Action Commands.

Disconnect: See Other Commands.

Copy: Select this command or the matching Edit Menu command to copy selected records to the
clipboard. Pasting clipboard contents into a Phonebook Tab folder will create phonebook records.

Add to Phonebook: Select this command to display a Windows Browse For Folder window to select the
directory in which to add selected records as phonebook record files, see Phonebook Records.

3.5.4.2.5 Windows Network Tab

This Quick Connect Tab tab will contain Windows network names:

Windows Mebwark,

Mame % Operaking Swskem | Version Cornrment -
#3CK

1 DANWARE

FIDANWA. . b

NetOp Nebwork | Windows Metwork, ,lr

The tab pane will initially contain records of Windows domains and workgroups recognized by the Guest
computer as icons or table records according to the selection in the View Menu or the Toolbar Other
Buttons.

Details view will display domain and workgroup records in a table with this column content:
*  Name: Domain icon and domain or workgroup name.

Other columns will be empty.

Double-click a record to expand it into its computer records:

Windows Metwork: DANWARE

MNarme  © Operating Systerm | Version Cornrmenk ”~
_é AEFO01 Windows %P .01
1’ AICCESS Windows XP 5.01 b/

NebOp Nebwork | Windows Metwork JIr

The tab pane will contains records of selected domain or workgroup running computers as icons or table
records according to the selection in the View Menu or the Toolbar Other Buttons.

Note: A computer record verifies that the computer is running but not that NetOp Host is running on the
computer.

Details view will display computer records in a table with this column content:
*  Name: Computer icon and computer name.

. Operating System: Computer operating system name.

. Version: Computer operating system version.

*  Comment: Computer comments, if any.

Table controls are explained in Table Control.

87



3.5 NetOp Guest Window

88

Click a record to select it and specify its Name value in the Host Section Name field. To check if the
record computer Host responds, click the Buttons Browse button to display its record on the NetOp
Network Tab if it responds.

Double-click a record to start the default session, see General Tab. If you cannot connect to NetOp Host
on the computer, the Name not found window will be displayed, see Connect Problems.

Right-click a record or multiple selected records to display this context menu:

Remate Cantral

File Transfer

Zhat

Audio-video Chat
Remoke Management

Fun Program L4
Execuke Command Log off
Send Message il Restart
ek Inventary by Shut down
e Lock Computer
2] Wake on LAN
Zopw

Add to phoneboak,

This menu matches the NetOp Network Tab context menu.

3.5.4.3 Connections Tab
This tab will be displayed unless hidden from the Program Options window Layout Tab:

G Phonebaok | ' Quick Cannect ‘}5 Connections | i22 Histary -J.* Help Reguest “@ Recordings °.3" Scrpt | S Inventory

Sessions Mame Phone number Communication Profile
ad 2 Gy cenooz TCP{IP
=y 192,165.102.58 LA (TCPY

It displays current connections and sessions.

Its pane contains records of connected Hosts displayed as icons or table records according to the selection
in the View Menu or the Toolbar Other Buttons.

Details view will display Host records in a table with this column content:
*  Sessions: Icons of running sessions.
*  Name: Host networking communication name.

*  Phone number: Host point-to-point communication IP address or telephone number or routing Host
network Gateway IP address or telephone number.

»  Communication Profile: Guest communication profile name.

Table controls are explained in Table Control.
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Right-click a record to display this context menu:

v Remote Conkrol
File Transfer
Zhat

Remoke Management

Fun Program Browse

Execute Cornrmand r
Send Message
et Inventory

Disconnect

Menu and toolbar controls are explained in Menu and Toolbar Control.

The first section contains Session Commands.
The second section contains Action Commands.
Disconnect: See Other Commands.

3.5.4.4 History Tab
This tab will be displayed unless hidden from the Program Options window Layout Tab:

(G Phonebook || ¥ Quick Connect | 2 Connections 2 History | &* Help Request| 4 Recordings °.§" Script | S Inventory

Description . Created  © | Mame  Phone number  Communication Profile . Comment  #

(21 2005 JPCEI00  01/16/2006 ... CG... TCR{IP
=433 2008 Jm19z.1... 0116/2006 ... 192.168.10,..  LAN (TCF)
(3 3an JEGs0003  01/12/2006... GS.., TCRIIP
THGRUBEZ  01/11/2006... GR... TCR{IP G
Jm19z.1... 01j09/2006 ... 192.168.10,.. LA (TCP)
-?ﬁ MY HMST Nl NS =nNne MY T RITE b’

It stores records of historical Host connections.
The History tab contains an optional left Tree Pane and a right Records Pane.

The Tree Pane contains a user-defined history directory structure. To hide/display the Tree Pane, click the
Toolbar Other Buttons Tree Window button or select the matching View Menu command (default:
displayed).

The Records Pane contains the History Records of the history directory selected in the Tree Pane.
3.5.4.4.1 Tree Pane

=] Hiskory
(™ 2005
555 2006
[ Jan

This History Tab pane initially contains a History root folder.
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Right-click in the pane to display this context menu:

Cuk
Copy

Mew Folder

Delete
R.enare

Menu and toolbar controls are explained in Menu and Toolbar Control.

This menu enables you to manage your History directories. You can also manage directory folders by
drag and drop.

Commands match Edit Menu commands.
3.5.4.4.2 Records Pane

Description  Created  © | Mame  Phone number  Communication Profile . Comment | #

TP CeO003  01f16(2006 ... CG.. TERIP

J@19z.1... 01f16(2006 ... 192.168.10...  LAM ({TCP)

IoGsoo0z 01122006 ... GS.. TERIP

IGGRUBEZ 01112006 ... GR... TERIP e
Imi92.1... 01j09/2006 ... 192.168.10...  LAM {TCP)

-THMV HAST N NS i=nnea P T PR W7

This History Tab pane displays the History Records in the selected Tree Pane folder. Records are
displayed as icons or table records according to the selection in the View Menu or the Toolbar Other
Buttons.

Details view displays records in a table with this column content:

Description: Communication device type icon (networking, line, network point-to-point, Gateway
or Infrared) and record identifying description.

Created: Date and time of last connection.
Name: Host networking communication name.

Phone Number: Host point-to-point communication IP address or telephone number or routing Host
network Gateway point-to-point communication IP address or telephone number, see Line
Communication or Gateway.

Communication Profile: Guest communication profile name.

Comment: Optional comment specified by the Guest user or the Host computer user name when
originally browsing for the Host.

Table controls are explained in Table Control.

To start a session with selected record Hosts, click a Session Buttons button or select a Session
Commands command. To execute an action on selected record Host computers, click an Action Buttons
button or select an Action Commands command.

Double-click a record to start the default type session with the record Host, see General Tab.
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Right-click a record or multiple selected records to display this context menu:

Remote Control

File Transfer

Chat

Audio-Yideo Chat
Remote Management

Fun Program 4
Execute Cornrmnand r
Send Message
et Inventory

Cuk
Copy

Falder

Delete

Connection Propetties

Menu and toolbar controls are explained in Menu and Toolbar Control.

The first section contains Session Commands.
The second section contains Action Commands.

Disconnect: See Other Commands.

Remaining commands match Edit Menu commands.
3.5.4.4.3 History Records

A history record is automatically created in the History root folder when disconnecting from a Host. An
older history record in the folder with the same Description will be overwritten.

You can copy and move history records between the History root folder and user-defined folders, also by
drag and drop. Copy your favorite history records to the Phonebook Tab to serve as phonebook records.

History records are saved as files with the extension dwc like Phonebook Records in the History directory
that resides in the NetOp Configuration Files directory, typically C:\Documents and Settings\<User
name>\Application Data\Danware Data\NetOp Remote Control\Guest\History.

3.5.4.5 Help Request Tab

This tab will be displayed unless hidden from the Program Options window Layout Tab:

(G Phonebook || ¥ Quick Connect | 2k Connections | 52 History ©} HelpRequest | 46 Recordings °.}" Script | S Inventory

Host I+ Time Help Service | Problem description
-J.* jaeulnlnk] 15:30:41  MNetOp Help Remate print setup

It displays pending Host help requests.
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Note: To service help requests, enable Communication Profiles at Guest loading and set up help services,
see Help Request Tab.

If help requests are pending, this icon will be displayed in the Status Bar and in the notification area in the
lower right corner of the screen:

Double-click the notification area button to display the Help Request tab.

The Help Request tab pane displays help request records as icons or table records according to the
selection in the View Menu or the Toolbar Other Buttons.

Details view displays help request records in a table with thie column content:
Host ID: Help request icon and Host identification.
Time: Time of the help request.

Help Service: Help service name, see Help Request Tab.

Problem Description: Host specified problem description.
Table controls are explained in Table Control.

To respond to a help request, typically double-click the record to start the default session, see General
Tab.

Right-click a record to display this context menu:

Remoke Contral

File Transfer

Chat

Audio-Yideo Chat
Remoke Management

Copy ko Clipboard Host ID
Delete Timne
Help Service

Connection Propetties
a Praoblem descripkion

Al

Menu and toolbar controls are explained in Menu and Toolbar Control.

The first section contains Session Commands.

Copy to clipboard expands into table column name and 4// commands. Select a table column name
command to copy the selected table column record value to the clipboard. Select A// to copy all record
values to the clipboard to typically paste them into a help request management system table.

Note: The Program Options window Help Request Tab includes Advanced Help Service options.

Remaining commands match Edit Menu commands.

Note: Delete will remove the selected record but not cancel the record help request.
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3.5.4.6 Recordings Tab
This tab will be displayed unless hidden from the Program Options window Layout Tab:

[G Phonebook | ¥ Quick Connect .‘-}s Connections || % Histary -J:' Help Request @ Recordings ".;"'r Scrpt || S Inventary

LEC g Recorded ¢ Duration | Guest I Hosk ID Description
(27 2005 £ 01/17/2006 09:50:12 00:00:06 CGOODZ  CGODO3  CGOOO3
=23 2006 £ 01/17/2006 0NS0:43 00007 CGOODZ  GRUBEZ  GRUEBZ

It provides access to remote control session recordings.

Note: To record remote control sessions, enable recording on the Program Options window Recordings
Tab or on the Connection Properties window Record Tab.

The Recordings tab contains an optional left Tree Pane and a right Records Pane.

The Tree Pane contains a user-defined recordings directory structure. To hide/display the Tree Pane, click
the Toolbar Other Buttons Tree Window button or select the matching View Menu command (default:
displayed).

The Records Pane contains the Recording Records of the recordings directory selected in the Tree Pane.
3.5.4.6.1 Tree Pane

=] P =cordings
™ 2005
o5 2006
[ Jan

This Recordings Tab pane initally contains a Recordings root folder.
Right-click in the pane to display this context menu:

Cuk
Copy

Mew Folder

Delete
Rename

Menu and toolbar controls are explained in Menu and Toolbar Control.

This menu enables you to manage your Recordings directories. You can also manage directory folders by
drag and drop.

Commands match Edit Menu commands.
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3.5.4.6.2 Records Pane

Recorded # Duration | iGuest ID . Host ID Descripkion

@DIII?J'EDDE- 09:50:12  00:00:06  CQO00z  CGE0003 CGO0003
@DIII?IEDDE\- Q9:50:43  00:00:07  CG0002  GRUBEZ GRUEEZ

This Recordings Tab pane displays the Recording Records in the selected Tree Pane folder. Records are
displayed as icons or table records according to the selection in the View Menu or the Toolbar Other
Buttons.

Details view displays records in a table with these column contents:
Recorded: Recording icon and recording date and time.
Duration: Duration of recording.

Guest ID: Remote controlling Guest name.

Host ID: Remote controlled Host name.

Description: Remote controlled Host record Description.
Table controls are explained in Table Control.

Double-click a record to play back the remote control session recording in this window::

L, Recording playback: CGO003 : E|[Z|

Edit Wiew Go Tools Actions  Help

ew v | 5§ > | i Reply -L%Reply ta Al i Forward | giSEI'Id,IIREEEiVE - | C_'T;,}Fi_ru:l l%r | B3 Type

T”—Irs—d Larch In = Sent Ikems

letOp Host - Connected [CGOO0Z]

Wiew Action  Session  Tools Help

n[n|| ¥ [2[ 80D @8]
Communication M ames Meszages
Genaral | Connections R Services esk Quick Connect Tab Host Seckion
| West Quick Connect Tab Hosk Section %
< | >
BERRERRERRE RN 00:00-06

This window initially has the same size as the remote control window in which the session was
recorded.
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The title bar displays the name of the session recording remote controlled Host. Title bar window
controls are explained in Window Control. The window control menu includes playback control
commands matching the playback control buttons explained below.

The toolbar contains these playback control buttons:
Stop (square): Click this button to close the window.

Pause (two vertical bars): Click this button to make it appear pressed in to pause playback.
Click this button appearing pressed in to release it to resume playback.

Play (triangle pointing right): Click this button to make it appear pressed in to start playback or
resume playback when paused. When playback has ended, this button is disabled.

Back (triangle pointing left to a vertical bar): Click this button to return to the beginning of the
recording displaying a black display area. The Pause button will appear pressed in and the Play
button will be enabled.

Playback Speed: By default, the spinbox field will display x/ indicating true speed. Click the
up/down buttons to change the playback speed by a factor x/ to x20 as displayed in the spinbox
field.

The status bar contains a colored blocks progress indicator and a playback time counter.

Right-click a record or multiple selected records to display this context menu:

Plavback recording

Cuk
Copy

Falder

Delete

Menu and toolbar controls are explained in Menu and Toolbar Control.

Playback Recording: Select this command to play back the last clicked recording record in the Recording
Playback window.

Remaining commands match Edit Menu commands.
3.5.4.6.3 Recording Records

If remote control session recording is enabled, each remote control session will create a recording record
in the Recordings root folder.

You can copy and move recording records between the Recordings root folder and user-defined
subfolders, also by drag and drop.

Recording records are saved as files with the extension dwr in the record directory that resides in the
NetOp Configuration Files directory, typically C:\Documents and Settings\<User name>\dpplication
Data\Danware Data\NetOp Remote Control\Guest\record. These files can be played back only on NetOp
Guest.
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3.5.4.7 Script Tab
This tab will be displayed unless hidden from the Program Options window Layout Tab:

onebon uick Connect || = onnections || 5 Histary ||« Help Request ecordings u, crip riventary
[ Phonebook | ¥ Quick C C 2 H ‘} Help R # Recordings| 2 Script | G |

[7 Seript Mame 7 Status | Size | Comment
545
1 examplez.dws 643 Syncronize personal working directories on lap- and deskkop

& .E::-::arru:llel (s Collect Spreadsheet Reports Every Midnight

It provides access to NetOp scripts and the Script window, see NetOp Script.

NetOp scripts are user-specified command structures that can execute scheduled NetOp actions, typically
file transfers.

The Script tab contains an optional left Tree Pane and a right Records Pane.

The Tree Pane contains a user-defined script directory structure. To hide/display the Tree Pane, click the
Toolbar Other Buttons Tree Window button or select the matching View Menu command (default:
displayed).

The Records Pane contains the Script Records of the script directory selected in the Tree Pane.
3.5.4.7.1 Tree Pane

[ Script

This Script Tab pane initially contains a Script root folder.

Right-click in the pane to display this context menu:

Cuk
Copy

Mew Folder

Delete
Renarne

Menu and toolbar controls are explained in Menu and Toolbar Control.

This menu enables you to manage your Script directories. You can also manage directory folders by drag
and drop.

Commands match Edit Menu commands.
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3.5.4.7.2 Records Pane

Mame ¢ Skatus | Size | Comment

345  Collect Spreadsheet Reports Every Midnight

2 example2. dws 643 Syncronize personal warking directories an lap- and deskkop

This Script Tab pane displays the Script Records in the selected Tree Pane folder. Records are displayed
as icons or table records according to the selection in the View Menu or the toolbar Other Buttons.

Details view displays script records in a table with these column contents:
Name: Script icon script file name.
Status: Status information, e.g. Edit if the script is being edited or Running if the script is running.
Size: Script file size in bytes.
Comment: An optional comment specified in the Script window, see NetOp Script.
Table controls are explained in Table Control.

Double-click a record to run the record script, see Test a NetOp Script.

Right-click one or multiple selected records to display this context menu:

Edit
Run

Cuk
Copy

Mew k Scripk

Folder
Delete

Menu and toolbar controls are explained in Menu and Toolbar Control.

Edit: Select this command to open the last selected record script in the Script window, see NetOp Script.
Run/Stop: Select this command to run/stop the selected record script, see Test a NetOp Script.

Remaining commands match Edit Menu commands.
3.5.4.7.3 Script Records

By default, records of new NetOp scripts are placed in the Script root folder. You can copy and move
script records between the Script root folder and user-defined subfolders, also by drag and drop.

Script records are typically saved as files with the extension dws in the script directory that resides in the
NetOp Configuration Files directory, typically C:\Documents and Settings\<User name>\Application
Data\Danware Data\NetOp Remote Control\Guest\script. You can open a NetOp script file in a text
editor to display its textual structure.

Note: You can edit a NetOp script by editing its script file in a text editor. However, we recommend that
you make use of the Script window graphical NetOp script editor.
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3.5.4.8 Inventory Tab
The tab will be displayed unless hidden from the Program Options window Layout Tab:

(G Phonebook | ' Quick Connect .l}s Cannections | ©2 Histary | &4 Help Request| € Recardings "‘.}" Script| b Irventory

= 55 Inventory Ttem Yalue A
Suppart Computer Mame DM ARELCGE0003
= CEOO03 (1112006, |y 1T Microsoft Windows ¥P Professional
) Generation 05 Type MT-based
EI SuMmmary 03 \-'e_rsiu:un 5.01
B Hardware 05 Buid 2600
- Componente O35 Service Pack z.00
: " 03 Service Pack Version 2.0
+ Software 05 Manufacturer Microsoft Corporation
+ W) GRUBBZ (1/112006,| 05 Up Time 000, 5:13:48 AM
S Aekivakine Raadad Ml .’
4 > >

It displays retrieved Host computer inventories.
The Inventory tab contains a left Contents Pane and a right Details Pane.

The Contents Pane contains a user-defined inventory directory structure. Each inventory directory folder
can contain Host computer inventories that branch out into inventory elements.

The Details Pane displays details of the inventory directory, Host computer inventory or inventory
element selected in the Contents Pane.

3.5.4.8.1 Contents Pane

= 55 Irwventory
Suppork

b Generation
£| Surmmary
Hardware

¥
+ Components
+-je Software

* _i;l GRUEEZ {1)11/2008,

£ b

This Inventory Tab pane initially contains an Inventory root folder.

Right-click a directory folder or a Host computer inventory to display this context menu:

Cuk
Copy

Mew Folder

Delete
Renarne

Menu and toolbar controls are explained in Menu and Toolbar Control.

This menu enables you to manage your /nventory directories. You can also manage directory folders by
drag and drop.

Commands match Edit Menu commands.

Select an inventory directory to display summary details of Host computer inventories in it in the Details
Pane.
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Select a Host computer inventory to display summary details of it in the Details Pane.
Select a Host computer inventory element to display details of it in the Details Pane.
3.5.4.8.2 Details Pane

Item Yalue -~
Compuker Mame DrAMWAREYZG0003
05 Mame Microsaft Windows %P Professional
03 Type MT-based
25 Version 501
215 Build 2600
05 Service Pack 2,00
03 Service Pack version 2.0
03 ManuFacturer Microsoft Corporation
25 Up Time 000, 6:13:45 AM 7
1S Aebivskiaem Rlasdad Pl
L4 >

This Inventory Tab pane displays details of the element selected in the Contents Pane.

If an inventory directory is selected, it displays the directory Host computer inventories as records in a
table with inventory details specified on the Program Options window Inventory Tab in columns.

If a Host computer inventory or an inventory element is selected, it displays inventory element details as
records in a table with the columns /tem and Value.

Table controls are explained in Table Control.

Right-click a Host computer inventory record to display this context command:

Delete

Select this command to delete the Host computer inventory. You cannot delete details of a Host computer
inventory.

3.5.4.8.3 Host Computer Inventories

Retrieve Host computer inventories from the Toolbar Action Buttons Get Inventory button or the
matching Connection Menu command.

When retrieved, Host computer inventories will be placed in the Inventory root folder. A new inventory
will overwrite an older inventory identified by the same Host name. You can copy and move inventories
between the Inventory root folder and user-defined subfolders, also by drag and drop.

Retrieved Host computer inventories will be saved as files with the extension xm/ in the inventor
directory that resides in the NetOp Configuration Files directory, typically C:\Documents and
Settings\<User name>\dpplication Data\Danware Data\NetOp Remote Control\Guest\inventor. You can
open xm/ files in any text editor.

To process Host computer inventory information when retrieved, specify in the Program Options
window Inventory Tab Advanced Inventory Options window an inventory processing program.

Note: NetOp does not undertake to supply or recommend inventory processing programs.

3.5.5 Status Bar
The status bar will be displayed unless hidden from the Program Options window Layout Tab:

& | HE | o

It can display these icons at its right end:

Telephone icon: This icon will be displayed if a communication profile using a point-to-point
communication device (ISDN (CAPI),Serial, Windows Modem, TCP/IP (TCP), TCP/IP (TCP IPv6) or
Infrared (IrDA)) is enabled at Guest loading.
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Yellow pages icon: This icon is displayed if when a communication profile using the TCP/IP
communication device is enabled in the Advanced TCP/IP Configuration window the Use NetOp Name
Server box is checked. These symbols can be displayed on the icon:

Nothing: Specified NetOp Name Servers are available.
Red X: None of the specified NetOp Name Servers is available.
Red exclamation mark (!): One of two specified NetOp Name Servers is available.

Lifebelt icon: This icon will be displayed if a help request is pending, see Help Request Tab.

When the mouse pointer is over a menu command or toolbar button, the status bar will be cleared and a
hint will be displayed in it unless disabled on the Program Options window Layout Tab.

3.6 Guest Tools
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The Guest window Tools Menu contains these commands:

File Connection Edit YWew | Tools Help
Program Cplions
File Manager Options
Log Setup

Maintenance Passwiord

Communication profiles

Modem database

Check For Mew Updates
Publish Mew Updates

Fun Setup \Wizard

Copy Guest o removable media

They are explained in these sections:

Program Options

File Manager Options

Log Setup
Maintenance Password

Communication Profiles
Modem Database
Check for New Updates
Publish New Updates

Debug Trace
Run Setup Wizard

Copy Guest to Removable Media

Guest tool settings will be written to NetOp Configuration Files that will typically reside in the directory
C:\Documents and Settings\<User name>\dpplication Data\Danware Data\NetOp Remote
Control\Guest.
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3.6.1 Program Options

Select the Tools Menu Program Options command to display this window:

Program Options PX|
Rernate Control Monitor Audio-Yideo Chat
Remate Printing Recording Sounds Help Request
Run Encryption Irverbory Smart Card “Web Update

Lapout |General Cache | Login || Host Mame | Directory Services

Enable

Tool bar

Status line

Menu hinks

Add Guest Icon ko Trawadd Guest Icon ko Tray
Hide Guest fram taskbar when minimized

|:| Save Guesk Minimize State on exit

[]stealth Mode (Hide Guest when started)

Tab lavout
Cuick Connect P
Connections

.
Hiskaory W
Check the checkbox in front of the kab name to display the tab,

Select the tab order from left to right by moving the tab names up
and down with the buttons,

[ k. H Cancel H Help

This window has these tabs:
Layout Tab
General Tab
Cache Tab
Login Tab
Host Name Tab
Directory Services Tab
Remote Control Tab
Monitor Tab
Audio-Video Chat Tab
Remote Printing Tab

Recordings Tab
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Sounds Tab
Help Request Tab
Run Tab

Encryption Tab

Inventory Tab
Web Update Tab

3.6.1.1 Layout Tab

Program Options

Rernote Control M oriitar AudioVideo Chat
Femate Printing Recaording Sounds Help Request
R E neryptian Inwentary Srart Card “Web Update
Lavout | General | Cache | Login | Host Mame | Directory Services

Enable

Tool bar
Skatus line
Menu hints

&dd Guest Icon ko Trawadd Guest Icon ko Tray
Hide Guest from taskbar when minimized

|:| Sawe Guest Minimize Skate on exit

[ ] stealth Mode (Hide Guest when started)

Tab layout

Phonebook, FS
Quick Connect
Connections

Hiskory w

Check the checkbox in Front of the kab name to display the tab,
Select the tab order From left ko right by moving the tab names up
and down with the buttons,

[ k. H Cancel ][ Help

X|

This tab specifies Guest window layout options.
Enable

M Tool bar: Uncheck this box to remove the Toolbar from the Guest window (default: checked).

M Status line: Uncheck this box to remove the Status Bar from the Guest window (default: checked).

MMenu hints: Uncheck this box to disable the display of menu command and toolbar button hints in the
Status Bar (default: checked).

MAdd Guest icon to tray: Uncheck this box to display no NetOp Guest button in the notification area in
the lower right screen corner when NetOp Guest is loaded (default: checked).

102



3 NetOp Guest

MHide Guest from taskbar when minimized: This option will be disabled if Add Guest icon to tray
is unchecked. Uncheck this box to display the minimized Guest as a button in the taskbar at the
bottom of the screen (default: checked). If checked, the minimized Guest will be displayed only as a
NetOp Guest button in the notification area in the lower right corner of the screen.

OSave Guest minimize state on exit: Check this box to load the Guest minimized if minimized when last
unloaded (default: unchecked).

UStealth mode (hide Guest when started): Check this box to load the Guest hidden to the computer user
(default: unchecked).

To unhide the Guest when hidden, execute this command in the Start > Run window or a command
prompt window:

<Guest directory path>\nowutil /g /s
To hide the Guest again, unload and load it.

Tab layout
The scrolling pane contains a checkboxed list of available Tab Panel tab names:

M Phonebook
MOQuick Connect
M Connections

M History
MHelp Request
MRecordings
MScript

M inventory
Uncheck a box to remove this tab from the Tab Panel (default: all checked).

Up/Down: The scrolling pane top-to-bottom tab name order controls the Tab Panel left-to-right tab
order. Select a scrolling pane tab name and click one of these buttons to move it.

Note: The tab order above is the initial tab order. The Quick Connect Tab will be displayed in front.
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3.6.1.2 General Tab

Program Options E|
Remote Control Manitor Audio-Video Chat
Femate Printing Recaording Sounds Help Request
Run E neryptian Inwentary Srart Card “Web Update

Layout | General | Cache | Login | Host Mame | Directory Services

Host session defaulk mode
(%) Remate control
) File transFer

) Chat
) Audio-video Chat
") Remote Management

Inackiviky

Inactivity timeout; 1] min. {0 = Unlimited)

Keep alive

[ 15end keep glive message

Confirm when

[ Exiting Guest while connected

Zonneckion

Conneckion Attempks; 1 (0 Indefinete)

Auto Reconnect: Mewver w
[ k. l [ Cancel ] [ Help

This tab specifies general connect options.

Host session default mode

Select one of these session options to start the selected session if you connect to a Host by clicking the
Quick Connect Tab Buttons Connect button or by double-clicking a tab Host record:

®Remote control (default selection)
OFile transfer

OChat

OAudio-video chat

ORemote management

Inactivity

Inactivity timeout: [] min. (0 = Unlimited): Specify in this field a number to disconnect if there has been
no Guest user keyboard or mouse activity within the specified number of minutes (default: 0, range 0-
999).
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Keep Alive

USend keep alive message: Check this box to send a data packet at intervals while connected to alert the
Guest if the connection has been lost (default: unchecked).

Note: To maintain an ISDN (CAPI) connection during short periods of inactivity, do not check this box
but select the Short-hold mode option, see ISDN (CAPI) Communication Profile Edit.

Confirm when

UlExiting Guest while connected: Check this box to display this warning if you attempt to unload the
Guest while being connected to a Host (default: unchecked):

Warning X

:‘{j There are currently active sessions, Do you wank bo berminate anwimay?

I Yes ] [ Mo

Yes: Click this button to unload the Guest.
No: Click this button to cancel the unload attempt.

Connection

Connection attempts: [] (0: Indefinite): Specify in the field a number in the range 1-999 to make this
number of connection attempts each time you connect to a Host (default: 7).

Auto reconnect: []: The field of this drop-down box will display the selected reconnect option if a
connection is lost. The drop-down box list contains these options:

*  Never: Never reconnect (default selection).

*  Abnormal disconnect only: Reconnect only if the connection was lost by an abnormal event.
*  Host disconnect only: Reconnect only if the Host disconnected.

*  Always: Always reconnect.

Select an option in the list to display it in the field.
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3.6.1.3 Cache Tab

Program Options E|
Remote Control Manitor Audio-Video Chat
Femate Printing Recaording Sounds Help Request
Run E nerptian Inwentary Srart Card “Web Update
Layout || General | Cache | Login | Host Mame | Directory Services

Hosk screen cornrmand transfer disk cache
(%) Use separate cache file For each host
(") Use shared cache File For all hosts
") Don't save cache between sessions
Limit kotal disk cache size tos 10000 | kb, (200-640007%
[ k. l [ Cancel ] [ Help

This tab specifies screen image disk cache options.

Host screen command transfer disk cache

When the Guest remote controls a Host in command mode, see the Connection Properties window
Compression/Encryption Tab, the Guest will store the Host screen image in disk cache memory to
transfer only image changes to speed up Host screen image update and save transmission bandwidth.

Select one of these options:

® Use separate cache file for each Host: Reserve a disk cache section for each connected and
disconnected Host. If you connect to many different Hosts, a large total disk cache size will be
required to achieve high update and reconnect speed (default selection).

O Use shared cache file for all Hosts: Share the available disk cache among connected and
disconnected Hosts. Total disk cache size demand will typically be lower.

ODon t save cache between sessions: Share the available disk cache only among connected Hosts.
Total disk cache demand will be lowest, but reconnects will be slower.

Limit total disk cache size to: [] KB. (200 - 64000): Default size is 10000 KB (10 MB). Specify a number
in the specified interval, typically larger than default if regularly running command mode remote control
sessions with many different Hosts.
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3.6.1.4 Login Tab

Program Options g|
Rermate Control Monitor Audio-Yideo Chat
Femate Frinting R ecording Sounds Help Request
Run Enerption [Fvemtary Smmart Card Weh pdate

Layout || General | Cache | Login | Host Mame | Directory Services

Guesk ID

Authentication

[ cache login passwords

ACCESS SErver B,x05, K
|:| Ise Access Server on Guest side

[ k. H Cancel H Help

This tab specifies Guest logon and name options.

Guest ID []: This field specifies the name by which the Guest will identify itself when communicating
(default: Guest computer name). You can edit the field content.

Note: If the Guest runs on a network computer, we generally recommend to name it by its computer
name. If the Guest runs on a terminal server client, we generally recommend to name it by its computer
user name, see the Administrator’s Manual Advanced Tools chapter NetOp Naming in a TSE section.

Authentication

Ll Cache login passwords: Check this box to store the most recently used logon credentials in cache
memory to apply them when connecting (default: unchecked). Cached logon credentials will be lost when
the Guest is unloaded.

Access Server 6.x/5.x

Ll Use Access Server on Guest side: Check this box to enable Guest side authentication with Hosts that
are Guest side authentication enabled on a NetOp Access Server (default: unchecked).

Note: NetOp Security Server (version 7+ only) does not support Guest side authentication.
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Clignore if access to Host cannot be authenticated: Check this box to ignore Guest side authentication
with Hosts that are not Guest side authentication enabled on a NetOp Access Server (default: unchecked).

3.6.1.5 Host Name Tab

Program Options E|
Remote Control Manitor Audio-Video Chat
R E neryption Irvventary Smart Card “Wieb Update
Remate Printing Recarding Sounds Help Request

Layout || General | Cache | Login | HostMame | Diectoy Services

Default host name qualifier
(%) Host ID{H: )

) User name (U::)

() DMNS name (DNS: )

) LDAP name (LDAR::)

Duplicate names

[]check For duplicate names befare connecting

MNetOp Mame Server

Mame Space ID: PLELIC

[ k. H Cancel ][ Help

This tab specifies Host name and NetOp Name Server name space D options.

Default Host name qualifier

NetOp Remote Control interprets a specified Host name as being prefixed by the default Host name
qualifier that identifies the Host name type, unless the Host name is actually prefixed by another Host
name qualifier. This section specifies the default Host name qualifier. Select one of these options:

®Host ID (H::): Interpret a Host name without a prefix as a Host ID (default selection).
O User name (U::): Interpret a Host name without a prefix as a Windows logon user name.
ODNS name (DNS::): Interpret a Host name without a prefix as a DN'S name.

OLDAP name (LDAP::): Interpret a Host name without a prefix as a directory service user attribute
value.

Note: Prefix a specified Host name by a qualifier (shown above in parentheses) to identify its non-default
type.
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Duplicate names

U Check for duplicate names before connecting: Duplicate Host names may exist in a network. By
default, the Guest will connect to the Host first responding to a specified Host name. Check this box to
allow the connect attempt to time out and display this window if multiple Hosts have responded (default:
unchecked):

Multiple Host Names found &l

Multiple Host names Found. Select one or more and click, Ok,

Host Db ¢ User Mame Communication Profile Information
S, CE0003 e TCR(IP
l;lo GRUEBEZ G TCR/IP

’ Cancel l [ Help ]

Multiple Host names found. Select one or more and click OK: []: The pane displays responding
Hosts as records in a table with this column content:

Host ID: Availability icon (checkmark: available, no entry: unavailable) and Host specified
Host ID.

User Name: Host computer Windows logon or network logon user name, if enabled.
Communication Profile: Guest communication profile name.
Information: A record of a NetOp Gateway will display (Gateway).
Table controls are explained in Table Control.
Double-click a record or select a record and click OK to connect to the record Host.

NetOp Name Server

Name Space ID: []: By default, this field will display PUBLIC. If the Guest communicates by a
communication profile that uses the TCP/IP communication device and in its Advanced TCP/IP
Configuration window the Use NetOp Name Server checkbox is checked to use NetOp Name Server,
specify in the field the name space ID that will connect you to Hosts that specify the same name space ID.

109



3.6 Guest Tools

3.6.1.6 Directory Services Tab

Program Options

X|

Directory Server:
Part:
Base DR:

|:| Use secure conneckion

Remote Control Manitor Audio-Video Chat
Femate Printing Recaording Sounds Help Request
Run E neryptian Inwentary Srnart Card “Web Update
Layout | General | Cache | Login | Host Mame | Directory Services

General

110

Credentials | Setkings

Anonymous bind

[ k. H Cancel ][ Help

On this tab, you can specify directory service settings to enable you to connect to and browse for Hosts
using the LDAP:: Host name qualifier, see Browse for Hosts.

General
Directory Server: []: Specify in this field the directory server IP address or DNS name.

Port: []: Specify in this field the port through which the Guest shall connect to the directory server
(default: 389, the Lightweight Directory Access Protocol (LDAP) port).

L Use secure connection: Check this box to connect to the directory server by a secure connection. The
LDAP secure connection port number is 636.

Base DN: []: Specify in this field the directory service distinguished name from which a search shall
start.

Credentials Tab

This tab specifies the credentials by which the Guest will log on to the directory server. The user identity
determines which directory service information will be available.

M Anonymous bind: Leave this box checked to search the directory service with anonymous user rights
A% ry Y g
(default: checked). Uncheck this box to enable the fields below.
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User DN: []: Specify in this field a directory service user distinguished name to search the directory
service with the rights of this user.

Password: []: Specify in this field the matching password.
Confirm password.: []: Re-specify in this field the password for confirmation.
Settings Tab

Credentials | Settings |

User search Filker: | |

ser attribute; | |

Default, .. ]

Marne attribute: | |

Address attribute: | |

Search name prefix; | |

Specify on this tab the settings for searching the directory service for users to return matching name and
address attribute values. Initially, the fields are empty.

For guidance on filling in the fields, click Default... to display this window:

Select Directory Service

Select the Directory Service From the list below, IF vour Direckory
Service is not lisked, the values can be set manually,

r'-'1i|:r|:|::|:|Ft active Directary

The field of the drop-down displays the selected directory service name (default: Microsoft Active
Directory). The drop-down box list will contain names of available directory services. Select a
directory service name in the list to display it in the field.

Click OK to specify the selected directory service available default settings in the matching fields.
User search filter: []: Specify or edit the user search filter designation.
User attribute: []: Specify or edit the user attribute designation.
Name attribute: []: Specify or edit the name attribute designation.
Address attribute: []: Specify or edit the address attribute designation.
Search name prefix: []: Specify or edit any prefix (e.g. cn=) that shall be added before search values.
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3.6.1.7 Remote Control Tab

Program Options E|
Femate Printing R ecording Sounds Help Request
R E neryption Irvventary Smart Card “Wieb Update
Lavaut || General | Cache | Login || HostMame | Directary Services
Remate Contral b aritar Audicvideo Chat

Enable
Tool bar

Tool b in Full screen
Full screen kool box roll-up
Skatus line

Hat kews assignment

Zoom in and aut; [ ]shift crl [Jalk |z
Disconneck []shife [l []alk
Send Crrl+alk-+Del bo host: []shife [l []ak
Send Ctrl+Esc ko host: [Ishift [Jcel []al
send alt+Tab ko host: []skire [l [ ol

Rernoke control window

Host window auto scroll

auto Take Contraol

Switch to Window Mode Password: Swikch to Window Mode

Disconneck Passward:

[ k. H Cancel ][ Help

This tab specifies remote control options.
Enable
M Toolbar: Uncheck this box to hide the remote control window toolbar (default: checked).

M Toolbox in full screen: Uncheck this box to hide the remote control full screen display toolbox
(default: checked).

M Full screen toolbox roll-up: Uncheck this box to not reduce the full screen display toolbox to its title
bar when not in use (default: checked).

M Status line: Uncheck this box to hide the remote control window status bar (default: checked).

Hot keys assignment

You can assign hot keys (keystroke combinations) to specified actions. By default, CTRL+Z is assigned to
Zoom in and out (switch between remote control window display and full screen display). Assign desired
hot keys by checking boxes and specifying a character in the last field.

Remote control window

M Host window auto scroll: Uncheck this box to disable automatic Host screen image scroll when the
mouse pointer approaches remote control window borders (default: checked).
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MAuto take control: Uncheck this box to disable acquiring Multi Guest session keyboard and mouse
control by a keystroke or mouse click, see Multi Guest Session Buttons (default: checked).

Switch to window mode password.: []: Specify a password in this field to require this password to switch
from full screen display to window display. The field will display password characters as dots or

asterisks.

Disconnect password: []: Specify a password in this field to require this password to disconnect. The

field will display password characters as dots or asterisks.
3.6.1.8 Monitor Tab

Program Options

]

Femate Frinting R ecording Sounds Help Request
Run E ncryption [Fvembary Smart Card Wieh pdate
Lavout | General | Cache | Logn | Host Hame | Directory Services
Remote Control Manitor Audio-Video Chat

[Manitar
Monitor Interwval; 15 5
[ ]start Monitar in Fullscreen
I k. ] [ Cancel ] [ Help

This tab specifies Monitor options.

Monitor interval: [] s: Specify in the field a number in the range 1 - 999 to switch to the next Host after

monitoring for this number of seconds (default: 75).

LStart Monitor in full screen: Check this box to initially display monitored Host screen images in full
screen mode (default: unchecked). If unchecked, initially Host screen images will be displayed in

window mode.
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3.6.1.9 Audio-Video Chat Tab

Program Options E|
Femate Printing R ecording Sounds Help Request
R E neryption Irvventary Smart Card “Wieb Update
Lavout || General | Cache | Login || Host Mame | Directary Services
Femate Cantral b aritar &udioideo Chat

Audio-Yideo Chat Settings
Skart Audin Chat when conference is skarked
[ ]5tart video when conference is skarted

Audio Chat
General

Enable full-duple:x audio

Microphone sensitivity

Silence level: J
Line hald: J
Check sound swstem ] [ Adwvanced. ..
Wideo
Capture size
160 = 120 A
[ Adwvanced. .. ]
[ k. l [ Cancel ] [ Help ]

This tab specifies audio and video chat options.
Audio-Video Chat settings

MStart audio chat when conference is started: Uncheck this box to start an audio-video chat session
without sound transfer (default: checked). If checked, sound will be transferred.

UStart video when conference is started: Check this box to start an audio-video chat session with video
image transfer (default: unchecked). If unchecked, no video images will be transferred.
Audio Chat

General

MEnable full-duplex audio: Uncheck this box to disable sound transfer in both directions at the
same time (default: checked).

Note: Some computer audio systems do not support full-duplex audio.

Microphone sensitivity

Silence level: Drag this slide to specify the microphone sound input level below which no sound
shall be sent (default: second tick from left).
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Line hold: Drag this slide to specify the time after the microphone sound input level has dropped
below the Silence level in which sound shall be sent (default: seventh tick from the left).

Note: Try out different Silence level and Line hold settings to optimize sound transfer.

Check sound system: Click this button to check the computer sound system and display a result
message.

Advanced...: Click this button to display this window:

Advanced audio settings E|

Plavback.
ific Preferred device:

Record

A% Preferred device: ZUse any available device = hd

Audin compression

Try audio compression codecs in the Following order:

Microsoft GSM 6,10, 11.025 kHz, 16 Bit, Mono 28

Microsaft G3M 6,10, §.000 kHz, § Bit, Mono

TrueSpeech{TM), 3.000 kHz, & Bit, Mono

Micrasaft IMA ADPCM, 5,000 kHz, 8 Bik, Monao L
MS-ADPCM, §.000 kHz, & Bit, Mona

Mo compression, 000 Hz; 16 Bit; Mono
Mo compression, 22050 Hz; 16 Bit; Mono Down
Mo compression, 11025 Hz; 16 Bit; Mono
Mo compression, 22050 Hz; 8 Bit; Mono
Mo compression, 11025 Hz; & Bit; Mono
Mo compression, $000 Hz; 5 Bit; Maono
Mobile Yoice, §.000 kHz, 16 Bit, Mano hd Use defaults

& compression codec must be available on both Guest and Host to be
used, If no compression is preferred (betker qualicy buk higher
bandwidth) then select one of the Mo compression’ codecs in the lisk,

P

[ Ok, l [ Cancel ] [ Help

Playback

Preferred device: []: The field of this drop-down box displays the preferred audio playback
device (default: <Use any available device>). The drop-down box list will contain the names
of available playback devices. Select a name in the list to display it in the field.

Record

Preferred device: []: The field of this drop-down box displays the preferred audio recording
device (default: <Use any available device>). The drop-down box list will contain the names
of available recording devices. Select a name in the list to display it in the field.

Note: If multiple audio devices are connected to the computer, <Use any available device>
may select a connected device instead of the computer sound system. In that case, select the
computer sound system.

Audio Compression

Try audio compression codecs in the following order: []: This pane will contain a prioritized
list of Guest computer available mono audio compression codecs.

Up/Down: Select a codec and click these buttons to move it up or down.
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Use defaults: Click this button to restore the default codec priority.

Note: Audio communication will use the highest prioritized Guest computer codec that is also
available on the Host computer.

Video

Capture size []: The field of this drop-down box will display the selected video capture frame width
times height in pixels (default: /60 x 120). The drop-down box list will contain available video capture
frame sizes. Select a video capture frame size in the list to display it in the field.

Advanced...: Click this button to display this window:

Advanced Video &|

Advanced Yideo

Select driver to use;

oM Image Caphure (Y

PrDDEFtIES

Cther Setkings

[ | Disable compression

[ Cancel ] [ Help

Select driver to use: []: If a video camera is installed, this drop-down box will contain its driver
name. Select a driver name in the list to display it in the field.

If a camera that uses the driver whose name is displayed in the Select driver to use drop-down box
field is enabled, the image frame will display its captured image.

Format: Click this button to display the Windows Video Format window to format the video capture
image.

Properties: Click this button to display the Windows Video Source window to specify video source
properties.

U Disable compression: Check this box to disable video data compression (default: unchecked).
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3.6.1.10 Remote Printing Tab

Program Options [5__<|
Fun E ncryption [Fverbary Smart Card Wieh pdate
Layout || General | Cache | Login || Hoszt Mame | Directony Services
Rermate Control Monitor Audio-Yideo Chat
Remote FPrinting R ecording Sounds Help Request

Femate MetOp printers

[ Add printer ...

Redirect print to
(%) Default printer

) Prompt with a list of available printers

[ k. H Cancel H Help

This tab specifies remote NetOp printers and incoming print job redirection.

Remote NetOp printers

The pane will display the names of NetOp printers in the Guest computer Windows Printers folder
(initially none).
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Add printer...: Click this button to display this window:

Add printer guidelines E|

When vou click the Ready button, MetOp will launch the Windows
add printer wizard, To Add a MetOp Remoke printer Follow the
quidelines below (This dialog will remain visible during the process):

1. Select Local Printer. {Uncheck Automatically detect ...},
2, From available ports, seleck NetOp,

3, Zelect the make and model of the remote printer,
Inskall a prinker driver if nat installed,

4, Add e.g. MetOp to the suggested prinker name.

Do not seleck to use as default printer.

5, Select nok ko share the printer,

i, Select nok to prink a test page,

Follow these guidelines that will remain on the screen while you add a NetOp printer. Click Read)y...
to start adding a NetOp printer.

Note: The NetOp printer and the selected remote printing device driver must be installed on the
computer that sends the print job.

Special instructions for remote printing from DOS applications are available in the NetOp
KnowledgeBase.

Remove printer: Select a NetOp printer in the pane and click this button to remove it.

Redirect print to

You can redirect a print job sent from the Host to the Guest to any printer specified on the Guest
computer. Select one of these options:

® Default printer: Redirect the print job to the default Guest computer printer (default selection).

OPrompt with a list of available printers: Select this option and click Browse... to display this
window:

Select Print Redirection Printer

Select the printer wou wank ko prink to

1 OK-DWD-DAM-DC01 Product Services HP40S0TH
1-5tep RoboPDF

Acrobat Distiller

Zanon Bubble-Jet BIC-4200

hp deskjet 3820 series

Microsoft Office Document Image Wriker

Cancel ] [ Help

The pane will display the names of Guest computer printers. Select a name and click OK to
specify the printer name in the field to redirect to this printer.
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3.6.1.11 Recordings Tab

Program Options E|
Rermate Control Monitor Audio-Yideo Chat
Fun E ncryption [Fvemtary Smart Card Wieh pdate
Layout || General | Cache | Login || Host Mame | Directon Services

Remate Printing Recording Sounds Help Request
Options
[ ]use compatible mode
[ ]Erforce recording

[ ] isconnect if recording Fails

Recording

Idse the Following identity:
(%) Guest ID

{:} Guest user

[ k. H Cancel H Help

This tab specifies remote control session recording options.
Options

Ll Use compatible mode: Remote control session recording was improved in NetOp Remote Control
version 8. Older Guest versions cannot play back version 8+ recordings. Check this box to make older
version compatible recordings (default: unchecked).

ClEnforce recording: Check this box to record all remote control sessions even if the Connection
Properties window Record Tab Record remote control session box is unchecked (default: unchecked).

UlDisconnect if recording fails: Check this box to disconnect if a specified recording of a remote control
session fails (default: unchecked).

Recording

Use the following identity: Every Recordings Tab record and recording file name will identify the Guest.
Select one of these options:

® Guest ID: Identify by the Guest ID, see Login Tab (default selection).

O Guest user: 1dentify by the Guest computer Windows logon user name.
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3.6.1.12 Sounds Tab

Program Options E|
Remote Control Manitor Audio-Video Chat
R E neryption Irvventary Smart Card “Wieb Update

Lavaut || General | Cache | Login || Host Mame | Directary Services
Remate Printing Recording Sounds Help Request

Playy Sound on Event

{Incorming help reguest

|:| Guest stark

|:| Guest Stop

[] Session with Host

[ ] Disconnect From Host
Carmrunication Error

kevboard and Mouse assigned ar rew

Check the checkbox in Front of the event to play the sound. Click
an "Select Sound” o browse the disk for alkernative sounds, Click,
on "Default Sound” to set default sound for the selected event,

[ k. H Cancel ][ Help

This tab specifies sounds played upon selected events.

Play sound on event
The pane contains these checkboxed events:

MIncoming help request: A new Host help request has arrived (default: checked).
U Guest start: Guest loads (default: unchecked).

L Guest stop: Guest unloads (default: unchecked).

OSession with Host: Host session has started (default: unchecked).

UDisconnect from Host: Host has been disconnected (default: unchecked).

M Communication error: There has been a communication error (default: checked).

MKeyboard and mouse assigned or revoked: In a Multi Guest session, the Guest has got or lost
keyboard and mouse control (default: checked).

Check a box to play a sound upon the event. Uncheck to disable.

Select an event and click Play to play the sound assigned to the event.
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Select an event and click Select Sound to open a Windows Open window specifying Files of type: Sound
Files. Open a sound file with the extension wav to replace the current sound by the sound of the opened

sound file and mark the event with (*).

Select an event marked (*) and click Default Sound to reassign the default sound to the event and remove

the (*) mark.
3.6.1.13 Help Request Tab

Program Options

Help Request Settings
[]Enable Help Request

a
o
Help Request

Enable Help Services

Help service 1:
Help service 2

Help service 3:

Enter the name of one ar mare help services that you will
provide, The name wou enter will be presented to the Host
when help is requested.

Advanced...

Remate Control Monitar Audio-Video Chat
Run E ncryption [Fvembary Smart Card Wieh pdate
Lavout | General | Cache | Login || Host Hame | Directory Services
Femate Printing R ecording Sounds Help Request

X

k. H Cancel H Help

This tab specifies help request options.

Note: To enable the Guest to receive help requests, in the Communication Profile Setup window enable
Communication Profiles matching Host help request communication profiles at Guest loading.

Help request settings

LlEnable help request: Check this box to enable any type of help request to the Guest (default

unchecked).

Note: NetOp on Demand Guest has in addition to the Help Request tab below a Service Tickets tab.
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Help Request Tab

MEnable help services: Uncheck this box to disable the help service names specified below (default:
checked).

Help service 1-3: []: Specify in these fields the names of help services that shall be enabled.

Note: Help service names specified in the fields will be enabled only if the Enable help request and
Enable help services boxes are checked and if Communication Profiles are enabled at Guest loading. The
term help provider used on NetOp Host means a help service name specified on NetOp Guest.

Advanced...: Click this button to display this window:

Advanced Help Service E|

Help Request Action
Action:

Mone bt

] Display a nokification message when new Help Request
arrives

[ Ok l [ Cancel ] [ Help

In this window, you can specify actions that shall execute when a help request arrives.

Action: []: The field of this drop-down box will display the selected action. The drop-down box list
contains these options:

*  None: No action (default selection).

o Send message: Run a local program if specified and send a message to the Host. The fields
below will become enabled.

*  Runmlocal program: Run a local program if specified. The fields below except Send message
will become enabled.

Select an option in the list to display it in the field.

Command line: [] [...]: Specify in this field the command line of a Guest computer program. Click
[...] to display a Windows Open window specifying Files of type.: Programs to select a program file
whose command will be displayed in the field. You can add these arguments to the command:

*  %H.: Help request Host name.
*  %T: Help request time.
*  %P: Help request problem description.

Note: Typically, you would specify a helpdesk program command to register the help request.
NetOp does not undertake to supply or recommend helpdesk programs.

Timeout: [] s.: Specify in this field a number (default: 5, range 0-9999, 0 = no timeout) to time out
(cancel if unsuccessful) the command specified above after the specified number of seconds.
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Send message: [] [...]: Specify in this field the path and name of a ¢/ (Rich Text Format) file to send
a NetOp message with the r#f file content to the help requesting Host, see NetOp Message. Click /...]
to display a Windows Open window specifying Files of type: RTF to select and open a rtf file whose
path and name will be displayed in the field.

LIClear help request: Check this box to delete the Tab Panel Help Request Tab record when the
actions specified above have executed successfully (default: unchecked).

Note: Deleting the Help Request Tab record will not cancel the help request on the Host, see
Request Help.

UDisplay a notification message when new help request arrives: Check this box to display this
message when a help request arrives (default: unchecked):

Help Request Motification El
& &  Mew Help Request has arrived:
. > CaOo03
10:03:27

Would you like to view the Help Request window?

This window will display the help request Host name, time and if specified a problem
description.

Yes: Click this button to display the Tab Panel Help Request Tab.
No: Click this button to close the window.
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3.6.1.14 Run Tab

Program Options

X|

Remote Control Manitor Audio-Video Chat
Femate Printing Recaording Sounds Help Request
Lavaut || General | Cache | Login || HostMame | Directary Services
Run Encryption Inventony Smart Card Wwieb Update

Fun program
Description £ Path
Add. ..
[ k. l [ Cancel ] [ Help

This tab specifies programs to include them in the Run Program drop-down menu.

Run program

The pane will display specified programs as records in a table with this column content (initially empty):

*  Description: The name that identifies the program in the Run Program drop-down menu.

*  Path: Host computer program file path and name.

Table controls are explained in Table Control.

Note: The table content will be stored in the NetOp Configuration Files runprog.ndb file that will
typically reside in the path C:\Documents and Settings\<User name>\Application Data\Danware

Data\NetOp Remote Control\Guest.
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Add...: Click this button to display this window:

Run g|

File

Description:

File name:

Command line switches:

[ Translate ] [ Browse. .. ]

Rum

(%) Mormal
() Maximized
) Minimized

File
Description: []: Specify in this field the description that shall identify the program in the Run
Program drop-down menu.

File name: []: Specify in this field the program file path and name.

Command line switches: []: Specify in this field any switches that shall be applied to the program
file.

Translate: Click this button to replace File name field path elements by available environment
variables to facilitate identifying the path on Host computers whose directory structure is different
from the Guest computer directory structure due to e.g. language or operating system.

Browse...: Click this button to display a Windows Open window that specifies Files of type:
Programs to open a Guest computer program file to display its path and name in the File name field.

Note: The Open window will display only Guest computer directories and program files. Select A//
files in the lower drop-down box list to display all file types. You can also run other file types, e.g.
text files. To run successfully, the file must be available and identifiable on the Host computer.

Run
Select one of these options:

® Normal: Run the program in a normal size window (default selection).
OMaximized: Run the program in a maximized window.
O Minimized: Run the program minimized.

OK: Click this button to add the program specification to the Run Tab pane.

Properties...: Select a record in the pane and click this button to display its properties in the Run window
to edit them.

Delete: Select a record in the pane and click this button to delete it.
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3.6.1.15 Encryption Tab

Program Options

X|

126

Remote Control Manitor Audio-Video Chat
Femate Printing Recaording Sounds Help Request
Lavaut || General | Cache | Login || HostMame | Directary Services
Run Encryption Inventony Smart Card Wwieb Update

Enabled Encryption Types
h MetOp 6.x/5,x Compatible
é" MNone
\/ Data integrity
gk eyboard
' EaData integrity and Kevboard
VI €5 " ElHigh
w4 o R Wery High
Showe Details
[ k. l [ Cancel ] [ Help

This tab specifies enabled encryption types.

Note: NetOp communication will be protected by encryption. A range of encryption types is available on
version 7.0+ NetOp Remote Control modules. One encryption type is available on version 6.5- NetOp
Remote Control modules. Communicating NetOp modules will automatically negotiate to encrypt
communication by an encryption type that is enabled on both modules, see the Connection Properties
window Compression/Encryption Tab. NetOp modules on which no common encryption type is enabled
cannot communicate.

Enabled Encryption Types

The pane displays checkboxed available encryption type icons and names. Leave a box checked to enable
the encryption type (default: all checked): Uncheck to disable.

MNetOp 6.x/5.x Compatible: NetOp Remote Control version 6.5- compatible encryption.
M None: Module identification encryption but no data encryption.

MData integrity: Data integrity encryption.

MKeyboard: Keyboard encryption.
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MData integrity and Keyboard: Data integrity and keyboard encryption.

M High: High level encryption.
M Very High: Very high level encryption.

Show Details.: Select an encryption type and click this button to display encryption details.

3.6.1.16 Inventory Tab

Program Options E|
Rernate Control Monitor Audio-Yideo Chat
Remate Printing Recording Sounds Help Request

Layout | General | Cache | Logn | Host Hame | Directory Services
Fun E ncryption Irevembory Smart Card Wieh pdate

Summary wiew

05 Mamme

5 oo
0% Yersion

[] @5 Build

015 Sarvice Pack Select Al

[] o5 service Pack version

[] o5 ManwFacturer Deselect Al

[ @5 up Time

W
| VS A ki ki Bloeded

heck the checkbox in front of the colurmn name ko display it in the
Irwenkory kab, Select the calurmn arder Fram left ko right by
maving the kab names up and down with the buttons,

Advanced .,

[ k. H Cancel H Help

This tab specifies Tab Panel Inventory Tab and advanced inventory options.

Summary view

The pane contains a checkboxed list of available Host computer inventory details. Check/uncheck boxes
to select the columns that shall be displayed in the Tab Panel Inventory Tab Details Pane summary view

when a folder is selected in the Contents Pane. Checked box detail columns will be displayed in a left-to-

right order like the pane top-to-bottom order.

Up/Down: Select a Host inventory detail and click one of these buttons to move it up or down in the pane
to change its column’s position in the Tab Panel Inventory Tab Details Pane summary view.

Select All: Click this button to check all pane Host inventory details.
Deselect All: Click this button to uncheck all pane Host inventory details.
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Advanced...: Click this button to display this window:

Advanced inventory option

Fun program afker inventory: scan

(%) Disable
() Run for each host

() Run after all scans have completed

Cuskom Inventory Ikems

Mame £ Tvpe Argurment

[ k. ] [ Cancel ] [ Help

In this window, you can specify inventory processing and custom inventory items.

Run program after inventory scan
You can specify an inventory processing program to automatically process each newly retrieved
Host computer inventory. Select one of these options:

®Disable: Disable running the program specified below (default selection).

ORun for each Host: Run the program specified below when a Host computer inventory has
been retrieved.

ORun after all scans have completed: Run the program file specified below when a batch of
Host computer inventories has been retrieved.

File name: []: Specify in this field an inventory processing program file path and name including
required command line switches.

Browse: Click this button to display a Windows Open window specifying Files of type: Programs to
open an inventory processing program file the path and name of which will be displayed in the File
name field.

Note: NetOp does not undertake to supply or recommend inventory processing programs.

Custom Inventory ltems

The pane displays records of custom inventory items in a table with this column content (initially
empty):

e Name: Inventory item name.

. Type: Inventory item type.
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*  Argument: Inventory item argument.
Table controls are explained in Table Control.

Add...: Click this button to display this window:

Custom Inventory ltems El

Specify cuskam inventary item
Marme:

Ikem type:

Ervironment variable W

Enviranment variable:

[ Ok, l [ Cancel ] [ Help

This window specifies a custom inventory item.
Name: []: Specify in this field the inventory item name.

Item type: []: The field of this drop-down displays the selected inventory item type. The drop-
down box list contains inventory item types that determine the argument fields below:

*  Environment variable: Field: Environment variable (default selection).
*  Registry key: Drop-down box: Registry key, field: Sub key.

. Ini File: Field: File name, field: Section, field: Key.

»  File Information: Field: File name.

*  DLL: Field: DLL file name, field: DLL argument.

*  ASCII File Content (max 512 bytes): Field: File name.

Select an inventory item type in the list to display it in the field. Specify in the argument fields
below the arguments required to define the custom inventory item.

OK: Click this button to display the inventory item specification as a record in the Custom
Inventory Items table.

Edit: Select a record in the pane and click this button to display its specification in the Custom
Inventory Item window to edit it.

Delete: Select a record in the pane and click this button to delete it.

Note: The pane content will be stored in the NetOp Configuration Files /nvCultm.xml file that will
typically reside in the path C:\Documents and Settings\<User name>\dpplication Data\Danware
Data\NetOp Remote Control\Guest.
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3.6.1.17 Smart Card Tab

Program Options

X]

Remote Control Manitor Audio-Video Chat
Femate Printing Recaording Sounds Help Request
Lavaut || General | Cache | Login || HostMame | Directary Services
Run Encryption Inventony | Smart Card Wwieb Update

Smart Card Reader
Select Smart Card Reader:
[ B
[ k. l [ Cancel ] [ Help

This tab specifies the Smart Card reader whose reading will be applied to Smart Card Authentication.

Select Smart Card reader: []: The field of this drop-down will display the name of the selected Smart
Card reader. The drop-down box list will contain Default and the names of connected Smart Card readers
found by Windows. Select an option in the list to display it in the field.
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3.6.1.18 Web Update Tab

Program Options g|
Rermate Control Monitor Audio-Yideo Chat
Femate Frinting R ecording Sounds Help Request

Layout || General | Cache | Login || HostMame | Directony Services
Run Encryption Irverbory Smart Card Web Update

Web Update Settings
pdate server:

pdate, netop, com
HTTP procy:
Ipdate niow ] [ Schedule. ., ]

[ k. H Cancel H Help

This tab specifies web update options to enable updating the NetOp Guest installation from the network.

Update server: []: Specity in this field the web address of the server from which to download Guest
update files (default: update.netop.com, the NetOp manufacturer web update server).

Note: To update many NetOp installations in an organization, we recommend to Publish New Updates to
an internal web update server.

HTTP Proxy: []: Specitying a HTTP proxy is typically not required.

Before specifying a HTTP proxy, click Update now to test the web update connection. If this yields a
message indicating connection to the update server, specify no HTTP proxy.

If Update now yields no connection, click Detect to make NetOp attempt to detect the HTTP proxy server
to display its name and port number in the HTTP Proxy field. Click Update now to test the connection.

If unsuccessful, consult with your network/system administrator about what must be specified in the
HTTP Proxy field (format: <Server name>:<Port number>).

Update now: Click this button to connect to the update server specified in the Update server field. A Web
Update message will notify you if connection to the update server failed, if no updates are available or if
updates are available and in the latter case ask you if you want to download and install updates.
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Schedule...: Click this button to display this window:

Web Update Schedule E|
s
Specify how and when \Web Update shauld run Foe
Schedule Run
{*) Disabled

{3 Automatic download, prompt before install

) Automatic download and inskal

Delay

Start date

[ ik, H Cancel H Help

In this window, you can specify a schedule of checks for updates including download and installation of
available update files.

Schedule
Select one of these options:

®Disabled: Disable automatic web update (default selection). The other sections in the window
will be disabled.

OAutomatic download, prompt before install: Automatically download any update files and prompt
the user when downloaded.

OAutomatic download and install: Automatically download and install any update files.

ClAllow system restart after install: Check this box to automatically restart the computer after
update installation if required (default: unchecked). Leave unchecked to deny automatic restart
to after installation display a message that restart is required to complete the installation.

Run
Select one of these options:

® A4t loading: Check for updates when the Guest is loaded (default selection). The Delay section in
the image above will be displayed.

Delay

[] minute delay: Specify in this field a number to delay the web update by the specified number
of minutes (default: 0, range 0-99).

ODuily: Check for updates on a daily basis. This section will be displayed:
Skart at

12:00 | every 1 day

[]randomize within the hour
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Start at
[] every [] day: In the first field, specify the time of the day (default: 72:00). In the second
field, specify by a number an interval in days (default: /, range 1-99).

CIRandomize within the hour: Check this box to randomize the update time within the hour
following the specified time to avoid crowding (default: unchecked).

Note: If the Guest is not loaded at the scheduled time, web update will run when the Guest is
first loaded thereafter.

O Weekly: Check for updates on a weekly basis. This section will be displayed:

Skart at
12:00 | every 1 week,
Maonday [ Tuesday []wednesday
[ Thursday []Friday []5aturday
[sunday

[]randomize within the hour

Start at
[] every [] week: In the first field, specify the time of the day (default 712:00). In the second
field, specify by a number an interval in weeks (default: 7, range 1-99).

CI<Weekday>: Check boxes to run scheduled web updates on selected weekdays (default:
Monday only checked).

CIRandomize within the hour: Check this box to randomize the update time within the hour
following the specified time to avoid crowding (default: unchecked).

Note: If the Guest is not loaded at the scheduled time, web update will run when the Guest is
first loaded thereafter.

OMonthly: Check for updates on a monthly basis. This section will be displayed:

Skart at
12:00 |onthe 1 day of the month (1 - 28)

[ ]randomize within the hour

Start at
[] on the [] day of the month: In the first field, specify the time of the day (default: 72:00). In
the second field, specify by a number the day of the month (default: /, range 1-28).

LIRandomize within the hour: Check this box to randomize the update time within the hour
following the specified time to avoid crowding (default: unchecked).

Note: If the Guest is not loaded at the scheduled time, web update will run when the Guest is
first loaded thereafter.

Start date
Year: [] Month: [] Day: []: Select in the drop-down boxes the schedule start date (default: today).

3.6.2 File Manager Options

Select the Tools Menu File Manager Options command to display the File Manager Options window,
see File Transfer Options Menu.

3.6.3 Log Setup
Select the Tools Menu Log Setup command to display the Log Setup window.
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Note: Log setup is common to all NetOp modules. Therefore, the Log Setup section is included in the
Common Tools chapter.

3.6.4 Maintenance Password
Select the Tools Menu Maintenance Password command to display this window:

Change Maintenance Password

2ld passwiord; | |

Mew password: | | |

Canfirm password: | |

[ Ok l [ Cancel ] [ Help ]

A maintenance password protects the access to Tools Menu setup commands to prevent unauthorized
Guest setup changes.

Old Password: []: Specify in this field the current maintenance password (initially none, the field is
disabled). Keystrokes will display as dots or asterisks.

New Password: []: Specify in this field the new password (maximum 16 characters).

Confirm Password: []: Specify in this field the new password for confirmation.

Note: Disable maintenance password protection by leaving the New Password and Confirm Password
fields blank.

If maintenance password protection is applied, selecting any Tools Menu setup command will display
this window:

Maintenance Password P§|

Enter password:

[ ="

[ Ok ] [ Cancel ]

Enter password: []: Specify in this field the maintenance password.

If the specified password is wrong, an error message will be displayed. There is no limit to the
number of maintenance password attempts.
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3.6.5 Communication Profiles
Select the Tools Menu Communication Profiles command to display this window:

Communication Profile Setup

Communication Profile Setup

prafile ko select it for initialization at program skartup,

Check the square box in front of a communication

Help

Communication Prafile Lisk:

Agere Swstems AC'9T Modem
[] Dos 1P (RemPC 4.3

[] DOS MetBIOS (RemPC 4,3:)
[ ] HTTR

[] tnfrared

|:| Inkernet

[] tnternet (TCPY

[]1r=

[] 150M {CAPT)

[] LaM (TR

g HetBIOS 3

f————— - TR

’ Mew ] ’ Edit ] ’ Delete

In this window, you can enable/disable, create, edit and delete communication profiles.

Note: A communication profile is a named configuration of a communication device. You can create
multiple communication profiles with different configurations of each communication device.
Communication devices are common to all NetOp modules. Therefore, the Communication Devices
section is included in the Common Tools chapter.

Communication Profile List []: This pane contains checkboxed Guest communication profile names.
Check boxes (default: LAN (TCP) and TCP/IP checked) to enable communication profiles at Guest
loading.

Note: Enabling communication profiles at Guest loading is required only for these purposes:
»  To receive Host help requests, see the Program Options window Help Request Tab.

. To Connect to a Network or Network Terminal Server Host through NetOp Gateway.

*  To search the network for Gateway device groups using <Any initialized communication>, see
Gateway Communication Profile Edit.

New: Click this button to display the Communication Profile Edit window to create a communication
profile.

Edit: Select in the pane a communication profile to highlight it and click this button to display the
Communication Profile Edit window to edit it.

Delete: Select in the pane a communication profile and click this button to delete it.

Note: To apply changes to enabled communication profiles, you must reload the Guest.
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3.6.6 Modem Database

Select the Tools Menu Modem Database command to display the Modem window, see Modem Database.

Note: The modem database is common to all NetOp modules. Therefore, the Modem Database section is
included in the Common Tools chapter.

3.6.7 Check for New Updates

Select the Tools Menu Check for New Updates command to connect to the web update server specified
on the Program Options window Web Update Tab to check for new updates to the Guest installation.

3.6.8 Publish New Updates

Select the Tools Menu Publish New Updates command to display a Windows Browse for Folder
window. Select a network folder to copy web update files for the installed version of NetOp Remote
Control from the URL specified on the Program Options window Web Update Tab to the specified
network folder.

This system/network administrator tool will enable network users to web update their NetOp installation
by connecting to an internal web update server.
3.6.9 Debug Trace

Normally, this command is not included in the Tools Menu. Select the Help menu About... command and
press ALT+Z to display it. Select it to save a debug trace of recent communication. This debug trace may
be requested by NetOp supporters to troubleshoot communication problems.

This window will be displayed:

Information

Debug trace successfully saved in C:iDocuments and Settingsicalapplication DatalDanware DatalietOp Remote ControliGuestinguestw, log.

Do wou want bo view the debug trace?

It displays where the debug trace is saved.

Yes: Click this button to display the content of the debug trace. It is a text file that logs NetOp
communication events without logging communicated data. Its interpretation requires NetOp expertise.

No: Click this button to close the window.

3.6.10 Run Setup Wizard
Select the Tools Menu Run Setup Wizard command to run the Setup Wizard.

3.6.11 Copy Guest to Removable Media

Connect a removable data storage media device to your computer, e.g. by its USB socket, and select the
Tools Menu Copy Guest to Removable Media command to display a Windows Browse For Folder
window. Select the removable data storage media device to copy your Guest installation including your
personal Guest settings to the removable data storage media device.

This will enable you to take your NetOp Guest with you to plug the removable data storage media device
into any compatible Windows computer and run the Guest from there.

NetOp Guest will use around 13 MB plus the space used by personal Guest settings on the removable
data storage media device.

3.7 Guest Sessions

NetOp Guest on one computer can connect to NetOp Host on another computer to run one session type or
multiple session types at the same time, see Connect Guide.

These session types are available:

. Remote Control
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. File Transfer
. Chat
. Audio-Video Chat

. Remote Management

NetOp Host can Allow multiple simultaneous Guest connections on the Program Options window
General Tab:

Multiple Guests running a Remote Control session with one Host will run a joint Multi Guest Session.

Multiple Guests running a File Transfer session with one Host will run separate sessions.

Multiple Guests running a Chat session with one Host will run a joint Multi Chat Session.

Each Guest and each Host can run only one Audio-Video Chat session at a time.

Multiple Guests running a Remote Management session with one Host will run separate sessions.

3.7.1 Remote Control

If allowed by Host Guest Access Security, see Allow Guest To, the Guest can start a remote control
session with a Host to display the Host computer screen image on the Guest computer.

The Guest can connect to start a remote control session from the Tab Panel Quick Connect Tab, see
Remote Control, from a Phonebook Tab or History Tab record or in response to a help request from a
Help Request Tab record.

When connected, the Guest can start and end a remote control session from a Tab Panel Phonebook Tab,
Quick Connect Tab, Connections Tab or History Tab record or from the Remote Management NetOp
Sessions Remote Control command.

Note: If the Host allows multiple simultaneous Guest connections, see Guest Sessions, multiple remote
control session Guests will run a joint Multi Guest Session.

The Host computer screen image will be displayed on the Guest computer screen, typically in a remote
control window, see Remote Control Display:

€G0003 =13
Blels/el malsl ol )| i stulst alvlE/sls] alulsis /) 8o s

=, HetOp Host - Connected [CGO002]

File Miew Action Session  Tools ﬂeh?
> aln]| %lzl8 (ol Eal]

~ Communication I Marnes Il Messages

General | Connections | Histopg | Services |

Skakus

[

Hast 1D

Address

| 132.168.102.96

£ [ 5
[ F;\ . @ | Remote Mouss | Remate K“ey;boalci. 00:03:00

It contains these elements:
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Title Bar
Toolbar and Toolbox
Remote Control Display
Status Bar

3.7.1.1 Title Bar

CGO003

The Remote Control window title bar will display the name by which you connected to the Host.

Title bar window controls are explained in Window Control.

The Remote Control window title bar menu contains additional commands:

Move
Size
— Minirnize

O Maximize

¥ Close Alt+F4

Send Keystrokes Send Ckrl+Esc
Clipboard » Send Cerl+Ale+Del
onnection Properties Send Alt+Tab

Full Screen Send Alt+Shift+Tab
Marker mode Send Print Screen
Restart Hosk PC Send Alt+Prink Screen
Lock Kevboard and Mouse

Blank Display

Transfer Sound

Refresh

Menu and toolbar controls are explained in Menu and Toolbar Control

Send Keystrokes: This command expands into these commands:

Note: This command will be disabled if Host Guest Access Security does not allow Use keyboard and
mouse, see Allow Guest To.

Using these keystroke combinations from the keyboard can have undesired effects.

Send Ctrl+Esc: Select this command or click the matching Toolbar and Toolbox Control Buttons
button to send the keystroke combination CTRL+ESC to the Host to display the Start menu on a
Windows Host computer or the Window List on an OS/2 Host computer.

Send Ctrl+Alt+Del: Select this command or click the matching Toolbar and Toolbox Control
Buttons button to send the keystroke combination CTRL+ALT+DEL to the Host to display the
security dialog box on a Windows 2003/XP/2000 Host computer or restart an OS/2 Host computer.

Note: Send Ctrl+Alt+Del is disabled with a Windows ME, 98 and 95 Host computer.
Select Restart Host PC to restart the Host computer.

Send Alt+Tab: Select this command to send the keystroke combination ALT+TAB to the Host to
typically shift the active window clockwise on the Host computer screen.

Send Alt+Shift+Tab: Select this command to send the keystroke combination ALT+SHIFT+TAB to
the Host to typically shift the active window counterclockwise on the Host computer screen.
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Send Print Screen: Select this command to send a PRINT SCREEN command to the Host to copy an
image of the Host computer screen to the Host computer clipboard.

Send Alt+Print Screen: Select this command to send an ALT+PRINT SCREEN command to the Host
to copy an image of the Host computer screen active window to the Host computer clipboard.

Clipboard: This command expands into these commands:

Send to Host: Select this command or click the Toolbar and Toolbox Clipboard Buttons Send
Clipboard button to send the Guest computer clipboard content to the Host computer clipboard.

Note: This command will be disabled if Host Guest Access Security does not allow Transfer
clipboard, see Allow Guest To.

Retrieve from Host: Select this command or click the Toolbar and Toolbox Clipboard Buttons
Retrieve Clipboard button to retrieve the Host computer clipboard content to the Guest computer
clipboard.

Note: This command will be disabled if Host Guest Access Security does not allow Transfer
clipboard, see Allow Guest To.

Save Screen to Clipboard: Select this command or click the matching Toolbar and Toolbox
Clipboard Buttons button to capture the Host computer screen image to the Guest computer
clipboard.

Save Screen to File: Select this command or click the matching Toolbar and Toolbox Clipboard
Buttons button to capture the Host computer screen image and display a Windows Save As window
that suggests the file name <Host name>-<Date>-<Time>.bmp and the NetOp Configuration Files
SnapShot directory. You can change the file name and directory before saving.

Connection Properties: Select this command or click the matching Toolbar and Toolbox Control Buttons
button to display the Connection Properties window with limited options.

Full Screen: Select this command or click the matching Toolbar and Toolbox Control Buttons button to
display the Host computer screen image in full screen display.

Note: Press the zoom hotkey to toggle between window display and full screen display. The zoom hotkey
is CTRL+Z unless modified, see Remote Control Tab.

Marker Mode: Select this command to checkmark it or click the matching Toolbar and Toolbox Tool
Buttons button to make it appear pressed in to start NetOp Marker Utility. Select the checkmarked
command to uncheckmark it or click the pressed in button to release it to stop NetOp Marker Utility.

Note: This command will be disabled if Host Guest Access Security does not allow Use keyboard and
mouse, see Allow Guest To.

Restart Host PC: Select this command or click the matching Toolbar and Toolbox Control Buttons button
to display a confirmation window to confirm restarting the Host computer.

Note: This command will be disabled if Host Guest Access Security does not allow Execute command
(Restart, ...), see Allow Guest To.

Lock Keyboard and Mouse: Select this command to checkmark it or click the matching Toolbar and
Toolbox Tool Buttons button to make it appear pressed in to disable the Host computer keyboard and
mouse. Select the checkmarked command to uncheckmark it or click the pressed in button to release it to
enable the Host computer keyboard and mouse.

Note: This command will be disabled if Host Guest Access Security does not allow Lock keyboard and
mouse, see Allow Guest To.

Blank Display: Select this command to checkmark it or click the matching Toolbar and Toolbox Tool
Buttons button to make it appear pressed in to make the Host computer screen turn black to the Host
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computer user. Select the checkmarked command to uncheckmark it or click the pressed in button to
release it to unblank the Host display.

Note: This command will be disabled if Host Guest Access Security does not allow Blank the screen, see
Allow Guest To.

While Blank Display works with most Host computers, the design of some display adapters prevents
executing it.

Transfer Sound: Select this command to checkmark it or click the matching Toolbar and Toolbox Tool
Buttons button to make it appear pressed in to transfer Host computer application sound. Select the
checkmarked command to uncheckmark it or click the pressed in button to release it to not transfer sound.

Note: This command will be disabled if the Guest or the Host is engaged in another audio session or if
Host Guest Access Security does not allow Request audio chat and transfer sound, see Allow Guest To.

For Transfer Sound to work, these conditions must be met:

1. On the Host, the Audio-Video Chat Tab Advanced Audio Settings window Record section Preferred
device drop-down box must select the computer sound system.

The Host computer sound system must support sound mix.

The Host must specify the sound mix recording mode name of the Host computer sound system, see
[AUDIO] Section.

Refresh: Select this command to redraw the Host screen image.

3.7.1.2 Toolbar and Toolbox

The Remote Control window toolbar or full screen display toolbox will be displayed unless disabled from
the Program Options window Remote Control Tab.

The Remote Control window toolbar contains these buttons:
R0 ® 8| mlale B || 5 # el <[B|E[%[% =

Menu and toolbar controls are explained in Menu and Toolbar Control.
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The Remote Control full screen display toolbox contains the same buttons:
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The toolbox will roll up to display only its title bar unless disabled from the Program Options window
Remote Control Tab.

The toolbar and toolbox contain these button groups:
Session Buttons
Action Buttons
Control Buttons
Multi Guest Session Buttons
Clipboard Buttons
Tool Buttons
3.7.1.2.1 Session Buttons

These are the Remote Control Toolbar and Toolbox session buttons:

Fl= SR

Remote Control: This button will appear pressed in during a Remote Control session. Click the
“=| pressed in button to release it to end the Remote Control session.

| File Transfer: Click this button to make it appear pressed in to start a File Transfer session. Click
| the pressed in button to release it to end the File Transfer session.

Note: This button will be disabled if Host Guest Access Security does not allow both of Send files
to Host and Receive files from Host, see Allow Guest To.

Chat: Click this button to make it appear pressed in to start a Chat session. Click the pressed in
button to release it to end the Chat session.

Note: This button will be disabled if Host Guest Access Security does not allow Request chat, see
Allow Guest To.

Audio-Video Chat: Click this button to make it appear pressed in to start an Audio-Video Chat
session. Click the pressed in button to release it to end the Audio-Video Chat session.

kée

Note: This button will be disabled if Host Guest Access Security does not allow both of Request
audio chat and transfer sound and Request Video or if the Guest is engaged in another audio or
video session, see Allow Guest To.

Remote Management: Click this button to make it appear pressed in to start a Remote
o Management session. Click the pressed in button to release it to end the Remote Management
nagement p
session.

Note: This button will be disabled if Host Guest Access Security does not allow Remote manage,
see Allow Guest To.

Note: You can also control sessions from the NetOp Guest Window.
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3.7.1.2.2 Action Buttons

These are the Remote Control Toolbar and Toolbox action buttons:

-
N2 9
= Run Program: Click this button to display a Run Program drop-down menu to run a program on
- the Host computer.

Note: This button will be disabled if Host Guest Access Security does not allow Run programs,
see Allow Guest To.

Execute Command: Click this button to display an Execute Command drop-down menu to
execute a command on the Host computer.

Iz

Note: This button will be disabled if Host Guest Access Security does not allow Execute
command (Restart, ...), see Allow Guest To.

# | Send Message: Click this button to display a NetOp Message window to send a NetOp message to
the Host computer.

Note: This button will be disabled if Host Guest Access Security does not allow Send message,
see Allow Guest To.

H Get Inventory: Click this button to Get Inventory from the Host computer.

Note: This button will be disabled if Host Guest Access Security does not allow Retrieve
inventory, see Allow Guest To.

Note: You can also execute actions from the NetOp Guest Window.

142



3 NetOp Guest

3.7.1.2.3 Control Buttons

These are the Remote Control Toolbar and Toolbox control buttons:

%\ @5

Gl of]

F 4

o

3
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%

Disconnect: Click this button or the matching NetOp Guest Window Toolbar Other Buttons
button or select the matching Connection Menu command to disconnect from the Host.

Connection Properties: Click this button or select the matching Title Bar menu command to
display the Connection Properties window with a limited tab and option selection.

Full Screen: Click this window toolbar button or select the matching Title Bar menu command to
display the Host computer screen image in full screen display, see Remote Control Display.

Click this full screen toolbox button to display the Host computer screen image in window
display, see Remote Control Display.

Note: Press the zoom hotkey to toggle between window display and full screen display. The zoom
hotkey is CTRL+Z unless modified, see Remote Control Tab.

Send Ctrl+Esc: Click this button or select the matching Title Bar menu command to send the
keystroke combination CTRL+ESC to the Host to display the Start menu on a Windows Host
computer or the Window List on an OS/2 Host computer.

Note: This button will be disabled if Host Guest Access Security does not allow Use keyboard
and mouse, see Allow Guest To.

Using this keystroke combination from the keyboard can have undesired effects.

Send Ctri+Alt+Del: Click this button or select the matching Title Bar menu command to send the
keystroke combination CTRL+ALT+DEL to the Host to display the security dialog box on a
Windows 2003/XP/2000/NT Host computer or restart an OS/2 Host computer.

Note: This button will be disabled if Host Guest Access Security does not allow Use keyboard
and mouse, see Allow Guest To.

Using this keystroke combination from the keyboard can have undesired effects.
Send Ctrl+Alt+Del will be disabled with Windows ME, 98 and 95 Host computers.
Click or select Restart Host PC to restart the Host computer.

Restart Host PC: Click this button or select the matching Title Bar menu command to display a
confirmation window to confirm restarting the Host computer.

Note: This button will be disabled if Host Guest Access Security does not allow Execute
command (Restart, ...), see Allow Guest To.
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3.7.1.2.4 Multi Guest Session Buttons

These are the Remote Control Toolbar and Toolbox control buttons:

4l

8% (%

All buttons will be disabled if Host Guest Access Security does not allow Act as multi Guest session
administrator, see Allow Guest To.

4

L

Take Keyboard and Mouse Control: Click this button to take keyboard and mouse control.

Note: If on the Program Options window Remote Control Tab the Auto take control box is
checked, alternatively click in the Remote Control Display or strike a key to take keyboard and
mouse control.

This button will be disabled if the Guest has keyboard and mouse control.

Start Multi Chat: Click this button to start a Chat session that will include all Guests connected to
the Host.

Note: This button will be disabled if only one Guest is connected to the Host or a Multi Chat
Session is running.

Show Connection List: Click this button to display on the Host computer screen the Connection
List window that displays records of connected Guests, see Host Connection List.

Suspend Further Connections: Click this button to make it appear pressed in to deny further Guest
connections. Click the pressed in button to release it to allow further Guest connections.

Note: This button will be disabled if the Host does not Allow multiple simultaneous Guest
connections, see the Host Program Options window General Tab.

Disconnect All Guests Except Your Own: Click this button to disconnect other connected Guests.

Note: This button will be disabled if only one Guest is connected to the Host.

3.7.1.2.5 Clipboard Buttons

These are the Remote Control Toolbar and Toolbox clipboard buttons:

| 4|5 Y
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Send Clipboard: Click this button or select the matching Title Bar menu command to send the
Guest computer clipboard content to the Host computer clipboard.

Note: This button will be disabled if Host Guest Access Security does not allow Transfer
clipboard, see Allow Guest To.

Retrieve Clipboard: Click this button or select the matching Title Bar menu command to retrieve
the Host computer clipboard content to the Guest computer clipboard.

Note: This button will be disabled if Host Guest Access Security does not allow Transfer
clipboard, see Allow Guest To.

Save Screen to Clipboard: Click this button or select the matching Title Bar menu command to
capture the Host computer screen image to the Guest computer clipboard.

Save Screen to File: Click this button or select the matching Title Bar menu command to capture
the Host computer screen image and display a Windows Save As window that suggests the file
name <Host name>-<Date>-<Time>.bmp and the NetOp Configuration Files SnapShot directory.
You can change the file name and directory before saving.
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3.7.1.2.6 Tool Buttons

These are the Remote Control Toolbar and Toolbox tool buttons:

7|

=1y

J

Marker Mode: Click this button to make it appear pressed in or select the matching Title Bar
menu command to checkmark it to start NetOp Marker Utility. Click the pressed in button to
release it or select the checkmarked command to uncheckmark it to stop NetOp Marker Utility.

Note: This button will be disabled if Host Guest Access Security does not allow Use keyboard
and mouse, see Allow Guest To.

Blank Display: Click this button to make it appear pressed in or select the matching Title Bar
menu command to checkmark it to make the Host computer screen turn black to the Host user.
Click the pressed in button to release it or select the checkmarked command to uncheckmark it to
unblank the Host display.

Note: This button will be disabled if Host Guest Access Security does not allow Blank the screen,
see Allow Guest To.

While Blank Display works with most Host computers, the design of some display adapters
prevents executing it.

Lock Keyboard and Mouse: Click this button to make it appear pressed in or select the matching
Title Bar menu command to checkmark it to disable the Host computer keyboard and mouse.
Click the pressed in button to release it or select the checkmarked command to uncheckmark it to
enable the Host computer keyboard and mouse.

Note: This button will be disabled if Host Guest Access Security does not allow Lock keyboard
and mouse, see Allow Guest To.

Transfer Sound: Click this button to make it appear pressed in or select the matching Title Bar
menu command to checkmark it to transfer Host computer application sound. Click the pressed in
button to release it or select the checkmarked command to uncheckmark it to not transfer sound.

Note: This button is disabled if Host Guest Access Security does not allow Request audio chat
and transfer sound or if the Guest is engaged in another audio session, see Allow Guest To.

For Transfer Sound to work, these conditions must be met:

1. On the Host, the Audio-Video Chat Tab Advanced Audio Settings window Record section
Preferred device drop-down box must select the computer sound system.

2. The Host computer sound system must support sound mix.

The Host must specify the sound mix recording mode name of the Host computer sound
system, see [AUDIO] Section.
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3.7.1.3 Remote Control Display
The Remote Control window display panel will display an image of the Host computer screen:

=, NetOp Host - Connected [CGO002]+1

File \Miew Action Session Tools Help
== ! Lal
> m|n|| %@ $|O[®| @8]

Communication M ames M ezzages

General | Connections Higtory Services

Skatus

Address

192.168.102.96

In full screen display, the Host computer screen image will cover the Guest computer screen, see Title
Bar or Control Buttons.

Specify general Remote Control session options on the Program Options window Remote Control Tab.

Specify Remote Control session options for each Host record or session in the Connection Properties
window.

By default, the Guest user and the Host user can work in the Host computer screen image at the same
time.

The Guest user can control Host user access to the Host computer screen image in the Connection
Properties window Startup Tab Actions section and from Toolbar and Toolbox Tool Buttons and Title
Bar menu commands.

On the other hand, Host Guest Access Security and other Host Tools enable the Host user or system
administrators to limit Guest access and actions on the Host computer, see Host Security Guide.
3.7.1.4 Status Bar

The Remote Control window status bar will be displayed unless hidden from the Program Options
window Remote Control Tab:

I R, 4 | Remote Mouse | Local Keyboard | 01:17:070 I

The left field will display the icon of the encryption type applied to the communication between the Guest
and the Host, see Compression/Encryption Tab.

The next field with a recording icon will appear if the session is being recorded, see Record Tab.

The two next fields will display the Guest mouse and keyboard mode, see Keyboard/Mouse Tab.

The right field will display the duration of this remote control session.
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3.7.1.5 Multi Guest Session

If NetOp Host allows multiple simultaneous Guest connections, see Guest Sessions, multiple Guests can
connect to run a multi Guest Remote Control session.

Host Guest Access Security specifies which multi Guest session actions are allowed to a Guest, see
Allow Guest To:

»  Ifthe Join multi Guest session box is checked, the Guest can join a Remote Control session that
another Guest runs with the Host (typically checked).

o Ifthe Act as multi Guest session administrator box is checked, the Guest can manage a multi Guest
session, see Multi Guest Session Buttons (typically checked).

In a Remote Control multi Guest session, one Guest at a time can have keyboard and mouse control. The
Guest that has keyboard and mouse control can execute all actions allowed to it. Guests that do not have
keyboard and mouse control can execute only a limited range of actions.

The NetOp Host Window Title Bar will typically display the name of the Guest that has keyboard and
mouse control, see the Host Program Options window Connection Notification Tab. Other connected
Guests will be indicated by +<Number of other connected Guests>.

3.7.2 File Transfer

If allowed by Host Guest Access Security, see Allow Guest To, the Guest can start a file transfer session
with a Host to transfer files between the Guest and Host computer.

The Guest can connect to start a file transfer session from the Tab Panel Quick Connect Tab, see Other
Sessions, from a Phonebook Tab or History Tab record or in response to a help request from a Help

Request Tab record.

When connected, the Guest can start and end a file transfer session from a Tab Panel Phonebook Tab,
Quick Connect Tab, Connections Tab or History Tab record or from the Remote Control Toolbar and
Toolbox Session Buttons File Transfer button or the Remote Management NetOp Sessions File Transfer
command.

Note: If the Host allows multiple simultaneous Guest connections, see Guest Sessions, multiple file
transfer session Guests will run separate sessions.

This window will be displayed on the Guest computer screen:
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NetOp File Manager
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D MSOZ,,. <DIR> 0Bvytes 03-23-2004 13:37 r-h- [:l RECY... <DIRx> 0Bytes 02-11-200513:59 --hs
[:l Progra... =DIR= 0Bykes 10-10-2005 12:52  r--- [:I Syste.,.  =DIR> 0Bwtes 01-12-200%5 09:02 --hs
D Progra... =<DIR= 0 Bytes 03-10-200509:05 --—-- D TEMP =DIR> 0 Bytes 10-31-2005 13:41  --—-
D RECY¥C... <DIR»> 0Bytes 03-29-2004 21:24 --hs [:l windows  =DIR> 0Bykes 01-12-2006 08:51  --—-
[:l Syste.,.  <DIR= 0Bytes 09-05-2004 09:41  --hs F'.UTO. . BAaT 0 Bytes 04-19-2004 12132  -a--
D TEMP <DIR= 0 Bytes 04-05-2004 15:43 - — }I:u:uot ini 211 Bytes  12-13-2004 09:16  -ahs
D WIND,,, =<DIR= 0Bytes 01-26-2006 17:04  -— COMFIG S¥5 0 Bytes 04-19-2004 12:32  -a--
[:l WlTemp <DIR= 0 Bytes 04-06-2004 15:59  --—-- dell sdr 4337 B... 11-24-2004 09:39  rah-
P.UTO. . BAT 0Bytes 03-23-2004 10:01  -a-- hiberFil s 107178... 01-27-200607:56 -ahs
:'}bcu:ut ini 211 Bytes 09-05-2004 09:32 rahs io T 0Bwtes 04-19-2004 12:32 -ah- B
COMNFIG  3Y5 0 Bytes 03-23-2004 10:01  -a-- msdos s 0Bwtes 04-19-2004 12:32 -ah-
=T Sve NRvtes N222.7004 1001 rahs 0 Fntdetect  cam 47564 ...  12-13-2004 012 rahs
< > -1 #1Ar FENNA7 19137004 1817 rahe
0 bytes in 1188332 selected file(s) | 0 bytes in 1188332 selected Filels)

No window will be displayed on the Host computer screen.
This window contains these main elements:
»  Title Bar

Menu Bar

Toolbar

»  Two Record Panels for the Guest to the left and for the Host to the right. A local file transfer session
will display two Guest record panels.

3.7.2.1 Title Bar

& MetOp File Manager - CGOOD3

The NetOp File Manager window title bar will display the name by which you connected to the Host.
Title bar window controls are explained in Window Control.

3.7.2.2 Menu Bar
This is the Guest NetOp File Manager window menu bar:

IFiIe Edit Visw Options Help I

It contains these menus:
. File Menu
Edit Menu

View Menu
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Options Menu

. Help Menu
3.7.2.2.1 File Menu

This is the Guest NetOp File Manager window File menu:

FIEW Edit  Wiew Options Help

Copy File(s)
Maove Filels)
Sync File(s)
Clone File(s)

Mew Folder
Drrive Info

Delete Delete
Rename Fz
Properties  Alt+CR

Close alk+F4

Menu and toolbar controls are explained in Menu and Toolbar Control

Copy Files: Select Record Panel records and select this command or the matching Record Panel context
menu command, press any matching keyboard shortcut (see Layout Tab) or click the File Transfer
Buttons Copy Files button to display the Copy window, see Copy/Move/Synchronize/Clone.

Note: Alternatively, drag records from one Record Panel to the other and drop them.

Move Files: Select Record Panel records and select this command or the matching Record Panel context
menu command, press any matching keyboard shortcut (see Layout Tab) or click the File Transfer
Buttons Move Files button to display the Move window, see Copy/Move/Synchronize/Clone.

Sync Files: Select this command or click the matching File Transfer Buttons button to display the
Synchronize window, see Copy/Move/Synchronize/Clone.

Note: By default, synchronization will transfer directories and files to include directories and files that
exist in either Record Panel in both Record Panels replacing older files by newer files.

On the Options window Transfer Tab, you can apply the Synchronize selections Transfer only if file exists
and Transfer only one way.

Clone Files: Select this command or click the matching File Transfer Buttons button to display the Clone
window, see Copy/Move/Synchronize/Clone.

Note: Cloning will transfer all directories and files in the selected Record Panel to the unselected Record
Panel deleting existing directories and files in it.
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New Folder: Select this command or press any matching keyboard shortcut (see Layout Tab) to display
this window:

New Folder

Enter folder name;

| ok | | cancer |

Enter folder name []: Specify in this field the new folder name.
OK: Click this button to close the window and create the folder in the selected Record Panel.

Drive Info: Select this command to display this window:

Drive Information E|
Dirives(=]: |nformation
£ A A
g Type: Local Digk,
E: File Spztem: MTFS
=
=
S H: Uzed Space: 11.993,301,632 buytes 11.18 GB
=R Free Space: 20,210,892,800 bytes 18.32 GB
=2
=1 Capacity: 32,210,194 432 bytes 30.00 GB
Y
Cloze

Drives: This pane will display icons and letters of the drives found on the selected Record Panel
computer. Select a drive to display information on the drive in the Information section.

Information: This section will display information on the drive selected in the Drives pane:
*  Type: Drive type.

*  File System: Drive file system.

. Used Space: Drive used space in bytes.

»  Free Space: Drive free space in bytes.

*  Capacity: Drive capacity in bytes.

Delete: Select Record Panel records and select this command or the matching Record Panel context menu
command, press the matching keyboard shortcut (see Layout Tab) or click the matching Other Buttons
button to delete selected records. A confirmation window may be displayed, see Confirmation Tab.

Caution: Deleting a directory will delete directories and files in it.
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Rename: Select a Record Panel record and select this command or the matching Record Panel context
menu command or press any matching keyboard shortcut (see Layout Tab) to display this window:

Rename Ps_q

Mew Folder name:

| |

| ok | | cancel |

Enter new name []: This field highlights the current record name. Edit it to rename the record.

Properties: Select a Record Panel record and select this command or the matching Record Panel context
menu command, press the matching keyboard shortcut (see Layout Tab) or click the matching Other
Buttons button to display this window:

Properties
Properties E'

Mame : tegt. bet

Location : C:h

Size: 4 bytes [4 bytes]

k5-005 name test. bat

Created : 12-26-2004

b adified : 12-26-2004 01:50

Aocessed M1 -05-2006

Atributes : [1Read-only [ ] Hidden
Archive []5ystem

This window will display the properties of the selected directory or file including attributes that can
be changed.

Close: Select this command or the matching Window Control menu command, press any matching
keyboard shortcut (see Layout Tab), click the matching Window Control button or double-click the Title
Bar icon to close the NetOp File Manager window to end the File Transfer session.
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3.7.2.2.2 Copy/Move/Synchronize/Clone

Selecting any of the File Menu Copy Files, Move Files, Sync Files or Clone Files commands or clicking
the matching File Transfer Buttons buttons will display a window like this:

NetOp File Manager - Copy §|

Fram

Compiter : Guest

File : C:hbest bat

Ta
Compiter : CHEO003
File :

Selected
Folderz] . 0 File[z]: 1 Ok

Options Cancel

Optians
[] End session when finished.

Help

Note: For the File Transfer operations Copy Files, Move Files, Sync Files or Clone Files, this window
differs by its title bar operation name and as explained below.

This window enables modifying file transfer execution.
From
Computer: Displays the source computer name.

Folder/File: Displays the source computer selection path, for one selected directory <Directory
path>\* * for one selected file <Directory path>|<File name>.

To
Computer: Displays the destination computer name.

Folder/File: []: Highlights the destination computer current directory path and for one selected directory
* * for one selected file <File name>. You can edit the field content to specify another destination
directory and/or another file name.

Selected

Folders: Displays the number of selected directories.
Files: Displays the number of selected files.
Options

Cnclude subfolders: This box will be enabled and checked if you have selected directories. Leave it
checked to transfer also selected directory subdirectories and their file content. Uncheck it to transfer
only the selected directory and its file content.

L1End session when finished: Check this box to end the File Transfer session when this file transfer is
finished (default: unchecked).

OK: Click this button to execute the file transfer to display the Transfer Status window.
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Options: Click this button to display the NetOp File Manager - Options window to change the option
selections for this file transfer, see Options Menu.

3.7.2.2.3 Transfer Status

This window will be displayed after clicking OK in the Copy/Move/Synchronize/Clone window or
executing a file transfer by drag and drop:

NetOp File Manager - Transfer, Status |Z||EI[X|

Progress | Higtory | Session Histon

Current Cormmand
Tranzfer ended.

Owverall Progression

Files trangmitted ; 1 Total files : 1

Bytes tranzmitted ; 4 Total bytes 4

Elapzed time 00:00 E ztimated time 00:00

I T T L LTI
Sent

C:hhest bat

O T L LTI

Bytes sent 4 BPS : File size : 4

[]End sezsion when finished.

It contains these tabs:

. Progress Tab

History Tab
. Session History Tab

Close: This button will be disabled during file transfer. Click it to close the window.
Cancel: This button will be enabled only during file transfer.Click it to cancel a file transfer in progress.

Progress Tab
This tab contains these sections:

Current Command

Displays during file transfer the command being executed. Displays after file transfer Transfer
ended.

Overall Progression
Files transmitted: Displays the number of transferred files.

Total files: Displays the number of selected files.
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Bytes transmitted: Displays the number of transferred bytes.

Total bytes: Displays the number of selected bytes.

Elapsed time. Displays the elapsed transfer time in format MM:SS.
Estimated time: Displays the estimated total transfer time in format MM:SS.
The colored blocks indicate overall file transfer progress.
Sending/Sent/Receiving/Received

Displays during file transfer the path and name of the file being transferred. Displays after file
transfer the path and name of the last transferred file.

The colored blocks indicate current/last file transfer progress.

These values will be displayed below the progress indicator:
Bytes sent/received: Number of bytes sent/received in the current/last file transfer.
BPS: Transfer speed of the current/last file transfer in bytes per second.

Total Bytes: Number of bytes in the current/last file transfer.

[] End session when finished: Check this box (default: unchecked) to end the file transfer session
when this file transfer is finished.

History Tab
NetOp File Manager - Transfer Status |Z||E|[z|
Progress Ttﬂf.‘r'| Sezzion Higtary
= [@ COPY Guest"C:testtat" Hosk"Chtest bt AH

[+ Copy Guest"C:testhat" Host''C:Stest bst”

The pane of this tab will display the events of the current/last file transfer like NetOp Script events. Click
[+] buttons to expand and [-] buttons to collapse the event structure.




3 NetOp Guest

Session History Tab

NetOp File Manager - Transfer, Status

Frogress | History | Sessian HiSth.'r'|

= . Global Settings
= SET OnComEror=Exit
= SET OnEror=Exit
= SET Compression=Low
= SET Encryption =0
= SET Encryption2=0
= SET LogDescription="Met0p File Manager zession with Host ; CEO003"
= {g COMMECT Odt20e0EeASC080E5 [01-30-2006 10:12)
Global Settings
= COPY Guest"C:hbest tat" Host"Chbest bt AH [07-30-2006 10:12]
[+ Copy Guest"C:testhat" Host''C:Stest bst”

The pane of this tab will display the events of this File Transfer session like NetOp Script events. Click
[+] buttons to expand and [-] buttons to collapse the event structure.

3.7.2.2.4 Edit Menu
This is the Guest NetOp File Manager window Edit menu:

File Ma&(® Yiew Opkions  Help

Select All Chrl+A
Select By +
Deselect By -

Irvert Seleckion *
Clear Selection

Menu and toolbar controls are explained in Menu and Toolbar Control.

Select All: Select this command or press any matching keyboard shortcut (see Layout Tab) to select all
directories and files in the selected Record Panel.
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Select By: Select this command, press any matching keyboard shortcut (see Layout Tab) or click the
Other Buttons Select Files button to display this window:

Select

Select the files: []: In this field, replace *.* designating all directories and files by a file mask that is
a file name with wildcard characters like * designating any characters to select files and directories
with common name characters.

OK: Click this button to select unselected directories and files in the selected Record Panel by the
file mask.

Deselect By: Select this command or press any matching keyboard shortcut (see Layout Tab) to display
this window:

Deselect

Dezelect the files : |E |

Deselect the files: []: In this field, replace *.* designating all directories and files by a file mask that
is a file name with wildcard characters like * designating any characters to deselect files and
directories with common name characters.

OK: Click this button to deselect selected directories and files in the selected Record Panel by the
file mask.

Invert Selection. Select this command or press any matching keyboard shortcut (see Layout Tab) to make
all selected directories and files unselected and all unselected directories and files selected in the selected
Record Panel.

Clear Selection: Select this command to deselect all directories and files in the selected Record Panel.
3.7.2.2.5 View Menu

This is the Guest NetOp File Manager window View menu:

File Edit BYEEN Options  Help

Large Icons

amall Icons
Lisk
v Details

Local

arrange Icons by Mame
by Twpe

Refresh FS ¥ .yp
by Size
by Date

v Buko Arrange

Menu and toolbar controls are explained in Menu and Toolbar Control.
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Large Icons: Select this command to checkmark it or click the matching Other Buttons button to make it
appear pressed in to display records as horizontal rows of large icons.

Small Icons: Select this command to checkmark it or click the matching Other Buttons button to make it
appear pressed in to display records as horizontal rows of small icons.

List: Select this command to checkmark it or click the matching Other Buttons button to make it appear
pressed in to display records as vertical columns of small icons.

Details: Select this command to checkmark it or click the matching Other Buttons button to make it
appear pressed in to display records in a table with details in columns (default selection).

Local: Select this command to checkmark/uncheckmark it or click the Other Buttons Local button to
make it appear pressed in/released to switch between remote and local file transfer (default:
uncheckmarked/released for remote file transfer).

Arrange Icons: This command expands into these commands:

By Name: Select this command or press any matching keyboard shortcut (see Layout Tab) to sort
file records by file name, ascending/descending like the Details view selection.

By Type: Select this command or press any matching keyboard shortcut (see Layout Tab) to sort file
records by extension, ascending/descending like the Details view selection.

By Size: Select this command or press any matching keyboard shortcut (see Layout Tab) to sort file
records by size, ascending/descending like the Details view selection.

By Date: Select this command or press any matching keyboard shortcut (see Layout Tab) to sort file
records by time, ascending/descending like the Details view selection.

Auto Arrange: Select this command to uncheckmark/checkmark it to disable/enable automatically
sorting file records by the current selection after changes (default: checkmarked for Auto Arrange
enabled).

Note: Directory records in alphabetically ascending order will always be displayed before files.

In Details view, sort records ascending/descending by clicking column headings.

Refresh: Select this command or press any matching keyboard shortcut (see Layout Tab) to retrieve new
information from the computers to refresh the Record Panel content.
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3.7.2.2.6 Options Menu

This is the Guest NetOp File Manager window Options menu:

File Edit “iew RelldaEN Help

Options

Wiew File Manager log File
Scripk

Menu and toolbar controls are explained in Menu and Toolbar Control.

Options: Select this command, click the Other Buttons Options button, in the Copy/Move/Synchronize/
Clone window click the Options button or in the NetOp Guest Window Tools Menu select the File
Manager Options command to display this window:

Options
NetOp File Manager - Options EI

Transfer |En:nnfirmatin:nn Lavaout | Logging

Synchronize [ Drefault ]

[ Transfer only i file exists.

[ ] Transfer only one way.

General tranzfer
Include subfolders.
Use Delta File Transfer.
Enable crash recoveny.
[ ] Close dialog when finished.
[ 1End zession when finished.

k. H Cancel H Help

It contains these tabs:
. Transfer Tab

. Confirmation Tab

. Layout Tab
. Logging Tab
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Transfer Tab

MetOp File Manager - Options E|

Transter | Confimation | Layout | Logging

Synchronize ’ Default ]

[ Transfer only if file existz.

[ Transfer only one way.

General tranzfer
Include subfalders.
[lse Delta File Transfer.
Enable crash recowven.
[]Cloge dislog when finished.
[ 1 Erd zession when finished.

k. H Cancel ][ Help

This tab contains these sections:
Synchronize

U Transfer only if file exists: Check this box to synchronize a file only if it exists in the same
location in both Record Panels (default: unchecked).

U Transfer only one way: Check this box to transfer files only from the selected Record Panel
to the unselected Record Panel (default: unchecked).

General Transfer

M nclude subfolders: Check this box to include the content of subdirectories of selected
directories in the file transfer (default: checked).

MUse Delta File Transfer: Check this box to compare each source file with its matching
destination file and transfer only the difference between the source file and the destination file
to save transmission bandwidth (default: checked).

M Enable crash recovery: Check this box to transfer files in a way that they can be recovered
after a computer or network crash during file transfer (default: checked).

LI Close dialog when finished: Check this box to close the Transfer Status window when a file
transfer is finished (default: unchecked).

LIEnd session when finished: Check this box to end the File Transfer session when a file
transfer is finished (default: unchecked).

Default: Click this button to restore the tab default settings.
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Confirmation Tab

X]

MetOp File Manager - Options

Transfer | Confirmation |La_l,u:|ut Logging

Confirm when... ’ Default ]

Delete non-empty folders.

[ ] Owenwriting # Deleting files.
Dvenwriting 4 Deleting read-only files.
Dvenwriting 4 Deleting hidden files.
Dwenwriting ¢ Deleting system files.

[ ] Drag and drop [copying files with mouse].

k. H Cancel H Help

This tab contains these sections:
Confirm when...

M Delete non-empty folders: Leave this box checked to display this confirmation window if
you are about to delete a directory that contains directories or files (default: checked):

I NetOp File Manager - Delete |Z||E|E|

Delete folder . C:\Program Files'

[ Delete ] [ Advanced... ] l Cancel

Skip: Click this button to skip deleting the specified directory.
Delete: Click this button to delete the specified directory.
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Advanced...: Click this button to display this window:

MetOp File Manager, - Advanced

Canfirrn whet...

. Ok
Deleting non-empty folders. -
[ ] Deleting files.
Deleting read-only files.

Deleting hidder files.

Deleting system files.

This window that contains your Confirmation Tab Delefe confirmation option
selections enables you to change selections for this file transfer before proceeding.

Cancel: Click this button to cancel the file transfer at this stage. You cannot undo
executed file transfer actions.

LlOverwriting/deleting files: Check this box to display this window or the Delete window
explained above if you are about to overwrite/delete files (default: unchecked):

Bl NetOp File Manager, - Overwrite E”E”‘S__q
Thiz file already exists, would you lilke to ovenwrite it ?
File: : Host:"C: ket tat"
Size 4 bytes [4 bytes)
Created : 12-26-2004
Modified : 12-26-2004 01:50
Accessed 01-06-2008
I Skip ] [ Owervrite l [ Advanced... l [ Cancel Tranzfer l [ Help

Skip. Click this button to skip overwriting the specified file.

Overwrite: Click this button to overwrite the specified file.
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Advanced...: Click this button to display this window:

MetOp File Manager, - Advanced

Theze zettingz will only be walid for this tranzfer operation.

Alvagyz zkip...

[ E sisting files
[ ] Read-only files
[ ] Hidden fil=s

[ System files

[ On file write emar

[ On file read ermar

Canfirrn wher..

Owenarniting existing files.

Owenanting / Deleting read-only files.
Owenarniting / Deleting hidden files.

Owenariting / Deleting zpstem files.

Always skip...

Check boxes in this section to skip the selected action in this file transfer with files
that have checked properties (default: all unchecked):

Ul Existing files
LlRead-only files
ClHidden files
CSystem files

L10n file write error
L10n file read error

Confirm when...

This section that contains your Confirmation Tab Overwrite/Delete confirmation
option selections enables you to change selections for this file transfer before
proceeding.

Cancel Transfer: Click this button to cancel the file transfer at this stage. You cannot
undo executed file transfer actions.

MOverwriting/deleting read-only files: Check this box to display the relevant confirmation
window explained above if you are about to overwrite/delete read-only files (default: checked).

MOverwriting/deleting hidden files: Check this box to display the relevant confirmation
window explained above if you are about to overwrite/delete hidden files (default: checked).

MOverwriting/deleting system files: Check this box to display the relevant confirmation
window explained above if you are about to overwrite/delete system files (default: checked).
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CIDrag and drop (copying files with mouse): Check this box to display the relevant

confirmation window explained above if you are about to transfer files by drag and drop

(default: unchecked).
Default: Click this button to restore the tab default settings.
Layout Tab

MetOp File Manager - Options

Transfer Eu:nnfirmatin:nn| Layaut |Ln:|gging

Scresn [ Drefault

Show toolbar,
Show statuz bar,
Save sezzion path at exit

k.evboard

() Usze Spstem Hotkey layout,
) Usze MetOp Hatkey lapout.

[Ietalyr:

) Local associated and Host 'exe’ iconz,
(%) Local associated icons.

) Default icons.

Ok H Cancel ][

Help

£3

This tab contains these sections:

Screen

MShow toolbar: Leave this box checked to display the NetOp File Manager window Toolbar

(default: checked).

M Show status bar: Leave this box checked to display a status bar at the bottom of the two

Record Panels (default: checked).

MSave Session Path at Exit: Leave this box checked to display the same Record Panel
contents when starting a File Transfer session with the same Host next time (default: checked).

Uncheck the box to always display the system drive contents when starting a File Transfer

session.
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Keyboard
Select one of these options:

® Use system hotkey layout: Select this option to use the operating system hotkey layout,

see the table below (default selection).

O Use NetOp hotkey layout: Select this option to use the NetOp hotkey layout, see the

table below.

Function Windows hotkeys |[NetOp hotkeys
Copy File(s) F3

Move File(s) F6

New Folder F7
Delete DELETE F8
Rename F2

Close ALT+F4 F10
Properties ALT+ENTER SHIFT+F1
Select All CTRL+A

Select by +
Deselect by -

Invert selection *
Arrange Icons By Name CTRL+F3
Arrange Icons By Type CTRL+F4
Arrange Icons By Size CTRL+F6
Arrange Icons By Date CTRL+F5
Refresh F5 CTRL+R
Select the left record panel ALT+F1
Select the right record panel ALT+F2
Help F1 F1

Note: Hotkeys will be displayed next to menu commands.
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Icons
Select one of these options:

OLocal associated and Host 'exe' icons: Display Record Panel file icons according to
Guest file associations but display Host exe file icons according to Host file associations.

®Local associated icons: Display Record Panel file icons according to Guest file
associations (default selection, saves transmission bandwidth).

O Default icons: Display the same default icon for all Record Panel files (saves
transmission bandwidth and processor capacity).

Default: Click this button to restore the tab default settings.
Logging Tab

MetDp File Manager - Options E

Tranzfer | Confirmation La_l,u:uut| LC'EIEI"'IEI|

Log File ’ Diefault ]

Generate Log File
] &ppend if Log File exists

Filename
| NFM.LOG |

Browse

k. H Cancel ][ Help

This tab contains this section:
Log File
M Generate log file: Leave this box checked to generate a file transfer log file of when ending
a File Transfer session (default: checked).

Ll Append if log file exists: Check this box to append new log entries to an existing log file
(default: unchecked). If unchecked, an existing log file will be overwritten.

Filename []: This field will specify the log file (path and) name, by default NFM.LOG that will
reside in the NetOp Configuration Files directory, typically C:\Documents and Settings\<User
name>\Adpplication Data\Danware Data\NetOp Remote Control\Guest.

Browse: Click this button to display a Windows Save As window to specify a log file path and
name that will be specified in the field.

Default: Click this button to restore the tab default settings.
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View File Manager Log: Select this command to display a Windows Oper window that specifies Files of
type: Log Files (*.log) to open a NetOp File Transfer log to display its content in this window:

NEM Log Viewer - C:\Documents and Settingsicg\Application Data\Danware Data\MetOp Re... PX|

= ¥ 01-30-2006 MetOp File Manager session with Host : CEO003
= Global Settings
= SET OnComError=E =it
= SET OnEror=Exit
= SET Compression=Low
= SET Encryption =0
= SET Encryption2=0
= SET LogDescription="Met0p File Manager zession with Host ; CEO003"
=- ¥ COMMECT OdtE0606E48C05025 (01-30-2006 10:12)
Global Settings
= COPY Guest"C:hbest tat" Host"Chbest bt AH [07-30-2006 10:12]
[+ Copy Guest"C:testhat" Host''C:Stest bst”
. Global Settings
= ¥ COPY Guest'Ciestiet" Host"Cbest bt AH [01-30-2006 12:21]
* action: Copy End. Erar : Command cancelled. Emor code ; 5. Extended enor code : 0.

Open Log... ] [ Cloze l

The pane of this window will display logged events like NetOp Script events. Click [+] buttons to
expand and [-] buttons to collapse the event structure.

Open Log...: Click this button to display a Windows Open window specifying Files of type: Log
Files (*.log) to open another log file in the window.

Script: Select this command or click the Toolbar Script button to display the Script window to create or
open a NetOp Script.

3.7.2.2.7 Help Menu

This is the Guest NetOp File Manager window Help menu:

File Edit Miew Options
Help Topics Fl

Help Topics F1: Select this command or press the matching keyboard shortcut to open the NetOp Guest
Help system on the File Transfer topic. The left pane of the window contains a graphical table of
contents.

3.7.2.3 Toolbar

The NetOp File Manager window toolbar will be displayed unless hidden from the Options window
Layout Tab:

FrEERERER

It contains buttons in these groups:

#| @ EE

File Transfer Buttons
Other Buttons
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3.7.2.3.1 File Transfer Buttons

This NetOp File Manager window Toolbar button group:

FPEE

includes these buttons:

et

i

Copy Files: Select Record Panel records and click this button or select the matching File Menu or
Record Panel context menu command or press any matching keyboard shortcut (see Layout Tab)
to display the Copy window, see Copy/Move/Synchronize/Clone.

Note: Alternatively, drag records from one Record Panel to the other and drop them.

Move Files: Select Record Panel records and click this button or select the matching File Menu or
Record Panel context menu command or press any matching keyboard shortcut (see Layout Tab)
to display the Move window, see Copy/Move/Synchronize/Clone.

Synchronize Files: Click this button or select the matching File Menu command to display the
Synchronize window, see Copy/Move/Synchronize/Clone.

Note: By default, synchronization will transfer directories and files to include directories and files
that exist in either Record Panel in both Record Panels replacing older files by newer files.

On the Options window Transfer Tab, you can apply the Synchronize selections Transfer only if
file exists and Transfer only one way.

Clone Files: Click this button or select the matching File Menu command to display the Clone
window, see Copy/Move/Synchronize/Clone.

Note: Cloning will transfer all directories and files in the selected Record Panel to the unselected
Record Panel deleting existing directories and files in it.

3.7.2.3.2 Other Buttons

This NetOp File Manager window Toolbar button group:

e a2 A

o |rr| |

includes these buttons:

L-%*

[x)

[

gl

-
Fare

Y,

New Folder: Click this button or select the matching File Menu command to display the New
Folder window.

Delete: Select Record Panel records and click this button, select the matching File Menu or
Record Panel context menu command or press the matching keyboard shortcut (see Layout Tab)
to delete selected records. A confirmation window may be displayed, see Confirmation Tab.

Properties: Select a Record Panel record and click this button, select the matching File Menu or
Record Panel context menu command or press the matching keyboard shortcut (see Layout Tab)
to display the Properties window.

Select By: Click this button or select the matching Edit Menu command or press any matching
keyboard shortcut (see Layout Tab) to display the Select window.

Options: Click this button or select the matching Options Menu command to display the Options
window.

Script: Click this button or select the matching Options Menu command to display the Script
window to open or create a NetOp Script.

Local: Click this button to make it appear pressed in/released or select the matching View Menu
command to checkmark/uncheckmark it to switch between remote file transfer and local file
transfer (default: released/uncheckmarked for remote file transfer).
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m=| Large Icons: Click this button to make it appear pressed in or select the matching View Menu
command to checkmark it to display Record Panel records as horizontal rows of large icons.

==l Small Icons: Click this button to make it appear pressed in or select the matching View Menu
=] command to checkmark it to display Record Panel records as horizontal rows of small icons.

==| List: Click this button to make it appear pressed in or select the matching View Menu command to
checkmark it to display Record Panel records as vertical columns of small icons.

m==| Details: Click this button to make it appear pressed in or select the matching View Menu
command to checkmark it to display Record Panel records in a table with details in columns
(default selection).

3.7.2.4 Record Panel
The two NetOp File Manager window record panels have identical layout:

= T oW = w
Mame ¢ Exk Size  Date Aktrib |

|:| B3l <DIR. > 0Bytes 04-05-Z004 12:49  ----

|:| BCG <DIR. = 0Bytes 01-31-2005 16015 ----

3 Config... <DIR= 0Bwvtes 01-25-2006 16:02 --hs
I:I Docum... <DIR= 0Bvtes 03-23-2004 14:10 ----
|:| Hostco,., <DIR= 0 Bytes 04-04-2005 10043 ----
[AMSDE... <DIR> 0 EBytes 04-28-2004 1327 -
[Amsoc... <DIR: 0Bytes 03-23-2004 13:37 r-h-
|:| Progra... <DIR.> 0Bytes 10-10-2005 12:52  r---
|:| Progra... <DIR.> 0Bytes 03-10-Z00509:05  ----
[[JRECYC... <DIR= 0Bytes 03-29-2004 21:24 --hs
3 Syste,,.  =DIR=> 0Bvtes 09-03-2004 09:41  --hs
[_dTEMP <DIR. = 0 Bytes 04-06-2004 15:43 -
[AwIND... <DIR> 0 Eytes 01-26-2006 17:04 ----
(3 WilTemp =DIR=> 0 Eytes 04-06-2004 15:59 -

F'uUTD. .. BAT 0Bytes 03-23-2004 10:01  -a--
:'}I:u:u:ut irii 211 Bytes 09-03-2004 09:32  rahs
CONFIG  5YS 0Bytes 03-23-2004 10001 -a--
e 1 cvg N Rwbas  N3-73-7004 10001 pahe
% *

I 0 bytes in 1188332 selected fila(s)

The top title bars display <Guest> in the left record panel and the Host name in the right record panel. In
a local file transfer session, the right record panel displays Guest.

The selected record panel title bar has a strong color and the unselected record panel title bar has a
dimmed color. Click in a record panel or press a keyboard shortcut (see Layout Tab) to select it. Press
TAB to switch the record panel selection. Record panels remain equally sized.

The directory bar below contains a left drive drop-down box and a right directory drop-down box.

The field of the drive drop-down box displays the selected drive icon and letter. The drop-down box list
contains the icon, letter and name of drives on the computer. Select a drive in the list to display it in the
field.

The field of the directory drop-down box displays the path of the selected directory. The drop-down box
list contains the paths of up to 30 directories that have been selected during the current file transfer
session. Select a directory path in the list to display it in the field to display its content in the records pane
below. Alternatively, specify a directory path in the drop-down box field and press ENTER to select the
directory.
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The records pane below contains records of directories and files in the selected directory in one of the
views Large Icons, Small Icons, List or Details. Change the view from the View Menu or the Toolbar
Other Buttons. Directory records in alphabetically ascending order are displayed before file records. Sort
file records by clicking Details view column headings or by pressing a keyboard shortcut (see Layout
Tab).

Details view displays record details in a table with this column content:

*  Name: Record name.
*  Ext: <DIR> for directory, file extension for file.
*  Size: File size in Bytes. Directory size is 0 Bytes.
*  Date: Date and time of last record change.
*  Awurib: First letters of record attributes:

r: Read-only

a: Archive

h.: Hidden

s. System
Table controls are explained in Table Control.

Double-click a directory record to select this directory to display its path in the directory bar and its
content in the records pane.

Double-click a records pane top directory record with two period characters (..) to move one step up in
the directory tree structure.

The bottom status bar displays the number of bytes in the number of selected record files. Bytes in files in
selected directory record directories are not included in the byte count.

Execute file transfers and manage records from menu commands and Toolbar buttons.

Right-click a record or multiple selected records to display this popup menu:
Open with...

Copy File(s)
Move Filels)

Delete
Fename

Properties

Top section commands that may be different with different file selections and computer setups are
similar to Windows Explorer right-click popup menu commands.

Lower sections commands match NetOp File Manager window File Menu commands.

Drag selected records in one record pane to the other record pane and drop them to copy them to a record
directory, if highlighted, or to the directory whose records are displayed in the pane.

Pressing the right mouse button, drag selected records in one record pane to the other record pane and
drop them to display this popup menu:

Copy here
Move here

Cancel

Copy here: Select this command to copy selected records to a record directory, if highlighted, or to
the directory whose records are displayed in the pane.
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Move here: Select this command to move selected records to a record directory, if highlighted, or to
the directory whose records are displayed in the pane.

Cancel: Select this command to cancel the attempted file transfer.

3.7.3 Chat

If allowed by Host Guest Access Security, see Allow Guest To, the Guest can start a chat session with a
Host to enable typed text communication between the Guest computer user and the Host computer user.

The Guest can connect to start a chat session from the Tab Panel Quick Connect Tab, see Other Sessions,
from a Phonebook Tab or History Tab record or in response to a help request from a Help Request Tab
record.

When connected, the Guest can start and end a chat session from a Tab Panel Phonebook Tab, Quick
Connect Tab, Connections Tab or History Tab record or from the Remote Control Toolbar and Toolbox
Session Buttons Chat button or the Remote Management NetOp Sessions Chat command.

The Host can start and end a chat session with a Guest that is connected to it, see also Multi Chat Session.

Note: If the Host allows multiple simultaneous Guest connections, see Guest Sessions, multiple chat
session Guests will run a joint Multi Chat Session with the Host.

This window will be displayed on the Guest computer screen and a similar window will be displayed on
the Host computer screen:

© Chat: CGOOD3

Chat
Dialoq:

Enter Chat contribution and click Send:

Fontk ... ] [ End chat ] [ SAVE .., ] [ Help

Its title bar will display the name of the Host.

Title bar window controls are explained in Window Control.
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Dialog: []: This pane will display the chat dialog with the name of the sender preceding each
contribution. When the chat dialog exceeds the pane, the pane will get a vertical scrollbar.

Enter Chat contribution and click Send.: []: Specify your chat contribution in this pane from the keyboard
if the Chat window is active or by pasting text. Edit your chat contribution by the keyboard shortcuts
CTRL+X (Cut), CTRL+C (Copy), CTRL+V (Paste) and DEL (Delete).

Send: Click this button to move your chat contribution from the Enfer... pane to the Dialog pane where it
will be visible to chat participants.

Font...: Click this button to display the Windows Font window to format your chat contribution.
End chat: Click this button to end the session.

Save...: Click this button to display a Windows Save As window suggesting to save the chat dialog in a
file named Chat <Date> <Time>.r¢f in your personal directory on the computer. You can edit the file path
and name before saving.

3.7.3.1 Multi Chat Session

If NetOp Host allows multiple simultaneous Guest connections, see Guest Sessions, NetOp Guest can
start a chat session to join a chat session running between another Guest and the Host to form a multi chat
session.

If multiple Guests are connected to a Host, the Host can start a chat session with all connected Guests or
a selected connected Guest.

A Guest that Host Guest Access Security allows to Act as multi Guest session administrator, see Allow
Guest To, can start a multi chat session with all connected Guests from a Remote Control Multi Guest
Session, see Multi Guest Session Buttons.

A Guest that ends a multi chat session from the Chat window End chat button will leave the session. The
session will end when the Host or the last session Guest ends the session.

3.7.4 Audio-Video Chat

If allowed by Host Guest Access Security, see Allow Guest To, the Guest can start an audio-video chat
session with a Host to enable sound and image communication between the Guest computer user and the
Host computer user.

The Guest can connect to start an audio-video chat session from the Tab Panel Quick Connect Tab, see
Other Sessions, from a Phonebook Tab or History Tab record or in response to a help request from a Help
Request Tab record.

When connected, the Guest can start and end a chat session from a Tab Panel Phonebook Tab, Quick
Connect Tab, Connections Tab or History Tab record or from the Remote Control Toolbar and Toolbox
Session Buttons Audio-Video Chat button or the Remote Management NetOp Sessions Audio-Video Chat
command.

The Host can start an audio-video chat session only with a connected Guest that has keyboard and mouse
control, see Host NetOp Host Button Connected Menu.
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Note: Each Guest and each Host can run only one audio session at a time including Transfer Sound, see
Remote Control Title Bar or Toolbar and Toolbox Tool Buttons.

This window will be displayed on the Guest computer screen:
Audio-Video Chat

% Audio-Video Chat: CGO003 =5[]

& | %

Remoke Liocal

@afe | *

Mo Conneckion

Mo Conmeckion

IFURA T PR = w A SR (YR |

A similar window without the toolbar will be displayed on the Host computer screen. The Host can end
the session only by disconnecting.

The title bar will display the Host computer name.

Title bar window controls are explained in Window Control.

The toolbar contains these buttons:

$

L
=

el &) e

*

Audio: Initially, this button will appear pressed in to indicate that audio communication (by
talking) is enabled. Click the button to disable/enable audio communication.

Video: Initially, this button will appear released in to indicate that video communication (by live
image) is disabled. Click the button to enable/disable video communication.

Note: Video communication will remain disabled if Host Guest Access Security does not allow
Request video, see Allow Guest To.

Large: Click this button to resize the Guest and Host Audio-Video Chat window to accommodate
a large Remote video frame.

Medium: Click this button to resize the Guest and Host Audio-Video Chat window to
accommodate a medium Remote video frame.

Small: Click this button to resize the Guest and Host Audio-Video Chat window to accommodate
a small Remote video frame (default selection).

End Session: Click this button to end the audio-video chat session.
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In the Remote section, the video frame will display the remote computer video camera image. If the
toolbar Video button is released, the frame will display No Video. If no camera runs on the remote
computer, the frame will display No Camera.

In the Local section, the video frame will display the local computer video camera image. If the toolbar
Video button is released, the frame will display No Video. If no camera runs on the local computer, the
frame will display No Camera.

The lower right Volume section has two slides and a display:
*  Drag the left loudspeaker slide to adjust the playback volume (default: maximum).
*  Drag the middle microphone slide to adjust the recording volume (default: medium).

*  The right microphone display will monitor the recording volume. The display should remain empty
while not talking. Colored blocks should partly but not completely fill the display while talking.

Specify audio-video chat options on the Guest Program Options window Audio-Video Chat Tab and the
Host Program Options window Audio-Video Chat Tab.
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3.7.5 Remote Management

If allowed by Host Guest Access Security, see Allow Guest To, the Guest can start a remote management
session with a Host to access Host computer management tools.

The Guest can connect to start a remote management session from the Tab Panel Quick Connect Tab, see
Other Sessions, from a Phonebook Tab or History Tab record or in response to a help request from a Help
Request Tab record.

When connected, the Guest can start and end a remote management session from a Tab Panel Phonebook
Tab, Quick Connect Tab, Connections Tab or History Tab record or from the Remote Control Toolbar
and Toolbox Session Buttons Remote Management button.

Note: If the Host allows multiple simultaneous Guest connections, see Guest Sessions, multiple remote
management session Guests will run separate sessions.

This window will be displayed on the Guest computer screen:

MetOp Remote Management - CGOOO3

File “iew Management Help

g Disk Drives
@ Event Yiewer
=] Task Manager

ﬁ Reqistry
% Services

@ Shared Folders

43 Inventory
B Command Console

(_'j System Conkrol

NetOp Sessions Select a management tool in the left pane.

4 Remote Contral
(= File Transfer
=/ Chat

@ Audio Chat

Details

CGODD3
192,165, 102,96
TCRIIP
K Met0p 6.x5, x Compatible
Microsoft Windows P
00 00: 53

No window will be displayed on the Host computer screen.

This window provides remote access to a range of Host computer management tools. It contains these
main elements:
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. Title Bar
. Menu Bar
. Toolbar

*  Work panel with a left Navigation Panel and a right Display Panel
+  Status Bar

Remote management tools are explained in Management.
NetOp session tools are explained in NetOp Sessions.
Host computer details are explained in Details.

3.7.5.1 Title Bar

MetOp Remote Management - CGO003- Disk Drives

The title bar will display the name of the session Host and of any selected Management tool.
Title bar window controls are explained in Window Control.

3.7.5.2 Menu Bar
This is the Guest Remote Management window menu bar:

I Fil=  View Management Help  Disk Drives -L*"

It contains these menus:
. File Menu

. View Menu

. Management Menu

. Help Menu
. <Management tool> Menu

Note: The <Management tool> menu will be available only if a Management tool is selected.

The red NetOp kite at the right end of the menu bar will move while remote management information is
retrieved from the Host computer.

3.7.5.2.1 File Menu

This is the Guest Remote Management window File menu:

#- Yiew  Management  Help  Disk Drives

MetOp Sessions  # Start Remoke Conkral
Start File Transfer
Start Chat
Start Audio Chat

Exit

NetOp Sessions: This command expands into commands matching the Navigation Panel NetOp Sessions
section.

Exit: Select this command or the Window Control menu Close command, press ALT+F4, click the
Window Control Close button or double-click the Title Bar icon to end the Remote Management session.
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3.7.5.2.2 View Menu

This is the Guest Remote Management window View menu:

File Management Help  Disk Drives

Toolbar
Skatus Bar
Mavigation Panel

Toolbar: Select this command to uncheckmark/checkmark it to hide/display the Toolbar (default:
checkmarked to display the Toolbar).

Status Bar: Select this command to uncheckmark/checkmark it to hide/display the Status Bar (default:
checkmarked to display the Status Bar).

Navigation Panel: Select this command to uncheckmark/checkmark it to enable/disable the Navigation
Panel (default: checkmarked to enable the Navigation Panel).

Note: If enabled, the Navigation Panel can be hidden/displayed from the Navigation Panel left/right
pointer button.

3.7.5.2.3 Management Menu

This is the Guest Remote Management window Management menu:

File  Wigw Help  Disk Drives

Disk Drives

Event Viewer
Task Manager
Reqgiskry

Services

Shared Folders
Imventory
Cornmand Console

System Control

It contains commands matching the Navigation Panel Management section commands.
3.7.5.2.4 Help Menu

This is the Guest Remote Management window Help menu:

File “iew Management BEEES Disk Drives

Help Index

Help Index: Select this command to open the NetOp Guest Help system on the Remote Management
topic. The left pane contains a graphical table of contents.
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3.7.5.2.5 <Management tool> Menu

This Guest Remote Management window menu will be available only if a Management tool is selected. It
will have the name of the selected Management tool, e.g.:

File  View  Management Help

Wi Large Icons
amall Icons
Refresh  FS
Lisk

EI Dekails
Shows in Groups

This menu will have different content with different Management tools.

3.7.5.3 Toolbar

The Remote Management window toolbar will be displayed unless hidden from the View Menu Toolbar
command if a Management tool is selected, e.g.:

(=] i)
Large Icons
amall Icons
Lisk

w [etails

v Show in Groups

The toolbar will contain different buttons with different Management tools.
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3.7.5.4 Navigation Panel
The Remote Management window work panel left navigation panel will be enabled unless disabled from

Management

wge Disk Drives
@ Event Yiewer
=] Task Manager

ﬁ Reqiskry
% Services

@ Shared Folders

S Inventory
Bl Command Console

ﬂj System Conkrol

MNetOp Sessions

4 Remote Contral
(7 File Transfer
=/ Chat

& Audio Chat

Details

CGO003
192,168, 102,96
TCRIP

I.\ MetOp 6.5, x Compatible
Microsoft YWindows %P

01:06:23

the View Menu Navigation Panel command:

* This Management section contains Management commands.

This NetOp Sessions section contains NetOp Sessions
commands.

This Details section contains Details information.

Click the navigation panel left/right button to hide/display the navigation panel.

Click a section up/down button to collapse/expand it.
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3.7.5.5 Display Panel
The Remote Management window work panel right display panel:

Select a management tool in the left pane.

- initially displays Select a management tool in the left pane.

Select a Management Menu command or a Navigation Panel Management section command to display
selected Management tool information in the display panel.

Note: While management information is being retrieved from the Host, the red NetOp kite at the right
end of the Menu Bar will move.

3.7.5.6 Status Bar
The Remote Management window status bar:

IFree Space: 30,0 GE Tokal Size: 13,7 GE SUCCESS 11/11 I

- will contain three fields if a Management tool is selected.
The left field can contain information on a selected Management tool object.

The middle field will display /n progress.... while information is being retrieved from the session Host.
When information has been retrieved successfully, it will display Success.

The right field will display <Retrieved number of records>/<Total number of records>.
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3.7.5.7 Management

To start a remote management task, select in the Remote Management window Management Menu or
Navigation Panel Management section one of these commands:

. Disk Drives

. Event Viewer
. Task Manager
¢ Registry

. Services

. Shared Folders

. Inventory
. Command Console

. System Control

Note: Disk Drives, Event Viewer, Services or Shared Folders requires certain rights on the Host
computer.

Generally, a Remote Management session acquires the rights of the Host that acquires the rights of the
user logged on to the Host computer.

To assign required rights to a Remote Management session with a Host on a computer to which no user or
a user with insufficient rights is logged on, run the Host as a user with required rights, see the NetOp Host
Program Options window Run As Tab.

3.7.5.7.1 Disk Drives

Select the Management Menu or Navigation Panel Management section Disk Drives command to display
Host computer disk drive information in the Display Panel:

Mame Tvpe Total Size . Free Space | File Swskem | Total Used  Free (%) Used (%)
__Hard Disk Drives
Local Disk, (1) Local Disk, 30.0GE 18.7 GB MTFS 11.3GE 62 % 38%
g Local Disk (Du)  Local Disk, 11596 115.9GE MNTFS 6 ME 9%, 1%

Devices with Removable Storage

o 3% Floppy (4 3'e-Inch Floppy Disk 0% 0%
LADWDICD-RMY ... CD Drive 0% 0%

rj_etwurk Drives

¥ dataon'dan... Discormected Met... 79.7GE 2,17 GB NTFS TrEGE 2% Q5%
“®cgon'danwar,.. Disconnected Met,., 79,7 GB 2,17 o6 NTFS V7.6 EE 2% 5%
“®dtm on 'danw, .. Disconnecked Net...  33.9GB 16.5 56 NTFS 17.1GB 49%, 51%:
EDDcumentatin:n. .. Metwork Drive 79.7 6B 2,17 5B NTFS 7r.aGE 2% A%
_-*fLII:IV on 'Dew-f... Mebwork Drive 4101 6B 4.99GE MTFS 405.2 GB 1% Q9%
_-"fC on 'Cgaooz'.,, Disconnected Met,,, 344 GB 24.0 GB MTFS 10,556 9% 3%
'z_f.ﬁ.rc on 'Dew-f...  Metwaork Drive 410,156 4.99G6 MTFS 405.2 a6 1% 9%

Note: This command will be disabled if the Host does not have the right to display Host computer disk
drive information. To assign required rights to the Host, run it as a user with required rights, see the



3 NetOp Guest

NetOp Host Program Options window Run As Tab. You can display the Run As Tab in a Remote Control
session with the Host.

Host computer disk drive information will be displayed as icons or table records according to the Disk
Drives menu or toolbar selection, see below.

Details view will display table records with this column content:
*  Name: Disk drive icon and name.

. Type: Disk drive type.

. Total Size: Disk drive total size in bytes.

*  Free Space: Disk drive free space in bytes.

*  File System: Disk drive file system.

*  Total Used: Disk drive used space in bytes.

*  Free %: Disk drive free space in percent of total space.

. Used %: Disk drive used space in percent of total space.
Table controls are explained in Table Control.

In the Menu Bar, select Disk Drives, press ALT+D or right-click in the Display Panel to display this
menu:

Disk Drives Menu

File  View  Management Help BMERNEES

Wi Large Icons
amall Icons

Lisk
EI Dekails
Shows in Groups

View: Select this command or click the matching Toolbar button to expand into these commands:

Refresh  FS

[Large Icons: Select this command to dotmark it to display records as horizontal rows of large
icons.

LISmall Icons: Select this command to dotmark it to display records as horizontal rows of small
icons.

[1List: Select this command to dotmark it to display records as vertical columns of small icons.

M Details: Select this command to dotmark it to display records in a table with details in columns
(default selection).

MShow in Groups: On a Windows 2003 or XP computer, select this command to uncheckmark/
checkmark it to ungroup/group records by drive type (default: checkmarked to group).

Refresh F5: Select this command, press F5 or click the Toolbar Refresh button to retrieve new data from
the Host computer to refresh the Display Panel content.

Properties: Select a record and select this command or click the matching Toolbar button to display this
window:
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Properties

Properties

Drive Infarmation

Drive letter: s

Yolurne name:

File swstem kype: MTFS

Setial numnber: 9405-1F91
Drive Capacity

Size in bytes:

Free space in bytes;

Syskemn Flags
Supports named skreams
Supports object identifiers
Supports reparse points
Supports sparse files
Supports disk quotas

Preserves the case of file names

This Toolbar will be displayed unless hidden from the View Menu 70ol/bar command:

i

32,210,194,432
20,113,010,685

Tokal clusters: 7,863,817
Free clusters; 4,910,403
Sectars per cluster: g
Bwtes per seckor: 512

Supports case-sensitive file names
Supports file-based compression
Supports the Encrvpted File Swskem
Supports Unicode in file names
Yolurne is a compressed volurme

Preserves and enforces ACLs

Close

X

This window displays the selected record disk drive properties.

@

Large Icons
Small Icons
Lisk

® Dekails

v Show in Groups

o~
B

When a disk drive record is selected, the left Status Bar field will display Free Space: <Bytes of free

View: Click this button or select the matching Disk Drives menu command to display the View
submenu, see Disk Drives Menu.

Refresh: Click this button, select the matching Disk Drives menu command or press F5 to retrieve
new data from the Host computer to refresh the Display Panel content.

Properties: Select a record and click this button or select the matching Disk Drives menu
command to display record drive properties in the Properties window.

space> Total Space: <Bytes of total space>.

Disk Drive Types

These disk drive types can be displayed:

<Size> Floppy Disk: Host computer diskette drive.
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*  Local Disk: Host computer hard disk or partition.

*  Compact Disk: Host computer CD drive.

*  RAM disk: Part of Host computer memory allocated to file storage.

*  Removable Disk: Removable file storage device.

*  Mounted Disk: Drive attached to an empty folder in an NTFS volume.
*  Network Drive: Network computer hard disk, partition or directory.
3.7.5.7.2 Event Viewer

Select the Remote Management window Management Menu or Navigation Panel Management section
Event Viewer command to display Host computer Windows event logs in the Display Panel:

Application | Security | System | File
Tvpe Date Time Source Zakegory Event  User Campuker i

&Warning 1172006  S:24:00 &AM Microsoft Fax  Initializaki., 32026 N CEO003
lE)Inlﬂ:urmatiu:un 1172006 3:23:59 AM SecuribvCe...  Mone 1807 MjA CE0003
liE,)InF::urmatiu:un 1/17/2006  &:23:54 M Iap Mone 1] TS CE0003
li@lrﬂﬁ:urmal:il:un 117/2006  3:23:54 A Backweb Cl... Mone z TS 0003

aEerr 1162006 1:22:40PM  Application ... Maone 1000 MNiA CGEO003

QEerr 1162006 1:22:33PM  Application ... Maone 1000 MiA CGEO003

QEerr 1162006 1:22:35PM  Application ... Maone 1000 MiA CEO003

@‘ﬂ Success Aodic 10162006  11:31:00 AM  MetOp Host,,,  Setup 216 A CEO003

@f’ Success Audie 10162006 11:31:00 AM  MebOp Host,,,  Setup 216 A CEO003

@‘ﬂ Success Audit 1/16/2006  11:31:00 AM  MetDp Host...  Setup 216 TS CE0003

@f’ Success Audit 1/16/2006  11:31:00 AM  MetDp Host...  Setup 216 TS CE0003

@j? Success Audit 1/16/2006  11:31:00 M MetDp Host,.,  Setup Zle TS 0003
lQEJ'Ird:u:urmatiu:un 1162006  Si43:10 4M Scecl Mone 1704 MNiA CGEO003

&Warning 1162006  &:43:07 &AM Microsoft Fax  Initializaki.,, 32068 N CGEO003

&Warning 1162006  &:43:07 &AM Microsoft Fax  Initializaki.,, 32026 N CEO003
lE)Ird:u:urmatiu:un 1/16/z006 &:43:06 AM  SecoritwCe,,.  Maone 1807  MiA CEO003
@II’IFDFI’I’IEIHDI'I 1/16/2006 S:43:01 &AM Iap Mone 0 A CEO003

mTHFva =i~ 1M & nns LA TN AR [ I | hlmrm o~ bl LI Pt nnintsl b

Note: This command will be disabled if the Host does not have the right to display Host computer events.
To assign required rights to the Host, run it as a user with required rights, see the NetOp Host Program
Options window Run As Tab. You can display the Run As Tab in a Remote Control session with the
Host.

Only Windows NT+ (2003, XP, 2000 and NT) computers record events. The Event Viewer command will
be enabled only if the Host computer runs on a Windows NT+ operating system.

The Display Panel will contain tabs named Application, Security and System like the Windows Event
Viewer. The fourth File tab can display a saved event log. Each tab will display Host computer event
records in a table with thise column content:

*  Type: Event type icon and description.
*  Date: Event date.

. Time: Event time.

*  Source: Event source.

»  Category: Event category if applicable.
. Event: Event ID.

. User: Event user name or N/4 if not a user event.
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. Computer: Event computer name.
Table controls are explained in Table Control.

In the Menu Bar, select Event Viewer, press ALT+E or right-click in the Display Panel to display this
menu:

File Miew Management Help BSSERSNERTES

Open... e+

Save,.. Ckrl+5
lear

Fefresh FS
Log Properkies

Event Propetties

Open Ctrl+0: Select this command, press CTRL+O or click the matching Toolbar button to display this
window:

Open Saved Event Log

Open Saved Event Log El

File resides an;
'@' Guest campuker
) Host computer

File path and name:

Log bype: | {Unspecified) bl

I 04 ] [ Cancel

This window will open a saved event log file on the File tab.
File resides on: Select one of these options:

® Guest computer: Open a saved event log that resides on the Guest computer (default
selection).

OHost computer: Open a saved event log that resides on the Host computer.
File path and name: []: Specify in this field the saved event log file path and name.

Log type: []: The field of this drop-down box will display (Unspecified). The drop-down box list
contains the options (Unspecified), Application, Security and System. Select an option in the list to
display it in the field.

Note: Opening a saved event log will overwrite the existing File tab content.
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Save Ctrl+S: Select this command, press CTRL+S or click the matching Toolbar button to display this
window:

Save Event Log

Save Event Log

Save file on:
() Guest computer
O Hosk computer

File path and name:

[ Ok ] [ Cancel ]

This window will save the displayed event log in a file.

Save file on: Select one of the options:
®© Guest computer: Save the event log file on the Guest computer (default selection)
OHost computer: Save the event log file on the Host computer.

File path and name: []: Specify in this field the file path and name.

Note: Event binary data in the Event Properties window Data section will be available only if you
save the event log file with the default extension evz.

Clear: Select this command or click the matching Toolbar button to display this window:
Clear Event Log

Event Viewer

Do ol wank to save "Application” before clearing?

Yes ] [ Mo ] [ Cancel ] [ Help ]

Yes: Click this button to display the Save Event Log window, see above. After closing the Save
Event Log window, all events in the displayed event log will be cleared.

No: Click this button to clear all events in the displayed event log.
Cancel: Click this button to abandon clearing the displayed event log.

Refresh F5: Select this command, press F5 or click the matching Toolbar button to retrieve new data
from the Host computer to refresh the tab display.

Log Properties: Select this command or click the matching Toolbar button to display a Properties
window like the Windows <Log type> Properties window with a similar functionality.

Event Properties: Select a tab record and select this command or double-click a tab record to display an
Event Properties window like the Windows <Event Type> Properties window with a similar
functionality.
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This Toolbar will be displayed unless hidden from the View Menu 7oolbar command:
Gl e E

Save: Click this button, select the matching Event Viewer menu command or press CTRL+S to
display the Save Event Log window.

L]

Open: Click this button, select the matching Event Viewer menu command or press CTRL+O to
display the Open Saved Event Log window.

Clear: Click this button or select the matching Event Viewer menu command to display the Clear
Event Log window.

Refresh: Click this button, select the matching Event Viewer menu command or press F5 to
retrieve new data from the Host computer to refresh the Display Panel content.

B B W

Properties: Click this button or select the Event Viewer menu Log Properties command to display
the displayed log Properties window.

4

Ei Stop: Click this button to stop retrieving information from the Host computer. Retrieved
information will be displayed.

3.7.5.7.3 Task Manager

Select the Remote Management window Management Menu or Navigation Panel Management section
Task Manager command to display Host computer running applications and processes in the Display
Panel:

Applications | processes

Task, Skakus
iﬂCDnnectiDn Lisk Running
iﬂF-Secure Backheb Agent Running
iﬂInI:u:ux - Microsoft Cutlook, Funning
ﬂ Screen Saver Funning

The Display Panel contains Applications and Processes tabs.

The Applications tab will contain records of applications running on the Host computer like the Windows
NT+ (Windows 2003, XP, 2000 and NT) computer Task Manager window Applications tab in a table
with this column content:

*  Task: Windows icon and application description.
*  Status: Will display Running if the application is running on the Host computer.
Table controls are explained in Table Control.

The Processes tab has an upper and a lower pane:

fpplications | Processes

Image MName PID  CPU Usage Time  kernel Time | User Time = Threads  Mem Usage
System Idle Process 44 00:44:43.343

Syskem 4 oo 0o:00:03,559 100 oo 71 Z12 K
SMss . EXe 1028 oo 0o:00:00,031 50 &0 3 32K
Corss, exe 1100 o0 00:00:04,921 59 41 e 3,294 K
winlogon, exe 1124 oo 00:00:01.218 71l 29 19 2,760 K
SErviCes . exe 1165 oo 000002546 7l 29 15 2,954 K W
1D Time Kernel Time User Time Priority

1 002354, 250 100 no 1

1 Q0:20:49,093 100 no 1
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The upper pane will contain records of processes running on the Host computer like the Windows NT+
(Windows 2003, XP, 2000 and NT) computer Task Manager window Processes tab in a table with this
column content:

*  Image Name: Process or executable file name.
*  PID: Process identification number.

*  CPU Usage: Percent of the currently used central processing unit (CPU) resources used by this
process.

*  Time: Time that the process has run in the format HH:MM:SS:TTT (H=Hour digit, M=Minute digit,
S=Second digit, T=Thousands fraction of a second digit).

*  Kernel Time: Percent of time running in kernel mode.
. User Time: Percent of time running in user mode.

e Threads: Number of threads running in the process.

*  Mem Usage: Bytes of memory used by the process.
Table controls are explained in Table Control.

The lower pane will contain records of threads run by the process selected in the upper pane in a table
with this column content:

. ID: Thread identification number.

*  Time: Time that the thread has run in the format HH:MM:SS:TTT (H=Hour digit, M=Minute digit,
S=Second digit, T=Thousands fraction of a second digit).

*  Kernel Time: Percent of time running in kernel mode.
. User Time: Percent of time running in user mode.
*  Priority: Priority ranking number (a high number means high priority for CPU resources).

In the Menu Bar, select Task Manager, press ALT+T or right-click in the Display Panel to display this
menu:

File  Wiew Management Help BEEAGERERES
Mew Task (Run...)

End Process

Refresh F5

New Task (Run...): Select this command or click the matching Toolbar button to display this window:

Create New Task §|

Specify path and name of the program

| v

[ Ok ] [ Cancel ]

Specify path and name of the program: []: Specify in the drop-down box field the Host computer
path and name of the executable program file of the application that shall run on the Host computer.
The drop-down box list contains file paths and names that have been specified before. Select a file
path and name in the list to display it in the field.

187



3.7 Guest Sessions

188

Note: Like in the Windows Run... window, a path is not required for files residing in the Host
computer system directory (Windows or WINNT). A path from the system directory or a full path is
required for other file locations. The path can contain environment variables.

End Task/Process: Select an application or a process in the Display Panel and select this command or
click the matching Toolbar button to end the application or process on the Host computer.

Caution: If you end an application, unsaved application data will be lost. If you end a process, the
application or system of which it is a part may not function properly.

Refresh F'5: Select this command, press F5 or click the matching Toolbar button to retrieve new
information from the Host computer to display it in the Display Panel.

This Toolbar will be displayed unless hidden from the View Menu 7oolbar command:

BXx &

) Create Task: Click this button, select the matching Task Manager menu command or press
CTRLAS to display the Create New Task window, see above.

% End Task/Process: Select a task or process and click this button or select the matching 7ask
Manager menu command to end the selected task or process.

Refresh: Click this button, select the matching Task Manager menu command or press F5 to
retrieve new data from the Host computer to refresh the Display Panel content.
When Task Manager is opened or refreshed, the left Status Bar field will display Processes: <Number of
processes>/ CPU Usage <Percent CPU usage>2%.
3.7.5.7.4 Registry
Select the Remote Management window Management Menu or Navigation Panel Management section

Registry command to display the Host computer Windows registry like in the Windows Registry Editor
window in the Display Panel:

= CGO003 Mame Type Diaka
[0 HKEY_CLASSES_ROCT

[Z HKEY_CURRENT _UISER.
(5] HEEY _LOCAL_MACHIME
(3 HEEY_UUSERS

[5d] HKEY_CURRENT _CONFIG

- E-E-E

Caution: Typical computer users should never attempt to edit the Windows registry, as even minor
mistakes can have disastrous effects on the operation of the computer.

Knowledgeable computer users can edit the registry to clean up the computer and modify its Windows
configuration. However, always take suitable safety precautions including backing up the registry to
avoid ending up in a deadlock.

The Windows registry stores the configuration of the Windows operating system in a structured database.
It is created when Windows is installed on the computer and is automatically modified when applications
are installed and used and when users create or change personal settings.
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The Windows registry is organized into five predefined subtrees:

Subtree Description

HKEY CLASSES ROOT Specifies file and data associations pointing to
HKEY LOCAL MACHINE\Software\Classes keys. Its keys determine how
applications load and associate with data files.

HKEY CURRENT USER (Specifies the profile of the user currently logged on to the computer. Its keys that
are part of the logged on user’s keys in HKEY USERS take precedence over
HKEY LOCAL MACHINE keys for duplicated data.

HKEY LOCAL MACHINE (Specifies the Windows configuration on the computer and determines how
Windows loads.

HKEY USERS Contains a DEFAULT subtree that specifies the user profile when no user is logged
on to the computer and a subtree that specifies the user profile of the user currently
logged on to the computer.

HKEY CURRENT_CONFIG (Specifies the hardware profile that determines how the installed software uses
available hardware. It specifies associations between

HKEY LOCAL MACHINE\Software keys and HKEY LOCAL MACHINE\System
keys.

Each subtree expands into a tree structure of keys. This image shows the Registry display panel with an
expanded Host computer Windows registry:

= =) CGoo03 A1 Name Type Diaka

#-(] HKEY_CLASSES_ROOT l{defaultj REG_SZ (value nok sek)
=[] HKEY_CURRENT_UISER B8] Calor  REG_DWORD  Dx000000FF(Z55)
#- [l AppEvents [B¥]Height  REG_DWORD  0x00000028(40)
(@ Conscle [B¥]weight REG_DWORD  0xD0000Zbc(700)

(2 Contral Panel :
If' ———— [Bf]width  REG_DWORD  0x00000012(15)
=

[Z Identities
(58 Kevboard Layout
[Z3 metwork
[T Printers
[ SessionInformation
[ software
+- [0 Adobe
#-[7] Classes
+-[_7] Danware Data
=[] Danware Data &3
+-[ 1 MDF
=[] MekOp Marker Utility
[T Colors
=
[Z3 Settings "
% *

T E-E ¥

The left keys pane contains registry keys and the right values pane will contain value records of the key
selected in the left keys pane.

Keys Pane

This pane contains an expandable tree structure of keys displayed as named folders. Click [+] buttons to
expand and [-] buttons to collapse keys. Double-click a key folder to expand/collapse it. Click a key
folder to open it and display its value records in the values pane.

A key folder that has not been opened will be gray. A key folder that has been opened will be yellow.

Values Pane

Select a key in the keys pane to display in this pane its values as records in a table with this column
content:
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*  Name: Value type icon and value name. The name of the first value is always (Default).
*  Type: Type designation, see the table below.

*  Data: Value data in the required format, see the table below. The first value is always (value not
set).

Table controls are explained in Table Control.

Value Type Type Designation |Value Data Format

String Value REG SZ One value that must be a string of characters.

Binary Value REG BINARY One value that must be a string of hexadecimal digit pairs. Each
hexadecimal digit pair is interpreted as a byte value.

DWORD Value REG DWORD One value that must be a string of 1-8 hexadecimal or decimal
digits.

Multi-String Value REG MULTI SZ |Multiple values that must be strings of characters separated by a
null character.

Expandable String Value |REG EXPAND SZ |One value that must be a string of characters that can include
replaceable environment variables.

in the Menu Bar, select Registry or press ALT+R to open this menu:
Registry Menu

File Wiew Management Help BEERERT

Tt k key
Find... Y Skring Yalue
Find Mezxk F3 Binary vYalle
DWORD Yalue
Delete Del
Llki-Skring Yalue
Renarme
Expandable String value
Irnport. ..
Export. ..
Copy Key Mame
Refresh F5

Organize Fawvarites. ..

Add to Favorites

New: This command expands into these commands:

Key: Select this command to create a key as a subkey of the selected key. Replace the highlighted
default key name by the desired key name by typing or pasting from the clipboard (CTRL+V).
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String Value: Select this command to create a string value record. Replace the highlighted default
value name by the desired value name by typing or pasting from the clipboard (CTRL+V). Right-
click the record and select Modify to display this window:

Edit String X

Yalue name:

| Mew Yalue #1 |

Yalue data:

[ Ok ] [ Cancel ]

Value Name: []: This disabled field will display the value name.
Value Data: []: Specify in this field the value data as a string of characters.

Binary Value: Select this command to create a binary value. Replace the highlighted default value
name by the desired value name by typing or pasting from the clipboard (CTRL+V). Right-click the
record and select Modify to display this window:

Edit Binary Value [5_<|

Yalue name;

| Mew Yalue #1 |

Yalue data:

[ Ok l [ Cancel

Value Name: []: This disabled field will display the value name.
Value Data: []: Specify in this pane the value data as a string of hexadecimal digit pairs.
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DWORD Value: Select this command to create a DWORD value. Replace the highlighted default
value name by the desired value name by typing or pasting from the clipboard (CTRL+V). Right-

click the record and select Modify to display this window:

Edit DWORD Value X
Yalue name:
| Mew Yalue #1 |
Yalue data: Beso
| 1 | (®) Hexcadecimal
() Decimal
[ Ik ] [ Cancel

Value Name: []: This disabled field will display the value name.
Value Data: []: Specify in this field the value data as a string of 1-8 digits according to the
selected base, see below.

Base: Select one of the options:
® Hexadecimal: Select this option to interpret digits as hexadecimal (default selection).

ODecimal: Select this option to interpret digits as decimal.

Multi-String Value: Select this command to create a multi-string value. Replace the highlighted
default value name by the desired value name by typing or pasting from the clipboard (CTRL+V).
Right-click the record and select Modify to display this window:

Edit Multi String

Yalue name:

Mew Yalue #1

Yalue data:

[ ok l [ Cancel

Value Name: []: This disabled field will display the value name.
Value Data: []: Specify in this pane the value data as strings of characters separated by a null

character.
Expandable String Value: Select this command to create a expandable string value. Replace the
highlighted default value name by the desired value name by typing or pasting from the clipboard
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(CTRL+V). Right-click the value record and select Modify to display the Edit String window to
specify the value data, see above.

Find... Ctrl+F: Select this command, press CTRL+F or click the matching Toolbar button to display this
window:

Find
Find X
Find what: ||

Kews
Yalues
Data

[Imatch whale string only

Find What: []: Specify in this field the string of characters that shall be searched for.
Look at

MKeys: Leave this box checked to find keys whose name contains the specified string of characters
(default: checked).

M Values: Leave this box checked to find value records whose name contains the specified string of
characters (default: checked).

MData: Leave this box checked to find value data that contain the specified string of characters
(default: checked).

LMatch Whole String Only: Check this box to find only elements that exactly match the specified
string of characters (default: unchecked).

Find Next: Click this button or press F3 to start or continue the search from the selected key or value
downwards.

Tip: This is a useful tool for cleaning up the registry after removing applications.

Find Next F3: Select this command or press F3 to search for the next occurrence of the character string
specified in the Find window.

Delete Del: Select a key folder or value record and select this command, press DELETE or click the
matching Toolbar button to display a confirmation window to confirm deleting the selected key or value.
You cannot delete predefined subtrees and (default) value records.

Caution: Deleting a key will delete all of its subkeys.

Rename: Select a key or value record and select this command to highlight and frame the selected key or
value name to change it. You cannot rename predefined subtrees and (default) value names.

Import...: Select this command or click the matching Toolbar button to display an Import Registry File
window like a Windows Open window specifying Files of type: Registration Files (*.reg) to locate and
open a registration file to import its content into the registry.

Extreme Caution: Importing a registration file will overwrite any matching keys and value records. If
imported keys and value records and existing keys and value records mismatch, the registry will become
corrupted.

Export...: Select a key and select this command or click the matching Toolbar button to display an Export
Registry File window like a Windows Save 4s window specifying Files of type: Registration Files

193



3.7 Guest Sessions

194

(*.reg) to specify the path and name of a file that contains the keys and value records of the selected key
branch.

Modify: Select a value record and select this command or click the matching Toolbar button to display the
value type matching Edit <Value type> window, see above, to modify value data. You cannot modify the
(default) value record (value not set) data.

Copy Key Name: Select a key and select this command or click the matching Toolbar button to copy the
registry path and name of the selected key to the clipboard.

Refiresh F5: Select this command, press F5 or click the matching Toolbar button to retrieve new data
from the Host computer to refresh the Display Panel contents.

Organize Favorites...: Select this command to display this window:

Organize Favorites

O

E3
Lok |

The pane displays your favorites in the Toolbar right drop-down box list (initially none).
Delete: Select a favorite in the pane and click this button to delete it.

Add To Favorites: Select a key and select this command or click the matching Toolbar button to display
this window:

Add to Favorites

Add to Favarites

Favaribe narme:

|F|:unI: |[ Cancel ]

Favorite Name: []: This field will display the name of the selected key. Edit the field content to
name the added favorite as desired.

Note: Your favorites will be available in the Toolbar right Favorites drop-down box list.

Right-click a keys pane folder to display this menu:

Collapse
Fird. .. ]
Skring Yalue
Delete Binary Yalue
Rename DWORD Yalue
FLlki-Skring Yalue
Export... Expandable String Yalue

Copy Kew Name

Add to Favorites
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Expand/Collapse: Select this bolded command or double-click a key to expand/collapse the selected
key folder.

Other menu commands are explained above.

Right-click a values pane record to display this menu:
Modify

Delete
Fename

Menu commands are explained above.

This Toolbar will be displayed unless hidden from the View Menu Too/bar command:

[Bix & S8 @ @b v |

Key

Skring Yalue

Binary Walue

CWwisRD Yalue
rulki-Skring Yalue
Expandable String value

- New: Click this button or select the matching Registry menu command to display the
New submenu, see Registry Menu.

X Delete: Select a key folder or a value record and click this button or select the matching
Registry menu command to display a confirmation window to confirm deleting the
selected key or value record. You cannot delete predefined subtrees and (default) value
records.

Caution: Deleting a key will delete all of its subkeys.

e Find: Click this button or select the matching Registry menu command to display the
< Find window.

Import: Click this button or select the matching Registry menu command to display an
Import Registry File window like a Windows Open window specifying Files of type:
Registration Files (*.reg) to locate and open a registration file to import the registration
file specifications into the registry.

5

Extreme Caution: Importing a registration file will overwrite any matching registry
keys and value records. If imported keys and value records and existing keys and value
records mismatch, the registry will become corrupted.

= Export: Select a key and click this button or select the matching Registry menu
. command to display an Export Registry File window like a Windows Save As window
specifying Files of type: Registration Files (*.reg) to specify the path and name of a file
that contains the keys and value records of the selected key branch.

e Modify: Select a value record and click this button or select the matching Registry menu
command to display the value type matching Edit <Value type> window, see Registry
Menu, to modify value data. You cannot modify the (default) value record (value not
set) value data.

Copy Key Name: Select a key and click this button or select the matching Registry
menu command to copy the registry path and name of the selected key to the clipboard.

Refresh: Click this button, select the matching Registry menu command or press F5 to
retrieve new data from the Host computer to refresh the Display Panel content.

Add to Favorites: Select a key and click this button or select the matching Registry
menu command to display the 4dd to Favorites window.
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<Favorites>: By default, the field of this drop-down box will be empty. The drop-down
box list will contain your favorite keys (initially none). Select a favorite key in the list
to display it in the field to open this favorite key in the keys pane.

3.7.5.7.5 Services

Select the Remote Management window Management Menu or Navigation Panel Management section
Services command to display Host computer services in the Display Panel:

Extended | Standard

Select anitemn to wiew its description,  Mame Description Skakus Ska
%.ﬁ.lerter Maokifies selecte,..  Stopped Disa
%.ﬁ.pplicatinn Laver Gate... Provides suppo...  Started Man
%.ﬁ.pplicatinn Management  Provides softw...  Stopped Man
%F&SP.NET Skate Service Provides suppo..,  Stopped Man
8 At Hatkey Paller Started Ak
%Autumatic Updates Enables the do...  Started Ak
%Eﬂackgmund Inteligent ... Transfers filesi.., Stopped fan
%Ernadcnm ASF IP monit...  IP monitoring 5. Starked Ak
%Clipﬁmk Enables ClipBoo...  Stopped Disa
%COM+ Ewvent Swskem Supports Swske...  Started Man
%COF‘-‘H System Application  Manages the co...  Stopped Man
%Cnmputer Erowser Maintains anup... Started Ak
%Cryptugraphic SErvices Provides three ... Started Ak

DICOM Server Process L., Provides launch, .. Started Bk
%DHCFI‘ Clier:t . . Manages I?EFWD'” Starteu:! Ak 2
£ >

Note: This command will be disabled if the Host does not have the right to manage Host computer
services. To assign required rights to the Host, run it as a user with required rights, see the NetOp Host
Program Options window Run As Tab. You can display the Run As Tab in a Remote Control session
with the Host.

Only on Windows NT+ (2003, XP, 2000 and NT) computers, you can manage services. The Services
command will be enabled only if the Host computer runs on a Windows NT+ operating system.

The Extended tab displays in a left column the selected service name, hotspots enabling its available
actions and its description.
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The alternative Standard tab displays only the table:

Extended | Standard
Marme Descripkion Skatus Skartup Type Log On As ~
L Alerter Matifies selecte... Stopped Disabled MNT AUTHORITY. .,
%.ﬁ.pplicatiun Laver Gate... Provides suppo...  Started tanual MNT ALTHORITY...
%.ﬁ.pplicatiun Management  Provides softw,.,,  Stopped ranual Localwskem
%ASP.NET Skate Service Provides suppo.,.  Stopped ranual MT AUTHORITY...
%Ati Hotkey Poller Started Automnatic Localswskem
%.ﬁ.utumatic Updates Enables the do...  Started Automnatic LocalSwskem
%Backgmund Inteligent ... Transfersfilesi... Stopped Manual Localswskem
%Brnadcnm ASFIP monit,..  IP manikaring 5., Starked Autarnatic LocalSwskem
%C"pﬂtﬂjk Enables ClipBoo...  Stopped Disabled LocalSwskem
%COF‘-‘H Event Swskem Supports Syske,..  Sktarted tanual LocalSwskem
%CONH Swstem Application Manages the co...  Stopped ranual Localwskem
%Cumputer Erowser Maintains an up,.. Started Autarmatic Localswskem
%Cryptugraphic Services Provides three .., Started Automnatic Localswskem
DCOM Server Process L., Prowvides launch.,.  Sktarked Automnatic LocalSwskem
%DHCF‘ Clignk Manages netwo,,,  Started Automnatic Localswskem
%Distrihuted Link Trackin..., Mainkains links ... Started Autarnatic LocalSwskem 3

The table contains record of available services with this column content:
*  Name: Service icon and name.

*  Description: Service description.

*  Status: Started, Stopped or Paused.

o Startup Type: Automatic, Manual or Disabled.

*  Log On As: LocalSystem, NT AUTHORITY/LocalService, NT AUTHORITY/NetworkService or
<User name>.

Table controls are explained in Table Control.

In the Menu Bar, select Services, press ALT+S or right-click in the Display Panel to open this menu:

File  Yiew Management Help

Add...  ChkrlHN

Remove Dl

Stop

Restark

Refresh F5

Properties
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Add... Ctrl+N: Select this command, press CTRL+N or click the matching Toolbar button to display this
first Service Installation wizard window:

Service Installation

Service Installation [z|

Forward-slash and back-slash characters are invalid service name
characters

Setvice Mame: | |

Service Display Mame: | |

Service Name: []: Specify in this field the service name.

Service Display Name: []: Specify in this field the name by which the service shall be displayed.

Next > Click this button to display this second Service Installation wizard window:

Service Installation [5_<|

Flease specify the full path ko the executable file, The path and File
must be a remate drive on the system,

Service Executable File Location:

< Back. ” Mext = ]

Service Executable File Location: []: Specify in this field the Host computer path and name of the
service executable file.

< Back: Click this button to return to the previous wizard window.

198



3 NetOp Guest

Next >: Click this button to display this third Service Installation wizard window:

Service Installation PS_<|

Log on as:
'@' Local Swskem account
[ ] allows service to interack with desktop

() This account: | |

T T

The options in this window are explained in the Log On Tab section.

Next >: Click this button to display this fourth and final Service Installation wizard window:
Service [nstallation [‘S__<|
Flease select the starkup option Far the service,

() Automatic
) Manual
() Disabled

Skart Service After Inskallation

< Back ” Finish ]

Select one of these options:

®© Automatic: Start this service automatically, typically when the operating system starts
(default selection).

OManual: Start this service manually.
ODisabled: Disable starting this service.

MStart Service After Installation: Leave this box checked to start this service after its installation
(default: checked). If Disabled is selected above, the service will not start.

Finish: Click this button to install the service on the Host computer to display its record in the
Display Panel.
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Remove Del: Select a record and select this command, press DELETE or click the matching Toolbar button
to display a confirmation window to confirm deleting it.

Note: If you remove a service of a running application, the service will become Stopped and Disabled.
When the application is unloaded, the record will be removed.

Caution: Removing a service may affect dependent services, see Dependencies Tab.

Start: If enabled, select this command or click the Toolbar Start/Resume button to start the selected
service.

Stop: If enabled, select this command or click the matching Toolbar button to stop the selected service.

Pause: If enabled, select this command or click the matching Toolbar button to pause the selected
service.

Resume: If enabled, select this command or click the Toolbar Start/Resume button to resume the selected
selected service.

Restart: 1f enabled, select this command or click the matching Toolbar button to stop and start the
selected service.

Caution: Stopping, pausing or restarting a service may affect dependent services, see Dependencies Tab.

Refiresh: Select this command or click the matching Toolbar button to retrieve new information from the
Host computer to refresh the Display Panel content.

Properties: Select a record and select this command or double-click a record to display this window:

Properties ﬁ|

General | Log On | Dependencies

Service name: MetOp Host For MT Service

Display name: WetOp Helper wer, 9,00 (2006019)

Description: The NetQp Helper Service provides essential ~
functions needed by MetOp programs From w

Path to executable:

" \Program Files\Darware DatalMetOp Remote ControllSecurityServer

Skartup bvpe: Automatic Z

Service status: Starked

‘fou can specify the start parameters that apply when wou skart the
service from here,

I (04 ] [ Cancel

This window that enables viewing and changing certain properties of the selected record Host
computer service has these tabs:
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. General Tab

. Log On Tab
. Dependencies Tab.

Caution: Do not change Host computer service properties unless you know exactly what you are
doing. Keep notes of changes to enable restoring properties if changes cause an unexpected
behaviour.

General Tab
This Remote Management Services tab specifies general service properties:

Service Name: Displays the service name.

Display Name: []: Displays the name by which the service is displayed.

Description: []: Displays a service description.

Path to Executable: []: Displays the Host computer path to the service executable file.

Startup Type: []: The field of this drop-down box displays the selected service startup type. The
drop-down box list contains the options Automatic, Manual and Disabled. Select an option in the list
to display it in the field.

Note: If you select Disabled, a Started service will keep running, you can Resume a Paused service
but you cannot Start a Stopped service.

Service Status: Displays the service status (Started, Paused or Stopped).
Start: 1f enabled, click this button to start the service.

Stop: If enabled, click this button to stop the service.

Pause: If enabled, click this button to pause the service.

Resume: If enabled, click this button to resume the service.

Caution: Stopping or pausing a service may affect dependent services, see Dependencies Tab.

Start Parameters. []: This field will be enabled if the service is Stopped. Specify in this field any
command line parameters that shall apply when starting the service.

Note: Specified Start Parameters will not be saved. A backslash (\) will be interpreted as an ESCAPE
character. Specify two backslashes for each backslash in a parameter.
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Log On Tab

x]

Properties

izeneral | Log on |Dependencies

Log on as:

'@} Local System account
Allow service to interact with deskiop

) This account: | |

I Ok ] [ Cancel

This Remote Management Services tab specifies the log on properties of the selected record Host
computer service.

Log On As: Select one of these options:

®Local System Account: Select this option to make the selected record Host computer service
log on as a local system account that has extensive rights on the Host computer but no rights on
other computers (typically the default selection).

UlAllow Service to Interact with the Desktop: Check this box to allow the service to
display user interaction windows on the desktop (typically unchecked).

OThis Account: []: Select this option to make the selected Host computer service log on as a
specific user and specify the user credentials in the fields.

Note: To specify that the selected Host computer service shall use the Local Service account,
specify NT AUTHORITY\LocalService. To specify that it shall use the Network Service
account, specify NT AUTHORITY\NetworkService. Do not specify a password for these
accounts.

Browse: Click this button to display this window:
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Select Users

x]

Select Lisers

Lizt Mames From:
| v|
Groups and Users:
Ilzer Mame Full M ame Drescription
Added Uzers:
Ilzer Mame Full M ame Drescription
[ ] l ’ Cancel

List Names From: []: The field of this drop-down box will typically display the name of
the Host computer. The drop-down box list will contain the names of domains recognized
by the Host computer. Select a name in the list to display it in the field.

Groups and Users: []: This pane will display users on the computer or in the domain
displayed in the List Names From drop-down box field as table records with this column
content:

. User Name: Windows logon user name.

e Full Name: Windows user full name, if specified.

*  Description: Windows user description, if specified.
Table controls are explained in Table Control.

Double-click a record to add it to the Added Users pane below.

Added Users: []: This pane can contain only one record. To remove a record from the
pane, double-click it.

OK: Click this button to close the window and specify the Added Users pane record user
name in the in the Properties window This Account field.

Password: []: Specify in this field the password that shall be used with the user name specified
in the This Account field. Keyboard entries will display as asterisks (*):

Confirm Password: []: Re-specify the password in this field for confirmation.
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Dependencies Tab

Properties

x]

ceneral || Log On| Dependencies |

Some services depend on okher services, syskem drivers or load arder
groups, If a system component is stopped or not running propetly,
dependent services can be affecked,

MetOp Helper wer, 9,00 (2006019)

e

I Ok ] [ Cancel

This tab displays in the upper pane system components on which the selected record service depends
and in the lower pane system components that depend on this service. If there are dependencies, the
pane background will be white, otherwise gray. You cannot change dependencies on this tab.

Caution: If system components depend on the selected record service, the computer may not
function properly if the properties of the service are changed.
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This Toolbar will be displayed unless hidden from the View Menu 7oolbar command:

# X ] | [3

A Add: Click this button, select the matching Services menu command or press
CTRL+N to display the first Service Installation wizard window.

X Remove: Select a record and click this button, select the matching Services menu
command or press DELETE to display a confirmation window to confirm removing
the record.

Note: If you remove a service of a running application, the service will become
Stopped and Disabled. When the application is unloaded, the record will be
removed.

Caution: Removing a service may affect dependent services, see Dependencies
Tab.

Start/Resume. 1If enabled, click this button or select the matching Services menu

¥ command to start or resume the selected service.

B Stop: 1f enabled, click this button or select the matching Services menu command
to stop the selected service.

i Pause: 1f enabled, click this button or select the matching Services menu command
to pause the selected service.

a»  [Restart: 1f enabled, click this button or select the matching Services menu

command to stop and start the service.

Caution: Stopping, pausing or restarting a service may affect dependent services,
see Dependencies Tab.

Refresh: Click this button, select the matching Services menu command or press F5
to retrieve new data from the Host computer to refresh the Display Panel contents.

3.7.5.7.6 Shared Folders

Select the Remote Management window Management Menu or Navigation Panel Management section
Shared Folders command to display Host computer shares, sessions and open files in the Display Panel:

Shares | Sessions | Cpen Files

Share Mame  Folder Path Type  # Client Connections = Descripkion

Hidden Resource Remoke IPC

a=0% D Hidden Resource 0 Default share
i ) Cisk drive 0 C drive

a2 ADMING  CHOWIMDOWS  Hidden Resource O Remote Admin
[ L i, Hidden Resource 0 Default share

Note: This command will be disabled if the Host does not have the right to manage Host computer shared
folders. To assign required rights to the Host, run it as a user with required rights, see the NetOp Host
Program Options window Run As Tab. You can display the Run As Tab in a Remote Control session
with the Host.

The Display Panel contains these tabs:
Shares Tab

Sessions Tab

Open Files Tab

205



3.7 Guest Sessions

Shares Tab

This Remote Management window Shared Folders tab displays Host computer shared resources as table
records with this column contents:

*  Share Name: Shared resource icon and name.

»  Folder Path: Directory path or resource description.

. Type: Unknown or resource type name.

. # Client Connections: Number of current connections from remote computers.
*  Description: Shared resource description, if available.

Table controls are explained in Table Control.

Special Shares

For administrative and system use, the operating system automatically creates special shares as hidden
resources, typically with § as the last character in the share name.

Note: Typically, you should not delete or change special shares. If you delete or change special shares,
they may become restored when the server service or the computer is restarted.

These special shares can be displayed on the Shares tab:
<Drive letter>3: Enables administrators to connect to the root directory of a drive.

ADMINS§: Enables remote administration of a computer. Its path is always the path of the system root
directory.

IPC3: Enables interprogram communication by named pipes during remote administration and when
viewing a computer's shared resources. It cannot be deleted.

NETLOGON: Required on domain controllers. If you remove it, domain client computers will lose
functionality.

SYSVOL: Required on domain controllers. If you remove it, domain client computers will lose
functionality.

PRINTS: Used during remote administration of printers.

FAXS: A server folder that stores temporary telefax files and telefax cover pages. It is used by clients
when sending a telefax.

Sessions Tab

Shares | Sessions | Open Files

ser | Compuker Type  Transpark | # OpenFiles  Connected Time | Idle Time  Guesk

Zin 192.168,.102.92  Win,.. 'III:ZIE'-.-'iEE'II... 2 000020 000000 Mo

This tab will display Host computer shared folder sessions as table records with this column content:
. User: Session user icon and Windows logon name.

. Computer: Session computer name or address.

*  Type: Session computer operating system type.

*  Transport: Session communication device specification.

*  # Open Files: Number of session open files.
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*  Connected Time: Session time in format HH:MM:SS (H=Hour digit, M=Minute digit, S=Second
digit).

*  Idle Time: Time since last session user action in format HH:MM:SS (H=Hour digit, M=Minute
digit, S=Second digit).

*  Guest: Displays Yes if the session user is logged on to Windows by a Guest account with typically
very limited rights. Displays No if not.

Table controls are explained in Table Control.
Open Files Tab

Shares | Sessions | Open Files

Cpen File  Accessed by | # Locks | Mode

[]cip.. ©G 0 Read

This tab will display Host computer shared folder open files as table records with this column content:
*  Open File: File icon, path and name.

*  Accessed By: File session user Windows logon name.

*  #Locks: File number of locks.

*  Mode: File permission type.

Table controls are explained in Table Control.

In the Menu Bar, select Shared Folders, press ALT+S or right-click in the display panel to display this
menu:

File  %iew Management Help BElpEEsNEE
add...  Cerl+n

Remaove Del
Refresh FS

Properties

Add... Ctrl+N: Displaying the Shares tab, select this command, press CTRL+N or click the matching
Toolbar button to display this first Share a Folder Wizard window:
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Share a Folder Wizard

Share a Folder Wizard

Welcome ko the Share a Folder YWizard

This wizard helps wou to share a folder on the computer you have selected. People using
ather computers can gain access ko the conkents of the Folder over the netwark,

To conkinue, click Mesxk,

[ Mexk = ] [ Cancel l

Next >: Click this button to display this window:

Share a Folder Wizard

Computer name:; | ZE0003 |

Specify the path to the folder you want to share,

Folder path: | |

Example: Z:\DocsiPublic

< Back ” Mext = l [ Cancel

Computer name: []: Displays the name of the Host computer.
Folder path: []: Specify in this field the Host computer path of a folder that shall be shared.

< Back: Click this button to return to the previous wizard window.
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Next >: Click this button to display this window:

Share a Folder Wizard

Type information about the share for users,

hare name: Program Files

= e el VCE0003YProgram Files

Descripkion:

[ < Back ][ Firish ] [ Cancel

Share name: []: Displays the share name (default: the folder name specified in the previous wizard
window). You can edit the share name.

Note: Using $ as the last character of the share name, the shared folder will be hidden to not appear
to a browsing network user. Network users can map a drive to a hidden shared folder.

Share path: []: Displays the share path as specified in the previous wizard window.

Description: Optionally, specify in this field a share description that will be displayed in the
Description column on the Shares tab.

Finish: Click this button to end the Share a Folder Wizard to add the share record to the Shares tab.

Tip: To create permissions to a share, double-click its record to display the Properties window, see
below.

Remove Del: Select a Shares tab, Sessions tab or Open Files tab record and select this command, press
DELETE or click the matching Toolbar button to display a confirmation window to confirm to remove the
record share or disconnect the session user.

Note: Remove may cause loss of data to session users. Typically, you should not remove Special Shares.

Refresh F5: Select this command, click the matching Toolbar button or press F5 to retrieve new
information from the Host computer to refresh the Display Panel content.

Properties: Displaying the Shares tab, select a record and select this command, click the matching
Toolbar button or double-click a record to display this window:
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Properties

x]

Properties

General | Share Permissions

-

Share name: | - |

Folder path: | ] |

Description: |  drive |
User limit

%) Mazximum allowed

) Allows this number of users:

[ 04 l [ Cancel

This window contains a General Tab and, if permissions can be assigned to the share, a Share
Permissions Tab.

General Tab
This tab specifies general share properties.

Share name: []: Displays the share name that you cannot change.
Folder path: []: Displays the share path or resource specification that you cannot change.

Description: []: The content of this field will be disabled (gray characters) with certain special
shares. If enabled, you can change the field content that will be displayed on the Shares tab.

User limit: For some shares, the options in this section are disabled. If enabled, select one of these
options:
® Maximum allowed: Allow the maximum available number of simultaneous users of the
share (default selection).

OAdllow this number of users: []: Select this option to limit the number of simultaneous users
of the share. The spinbox displays the allowed number of users (default: 1). Click the up/down
buttons to adjust the number or specify the number in the spinbox.

Note: The maximum available number of users may be limited by the applicable software
license.
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Share Permissions Tab

x]

Properties

General | 3hare Permissions

GFOUp OF USEer names:

ser Mame Full Mame Descripkion
ﬁ cq Carsten Grubh

FhEveryone

[ Add ] [ Remove ]
Petrissions
Al Dy
Full Conkral ¥ i
Change ] ]
Read ]
[ K l [ Cancel

Group or user names: []: This pane displays groups and users as table records with this column
content:

. User Name: Group or user icon and name.

. Full Name: User full name, if available.

*  Description: Group or user description, if available.

Table controls are explained in Table Control.

Add...: Click this button to display the Select Users window to add groups and/or users.
Remove: Select a record in the pane and click this button to remove it.

Permissions: This section specifies the permissions of the group or user selected in the pane above.
Check boxes in the Allow column to grant permissions. Click boxes in the Deny column to deny
permissions even if granted on the file system level.

e Full Control: Change permissions plus change permissions of NTFS files and folders.

*  Change: Read permissions plus add files and subfolders, change data in files and delete
subdirectories and files.

*  Read: View file and subfolder names, view data in files and run program files.

Note: Checking an upper box checks lower boxes.

Share permissions apply only to network users. They do not apply to users that log on locally
including terminal server users.

Preferably, assign permissions to groups and add users to groups rather than assign identical
permissions to multiple users.

If you change permissions on special shares, the original permissions may be restored when the
server service or the computer is restarted.
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This Toolbar will be displayed unless hidden from the View Menu 7oolbar command:

HXx B

B Add: Displaying the Shares tab, click this button, select the matching Shared Folders menu
command or press CTRL+N to display the first Share a Folder Wizard window.

e Remove: Select a record and click this button, select the matching Shared Folders menu command
or press DELETE to display a confirmation window to confirm deleting the record.

Note: Remove may cause loss of data to session users. Typically, you should not remove Special
Shares.

Refresh: Click this button, select the matching Shared Folders menu command or press F5 to
retrieve new data from the Host computer to refresh the Display Panel content.

o Properties: Displaying the Shares tab, select a record and click this button, select the matching
Shared Folders menu command or double-click the record to display the Properties window.

3.7.5.7.7 Inventory

Select the Remote Management window Management Menu or Navigation Panel Management section
Inventory command to display the Host computer inventory in the Display Panel:

b Generation Ttem Value
|Z] Summary Dake 21212006, 1:19:19 PM
= % Hardware Method 0 {00000}
_é Compuker Host I ZiE00os
W% Processor Cormunication Profile  TCPJIP
m Frocessor #ML Schema Yersion 2003077

+ % Merory
+ Camponents
= Software
% Q3 Environment
r

Installed Softvware
+- 4% Installed Hot Fixes

Note: This command will be disabled if the Host computer does not run on a Windows operating system.

The Host computer inventory will be displayed like on the NetOp Guest Window Inventory Tab. This is a
view only display from which you cannot save Host computer inventory information.

In the Menu Bar, select Inventory or press ALT+I to open this menu:

File Wiew Management Help Bl

Refresh FS

Refresh F'5: Select this command, click the matching Toolbar button or press F5 to retrieve new
information from the Host computer to refresh the Display Panel content.

This Toolbar will be displayed unless hidden from the View Menu 7ool/bar command:

Refresh: Click this button, select the matching /nventory menu command or press F5 to retrieve new
information from the Host computer to refresh the Display Panel content.
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3.7.5.7.8 Command Console

Select the Remote Management window Management Menu or Navigation Panel Management section
Command Console command to display this window:

Startup Information

Startup Information

{®) Use host account

() Use this account information
Login name:
Password:

Darnain:

Load user profile

[ K ] [ Cance

Select one of these options:

® Use Host account: Open the Command Console display with the rights of the user logged on to
Windows on the Host computer (default selection).

O Use this account information: Open the Command Console display with the rights of the user
credentials specified below.

Login Name: []: Specify in this field a Host computer domain recognized user name.
Password: []: Specify in this field the matching password. Characters will display as asterisks.

Domain: []: Specify in this field the matching domain name.

MLoad user profile: Leave this box checked to load a Host computer user profile for the specified
user name (default: checked).

Click OK to display a Host computer Command Prompt window in the Display Panel:

icrozoft Windows AP [Uerszion 5.1.26881
CC>» Copyright 1785-2001 Microsoft Corp.

»Program Files“Danware Data“HetOp Remote ControlsSecurituylerverl
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In this window, you can specify commands that will execute on the Host computer.

In the Menu Bar, select Command Console or press ALT+C to open this menu:

File “iew Management  Help [0yt nte gk =)

Restart

Restart: Select this command or click the matching Toolbar button to restart Command Console to
display the Startup Information window.

This Toolbar will be displayed unless hidden from the View Menu 7oo/bar command.

Restart: Click this button or select the matching Command Console menu command to restart Command
Console to display the Startup Information window.

3.7.5.7.9 System Control

Select the Remote Management window Management Menu or Navigation Panel Management section
System Control command to display this Display Panel content:

Current Host Skate

Logged Cn CarwaRE Cg

Ackion ko Perfarm

(%) Lock computeritindows KT, 2000, %P only)
) Log off user

() Restart computer

) shut down computer

Cipkions

|:| Prompt user

From these elements, you can control the Host computer state:
Current Host state

This section displays the Host computer user logon status:

Logged off/Logged on <Logged on user name>: Logged off indicates that no user is logged on to the Host

computer. Logged on <Logged on user name> specifies the name of the user logged on to the Host
computer.

Note: You can log on to the Host computer from a Remote Control session.
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Action to perform

Select one of these actions to execute it when clicking the Display Panel Send or Toolbar Send Command
button:

®Lock computer (Windows NT, 2000, XP only): Select this option or press L to select to lock the
Host computer if running on Windows 2003, XP, 2000 or NT (default selection).

OLog off user: Select this option or press O to select to log off the user from the Host computer.
ORestart computer: Select this option or press C to select to restart the Host computer.

OShut down computer: Select this option or press D to select to shut down the Host computer.
Options
Optionally, specify options in this section to modify the action selected in the Action to perform section:

L1Prompt user Timeout for prompt: [] seconds: Check this box or press P to check it to alert the Host
computer user by a popup message (default: unchecked). The spinbox specifies which number of seconds
after prompting the user the action selected in the Action to perform section will be executed. Click the
up/down buttons to adjust the number or specify a number (default: /, range 1- 999).

Message to display: []: Specify in this pane up to four lines of text that shall be displayed in the
Host computer popup message.

ClAllow user to cancel: Check this box or press U to check to enable an Abort button in the Host

computer popup message to enable the Host computer user to cancel the action (default:
unchecked).

LlClose open programs without saving data: Check this box or press V to check it to close open Host
computer programs without saving data when executing the action (default: unchecked).

Send: Click this button or the matching Toolbar button, select the matching System Control menu
command or press S to execute the action specified above.

The Host computer popup message will be displayed in this window:

@ Logging OFf Computer [ ]

¥ou are being logged of f vour computer, Please save all workin
progress, Any unsaved data will be last,

Tirme: 00:04:56

Abort |

The Time: display in format HH:MM:SS (H=Hour digit, M=Minute digit, S=Second digit) will
count down to 00:00:00 before the system control action executes.

Note: Generally, you cannot cancel a sent System Control command. However, if the Abort button
is enabled in a Host computer popup message, you can cancel the action by clicking this button in a
Remote Control display.

In the Menu Bar, select System Control, press ALT+S or right-click in the display panel to open this
menu:

File  Wiew Management Help [BSREE sl
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Refiresh F5: Select this command, click the matching Toolbar button or press F5 to retrieve new
information from the Host computer to refresh the Display Panel content.

Send: Select this command, click the matching Toolbar or Display Panel button or press S to execute the
action specified in the display panel.

This Toolbar will be displayed unless hidden from the View Menu 7ool/bar command:
O
Refresh: Click this button, select the matching System Control menu command or press F5 to

retrieve new data from the Host computer to refresh the Display Panel content.

5 Send: Click this button or the matching Display Panel button, select the matching System Control
menu command or press S to execute the action specified in the Display Panel.

3.7.5.8 NetOp Sessions

You can start and stop other NetOp sessions with the remote managed Host from the File Menu NetOp
Sessions command submenu:

Fl-8 Wiew  Management  Help  Disk Drives

Metop Sessions  # Start Remote Contral
Start File Transfer
Skart Chat
Start Audio Chat

Exit

and from the Navigation Panel NetOp Sessions section:

MetOp Sessions S

L J Remaoke Control
_| File Transfer

=i Chat

& Aodio Chat

File Menu commands will begin with Start if no session is running or Stop if a session is running.

Navigation Panel command icons will display a red X if a session is running.

Select a command to start or stop a session.

Note: If Host Guest Access Security does not allow the Guest to start a type of session, the command will
be disabled, see Allow Guest To.

Start Audio-Video Chat will be disabled if the Guest and Host computers are not both interactive audio
enabled or if any of them is running another audio session.
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3.7.5.9 Details
The Navigation Panel Details section:

*

Details

ChL
192,165, 102,96
TCRJIP

I.\ MetOp 6.5, x Compakible
Microsoft Windows XP
om0z 22

will display these details:

*  <Host ID>

*  <Host computer IP or MAC address>

*  <Guest communication profile name>

*  Communication encryption type icon and <Description>
. <Host computer operating system name>

*  Remote Management session duration in format HH:MM:SS (H=hour digit, M=Minute digit,
S=Second digit)

You cannot execute any actions from the Details section.
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3.8 Session Tools
This section explains these session tools:
*  Connection Properties
*  NetOp Marker Utility
. NetOp Script
. Run Program
*  Execute Command
*  NetOp Message

. Get Inventory

3.8.1 Connection Properties

The Connection Properties window specifies the individual settings that can be applied when connecting
to a Host in this window:

Connection Properties E'
3, Diisplay
@ Kevboard/Mouze @ Comprezsion/E nereption
=] Desktop @ Fecord =7 Custom

L Comnect |®& Login ’j Protect ltem || 2 Startup

Host P Infarmation
Description:

| @

Marme:

Camments:

Communication

Communication praofile:
TR v|
Wake on LAMN MAC Address:

[ 0k, H Cancel H Help

It contains these tabs:
. Connect Tab

. Login Tab
. Protect Item Tab

. Startup Tab
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Display Tab
Keyboard/Mouse Tab

Compression/Encryption Tab
Desktop Tab

Record Tab

Custom Tab

You can display the Connection Properties window from Tab Panel tabs and the Remote Control display:

If the Phonebook Tab is displayed, select the Edit Menu or Records Pane context menu New
Phonebook Entry command or click the Toolbar Other Buttons Phonebook Entry button to display
the all tabs Connection Properties window with default selections to create a phonebook record.

If the Phonebook Tab or History Tab is displayed, select a records pane record and select the Edit.
Menu or records pane context menu Connection Properties command or click the Toolbar Other
Buttons Connection Properties button to display the all tabs Connection Properties window with
selected record connection properties to view or edit them.

If the Quick Connect Tab is displayed, click the Buttons Connection Properties button to display a
limited tabs Connection Properties window the Login Tab, Startup Tab, Display Tab, Keyboard/
Mouse Tab, Compression/Encryption Tab, Desktop Tab and Record Tab with the connection
properties applied to connections from the Quick Connect Tab to view or edit them.

If the Help Request Tab is displayed, select a record and select the Edit Menu or context menu
Connection Properties command or click the Toolbar Other Buttons Connection Properties button
to display a limited tabs Connection Properties window with the Login Tab, Startup Tab, Display
Tab, Keyboard/Mouse Tab, Compression/Encryption Tab, Desktop Tab and Record Tab with the
selected record connection properties to view or edit them.

In the Remote Control display, select the window Title Bar menu Connection Properties command
or click the Toolbar and Toolbox Control Buttons Connection Properties button to display a limited
tabs Connection Properties window with partly enabled Display Tab, Keyboard/Mouse Tab,
Compression/Encryption Tab, Desktop Tab and Record Tab with editable Remote Control session
connection properties to view or edit them.
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3.8.1.1 Connect Tab
This tab will be included only if you display the window from the Phonebook Tab or History Tab:

Connection Properties E|
. Dizplay
% F.eyboard/Mouze @ Compreszzion/Encption
Deszkiop @ Recaord =7 Custom

G Connect | @= Login | ) Protectltem | = Startup

Host PiZ Infarmation
Description:

[E€)

Marme:

Cornments:

Cormrmunication
Communication profile:
TCPIIP v

Wake on LAN MAC Address;

[ ak. H Cancel H Help

It specifies connect properties.
Host PC Information

Description: []: This field specifies the name that identifies the Host record (default: empty). You can
specify or edit a name in the field. If left empty, the content of the Name field below will automatically be
specified in it.

Phone number [or IP address]: []: This field will be included if the communication profile selected in
the Communication section Communication profile drop-down box below uses a Line Communication or

Gateway or Network Point-to-Point Communication device (default: empty). It must specify the
telephone number or IP address of a Host connected to directly or a connecting Host network NetOp
Gateway.

Name [(optional with Gateway)]: []: If the communication profile selected in the Communication section
Communication profile drop-down box below uses a Networking Communication device, this field must
specify a name that is enabled on the Host, see Names Tab. If connecting through a Host network NetOp
Gateway, this field can specify a Host name.

Comments: []: This field can specify a comment that will be displayed in the Tab Panel tab records pane
Details view Comment column (default: empty).

Communication

Communication Profile: []: The field of this drop-down box list specifies the selected communication
profile (default: TCP/IP). The drop-down box list contains available Guest communication profiles.
Select a name in the list to specify it in the field.
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Wake on LAN MAC address: []: In this field, you can specify the MAC address of the Host computer
Wake on LAN network card to enable starting the Host computer by connecting to the Host, see Execute
Command (default: empty).

3.8.1.2 Login Tab
This tab will be included unless you display the window from the Remote Control display:

Connection Properties E|
. Dizplay
% K.epboard,/ M ouze E‘ Comprezsion/E ncryption
Deskiop 4 Record (=7 Custam

Gl Connect | = Login S Protect ltem | = Startup

Host login | Gateway login
Lagin name:
Login password:

Login domain:

N IJse current login credentials for Windows Security
authentication

&l fields are optional, buk can help aukomate the login
process,

[ (] l[ Cancel ][ Help

It enables you to specify Host and any connecting Host network NetOp Gateway logon credentials to
connect without being prompted for logon credentials.

It has two tabs with identical content:

Host login/Gateway login
Login name: []: Specify in this field the logon name, if required (default: empty).

Login password: []: Specify in this field the matching logon password, if required (default: empty).

Login domain: []: Specify in this field the authenticating Windows domain or directory server, if
required (default: empty).

U Use current login credentials for Windows Security authentication: Check this box to log on by the
Windows logon user name, password and domain of the Guest computer user (default: unchecked).
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3.8.1.3 Protect Item Tab
This tab will be included only if you display the window from the Phonebook Tab or History Tab:

Connection Properties E'
. Display
% F.eyboard/Mouze @ Compreszzion/Encption
=] Deszkiop @ Recaord =7 Custom

Gl Conrect | ®@= Login | S Protectltem | £ Startup

Prokect the phonebook File with a password
Password: =
| | Iﬂ

Confirm password:

[ ak. H Cancel H Help

It enables you to protect the Host record and file by a password.

Protect the phonebook file with a password
Password: []: Specify in this field a password (default: empty).

Confirm password: []: Re-specify in this field the password for confirmation (default: empty).

Note: Password characters will display as asterisks or dots. Leave fields empty to disable password
protection.
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3.8.1.4 Startup Tab
This tab will be included unless you display the window from the Remote Control display:

Connection Properties g|
. Dizplay
% F.eyboard/Mouze E‘ Comprezzion/Encryption
Desktop @ Recaord =7 Custom

[ Cormect | @= Login | ) Protectltem | S Startup

Host window startup size
) windowed

1 Full screen

) Maximized

) Minimized

Remate Contral Window Startup Size
[]Enable

Actions

[ Lock host kevboard and mouse
[ ]Blank host display

[ ]Transfer Sound

[ ]5uspend other Guests from connecting to Host

[ k. H Cancel H Help

It specifies Remote Control session startup properties.

Host window startup size
Select one of these options:

® Windowed: Display the Host screen image in a Remote Control window display panel (default
selection). If the Host screen image has less pixels than the display panel, the Host screen image will
be surrounded by black borders. If the Host screen image has more pixels than the display panel, the
display panel will have scrollbars. If on the Display Tab the option Fit window to Host screen is
selected, the remote control window may resize up until its maximized size, see also below.

OFull screen: Display the Host screen image in full screen display mode to cover the entire Guest
computer screen. If the Host screen image has less pixels than the Guest computer screen, the Host
screen image will be surrounded by black borders. If the Host screen image has more pixels than the
Guest computer screen, the Guest computer screen will have scrollbars.

O Maximized: Display the Host screen image in the display panel of a maximized Remote Control
window that covers the entire Guest computer screen except the Windows taskbar. If the Host
screen image has less pixels than the display panel, the Host screen image will be surrounded by
black borders. If the Host screen image has more pixels than the display panel, the display panel will
have scrollbars.

OMinimized: Display the Host as a button in the Windows taskbar.
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Remote control window startup size

L1Enable: Check this box to enable this section’s elements and apply their values. Leave unchecked to
apply the last displayed remote control window position and size (default: unchecked).

x: []: Specify in this field the horizontal pixels offset of the startup Remote Control window upper left
corner from the Guest computer screen upper left corner (default: 0).

v: []: Specity in this field the vertical pixels offset of the startup Remote Control window upper left
corner from the Guest computer screen upper left corner (default: 0).

Width: []: Specify in this field the pixels width of the startup Remote Control window (default: 0).
Height: []: Specify in this field the pixels height of the startup Remote Control window (default: 0).
Actions

LlLock Host keyboard and mouse: Check this box to disable the Host computer keyboard and mouse at
startup, see also the Remote Control section Title Bar section (default: unchecked).

U1Blank Host display: Check this box to make the Host computer screen appear black to the Host user at
startup, see also the Remote Control section Title Bar section (default: unchecked).

L 7ransfer Sound: Check this box to transfer Host computer application sound at startup, see also the
Remote Control section Title Bar section (default: unchecked).

LSuspend other Guests from connecting to Host: Check this box to deny further Guest connections to
the Host at startup, see also the Remote Control section Multi Guest Session Buttons section (default:
unchecked).
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3.8.1.5 Display Tab
This tab will always be included in the window:

Connection Properties

. Dizplay

Huosk window Fit

(%) Fit window to host screen
I Fit host screen bo window
) Do niot: fit

Lirnit nurnber of display colars in Bitmap mode
{¥) No, use actual number of colors

) Max 256 colars

i Max 16 colors

) Max Z colors

D05 Box Fonk

@ K.epboard,/ M ouze E‘ Comprezgion/E ncryption
Dezktop @ Record {=7 Custom
LG Connect | @= Login ) Protect ltem | S Startup

Systemn default Select font ..

3

[ OF. H Cancel H

Help

It specifies Remote Control session Host screen image display properties.

Host Window Fit
Select one of these options:

®Fit window to Host screen: Resize the Remote Control window to fit the 1:1 scale Host screen
image within its display panel. If the Host screen image has more pixels than the maximized Remote

Control window display panel, it will have scrollbars (default selection).

OF:it Host screen to window: Scale the Host screen image to fit within the Remote Control window

display panel.

ODo not fit: Display the part of the 1:1 scale Host screen image that will fit within the Remote
Control window display panel. If the Host screen image has less pixels than the display panel, it will
be surrounded by black borders. If the Host screen image has more pixels than the display area, it

will have scrollbars.

Limit number of colors in bitmap mode
Select one of these options:

®No, use actual number of colors: Consumes most transmission bandwidth, displays true colors

(default selection)

OMax 256 colors: Consumes less transmission bandwidth, displays almost true colors.
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OMax 16 colors: Consumes little transmission bandwidth, displays distorted colors.

OMax 2 colors: Consumes minimum bandwidth, displays black and white colors.

Note: This section will disabled if displayed from the Remote Control display.

DOS Box Font

In command mode, see Compression/Encryption Tab, command prompt window characters will by
default be displayed with the Guest computer system default font.

M System default: Uncheck this box to enable selecting another font (default: checked).
Select font...: Click this button to display the Windows Font window to select the font.

3.8.1.6 Keyboard/Mouse Tab
This tab will always be included in the window:

Connection Properties g|

Desktop @ Record {=7 Custom
G Comnect | @= Login ) Protect ltem || S Startup
. Dizplay
@ Keyboard/Mouze @ Compreszzion/Enciption

kevboard

(%) Remote kevboard (Send all kevstrakes to hast)

) Local kevboard {Don't send special kevstrokes)

{3 Mo keyboard contral

[ JUse Guest kKevboard layout

[ ]Don't transfer Host Mum Lock, Scrall Lock, Insert and
Zaps Lock,

Mouse

{(¥) Remote mouse (Send all mouse events)

() Local mouse (Onlky send clicks and drags)

) Mo mouse contral

|:| Display Hosk mouse movements

ak. H Cancel H Help

It specifies Remote Control session keyboard and mouse control properties.
Keyboard
Select one of these options:

®Remote keyboard (Send all keystrokes to Host): Send all Guest computer keystrokes to the Host
(default selection).

OLocal keyboard (Don 't send special keystrokes): Send Guest computer keystrokes except special
Send Keystrokes keystroke combinations to the Host. Send special Send Keystrokes keystroke
combinations to the Guest computer, see the Remote Control section Title Bar section.
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ONo keyboard control: Select this option to send all Guest computer keystrokes to the Guest
computer.

LlUse Guest Keyboard layout: 1f Guest and Host computer keyboard layouts are different, some Guest
computer keystrokes may come out wrong on the Host computer. To avoid this, check this box (default:
unchecked).

LlDon  transfer Host Num Lock, Scroll Lock, Insert and Caps Lock: With some display adapters,
enabling these Host computer keyboard options may cause the Guest keyboard lights to flash. To avoid
this, check this box (default: unchecked).

Mouse
Select one of these options:

® Remote mouse (send all mouse events): Send all Guest computer mouse events (clicks, drags and
movements) to the Host (default selection).

OLocal mouse (Only send clicks and drags): Send only Guest computer mouse clicks and drags to
the Host (saves transmission bandwidth).

ONo mouse control: Send no Guest computer mouse events to the Host.

OlDisplay Host mouse movements: Check this box to move the Guest computer mouse pointer in concert
with Host computer mouse pointer movements (default: unchecked).

Note: To suppress Host induced Guest computer mouse pointer movements, press CTRL.
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3.8.1.7 Compression/Encryption Tab
This tab will always be included in the window:

Connection Properties E|

Desktop 4% Record =1 Custam
G Comnect | @= Login S Protect ltem || S5 Startup
. Dizplay
@ keyboard/Mouze @ Comprezsion/E noreption

Compression lewvel
{i} Autamatic

{:} Mo compression

{:} Low
i High

Hosk screen transfer
(%) Transfer host screen as commands

{3 Transfer host screen as bitmap
Cache
Cache size: Autoratic W

Preferred Encryption Type

%, MetOp /5 % Compatible w

[ ak. H Cancel H Help

It specifies data transmission properties.

Compression level

NetOp can compress transmitted data to speed up transmission across slow communication links.
However, data compression slows down transmission.

Select one of these options:

®© Automatic: Selects compression based on communication profile properties. In most cases, this
will provide the fastest transmission (default selection).

ONo compression: Typical selection for fast communication links.
OLow: Typical selection for medium fast communication links.

OHigh: Typical selection for slow communication links.

Host screen transfer
Select one of these options:

® Transfer Host screen as commands: Typically faster, but with some Host computer display
adapters some Host screen image details may be lost or corrupted (default selection).

O Transfer Host screen as bitmap: Typically slower, but transfers Host screen image details
correctly.
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CIDisable accelerated bitmap transfer: Accelerated bitmap transfer is by default applied
between version 7.6+ NetOp modules. Check this box to disable accelerated bitmap transfer in
the unlikely event that it causes problems (default: unchecked).

Note: This section will be disabled if displayed from the Remote Control display.

Cache

Command mode Host screen transfer stores the screen image in cache memory and transfers only image
changes to save transmission bandwidth and optimize update speed.

Cache size: []: The field of this drop-down box displays the selected cache memory size option (default:
Automatic). The drop-down box list contains the options Automatic and values from None to 10240 kb.
Automatic selects the cache memory size based on communication profile properties. In most cases, this
will provide the optimum. Select another option in the list to display it in the field.

Note: This section will be disabled if displayed from the Remote Control display.

Total NetOp cache memory sharing and size is specified on the Program Options window Cache Tab.

Preferred Encryption Type []: The field of this drop-down box will display the encryption type preferred
by the Guest (default: NetOp 6.x/5.x Compatible). The drop-down box list contains the names of
available encryption types, see Encryption Tab. Select an encryption type in the list to display it in the
field to prefer it.

If the preferred encryption type is enabled on Guest and Host, it will be applied.

If NetOp 6.x/5.x Compatible is preferred and not enabled on Guest and Host, this message will be
displayed:

The Host doesn't allow MekOp 6.x/5.x Compatibility encryption mode, Select a higher encryption level in connection properties.

In this case, select another preferred encryption type.

If another encryption type is preferred and this encryption type is not enabled on the Host, an encryption
type that is enabled on both of Guest and Host will be applied.

If no common encryption type is enabled on Guest and Host, this message will be displayed:

Could not connect because the Guest and the Host could not agree on a common encryption profile. Mone of the encryption profiles enabled in program options on this Guest
are enabled on the Host,

In this case, enable additional encryption types on the Encryption Tab to achieve a match.

Note: The icon of the encryption type applied in a Remote Control session will be displayed in the
window Status Bar.
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3.8.1.8 Desktop Tab
This tab will always be included in the window:

Connection Properties E|
. Dizplay
% F.eyboard/Mouze @ Compreszzion/Encption
G Comnect | @= Login f} Protect ltem | S Startup
8l Desktop 4 Recard (=1 Custom
Optimize screen transfer
(%) Always
1 only when high compression
{:}Never

Optirnizakion pararneters
(%) Full optimization

() Cuskam optimization
Cuskorn options

[ ak. H Cancel H Help

This tab specifies Remote Control session Host computer desktop features transfer properties.

Optimize Screen Transfer

Advanced Host computer desktop features slow down command mode Host screen transfer and are
typically unimportant to the Guest user. Therefore, NetOp by default transfers the Host screen image
without advanced desktop features. If unacceptable, select which advanced desktop features to transfer.

Select one of these options:
®Always: Always transfer without advanced desktop features (default selection).

OOnly when high compression: Transfer without advanced desktop features only with high
compression, see Compression/Encryption Tab.

ONever: Never transfer without advanced desktop features.

Optimization parameters
Select one of these options:

OFull optimization: Transfer without the desktop features listed below (default selection).

O Custom optimization: Enable the Custom options section below to uncheck selected boxes to
enable transfer of selected advanced desktop features.

Custom options
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MDisable wallpaper

M Disable screen saver

M Disable animation gimmicks
M Disable full window drag
MDisable Active Desktop

By default, all boxes are checked.

3.8.1.9 Record Tab
This tab will always be included in the window:

Connection Properties E|

3 Display
@ K.epboard,/ M ouze E‘ Comprezgion/E ncryption
LG Comnect | @= Login r} Protect ltem | E# Startup
(=] Desktop @ Record =7 Custom

Record

[ ]Record remote control session

[ (] l[ Cancel ][ Help

This tab selects Remote Control session recording.
Record

LlRecord remote control session: Check this box to record remote control sessions (default: unchecked).

Note: Recording a Remote Control session will create a session record on the Recordings Tab.

Checking the Program Options window Recordings Tab Enforce recording box will record remote
control sessions regardless of the selection on this tab. Recording will reduce Remote Control session
transfer speed.

This section will be disabled if displayed from the Remote Control display.
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3.8.1.10 Custom Tab
This tab will be included only if the window is displayed from the Phonebook Tab or History Tab:

Connection Properties E|
. Dizplay
% F.eyboard/Mouze @ Compreszzion/Encption
G Comnect | @= Login ) Protect ltem | E» Startup
Desktop @ Recard =7 Custom
Zuskaom
Description:

Command line:

Browse, .,

[ ak. H Cancel H Help

It specifies the properties of a custom application command.
Custom

Description []: Specify in this field a custom application name that will be added as an command to the
Host record context menu, see Records Pane (default: empty).

Command line []: Specify in this field the custom application command line (program file path, name
and required command line switches) (default: empty).

Browse...: Click this button to display a Windows Open window specifying Files of type: Programs to
open a program file the path and name of which will be displayed in the Command line field.
3.8.2 NetOp Marker Utility

NetOp Marker Utility enables creating figure and text markers on top of the Host screen image and
magnifying a section of the Host screen image.

Note: The NetOp Marker Utility program VITAWRAP EXE resides on the Host computer and marks and
magnifies on the Host computer screen. The Guest user and Host user can control NetOp Marker Utility.

To load NetOp Marker Utility from the Guest, click the Remote Control display Toolbar and Toolbox
Tool Buttons Marker Mode button to make it appear pressed in or select the matching Remote Control
window Title Bar menu command to checkmark it.
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To unload NetOp Marker Utility from the Guest, click the Remote Control display Toolbar and Toolbox
Tool Buttons Marker Mode button to release it or select the matching checkmarked remote control
window Title Bar menu command to uncheckmark it.

To load NetOp Marker Utility from the Host computer, run (double-click) the file VITAWRAP.EXE that
resides in the directory where NetOp Host is installed.

To unload NetOp Marker Utility from the Host computer, use Windows Task Manager.
NetOp Marker Utility displays this window:
NetOp Marker Utility

/ NetOp Marker Utility  [= )01/

Z ST oS
?

O 0
T £

~

Press [Alt+3pace] for Selection Menu

It contains these elements:
. Title Bar

. Upper Toolbar
. Lower Toolbar

. Status Bar
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3.8.2.1 Title Bar

" NetOp Marker, Utility &

Click the title bar icon or right-click in the title bar to display this menu:
NetOp Marker Utility window menu

[iove
— Minimize

Ellipse

Rectangle

Arrow

Lire:

Freehand

Text

Magnifier

Faonk

Colar

Line Width Z pixels

T 4 pixels
6 pixels

Clear all )
3 pixels

Help 10 pixels
1Z pixels
16 pixels
24 pixels

The top section contains window control commands, see Window Control. The other sections contain
these types of NetOp Marker Utility commands:

*  Figure marker commands, see Figure Markers

. Text marker command, see Text Marker

*  Magnifier command, see NetOp Magnifier

. Undo and Clear All commands, see Delete Markers

*  Properties and Help commands, see Marker Properties and Help

Select Minimize to minimize the NetOp Marker Utility window into this Host computer screen
notification area button:

Behind the pencil, the most recently enabled marker tool symbol will be displayed.

Right-click this button to display this menu:
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NetOp Marker Utility minimized menu

Restare

Ellipse

Rectangle

Arrow -

. z pfxels

Freehand 4 pfxels

Test & pfxels

Magnifier 5 DIX_EE
10 pixels

Faonk 12 pixels

Color 16 pixels

Line ‘width ¥ 24 pixels

IIndo

Clear all

This menu contains a Restore command that will restore the NetOp Marker Utility window and the same
NetOp Marker Utility commands as the NetOp Marker Utility window menu.

3.8.2.2 Upper Toolbar
| C0RAZSLTA|0 S

Toolbar buttons are identified by tooltips.

O Draw Ellipse: Click this button to make it appear pressed in or select the NetOp Marker Utility
window menu or NetOp Marker Utility minimized menu FE//ipse command to enable the ellipse

tool, see Figure Markers.
o Draw Rectangle: Click this button to make it appear pressed in or select the NetOp Marker Utility

window menu or NetOp Marker Utility minimized menu Rectangle command to enable the
rectangle tool, see Figure Markers.

P Draw Arrow: Click this button to make it appear pressed in or select the NetOp Marker Utility
window menu or NetOp Marker Utility minimized menu Arrow command to enable the arrow
tool, see Figure Markers.

7 Draw Lines (Stop=MB2): Click this button to make it appear pressed in or select the NetOp
Marker Utility window menu or NetOp Marker Utility minimized menu Line command to enable
the sectioned line tool, see Figure Markers.

Draw Freehand: Click this button to make it appear pressed in or select the NetOp Marker Utility
window menu or NetOp Marker Utility minimized menu Freehand command to enable the
freehand tool, see Figure Markers.

T Show Free Text: Click this button to make it appear pressed in or select the NetOp Marker Utility
window menu or NetOp Marker Utility minimized menu 7ext command to enable the Text
Marker tool.

fa

Q Show Magnifier: Click this button to make it appear pressed in or select the NetOp Marker Utility
™ window menu or NetOp Marker Utility minimized menu Magnifier command to display the
NetOp Magnifier window.

Undo: Click this button or select the matching NetOp Marker Utility window menu or NetOp
Marker Utility minimized menu command to delete the most recently selected marker, see Delete
Markers.

. Clear All: Click this button or select the matching NetOp Marker Utility window menu or NetOp
Marker Utility minimized menu command to delete all markers, see Delete Markers.
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3.8.2.3 Lower Toolbar

?

.

Toolbar buttons are identified by tooltips.

T Select Font: Click this button or select the NetOp Marker Utility window menu or NetOp Marker
Utility minimized menu Font command to display the Windows Font window to select a text
marker font, see Marker Properties and Help.

Select Color: Click this button or select the NetOp Marker Utility window menu or NetOp Marker
Utility minimized menu Color command to display the Windows Color window to select a
marker color, see Marker Properties and Help.

Select Pen Thickness: Click this button to display a line width drop-down box or select the NetOp
Marker Utility window menu or NetOp Marker Utility minimized menu Line Width command to
select a figure marker or text marker frame line width, see Marker Properties and Help.

Help: Click this button or select the NetOp Marker Utility window menu or NetOp Marker Utility
minimized menu Help command to open NetOp Host Help on the NetOp Marker Utility topic, see
Marker Properties and Help.

3.8.2.4 Status Bar

I

"y

I Press [Alt+5pace] for Selection Menu I

The status bar will display a hint to the mouse pointer position button or highlighted menu command.

3.8.2.5 Figure Markers

To select a figure marker tool with the mouse, in the NetOp Marker Utility window Upper Toolbar click
the figure marker button to make it appear pressed in or in the NetOp Marker Utility window menu or
NetOp Marker Utility minimized menu select the figure marker command to change the mouse pointer
into a pencil with the figure marker shape.

To enable a figure marker tool from the keyboard, place the mouse pointer on the active NetOp Marker
Utility window Upper Toolbar figure marker button and press F9 to change the mouse pointer into a
pencil with the figure marker shape. Alternatively, while the NetOp Marker Utility window is active press
ALT+SPACE to display the NetOp Marker Utility window menu and press the figure marker command
first character keyboard key or highlight the figure marker command and press ENTER.

To change figure marker tool properties, right-click or press F10 to display this menu:

Colar

Line Width  » Y=

Unselect 4 pixels

Clear all ° pfxels
3 pivels
10 pixels
1Z pixels
16 pixels
24 pixels

This menu is similar to the Figure Marker Menu but has Unselect instead of Undo.

Unselect: Select this command, press ESCAPE, click the NetOp Marker Utility window Upper
Toolbar pressed in figure marker button to release it or select the NetOp Marker Utility window
menu or NetOp Marker Utility minimized menu figure marker command to unselect the figure
marker tool to restore the normal mouse pointer.

Note: Selecting another marker tool will unselect the selected marker tool.

To create a figure marker with the mouse, drag (sectioned line: click). To end a sectioned line, right-click.
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To draw a figure marker from the keyboard, move the figure marker with the arrow keys. Press INSERT to
engage, move with the arrow keys and press INSERT to disengage or section a line. To end a sectioned
line, press F10.

To move a marker or change its appearance, move the mouse pointer to it to display an arrow-pointed +.
To move, drag or press INSERT to engage, move with the arrow keys and press INSERT to disengage.
To change appearance, right-click or press F10 to display this menu:

Figure Marker Menu

Color
Line Width - Y=
4 pixels
Undo |:|-
f pixels
Clear all .
& pixels
10 pixels
12 pixels
16 pixels
24 pixels

Color: Select this command or click the marker and click the NetOp Marker Utility window Lower
Toolbar Select Color button to display the Windows Color window to change the marker color
selection (default: Red).

Line Width: Select this command to expand it into a selection of numbers of pixels or click the
marker and click the NetOp Marker Utility window Lower Toolbar Select Pen Thickness button to
display a drop-down box with a selection of line widths to change the marker line width selection
(default: 2 pixels).

Undo: Select this command to delete the selected marker.

Clear All: Select this command to delete all markers.
Click outside the menu or press F10 to close the menu.

3.8.2.6 Text Marker

To select the text marker tool with the mouse, in the NetOp Marker Utility window Upper Toolbar click
the Show Free Text button to make it appear pressed in or in the NetOp Marker Utility window menu or
NetOp Marker Utility minimized menu select 7ext to change the mouse pointer into an angle that
indicates a text marker box corner.

To select the text marker tool from the keyboard, place the mouse pointer on the active NetOp Marker
Utility window Upper Toolbar Show Free Text button and press F9 to make the button appear pressed in
and change the mouse pointer into an angle that indicates a text marker box corner.

Alternatively, while the NetOp Marker Utility window is active press ALT+SPACE to display the NetOp
Marker Utility window menu and press the T key or highlight the 7ext command and press ENTER.

To unselect the text marker tool, press ESCAPE or use one of the selection procedures explained above to
release the Show Free Text button and restore the normal mouse pointer.

Note: Selecting another marker tool will unselect the selected marker tool.

When the text marker tool is selected:
*  To create a text marker with the mouse, drag a dotted rectangle to display the Text Marker window.

*  To create a text marker from the keyboard, move the text marker tool with the arrow keys. Press
INSERT to engage, move with the arrow keys to create a dotted rectangle and press INSERT to
disengage and display this window:
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Text Marker

Text Marker E|E|

dze frame:  |Mo - Font | aF. | Cancel

This window specifies the text marker content and appearance.

In the pane, specify the text marker text. Right-click to display an edit menu.

Use frame: []: The field of this drop-down box by default displays No to display no frame around
the text marker. The drop-down box list contains No and a selection of frame line widths. Select an
option in the list to display it in the field.

Font: Click this button display the Windows Font window to change the text marker font and color
selection (default: Arial Bold 30pt Red).

OK: Click this button to close the Text Marker window to display the text marker.
To move a marker or change its appearance, move the mouse pointer to it to display an arrow-pointed +.
To move, drag or press INSERT to engage, move with the arrow keys and press INSERT to disengage.

To change appearance, right-click or press F10 to display this menu:

Fank
Line Width ¥ 2 pixels
v 4 pixels
Undo p.
& pixels
Clear all )
3 pixels
10 pixels
12 pixels
16 pixels
24 pixels

This menu is similar to the Figure Marker Menu but has Font instead of Color.

Font: Select this command to display the Windows Font window to change the text marker font and
color selection (default: Arial Bold 30pt Red).

Note: This menu will include a Line Width command only if a framed text marker is selected to
apply the selection from it to the frame.

3.8.2.7 NetOp Magnifier

To display the NetOp Magnifier window with the mouse, in the NetOp Marker Utility window Upper
Toolbar click the Show Magnifier button to make it appear pressed in or in the NetOp Marker Utility
window menu or NetOp Marker Utility minimized menu select Magnifier.

To display the NetOp Magnifier window from the keyboard, place the mouse pointer on the active NetOp
Marker Utility window Upper Toolbar Magnifier button and press F9 to make the button appear pressed
in.

Alternatively, while the NetOp Marker Utility window is active press ALT+SPACE to display the NetOp
Marker Utility window menu and press M or highlight the Magnifier command and press ENTER.
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NetOp Magnifier

MetOp Magnifier

If the mouse pointer is outside this window, this window pane will display a magnified image of the
mouse pointer surroundings.

To move the window, drag its title bar or place the mouse pointer in the title bar, press INSERT to engage,
move with the arrow keys and press INSERT to disengage.

To resize the window, drag its sides or corners or position the mouse pointer on a side or corner to display
a double arrow, press INSERT to engage, move with the arrow keys and press INSERT to disengage.

To change the pane image magnification, drag the right side scrollbar button or place the mouse pointer
above or below below it and press F9. Its top position will display a 1:1 scale pane image.

Right-click in the window or place the mouse pointer in the window and press F10 to display this menu:

Close
Copy Chrl4+C
Refresh FS

Refresh Rate...

Close: Select this command or click the NetOp Marker Utility window Upper Toolbar Show
Magnifier button appearing pressed in to release it to close the NetOp Magnifier window.

Copy Ctrl+C: Select this command or press CTRL+C to copy the pane content to the clipboard.

Refresh F5: The pane image will refresh when the mouse pointer is moved but by default not refresh
if the mouse pointer is not moved. Select this command or press F5 to refresh the pane image.

Refresh Rate...: Select this command to display this window:

Refresh Rate

[ Enable Refresh Timer
I_ Cancel

ClEnable refresh timer: Check this box to refresh the pane image if the mouse pointer is not
moved (default: unchecked).

Interval (tenths of seconds): []: Specify in this field a number to refresh at the specified
interval (default: 20).

3.8.2.8 Delete Markers

To delete markers, click one of these NetOp Marker Utility window Upper Toolbar buttons or select the
matching NetOp Marker Utility window menu or NetOp Marker Utility minimized menu command:

Undo: Delete the most recently selected marker.
Clear All: Delete all markers.
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Note: When NetOp Marker Utility is unloaded, all markers and any NetOp Magnifier window will be
removed.

3.8.2.9 Marker Properties and Help

Specify marker properties and display help from the NetOp Marker Utility window Lower Toolbar

buttons or the matching NetOp Marker Utility window menu or NetOp Marker Utility minimized menu
commands:

(Select) Font: Click this button or select this command to display the Windows Font window to select a
text marker font and color (default: Arial Bold 30pt Red).

(Select) Color: Click this button or select this command to display the Windows Color window to select
a figure marker color (default: Red).

Select Pen Thickness/Line Width: Click this button to display a line width drop-down box or select this
command to expand it into a selection of numbers of pixels to select a figure marker or text marker frame
line width (default: 2 pixels).

Help: Click this button or select this command to open the NetOp Host Help system on the NetOp Marker
Utility topic.

3.8.3 NetOp Script

A NetOp script is a user specified NetOp command structure that can execute a NetOp task, typically an
unattended scheduled file transfer between computers.

To create a NetOp script, in the NetOp Guest Window Tab Panel Script Tab Records Pane context menu
select New Script or in the NetOp File Manager window Toolbar Other Buttons select the Script button or
select theNetOp File Manager window Options Menu Script command to display the Script window.

To view or edit an existing NetOp script, on the NetOp Guest Window Tab Panel Script Tab select the
script record and select the Edit Menu Edit script command or the record context menu Edit command to
display the script in the Script window:
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Script

E2X]

Script File
Filename || | I Open Script l
Camment | |
[ Help ]
[ Cloze ]

This window creates and edits a NetOp script in a graphical display.

Title bar window controls are explained in Window Control.

Script File

Filename []: This field will display the script file path and name (default: empty). To create a NetOp
script, specify the script file name in the field. If you do not specify a file extension and a path, the script
file will get the extension dws and reside in the NetOp Configuration Files directory, typically
C:\Documents and Settings\<User name>\dpplication Data\Danware Data\NetOp Remote
Control\Guest\script. If you create a new script, you will be prompted for confirmation. Click Yes to
display the Global Settings window.

Open Script: Click this button to display a Windows Open window that specifies Files of type: NetOp
Script Files (*.dws) to open a NetOp script file in the window displaying its path and name in the
Filename field.

Comment []: This field can contain a comment that will be displayed in the Script Tab Records Pane
Comment column.

Save Script: Click this button to save a new or edited script.

(Script pane): If a script is opened in the window, this upper pane will display the script content in an
expandable graphical tree structure, see Test a NetOp Script (default: empty).

(Debug messages pane): If a script is opened in the window, this lower pane will display debug messages,
see Test a NetOp Script (default: empty).

Add.: Click this button to add a script command in the script pane under the selected script command, see
Commands.

Edit: In the script pane, select a script command and click this button to display the matching editing
window.

241



3.8 Session Tools

Run Script: Click this button to run the script, see Test a NetOp Script.

Delete: In the script pane, select a script command and click this button to delete it and the subtree under
it.
3.8.3.1 Global Settings

Global settings specify initial script settings. Confirm creating a new script by Yes or in the script pane
select Global Settings and click Edit to display this window:

Global Settings [X]

General | Transfer | Owenwrite / Delete || Advanced

Fram :

To:

Huost

] l [ Cancel ] [ Help

It has these tabs:

*  General Tab

*  Transfer Tab

*  Overwrite/Delete Tab
. Advanced Tab

Note: Global Settings in the Script File explains how global settings will appear in the script file.
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3.8.3.1.1 General Tab

Global Settings X

General | Tranzfer | Ovenarte / Delete || Advanced

From :

To:

Hast

[ ] H Caricel H Help ]

This NetOp Script Global Settings window tab specifies the global file transfer direction.

From: []: The field of this drop-down displays the selected source NetOp module name (default: Guest).

The drop-down box list contains the options Guest and Host. Select an option in the list to display it in the
field.

To: []: This disabled field displays the From drop-down box unselected NetOp module name.
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3.8.3.1.2 Transfer Tab

Global Settings

x]

General | Transfer | Owenanite / Delete | Advanced

Transfer options

Use Delta File Transfer

Enable crazh recovemn.

[ ] l [ Cancel ] [ Help

This NetOp Script Global Settings window tab specifies global file transfer options.
Transfer Options

MUse Delta File Transfer: Leave this box checked to compare source files with destination files and

transfer only the difference between source files and destination files to save transmission bandwidth
(default: checked).

M Enable crash recovery: Leave this box checked to transfer files in a way that they can be recovered
after a computer or network crash during transfer (default: checked).
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3.8.3.1.3 Overwrite/Delete Tab

Global Settings X

General Transfer| Owenarite / Delete |.-“-‘-.-:Ivan-:ed

Owenwrite # Delete

Allowvs ovenanting/deleting exizting filles/folders
Allows ovenanting/deleting system files
Allows ovenanting/deleting read only files

Allows ovenwriting/deleting hidden files

[ ] H Caricel H Help

This NetOp Script Global Settings window tab selects global overwrite and delete options.
Overwrite/Delete

Mallow overwriting/deleting existing files/folders: Leave this box checked to allow overwriting and
deleting files and folders on the destination computer (default: checked).

Mallow overwriting/deleting system files: Leave this box checked to allow overwriting and deleting
system files on the destination computer (default: checked).

Mallow overwriting/deleting read-only files: Leave this box checked to allow overwriting and deleting
read-only files on the destination computer (default: checked).

Mallow overwriting/deleting hidden files: Leave this box checked to allow overwriting and deleting
hidden files on the destination computer (default: checked).
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3.8.3.1.4 Advanced Tab

Global Settings

x]

General | Transfer DverwritefDelete| Advanced |

Error Handling

On Communication error | West Host T |
On Tranzfer error | Wewt File T |
Log File

Generate Log File

[ ] &ppend if Log File exists
SCRIPT LOG | [ Bowse

[ Riestart zcript when finished [ Cloze Guest when finished

[ ] l [ Cancel ] [ Help

This NetOp Script Global Settings tab specifies advanced global settings.

Error Handling

On communication error []: The field of this drop-down box specifies the action in case of a
communication error. The drop-down box list contains these options:

Exit: End the script.
Next Host: Proceed to the next Host specified in the script (default selection).
Retry I time: Retry the failed command once.
Retry 2 times: Retry the failed command twice.
elc.
Retry 9 times: Retry the failed command 9 times.
Select an option in the list to display it in the field.

On transfer error []: The field of this drop-down box specifies the action in case of a file transfer error.
The drop-down box list contains these options:

Exit: End the script.
Next Host: Proceed to the next Host specified in the script.
Next File: Proceed to the next file specified in the script (default selection).
Retry 1 time: Retry the failed command once.
Retry 2 times: Retry the failed command twice.
etc.
Retry 9 times. Retry the failed command 9 times.
Select an option in the list to display it in the field.
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Log File

M Generate log file: Leave this box checked to generate a log file when running the script (default:
checked).

UAppend if log exists: Check this box to append the log to an existing log file with the specified name
(default: unchecked). Leave unchecked to overwrite.

[<Log file path and name>/: This field will specify the log file path and name (default: SCRIPT.LOG). If
no path is specified, the log file will reside in the NetOp Configuration Files directory, typically
C:\Documents and Settings\<User name>\dpplication Data\Danware Data\NetOp Remote

Control\Guest\.

Browse: Click this button to open a Windows Open window that specifies Files of type: Log Files (*.log)
to open a log file to specify its path and name in the field.

Note: The script log file is explained in Script Log.

U Restart script when finished: Check this box to restart the script at script end (default: unchecked).

LIClose Guest when finished: Check this box to unload NetOp Guest at script end (default: unchecked).
3.8.3.1.5 Global Settings in the Script File

NetOp Script Global Settings will appear in the script file as explained in this table:

Setting Value Description
SET Copy= G_H Transfer from Guest to Host.
H_G Transfer from Host to Guest.
SET Delta= No Do not use Delta file transfer.
Yes Use Delta file transfer.
SET CrashRecovery= No Do not enable crash recovery.
Yes Enable crash recovery.
SET OverwriteExisting=|No Do not overwrite/delete existing files.
Yes Overwrite/delete existing files.
SET OverwriteSystem= |No Do not overwrite/delete system files.
Yes Overwrite/delete system files.
SET OverwriteReadonly=|No Do not overwrite/delete read-only files.
Yes Overwrite/delete read-only files.
SET OverwriteHidden= |No Do not overwrite/delete hidden files.
Yes Overwrite/delete hidden file.
SET OnComError= Exit On a communication error, end the script.
NextHost |On a communication error, proceed to the next Host in the script.
<Number> g))n a communication error, retry connecting <Number> times (1 to
SET OnError= Exit On a transfer error, end the script.
NextHost |On a transfer error, proceed to the next Host in the script.
NextFile |On a transfer error, proceed to the next file in the script.
<Number> |On a transfer error, retry transferring <Number> times (1 to 9).
SET LogAppend= No Do not append a log in an existing log file.
Yes Append a log in an existing log file.
SET Log= None Do not generate a script log.
“<Log Generate a script log in the specified log file.
file path
and
name>
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SET AtEnd= None Do not restart the script at script end.
Restart Restart the script at script end.

SET CloseGuest= No Do not unload NetOp Guest at script end.
Yes Unload NetOp Guest at script end.

3.8.3.2 Commands

To specify the first command of a NetOp Script, in the Script window script pane select Global Settings
and click Add to display this drop-down menu:

| add.

l

g Canneck

3 \Wait
Run

This menu contains script commands that can execute on the Guest:

Connect: Select this command to display the Connect to Host window to add a Connect Command
that connects to a Host.

Wait: Select this command to display the Wait Dialog window to add a Wait Command that delays
script execution.

Run: Select this command to display the Run Program window to add a Run Command that runs a
program on the Guest computer.

A Connect command branches the script into commands that execute with or on the connected Host
computer or in case of a Connect /Mode=Guest command on the Guest computer.

In the script pane, click the [+] button before a Connect command to expand it and select the expanded
Connect command or a command below it and click Add to display this menu:

% Invenkary
Send Message

This menu contains script commands that can execute with a connected Host or a Guest connected

locally to itself:

Copy to Delete: Select one of these commands to display a <File transfer> (Dialog) window to add
a File Transfer Command.

Wait: Select this command to display the Wait Dialog window to add a Wait Command to delay

script execution.

Run: Select this command to display the Run Program window to add a Run Command to run a
program on the connected to computer.

Logoffto Send Message: Select one of these commands to add an Action Command to execute an
action on the connected to computer.

Note: Commands in the Script File explains how commands will appear in the script file.
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3.8.3.2.1 Connect Command

To add a Connect command to a NetOp script, in the Script window script pane select Global Settings or
the command directly under Global Settings after which you want to connect to a Host or locally to the
Guest and click the Add button. In the Commands drop-down menu select Connect to display the Connect
to Host window.

To edit a Connect command, in the script pane select a Connect command and click the Edit button to
display the Connect to Host window:

Connect to Host

Connect uging ; Phaneboak, file b
Phioneboak file :
|
[ Browse
I Ok l [ Cancel ] [ Help

This window adds or edits a Connect command.

Connect using: []: The field of this drop-down box displays the selected connect option. The drop-down
box list contains these options:

*  Phonebook File: Select this option to connect to a Host computer by specifying its NetOp
phonebook file (default selection).

*  Communication Profile: Select this option to connect to a Host computer by specifying a
communication profile and Host connect information.

*  Local: Select this option to connect locally to the Guest computer.
Select an option in the list to display it in the field.
If you select Phonebook file, this will be displayed below:

Phonebook file: [] [Browse]: Click Browse to display a Windows Open window specifying Files of
type: NetOp Phonebook Files (*.dwc) to open a phonebook file to display its path and name in the
field. Alternatively, specify the path and name in the field.
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If you select Communication profile, this will be displayed below:

Connect using | Communication profile w |

Communication profile :

N

TCPAP Address

Login name :

Login password

Login domain

[]Uze curent login credentials for Windows 5 ecurity authentication

e

Communication profile []: The field of this drop-down box will display the selected communication
profile (default: TCP/IP). The drop-down box list will contain available Guest communication
profiles. Select one in the list to display it in the field.

<Host connect information>: //: Specify Host connect information in one or two fields according to
the communication profile selection above, see Host Section (default: empty). In a field in which
you can specify an IP address, you can also specify an IP address range, e.g. 192.168.1.1-
192.168.1.5, to connect to multiple Host computers from one script.

Logon name: []: Specify in this field any logon name required by the Host (default: empty).
Logon password: []: Specify in this field the Logon name matching password (default: empty).

Logon domain: []: Specify in this field the Logon name matching domain or directory server
(default: empty).

Ll Use current logon credentials for Windows Security authentication: Check this box to log on to
the Host by the Windows logon user credentials of the Guest computer user instead of the logon
credentials specified above (default: unchecked).

If you select Local, no further specification is required.
Click OK to specify the added or edited Connect command in the script pane.
3.8.3.2.2 Wait Command

To add a Wait command to a NetOp script, in the Script window script pane select the command after
which you want to wait before continuing script execution and click the Add button. In the Commands
drop-down menu select Wait to display the Wait Dialog window.
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To edit a Wait command, in the script pane select a WAIT command and click Edit to display the Wait
Dialog window:

Wait Dialog
Wait Dialog
Type: W ait Linkil
Details
HH - MM - 55
Time : oo |00
kb4 - DD - Y
Date: 02| |07 2006
[ Ok ] [ Cancel ” Help

This window adds or edits a Wait command.

TBype: []: The field of this drop-down box displays the selected wait type. The drop-down box list
contains these wait types:

*  Delay: Delay script execution for a specified time.

e Wait until: Wait until a specified date and time to continue script execution (default selection).

*  Repeat daily: Repeat script execution daily at a specified time.

*  Repeat weekly on day: Repeat script execution weekly at a specified time on specified weekdays.

*  Repeat monthly on day: Repeat script execution monthly at a specified time on specified weekdays.

*  Repeat monthly on date: Repeat script execution monthly at a specified time on specified dates.

Select a wait type in the list to display it in the field.
If you selected Delay, this section will be displayed below:

Dretailz

Delay :

HH - MM - 55

12| [o0] [oo

Delay: HH[]-MM][]-SS[]: Specify a delay between 00-00-00 and 23-59-59 (default: 12-00-00).

If you selected Wait until, this section will be displayed below:

Dretailz

Time :

Date :

HH - MM - 55

12| 00| (oo

MM - DD - 5N

02| |07 2006

Time: HH[]-MM[]-SS[] [AM/PM]: Specify a time of day between 00-00-00 AM and 11-59-59 PM
(default: 12:00:00 AM (noon)).

Date: MM[]-DD[]-YYYY[]: Optionally, specify a date between 01-01-1900 and 12-31-2200
(default: <Current date>).
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Note: If you clear the Date fields, script execution will wait until the next occurrence of the time of
day specified in the Time fields.

If you select one of the remaining wait types, this section will be displayed below:

Dretailz
HH - MM - 55
Tirne :
[ Select day(z]... ]

Time: HH[]-MM[]-SS[] [AM/PM]: Specify a time of day between 00-00-00 AM and 11-59-59 PM
(default: 12:00:00 AM (noon)).

Select days...: This button will not be not included if you selected Repeat daily in the Type drop-
down box. Click this button to display one of these windows:

If you selected Repeat weekly on day in the Type drop-down box field:

Wait - Select days

Select days :

Qk l [ Cancel ] [ Help ]

If you selected Repeat monthly on day in the Type drop-down box field:

Wait - Select days

Select days

First Maon | Tue | *Wed | Thu Fn Sat Sun

Second Man | Tue | 'wed | Thu Fri Sat || Sun

Third bMaon || Tue | Wed | Thu Fri Sat Sun
Favrth Man || Tue | *Wed | Thu Fri Sat Sun
Last Man || Tue | *ed | Thu Fn Sat Sun

5] (o]
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If Repeat monthly on date is selected in the Type drop-down box field:

Wait - Select dates

Select dates

15 16 17 18 19 20 21

22 23 24 25 26 27 28

29 3o A

ok | | cancel | | Hep |

Click days or dates to give them a white frame to select them (default: (first) Monday or I).
3.8.3.2.3 Run Command

To add a Run command to a NetOp script, in the Script window script pane select the command after
which you want to run a command and click the Add button. In the Commands drop-down menu select
Run to display the Run Program window.

Note: A Run command directly under Global Settings or under a Connect /Mode=Guest command will
execute on the Guest computer.

A Run command directly under a Connect command other than Connect /Mode=Guest will execute on
the connected to Host computer.

The specified program file must reside on the computer on which it shall run.

To edit a Run command, in the script pane select a RUN command and click the Edit button to display the
Run Program window:

Run Program

[ |
Timeout

[ Ok l [ Cancel ] [ Help ]

This window adds or edits a Run command.

If you are adding a Run command, the field will be empty. If you are editing a Run command, the field
will display the program path and command. Specify or edit the program path and command. Right-click
in the field to display a standard editing menu. You can include command line switches.
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Browse: Click this button to display a Windows Open window that specifies Files of type: Exe files
(*.exe) to open an exe file to display its path and name in the field above.

Note: See also Run Program.

Timeout []: The field of this drop-down box displays the selected timeout (default: / Min). The drop-
down box list contains timeouts from None to Never with from 5 Sec to 10 Min in between. None will
cause script execution to proceed without waiting for program execution to complete. A specific timeout
will cause a script error if program execution has not completed within the specified timeout. Never will
cause script execution to wait for program execution to complete before proceeding.

Caution: An invalid command specification will cause a script error, see Test a NetOp Script.

3.8.3.2.4 File Transfer Command

To add a file transfer command to a NetOp script, in the Script window script pane select the command
after which you want to add a file transfer command and click the Add button. In the Commands drop-
down menu select Copy, Move, Synchronize, Clone or Delete to display the matching <File transfer>
(Dialog) window explained below.

To edit a file transfer command, in the script pane select a file transfer command and click the Edit button
to display the matching <File transfer> (Dialog) window explained below.

File transfer commands include Copy, Move, Synchronize, Clone and Delete.

The Copy Dialog, Move Dialog, Synchronize Dialog and Clone Dialog windows have the same layout.

Only the Copy Dialog window will be explained with notes on differences. It has these tabs:
*  General Tab

. Transfer Tab

. Copy Tab
. Overwrite/Delete Tab

. Advanced Tab
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Copy Dialog
General Tab

Copy dialog g|

General | Transfer | Copy | Owverwite / Delete | Advanced

Fraom ;
Browze

Guest |8

Tao:

|H ozt

Browse

I (] ][ Cancel ][ Help

From

(Upper drop-down box) //: The field of this drop-down box displays the selected source NetOp
module name (default: the Global Settings window General tab selection). The drop-down box list
contains the options Guest and Host. Select an option in the list to display it in the field.

(Lower field) //: If you are adding a file transfer command, this field will be empty. If you are
editing a file transfer command, this field will display the source specification. Specify or edit the
source specification. Specify a file mask (a file name with wildcard characters like * signifying any
characters) to include multiple file names with common characters. The file mask *.* specifies a
directory.

Note: A Synchronize or Clone command must specify a source directory.

Browse

Note: This section will be enabled only if the From section upper drop-down box field displays
Guest.

Folders...: Click this button to display a Windows Browse for Folder window to select a source
directory whose path and name (ending with *.*) will be displayed in the lower field.

Files...: Click this button to display a Windows Open window that specifies Files of type: All
Files (*.*) to open a source file whose path and name will be displayed in the lower field.

Note: The Files button will be disabled if you are specifying a Synchronize or Clone command.

To

(Upper field) //: This disabled field will always display the From section upper drop-down box
unselected option.

(Lower field) //: If you are adding a file transfer command, this field will be empty. If you are
editing a file transfer command, this field will display the destination specification. Specify or edit
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the destination specification that will typically be a directory path ending with *.*. To rename a
single transferred file, specify a destination file name.

Note: A Synchronize or Clone command must specify a destination directory.

Browse

Note: This section will be enabled only if the 7o section upper drop-down box field displays
Guest.

Folders...: Click this button to display a Windows Browse for Folder window to select a
destination directory whose path ending with *.* will be displayed in the lower field.

Existing files in the destination directory with the same location and name as transferred files
will be overwritten by transferred files, except in the case of synchronization where source and
destination directory older files will be overwritten by newer files in either directory.

Files...: Click this button to display a Windows Open window that specifies Files of type: All
Files (*.*) to open a destination file whose path and name will be displayed in the lower field.

Specifying a destination file name will rename a single transferred file into the specified name.
If the specified destination file exists, it will be overwritten by the transferred file.

Note: The Files button will be disabled if you are specifying a Synchronize or Clone command.

Caution: An invalid file transfer specification will cause a script error, see Test a NetOp Script.

Transfer Tab

This tab contains the same elements as the Global Settings window Transfer Tab. Default selections
are the Global Settings selections. Changed selections will apply to this file transfer command only.
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Copy Tab

Copy dialog E|

General | Tramsfer| Copy | Ovenarite / Delete | Advanced
Copy options
[ ] Copy files newer than ; kb - DD - 5
[ Include subfolders.

Copy hidden and system filez

[ ] Copy anly if file exists on target

I k. H Cancel H Help

Copy options

LlCopy files newer than: []: Check this box and specify a date in the fields to transfer only files
newer than the specified date (default: unchecked).

UInclude subfolders: Check this box to transfer files in subdirectories of a specified directory
(default: unchecked). Leave unchecked to transfer only specified directory files.

M Copy hidden and system files: Leave this box checked to transfer hidden and system files (default:
checked). Uncheck to not transfer hidden and system files.

Ll Copy only if file exists on target: Leave this box unchecked to transfer all specified files (default:
unchecked). Check this box to transfer only files that exist on the destination computer in the
specified location.

U Transfer only one way: This option is enabled only with a Synchronize command. Check this box
to transfer files only from the source computer to the destination computer (default: unchecked).

Note: With a Clone command, all options except Include subfolders are disabled.

Overwrite/Delete Tab

This tab contains the same elements as the Global Settings window Overwrite/Delete Tab. Default
selections are the Global Settings selections. Changed selections will apply to this file transfer
command only.

Advanced Tab

This tab contains the same elements as the Global Settings window Advanced Tab. However, the
Log File section and the Restart script when finished and Unload Guest when finished options are
disabled. Default selections are the Global Settings selections. Changed selections will apply to this
file transfer command only.
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Delete

Fraom ;

Hoszt w

O ptians
[ Include subfalders.

Delete hidden and syztem filez
[] Delete read only files

[ 0k l [ Cancel ] [ Help

From

(Upper drop-down box) //: The field of this drop-down box displays the selected NetOp module name
(default: the Global Settings window General Tab unselected option). The drop-down box list contains
the options Guest and Host. Select an option in the list to display it in the field.

(Lower field) /]: Specify a directory or file path and name. Specify a file mask (a file name with wildcard
characters like * signifying any characters) to specify multiple file names with common characters. The
file mask *.* specifies a directory.

Options

U include subfolders: Check this box to delete a specified directory, its subdirectories and files in them
(default: unchecked). Leave unchecked to delete only files in a specified directory.

MDelete hidden and system files: Leave this box checked to delete hidden and system files in a specified
directory (default: checked). Uncheck to not delete hidden and system files.

LDelete read only files: Check this box to delete read-only files in a specified directory (default:
unchecked). Leave unchecked to not delete read-only files.

3.8.3.2.5 Action Command

Action commands include the simple commands Logoff, Restart, Poweroff and Lock and the composite
commands Inventory and Send Message.

Note: Action commands will work only with a connected Host, not when connecting locally to the Guest.

To add an action command to a NetOp script, in the Script window script pane select the command after
which you want to execute it. Click the Add button and in the drop-down menu select one of these
commands:

Logoff: Add a command that will log off the user from Windows on the connected to Host computer.
Restart: Add a command that will restart Windows on the connected to Host computer.
Poweroff: Add a command that will close down and power off the connected to Host computer.

Lock: Add a command that will lock the connected to Host computer.
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Inventory: Display this window:

|ventany step | One Step b |

| |

Inventory step: The field of this drop-down box displays the selected Inventory step option. The
drop-down box list contains these options:

One Step: Generate, retrieve, copy and complete a connected to Host computer inventory.
Generate: Generate a Host computer inventory on the Host computer.

Retrieve: Retrieve the generated Host computer inventory into the Host computer file
%TEMP%\si_out.xml.

Note: A retrieved inventory file must be copied from the connected to Host computer to the
Guest computer by a Copy File Transfer Command, typically to the Guest computer %TEMP%
directory, to be ready for completion.

Complete: Move a Host computer inventory file copied to the Guest computer to the Guest
computer user inventor directory to make it displayable on the NetOp Guest Window Tab
Panel Inventory Tab. The inventor directory resides in the NetOp Configuration Files
directory, typically C:\Documents and Settings\<User name>\dpplication Data\Danware
Data\NetOp Remote Control\Guest\inventor.

Select an option in the list to display it in the field.

Inventory file path: This field will be enabled only if Complete is displayed in the Inventory step
drop-down box field. Specify the Guest computer path and name of the inventory file that shall be
completed.

Send Message: Display this window:

Send Message

Send Meszage step : | One Step w |

Meszage path : | | Browse

Send Message step: The field of this drop-down box displays the selected Send Message step option.
The drop-down box list contains these options:

One Step: Copy a Guest computer message file to the connected to Host Messages directory
and display the message on the Host computer screen.

Note: Create and save a message file in the Send Message window, see NetOp Message.

Display Message: Display a message file residing in the Host Messages directory on the Host
computer screen.

Select an option in the list to display it in the field.

Message path: []: Specify in this field the Guest (One Step) or Host (Display Message) computer
path and name of the message file that shall be (copied and) displayed.
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Note: The Host Messages directory is identified by the environment variable
%RootConfig%Messages.

To display in the Host Message window, the message file name must use the syntax
<Date>T<Time>;<Sender>.rtf with the date and time format YYYY-MM-DDTHH-MM-SS.

Browse...: Click this button to display a Windows Open window specifying Files of type: Rtf Files
(*.rtf) to open a Guest computer message file to display its path and name in the Message path field.

3.8.3.2.6 Commands in the Script File

Script commands will appear in the NetOp script file as explained in this table:

Command/Setting Arguments/Value Description

Connect /Mode=Phonebook <Drive>:\<Path>\<File> Connect to the Host of the phonebook
file <Drive>:\<Path>\<File>.

Connect /Mode=CommProfile  |/Profile="<Communication profile>" |Connect using the communication

/Name=<Host name or IP address profile <Communication profile> to
range> <Host name or IP address range>
/Loginname=<Login name> logging on to the Host by <Login
/Loginpassword=<Password name>, <Password> and <Domain or
(encrypted)> directory service name> or current

/Logindomain=<Domain or directory | Windows credentials <Yes/No>.
service name>
/LoginCredentials=<Yes/No>

Connect /Mode=Guest Connect locally to the Guest.
WAIT /Mode=Delay HH:MM:SS Wait for HH:MM:SS before proceeding.
WAIT /Mode=Until HH:MM:SS [MM-DD-YYYY] Wait until HH:MM:SS (hours), if

specified on MM-DD-YYYY, otherwise
next, before proceeding.

WAIT /Mode=Repeat HH:MM:SS Repeat daily at HH:MM:SS (hours).

WAIT /Mode=WeekDay /Days="<nl1><n2>,..” HH:MM:SS |Repeat weekly on days number <n1>,
<n2> and others specified (1=Monday,
2=Tuesday, etc.) at HH:MM:SS (hours).

WAIT /Mode=MonthDay /Days="<nl1>,<n2>,...” HH:MM:SS |Repeat monthly on days number <n1>,
<n2> and others specified (1=Monday of
first week, 8=Monday of second week,
29=Monday of last week) at HH:MM:SS
(hours).

WAIT /Mode=MonthDate /Days="<nl1>,<n2>,...” HH:MM:SS |Repeat monthly on dates number <n1>,
<n2> and others specified at
HH:MM:SS (hours).

Run <Drive>:\<Path>\<File> [<Any command line switch>] Run the program
<drive>:\<path>\<file>. Command line
switches can be added.

/Guest Run the program <drive>:\<path>\<file>
on the Guest.
/TimeOut=0 Run the program <drive>:\<path>\<file>

and proceed immediately without
waiting for its execution to end.

/TimeOut=<n> Run the program <drive>:\<path>\<file>
and proceed when its execution has
ended. After n seconds (0<n<1000),
proceed even if execution has not ended
and report an error.

/TimeOut=1000 Run the program <drive>:\<path>\<file>
and wait for its execution to end.
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COPY <Source> <Destination>

Copy the <Source> folders or files on
the source computer to the
<Destination> folder or file on the
destination computer.

/<Setting without SET >

Apply the specified setting to the
transfer. If unspecified, the global
setting specified for the script applies,

see Global Settings in the Script File.

/D=YYYY-MM-DD

Copy files newer than Year-Month-
Date.

/S Include subfolders.
/H Copy hidden and system files.
/U Copy only if file exists in the destination

directory.

MOVE <Source> <Destination>

Move the <Source> folder(s) or file(s)
on the source computer to the
<Destination> folder or file on the
destination computer.

/<Setting without SET >

Apply the specified setting to the
transfer. If unspecified, the global
setting specified for the script applies,

see Global Settings in the Script File.

/D=YYYY-MM-DD

Move files newer than YYYY-MM-DD.

/S Include subfolders.
/H Move hidden and system files.
/U Move only if file exists in the destination

directory.

SYNC <Source> <Destination>

Synchronize the <Source> folder on the
source computer with the <Destination>
folder on the destination computer.

/<Setting without SET >

Apply the specified setting to the
transfer. If unspecified, the global
setting specified for the script applies,

see Global Settings in the Script File.

/D=YYYY-MM-DD

Synchronize files newer than Year-
Month-Date.

/S Synchronize subfolders.

/H Synchronize hidden and system files.

/U Synchronize only files that already exist
in the destination directory.

/OneWay=Yes Transfer files only from the source

computer.

CLONE <Source> <Destination>

Clone the <Source> folder on the source
computer to the <Destination> directory
on the destination computer.

/<Setting without SET >

Apply the specified setting to the
transfer. If unspecified, the global
setting specified for the script applies,

see Global Settings in the Script File.

/S Clone subfolders.
LOGOFF Log off the current user from Windows
on the Host computer.
RESTART Restart Windows on the Host computer.
POWEROFF Close down and power off the Host
computer.
LOCKWORKSTATION Lock the Host computer.
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USERCMD “GET_INVENTORY=SI_ONESTEP”

Create a Host computer inventory on the
Guest.

USERCMD “GET_INVENTORY=SI GENERATE”

Generate an inventory on the Host
computer.

USERCMD “GET_INVENTORY=SI_RETRIEVE”

Retrieve a generated Host inventory to
an inventory file on the Host computer.

path>”

USERCMD “GET_INVENTORY=SI_COMPLETE <Inventory file

Move an inventory file in <Inventory
file path> on the Guest computer to the
inventor directory.

USERCMD “SHOWMSG=<Host computer message file path>"

Display a message file in <Host
computer message file path> in a
Message window on the Host computer
screen.

3.8.3.3 Script File

Below is an example of a NetOp script file. The script file is displayed to the left and explanations to each
line to the right. You can save a script file as a *. DWS or *.TXT file.

Script file
;This is my new script

R A R K R RN
WARRARRARRIRR"N

RO R N R RORK K R RORONN
pR e e e A A R 1Y w ®

w 3 w

Script

SET Copy=G_H

SET Delta=Yes

SET CrashRecovery=Yes

SET OverwriteExisting=Yes
SET OverwriteSystem=Yes
SET OverwriteReadonly=Yes
SET OverwriteHidden=Yes
SET OnComError=NextHost
SET OnError=NextFile

SET AtEnd=None

SET CloseGuest=No

SET AppendLog=No

SET Log="SCRI PT.LOG”

Connect Mode=Phonebook
“c:\bocuments and
Settings\Userl\Application
Data\Danware Data\NetOp
Remote

control\Guest\PhBook\Hostl.

dwc
COPY “C:\test.txt” C: /H

ConnectEnd
ScriptEnd

Explanation

The script must start with a semicolon (;) followed by an optional
comment.

Start the script.

Global settings:

Transfer files from Guest to Host.

Use delta file transfer.

Enable crash recovery.

Allow overwriting/deleting existing files/folders.
Allow overwriting/deleting system files.

Allow overwriting/deleting read-only files.
Allow overwriting/deleting hidden files.

On a communication error, proceed to the next Host.
On a transfer error, proceed to the next file.

Do not restart the script at script end.

Do not unload the Guest at script end.

Do not append an existing log in the log file.
Create a log in the file SCRIPT.LOG.
Commands:

Connect to the Host of the phonebook file HostI.dwc in the
default phonebook directory of the computer user User1.

Copy the file C:\test.txt on the source computer (in this case
Guest) to the C: folder on the destination computer (in this case
Host).

Disconnect.
End the script.
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3.8.3.4 Test a NetOp Script
A completed script may look like this in the Script window:

= Script
Scrpt File
Filename |E:'\D|:u:uments and Settingzhcohdpplication Data'\Danware| I Open Script l
Comment |This i% My new scripk | [ 5 ave Script ]

= @ C:hDocuments and Settingshecg'Application DatasDarware Data'\Met0p
Global Settings [ Add.. ]
= COMMELCT /Mode=Fhonebook, "C:A\Documents and Settings oo
B COF'Y C:htest bt C [ > ]
It
[ Fiun Script ]
< > [ Delete ]
[ Help ]
[ Cloze ]

Note: This is the script example in Script File.

While creating and editing a script in the Script window, the lower debug messages pane will report any
syntax errors.
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These syntax errors can be displayed:

Error Description

101 Unterminated string, e.g. "fest.txt (no end quotes).

102 More than 512 characters in a line.

103 Invalid character, e.g. drive specification E:.

201 Invalid boolean parameter value, e.g. SET OverwriteHidden=True.
202 A line starting without a command.

203 Too many commands.

204 Unknown command.

205 Invalid enumeration parameter value, e.g. SET OnComError=11.
206 Out of range integer parameter value, e.g. /TimeOut=1500.

207 Too many parameters.

208 Unknown parameter name, e.g. SET ComErr=35.

209 Syntax error, e.g. SET OverwriteSystem=3.

300 A SET command occurs before a Script command.

301 The script ends without a ScriptEnd command.

302 A file transfer command occurs before a Connect command.

303 A Connect command occurs before the previous connection was ended.

Note: You can avoid most of these syntax errors by creating the script in the Script window.

A script will execute from its beginning to its end, in the Script window from top to bottom, completing
each Connect branch before proceeding to the next Connect branch.

To test a script displayed in the Script window, click the Run Script button and see if the script executes
its actions and if it reports any execution errors in the debug messages pane. If the script fails, edit it and
re-run it until it executes as intended.

You can view script errors in a Script Log.

3.8.3.5 Script Log
Running a script will generate a script log if selected on the Global Settings window Advanced Tab.
By default, the script log file named SCRIPT.LOG will reside in the NetOp Configuration Files directory,

typically C:\Documents and Settings\<User name>\Application Data\Danware Data\NetOp Remote
Control\Guest.
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To view the script log graphically, in the NetOp Guest Window View Menu select View File Manager
Log to display a Windows Open window that specifies Files of type: Log Files (*.log) to open the script

log in this window:

NEM Log Viewer - C:\Documents and Settings\cgM pplication Data\Danware DataiNetOp Re... [Z|

= 02-08-2006 Script file : C:ADocuments and Settingzhocghdpplication DatahDanware DatahMetdp Remate Canb

labal Settings
= Cornect MMaode=Phanebook. ''C:A\Dacuments and Settingzscghdpplication DatahDanware DatabHetdp Re

I:E"I COPY C:hbest bet C: A [02-03-2006 12:31)

| .8

Open Log... ] [ Cloze

The NFM Log Viewer window is explained in Options Menu.

The graphical script log displays script execution like the NetOp Script Script window. Script errors are
indicated by red exclamation marks and are explained in clear text.
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Open the script log file in a text editor like Notepad to display a textual log:

[ SCRIPT.LOG - Notepad
File Edit

20060208,12:
200&0208,12:
200602038,12:
20060208,12:
200&60208,12:
2006e0z208,12:
200&60208,12:
200e0208,12:
20060208,12:
200&0208,12:
200602038,12:
20060208,12:
200&60208,12:
2006e0z208,12:
200&60208,12:
200e0208,12:
20060208,12:
200&0208,12:
200602038,12:
20060208,12:
200&60208,12:
2006e0z208,12:
200&60208,12:
200e0208,12:
20060208,12:
200&0208,12:
200602038,12:
20060208,12:
200&60208,12:

£

Format  Miew Help

71, a, 100,L0G VER
i1, a, 0,LwWe OFEM
31, a, 0,L0G OFEN
i1, o, 0,5ET

31, o, 0,SET

31, o, 0,5ET

i1, o, 0,5ET

21, o, 0,5ET

71, o, 0,5ET

i1, a, 0,SET

31, a, 0,5ET

i1, o, 0,5ET

31, o, 0,SET

31, o, 0,5ET

i1, o, 0,5ET

21, o, 0,5ET

71, o, 0,5ET

i1, a, 0,CALL

31, a, 0, COPY

i1, o, 0,FILE RMNAM
31, o, 4,FILE ROPE
31, o, 0,FILE WHAM
i1, o, 0,FILE WOFE
21, o, 0,FILERCLOS
71, o, 4, FILEWCLOS
i1, a, 0,C0PY END
31, a, 0,CAaLLEND
i1, o, 0,L0G CLOSE
31, o, 0,Lwr CLOSE

L

,Script file
L]
,SET
,SET
,SET
,SET
,SET
,SET
,SET
,SET
,SET
,SET
,SET
,SET

C:hDocuments and Set
LogDescription="script file
Copy=G_H

Delta=res
CrashRecovery=res
Owerwri teExisting=ves
Owerwri tesys Cem=Yes
Orwerwri teReadin]y=ves
OwerwriteHidden=ves
OnComError=NextHos T
OnError=Nex<tFile
ATtEnd=None

Unloadsuest=Ho

y SET Logappend=HNo

s 5ET LOQ=5CR.IFT.LOG

,Connect Mode=Fhonebook "C:%Docume

JCOPY Cinwtest.t=t <@ AH
E,Guest:"Cihfest, o=t
M,Guest:'"Cihfest. txt"
E,Host:"C:test.txt"
M,Host:"Z:test. txt"
E,auest:"CiNLest, txt”
E,Host:"C:test.txt"

LCOPY Cohkest.ot=xt C: /H

L]

L

1

~
tings™

CinDoc

nts an

The textual log contains lines of logged events like a table of records with the column content Date
(YYYYMMDD), Time (HH:MM), Error code, Extended error code, Action code, Action specification.

The script log can display these errors:

Code |Description Code |Description

0 No error 34 Path does not exist

01 Syntax error 35 File does not exist

02 Invalid command 36 File already exists

03 Memory error 37 File is marked Read only
04 Script busy 38 File is marked Hidden

05 Command cancelled 39 File is marked System

06 Script not initialized 40 Skipped due to time stamp
07 Internal Error - no control handler 41 Same time stamp and name, different attributes
08 Internal Error - no copy handler 42 Error opening file for read
09 Internal Error - invalid state 43 Error opening file for write
10 Error opening log file 44 Skipped due to date

11 Error writing log file 45 Skipped due to attribute
12 Invalid log version 46 Skipping file

13 Internal error 47 File is locked

14 User does not have read rights 48 Disk full

15 User does not have write rights 80 I/O error

16 Program timeout 81 Communication error

17 Command not supported by Host 160 | Verify failure

32 Internal error 255  |Unknown error

33 Folder not empty
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Among many others, the script log can display these actions:

Code Description

FILE ROPEN |File opened for reading
FILE WOPEN |File opened for writing
FILERCLOSE |File closed after reading
FILEWCLOSE |File closed after writing
FILE DEL File deleted

DIR DEL Directory deleted

LOG OPEN Log file opened

LOG CLOSE |Log file closed

ERROR Error during transfer
CALL Connected to Host
CALLEND Disconnected from Host

Advanced NetOp scripting is explained in the Administrator’s Manual Advanced Tools chapter NetOp
Scripting ActiveX Control section.

3.9 Guest Actions

You can execute these actions on Hosts:

. Run Program
. Execute Command

. NetOp Message
. Monitor

¢ Get Inventory
3.9.1 Run Program

You can run a program on one or multiple Host computers from the NetOp Guest Window or from a
NetOp Script.
. In the NetOp Guest Window, select one or multiple Tab Panel Host records and click the Toolbar

Action Buttons Run Program button or select the matching Connection Menu command to display
the Run Program Menu.

. In a NetOp Script, include a Run Command.

You can run a program on a Remote Control session Host computer. Click the Toolbar and Toolbox
Action Buttons Run Program button to display the Run Program Menu.

Run Program Menu
Browse

g:ij ndu.exe
[Z] test.txt

This menu will contain a Browse command and program commands that have been specified on the
Program Options window Run Tab.

Select the Browse command to display the Run Program Browse window to specify a program and run it
on selected record Host computers or on the Remote Control session Host computer.

Select a program command to run the program on selected record Host computers or on the Remote
Control session Host computer.

Note: The program file must be available on the Host computer in the location specified in the Run
Program Browse window or on the Run Tab.
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When executing a Run Program command, this window will be displayed:
Command Progress Status

Command progress status

x)

?‘ Fun prograrn: C:ikesk, bxk
Description ¢ Marme Phone number Communication Profile | Status
S, C50003 CiE0003 TEP(IP Success.
< »
[ ]Close this dialog box on successful completion Close ] [ Help

<Run Program icon> Run program: Displays the program file path and name.
The pane displays selected Host records in a table with this column content:

*  Description: Progress indicator and Host record Description, see e.g. Phonebook Records. These
progress indicators can be displayed:

%-, Command execution in progress
%, Command executed successfully

%., Command execution failed

*  Name: Host name according to the tab record, if applicable.

*  Phone number: Host or connecting NetOp Gateway modem telephone number or IP address
according to the tab record, if applicable.

. Communication Profile: Guest communication profile according to the tab record.
»  Status: Textual progress indicator.
Table controls are explained in Table Control.

Multiple commands will execute sequentially as indicated by the progress indicators and Status column
contents.

Note: If Host Guest Access Security does not allow Run Programs, the command will not execute, see
Allow Guest To.

L Close this dialog box on successful completion: Check this box to close the window when the
command has executed successfully on all selected Hosts (default: unchecked).

Cancel/Close: During progress, this button will display Cancel. Click it to cancel the command on the
computer where it is executing or attempting to execute and proceed to the next Host record. After
completion, this button will display Close. Click it to close the window.



3 NetOp Guest

3.9.1.1 Run Program Browse
Select the Run Program Menu Browse command to display this window:

Run

Program paths

| .

Command ling switches:

w Translate

Fun

) Normal
) Maximized
) Minimized

ik l [ Cancel ] [ Help

This window specifies a program and its run properties and runs it on selected record Host computers.

Program path: []: The field of this drop-down box will display the program file path and name (default:
none). The drop-down box list contains paths and names of files that have been run from this window
before. Select a path and name in the list to display it in the field or specify in the field a file path and
name.

Browse...: Click this button to display a Windows Open window that specifies Files of type: Programs to
open a Guest computer program file to display its path and name in the Program path field.

Note: The Open window will display only Guest computer directories and program files. Select A/l files
in the lower drop-down box list to display all file types. You can also run other file types, e.g. text files.
To run successfully, the file must be available and identifiable on the Host computer.

Command line switches: []: The field of this drop-down box will display switches that will be applied to
the command specified in the Program path drop-down box (default: none). The drop-down box list will
contain switch sets that have been applied in this window before. Select a switch set in the list to display
it in the field or specify in the field the switches that shall be applied to the file.

Translate: Click this button to replace Program path field path elements by available environment
variables to facilitate identifying the path on Host computers whose directory structure is different from
the Guest computer directory structure because of e.g. language or operating system.

Run

Select one of these options:
® Normal: Run the program in a normal size window (default selection).
OMaximized: Run the program in a maximized window.
OMinimized: Run the program minimized.

OK: Click this button to run the specified program on selected record Host computers to display the
Command Progress Status window.

3.9.2 Execute Command

You can execute a computer control command on one or multiple Host computers from the NetOp Guest
Window or from a NetOp Script.

*  Inthe NetOp Guest Window, select one or multiple Tab Panel Host records and click the Toolbar
Action Buttons Execute Command button or select the matching Connection Menu command to
display the Execute Command Menu.
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* Ina NetOp Script, include a computer control Action Command.

You can execute a computer control command on a Remote Control session Host computer. Click the
Toolbar and Toolbox Action Buttons Execute Command button to display the Execute Command Menu.

Execute Command Menu

Log off

l,‘ﬁ‘ Restart

by Shut down
{we= Lock Computer
2] ‘Make on LAM

Log Off: Select this command to log off the user from Windows on selected record Host computers.
Restart: Select this command to restart selected record Host computers.

Shut Down. Select this command to shut down selected record Host computers.

Lock Workstation: Select this command to lock selected record Host computers.

Wake on LAN: Select this command to start selected record Host computers whose Wake on LAN MAC
address is registered, see Connect Tab.

The Command Progress Status window will display command execution.

Note: If Host Guest Access Security does not allow Execute command (Restart, ...), the command will
not execute, see Allow Guest To.

3.9.3 NetOp Message

You can send a NetOp message to one or multiple Hosts from the NetOp Guest Window and from a
NetOp Script.

*  Inthe NetOp Guest Window, select one or multiple Tab Panel Host records and click the Toolbar

Action Buttons Send Message button or select the matching Connection Menu command to display
the NetOp Message window.

*  Ina NetOp Script, include a Send Message Action Command.

You can send a NetOp message to a Remote Control session Host computer user. Click the Toolbar and
Toolbox Action Buttons Send Message button to display the NetOp Message window.

NetOp Message

% Untitled =13

File Edit Search Format

Q| dls|u|s] ol x|a|o

| <1l

.f'|
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In this window, you can create, edit and send a NetOp message that will pop up on the Host computer
screen like this:

% Message from: CGO002 - 09-02-2006, 10:20:... [= |[B]X]
File Edit Search

& 5 A

Please call mel

System Administrator

The NetOp Message window contains these elements:

. Title Bar
. Menu Bar
. Toolbar

. Message Pane
. Status Bar

3.9.3.1 Title Bar
This is the NetOp Message window title bar:

% Untitled

It initially displays Untitled. If the message in the window has been saved in a file, its path and name will
be displayed.

Window controls are explained in Window Control.

3.9.3.2 Menu Bar
This is the NetOp Message window menu bar:

IFiIe Edit Search Format I

It contains these menus:
. File Menu

. Edit Menu

. Search Menu

. Format Menu
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3.9.3.2.1 File Menu
This is the NetOp Message window File menu:

=8 Edit Search Format

Send Message

M
QOpen...

Save As,..
Prink...

Close Chrl+F4

Menu and toolbar controls are explained in Menu and Toolbar Control.

Send Message: Select this command or click the matching Toolbar button to send the message to selected
record Hosts.

The Command Progress Status window will display command execution.

Note: If Host Guest Access Security does not allow Send Message, the command will not execute, see
Allow Guest To.

New: Select this command or click the matching Toolbar button to empty the Message Pane to create a
message. You will be prompted to save any unsaved current message changes.

Open: Select this command or click the matching Toolbar button to display a Windows Open window
that specifies Files of type: Rtf Files (*.rtf) to open the content of a rich text format file in the window.
You will be prompted to save any unsaved current message changes.

Save: This command will be enabled only if a file path and name has been specified for the window
message. Select it or click the matching Toolbar button to save the window message in its specified file.

Save As...: Select this command to display a Windows Save As window specifying Files of type: Rif Files
(*.rtf) to save the window message with a specified name and extension in a selected directory.

Note: A new message is not automatically named, provided with an extension and saved on the Guest
computer, but when received on a Host computer it is automatically named, provided with an extension
and saved.

Print: Select this command or click the matching Toolbar button to display a Windows Print window to
print the window message content without header or footer.

Close Ctrl+F4: Select this command or the matching Window Control menu command, click the
Window Control Close button or press CTRL+F4 to close the NetOp Message window. You will be
prompted to save any unsaved current message changes.

3.9.3.2.2 Edit Menu

This is the NetOp Message window Edit menu:

File Ms[® Search Format

IIndo Chrl+Z

Paste  Chrl+y
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Menu and toolbar controls are explained in Menu and Toolbar Control.

Undo Ctrl+Z: Select this command, press CTRL+Z or click the matching Toolbar button to undo/redo the
last Message Pane action.

Cut Ctrl+X: Select Message Pane text and select this command, press CTRL+X or click the matching
Toolbar button to remove the selected text and place it on the clipboard.

Copy Ctrl+C: Select Message Pane text and select this command, press CTRL+C or click the matching
Toolbar button to copy selected text to the clipboard.

Paste Ctrl+V: Select this command, press CTRL+V or click the matching Toolbar button to paste the
clipboard contents in the Message Pane cursor position.

Clear All Ctri+Del: Select this command or press CTRL+DEL to clear all Message Pane content.
Delete Del: Select Message Pane text and select this command or press DEL to delete selected text.
3.9.3.2.3 Search Menu

This is the NetOp Message window Search menu:

File Edit Faormat

Find...
Replace. ..
Mext  F3

Menu and toolbar controls are explained in Menu and Toolbar Control.

Find...: Select this command or click the matching Toolbar button to display the Windows Find window
to find Message Pane text.

Replace...: Select this command to display the Windows Replace window to replace Message Pane text.

Next F3: Select this command or press F3 to highlight the next occurence of Find or Replace window
specified text in the Message Pane.

3.9.3.2.4 Format Menu
This is the NetOp Message window Format menu:

File Edit Search

Character » Biold

Faont... Ttalic

Text dat Undetline

=t g Strikeout
v RTF data

Menu and toolbar controls are explained in Menu and Toolbar Control.

Character: This command expands into these commands:

Bold: Select Message Pane text and select this command to checkmark/uncheckmark it or click the
matching Toolbar button to make it appear pressed in/released to bold/unbold selected text.

Italic: Select Message Pane text and select this command to checkmark/uncheckmark it or click the
matching Toolbar button to make it appear pressed in/released to italicize/un-italicize selected text.

Underline: Select Message Pane text and select this command to checkmark/uncheckmark it or click
the matching Toolbar button to make it appear pressed in/released to underline/un-underline
selected text.

Strikeout: Select Message Pane text and select this command to checkmark/uncheckmark it to
strikeout/un-strikeout selected text.

Font...: Select Message Pane text and select this command to display the Windows Font window to
change selected text font and color.
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Text data/RTF data: Select the uncheckmarked command to switch checkmarks to change the Message
Pane text data format into the checkmarked type.

Note: The RTF format supports hyperlinks.

3.9.3.3 Toolbar
This is the NetOp Message window toolbar:

EIFEmE

[ x|&|alp| Bl Al |

Menu and toolbar controls are explained in Menu and Toolbar Control.

The toolbar contains these buttons:

2

=

Send: Click this button or select the matching File Menu command to send the window message
to selected record Hosts.

The Command Progress Status window will display command execution.

Note: If Host Guest Access Security does not allow Send Message, the command will not execute,
see Allow Guest To.

New: Click this button or select the matching File Menu command to empty the Message Pane to
create a message. You will be reminded to save any unsaved current message changes.

Open: Click this button or select the matching File Menu command to display a Windows Open
window that specifies Files of type: Rtf Files (*.rtf) to open the content of a rich text format file in
the window. You will be reminded to save any unsaved current message changes.

Save: This button will be enabled only if a file path and name have been specified. Click it or select
the matching File Menu command to save the message in its specified file.

Print: Click this button or select the matching File Menu command to display a Windows Print
window to print the window message content without header or footer.

Undo/Redo: Click this button or select the matching Edit Menu command to undo/redo the last
Message Pane action.

Cut: Select Message Pane text and click this button, select the matching Edit Menu command or
press CTRL+X to remove selected text and place it on the clipboard.

Copy: Select Message Pane text and click this button, select the matching Edit Menu command or
press CTRL+C to copy selected text to the clipboard.

Paste: Click this button, select the matching Edit Menu command or press CTRL+V to paste the
clipboard content in the Message Pane cursor position.

Find: Click this button or select the matching Search Menu command to display the Windows
Find window to find Message Pane text.

Bold: Select Message Pane text and click this button to make it appear pressed in/released or
select the matching Format Menu command to checkmark/uncheckmark it to bold/unbold selected
text.

Italic: Select Message Pane text and click this button to make it appear pressed in/released or
select the matching Format Menu command to checkmark/uncheckmark it to italicize/un-italicize
selected text.

Underline: Select text in the Message Pane and click this button to make it appear pressed in/
released or select the matching Format Menu command to checkmark/uncheckmark it to
underline/un-underline selected text.
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3.9.3.4 Message Pane
This is the NetOp Message window message pane:

Message Pane‘

It will display the message content. The first line of text will describe the message content on the Host.
You can edit, search and format text pane text from menu commands and Toolbar buttons.

To create an unprepared NetOp message, type it into the pane.

To create a prepared NetOp message, create plain or RTF formatted text in a file and paste it into the
pane.

Note: RTF formatted text supports hyperlinks, see Format Menu.

3.9.3.5 Status Bar
This is the NetOp Message window status bar:

I CAPS (MUM (CWVR I

The fields to the right are active:

*  CAPS: Displays black text if CAPS LOCK is enabled.
*  NUM: Displays black text if NUM LOCK is enabled.
*  OVR: Displays black text if INSERT is enabled.
3.9.4 Monitor

To monitor multiple Host computer screens sequentially, in the NetOp Guest Window select multiple
Tab Panel Host records and click the Toolbar Action Buttons Monitor button or select the matching
Connection Menu command to display the Monitor Toolbox and start connecting to the first selected
record Host.

Note: You must log on to each Host to monitor it.

If Host Guest Access Security does not allow Remote control, connection will be denied, see Allow Guest
To.

When connected, the Host computer screen image will be displayed, typically in this window:
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Monitor Window

CGO003 =]

W e tn mae B 5| B ol ceE3s g 7| njci| &

&3 NetOp Host - Connected [c60002] ENENENEN fli[ %]

Ejle Wiew Action  Session Ipc-ls Help
> ulo]| 5|2lslofe @Al

Communication | Mames | Meszages

General | Connections | Histary | Services

Skakus

Hosk 1D

Address
[ 192

192.168.102.96

b
| >
R, | 4 | MNoMouse Ma Kepbaard 0noz16

Window controls are explained in Window Control.

This window resembles the Remote Control window, but only these Toolbar and Toolbox buttons are

enabled:
z Full Screen: Click this window toolbar button or select the matching Title Bar menu command to
=| display the Host computer screen image in full screen display, see Remote Control Display.
1 Click this full screen toolbox button to display the Host computer screen image in window

display, see Remote Control Display.

Note: Press the zoom hotkey to toggle between window display and full screen display. The zoom
hotkey is CTRL+Z unless modified, see Remote Control Tab.

Show Connection List: Click this button to display on the Host computer screen the Connection
List window that displays records of connected Guests, see Connection Notification Tab.

Note: This button will be disabled if Host Guest Access Security does not allow Act as multi
Guest session administrator, see Allow Guest To.

Save Screen to Clipboard: Click this button or select the matching Title Bar menu command to
capture the Host computer screen image to the Guest computer clipboard.

Save Screen to File: Click this button or select the matching Title Bar menu command to capture
the Host computer screen image and display a Windows Save 4s window that suggests the file
name <Host name>-<Date>-<Time>.bmp and the NetOp Configuration Files SnapShot directory.
You can change the file name and directory before saving.

The Status Bar mouse and keyboard control fields display No Mouse and No Keyboard to indicate that
monitoring provides no mouse and keyboard control in the Host screen image.

Other Remote Control Display functionalities are available.
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When the Program Options window Monitor Tab specified Monitor interval has expired, the Guest wil
disconnect and connect to the next selected record Host.

You can end monitoring from the Monitor Toolbox.

3.9.4.1 Monitor Toolbox
This is the Monitor toolbox:

=]
=~ IKE

Its title bar will display:

*  While monitoring: Monitoring: <Host name>, <Number> s.: <Number> will count down from the
Program Options window Monitor Tab specified Monitor interval to zero. After countdown, the
Guest will disconnect and connect to the next selected record Host.

*  While holding countdown: Holding: <Host name>.
*  While remote controlling: Remote controlling: <Host name>.

It contains these buttons:

\% End: End monitoring.
P Continue: Continue countdown after Hold.
Il Hold: Hold countdown.
“ Previous: Monitor previous Host.
Next: Monitor next Host.
4
Remote Control/Monitor: Switch between monitor and monitor remote control. The button will

== display a remote control icon when monitoring and a monitor icon when remote controlling.

— | Full Screen/Window: Switch between window and full screen display. The button will display a
full screen icon in window mode and a window icon in full screen mode.

EL Host List: Display a list of monitored Hosts. Select a Host to monitor it.
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Monitor remote control does not enable full Remote Control functionality but enables mouse and
keyboard control and these additional toolbar buttons:

o

o

4

Connection Properties: Click this button or select the matching Title Bar menu command to
display the Connection Properties window with a limited tab and option selection.

Send Ctrl+Esc: Click this button or select the matching Title Bar menu command to send the
keystroke combination CTRL+ESC to the Host to display the Start menu on a Windows Host
computer or the Window List on an OS/2 Host computer.

Note: This button will be disabled if Host Guest Access Security does not allow Use keyboard
and mouse, see Allow Guest To.

Using this keystroke combination from the keyboard can have undesired effects.

Send Ctri+Alt+Del: Click this button or select the matching Title Bar menu command to send the
keystroke combination CTRL+ALT+DEL to the Host to display the security dialog box on a
Windows 2003/XP/2000/NT Host computer or restart an OS/2 Host computer.

Note: This button will be disabled if Host Guest Access Security does not allow Use keyboard
and mouse, see Allow Guest To.

Using this keystroke combination from the keyboard can have undesired effects.
Send Ctrl+Alt+Del will be disabled with Windows ME, 98 and 95 Host computers.
Click or select Restart Host PC to restart the Host computer.

Send Clipboard: Click this button or select the matching Title Bar menu command to send the
Guest computer clipboard content to the Host computer clipboard.

Note: This button will be disabled if Host Guest Access Security does not allow Transfer
clipboard, see Allow Guest To.

Retrieve Clipboard: Click this button or select the matching Title Bar menu command to retrieve
the Host computer clipboard content to the Guest computer clipboard.

Note: This button will be disabled if Host Guest Access Security does not allow Transfer
clipboard, see Allow Guest To.

Marker Mode: Click this button to make it appear pressed in or select the matching Title Bar
menu command to checkmark it to start NetOp Marker Utility. Click the pressed in button to
release it or select the checkmarked command to uncheckmark it to stop NetOp Marker Utility.

Note: This button will be disabled if Host Guest Access Security does not allow Use keyboard
and mouse, see Allow Guest To.

Lock Keyboard and Mouse: Click this button to make it appear pressed in or select the matching
Title Bar menu command to checkmark it to disable the Host computer keyboard and mouse.
Click the pressed in button to release it or select the checkmarked command to uncheckmark it to
enable the Host computer keyboard and mouse.

Note: This button will be disabled if Host Guest Access Security does not allow Lock keyboard
and mouse, see Allow Guest To.

3.9.5 Get Inventory
You can get the Host computer inventory from one or multiple Hosts from the NetOp Guest Window and
from a NetOp Script.

In the NetOp Guest Window, select one or multiple Tab Panel Host records and click the Toolbar
Action Buttons Get Inventory button or select the matching Connection Menu command to get Host
computer inventories to the Tab Panel Inventory Tab.

In a NetOp Script, include an /nventory Action Command.
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To get the Host computer inventory from a Remote Control session Host to the Tab Panel Inventory Tab,
click the Toolbar and Toolbox Action Buttons Get Inventory button.

The Command Progress Status window will display command execution.

Note: If Host Guest Access Security does not allow Retrieve Inventory, the command will not execute,
see Allow Guest To.

Advanced inventory options are available on the Program Options window Inventory Tab.
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4.1 Summary

This chapter explains the functionality of NetOp Host on a computer that runs on a Windows operating
system.

Note: NetOp Host on a computer that runs on a Linux, Solaris, Mac OSX, OS/2 or DOS operating
systems is explained in the Administrator’s Manual Other Operating Systems chapter.

NetOp Host enables a computer to be remote controlled from and interact with a computer that runs
NetOp Guest.

This chapter contains these main sections:
*  Host Startup Guide

*  NetOp Host Window

*  Host Tools

. Host Sessions

Host Actions

4.2 Host Startup Guide

4.2.1 For Typical Computer Users

NetOp Host is a server type program that enables the matching client type program NetOp Guest on
another computer to access resources on the NetOp Host computer.

If NetOp Host runs on your computer, you may experience that sometimes things beyond your control
happen on the computer because a remote computer that runs NetOp Guest accesses your computer. If
your computer belongs to an organization in which system administrators look after the setup and
security of all computers, you should not need to be concerned if such things happen. However, you
should report to your system administrator if things that you do not like happen on your computer.

You can typically verify that NetOp Host is loaded on your computer by this button in the notification
area in the lower right corner of the screen:

NetOp Host Button

[MerOp Host - Running (192, 168,102,92)]

Note: NetOp Host can be set up to run in Stealth mode to not display this button, see General Tab.

Its tooltip that will be displayed briefly when the mouse pointer is over the button will indicate the Host
status (above: Running with the computer IP address 192.168.102.92).

Right-click the button to display this menu:
NetOp Host Button Menu

Restore

Exit

Conneckion Lisk

Hiskary Lisk

Request Help

Restore/Show: This command will be Restore if the NetOp Host Window is minimized into a NetOp Host
Button and Show if the NetOp Host Window is on the screen but possibly hidden by other windows.
Select it or double-click the NetOp Host Button to display the NetOp Host Window in front of other
windows.
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Exit: Select this command or the matching NetOp Host Window File Menu command or the Window
Control menu Close command, double-click the Title Bar icon, click the Window Control Close button or
if the NetOp Host Window is active press ALT+F4 to unload NetOp Host.

Note: Exit can be protected by a Maintenance Password.

Connection List: Select this command to display this window:
Connection List

';"l Connection List E][E|El

Sessions Mame  #

Window controls are explained in Window Control.

It will display records of connected Guests like the NetOp Host Window Connections Tab, see also
Connection Notification Tab.

History List: Select this command to display this window:
History List

a History List E] [E| El

Sessions T MNarne

Window controls are explained in Window Control.

It will display records of connection events since the Host was last loaded like the NetOp Host
Window History Tab, see also Connection Notification Tab.

Request Help/Cancel Help: This command will be Request Help if the Host status is Running, see Title
Bar. Select it or the matching Session Menu command or click the matching Toolbar Session Buttons
button to request help, see Request Help.

This command will be Cancel Help if the Host status is Help Requested, see Title Bar. Select it or the
matching Session Menu command or click the matching Toolbar Session Buttons button to cancel a
pending help request, see Request Help.

4.2.2 For Advanced Computer Users

If the setup of your computer and its applications is your own responsibility, you must set up NetOp Host.

After a basic NetOp Remote Control Installation, NetOp Host will not be loaded and will not load and
start automatically when starting the computer.

Load NetOp Host from Start > (All) Programs > NetOp Remote Control > Host or by one of the
available Loading Alternatives.
When any user loads NetOp Host for the first time after basic Installation, the Setup Wizard will run to

initially set up NetOp Host. Select default options to apply a usable initial NetOp Host setup that will load
and start NetOp Host minimized in a NetOp Host Button, also when starting the computer.

Several NetOp Host setup options are available:

*  General setup: See Program Options.

. Guest access security setup: See Guest Access Security.

. Communication setup: See Communication Profiles.

*  NetOp log setup: See Log Setup.
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*  Protect setup: See Maintenance Password.

By the alternative installation methods Silent Install and NetOp Deployment, NetOp Host can be installed
in a set up state, see the Documentation Advanced Tools section.

4.2.3 Loading Alternatives
These NetOp Host loading alternatives are available:

1. Inthe Windows XP Start menu, select Host if pinned to your Start menu or in your list of most
frequently used programs.

2. Inthe directory where NetOp Host was installed, typically the directory C:\Program Files\Danware
Data\NetOp Remote Control\Host, run (double-click) NHSTW32.EXE.

3. Create a desktop shortcut to NHSTW32. EXE and double-click this shortcut.

In the Windows Run or Command Prompt window, execute a command specifying the
NHSTW32.EXE path and file name. This command can specify certain Host actions in optional
switches according to this syntax:

<NetOp Host program path and file> [<switchl>] [<switch2>]...

These switches can be used in a NetOp Host load command:

Switch Function

/C:<communication profile> Enable <communication profile> in addition to other selected
Communication Profiles. Do not store this setting.

/I:<Inventory file path and name>|Generate and Get Inventory in <Inventory file path and name>.

/R:i<Host name> Name the Host by <Host name>. Store this setting.

/w:l+/-] /W: Start the Host at loading. Do not store this setting.
/W:+ Start the Host at loading. Store this setting.
/W:- Do not start the Host at loading. Store this setting.

Request NetOp help by at least one of
these switches, see Request Help:

/HD:<Problem description> Specify the problem by <Problem description>.

/HP:<Help provider> Specify a help provider by <Help provider>.
/HC:<Communication profile> Specify a communication profile by <Communication profile>.
/HA:<Help provider address> Specify a help provider address by <Help provider address>.

Cancel a pending NetOp help request, see
Request Help:

/HH: Cancel a pending help request.

Log on to a connecting NetOp Gateway:

/LGN:<Gateway logon name> Specify a Gateway logon name.
/LGP:<Gateway logon password> Specify a Gateway logon password.
/LGD:<Gateway logon domain> Specify a Gateway logon domain.
Examples

<NetOp Host program path and file> /R:John C:/TCP/IP /W:

Explanation: Load the Host with the Host name John, start the Host (do not store) enabling 7CP/IP and
other selected communication profiles.

<NetOp Host program path and file> /R:Peter /w:+

Explanation: Load the Host with the Host name Peter, start the Host (store) enabling selected
communication profiles.

<NetOp Host program path and file> /HD:”Nothing works”
/HP:”Windows Help” /HC:TCP4 /HA:192.168.102.58

Explanation: Load the Host and send a help request with the problem description Nothing works, help
provider Windows Help, communication profile 7CP4 and IP address 7192.168.102.58.
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Note: Switch parameters that contain spaces or special characters must be enclosed by double quotation
marks.

4.2.4 Setup Wizard

If you load NetOp Host for the first time after basic Installation or if you select the Tools Menu Run Setup
Wizard command, this window will be displayed:

MetOp Remote Control - Setup Wizard E|
Welcome to the NetOp Remote Control
Setup Wizard

This wizard will quide you through the selection of
certain setup options to make the NetQp module
ready for use.

Click Mext to proceed.

Mext = ] [ Cancel

This is the first window of a wizard that will guide you through NetOp Host setup.
Click Cancel to leave the setup wizard without changing NetOp Host setup.

Note: When loading NetOp Host for the first time after a basic Installation, we recommend that you run
the Setup Wizard.
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Click Next > to display this window:

MetOp Remote Control - Setup Wizard

Wizard Mode
Select setup tvpe.

W

) Default
Select this option to use a defaulk setup,

) Custom
Select this option ko enable a cuskom setup.

< Back ” Mext = l [ Cancel ]

Select one of these options:
® Default: Follow the Default Track with few setup options (default selection).

O Custom: Follow the Custom Track with many setup options.

Note: For initial setup, we recommend that you follow the Default Track and apply default
selections.

Click < Back to return to the previous wizard window.

Click Next > to display this window:
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Default Track

NetOp Remote Control - Setup Wizard E
NetCp Host Startup Mode
Select how MetOp Host shall be started @

() Start with Windows

Select this option to load and start MekOp Hosk minimized with Windows, Recommended to
enable Log On ba Windows by remioke cantral,

") Load manually
Select this option ko load MetOp Host manually,

< Back ” Mext = ] [ Cancel ]

Select one of these options:
®Start with Windows: Load and start NetOp Host when Windows starts (default selection).
OLoad manually: Do not load and start NetOp Host when Windows starts.

Click Next > to display this window:
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Default Guest Access Password

NetOp Remote Control - Setup Wizard

Default Guest Access Password
Specify a password required from all Guests to connect to the Host.

=

Specify password;
| |

Re-enter password:

Specify password.: []: Specify in this field the password that connecting Guests must specify. Characters
will display as dots or asterisks.

Re-enter password: []: Re-specify in this field the password for confirmation.

Click Next > to display this window:
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Register
NetOp Remote Control - Setup Wizard E|
Register your NetOp License on-line E

Fegister with the MetQp manufacturer to gualify for technical support
and receive product news,

(¥} Yes, I want ko register my NetOp license on-line

Select this option to display the NetOp "Reqister on-ine" web page on wour Internet
browser when clicking Mext,

") No, but remind me later
Select this option ko prompt me For reqistration the next tme the NetOp module is loaded,

{:} Mo, I do not want to register my NetOp License now

Select this option to register manually by using the registration card included in the MNetOp
package or reqgister on-ine Fram the MetOp module.

< Back ]l Next = | [ Cancel

Select one of these options:

®Yes, I want to register my NetOp license on-line: When clicking Next, display the NetOp Product
Registration web page in your Internet browser (default selection).

ONo. but remind me later: Display this window when loading NetOp Host next time.

ONo, I do not want to register my NetOp license now: Do not display this window again.

Note: Registering your license with the NetOp manufacturer may prove useful if you lose your license
certificate or if you want to upgrade to a newer version of the product.

Do not register a free trial version license or a license that was already registered.
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Click Next > to display this window:

X]

MetOp Remote Control - Setup Wizard

@ Setup Wizard completed

Your Metop module is now set up and ready
for use.

Tao change the setup, use the MetCp module
Caonfiguration menu items.

< Back, ]| Finish | [ Cancel

Click Finish to end the Setup Wizard.
Custom Track

MetOp Remote Control - Setup Wizard

Select Communication Profiles
The communication profiles in the pane are available. @

Check hoxes to use and click buttons to modify.

W 2oere Systems AC'97 Modem [ ey ]
] HTTP
[] Infrared
[] tnternet [ Edit |
[] Internet (TCRY
[]1rx

] 150N (CAPT) [ Delete |
LAM (TR

[] mMetBIOS

[] MetBIOS over Movell IPY (7)

[] MetBIOS over TCRJIP (3)

TCP{IP ]
[ ] TCRITP (TR IPvE)

[ Terminal Server

| &

< Back “ MNext = | [ Cancel

Select, create, edit or delete Communication Profiles.
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Click Next > to display this window:

MetOp Remote Control - Setup Wizard

Host Program Options
Select startup options. Click the Advanced button for more options.

W

Startup

Skart Host when loaded

Load Host at Windows startup
Minimize Host when loaded

[ ]stealth mode (hide host when started)

Advanced

< Back, ]| MNext > | [ Cancel

Select Program Options.

Click Next > to display this window:

NetOp Remote Control - Setup Wizard

Guest Access Security
Select a Guest access security option.

W

{*) All Guests have the same password
Select this option for MetOp modules where only one or bwo users need access,

(") Each Guest has its own password
Select this option for MetOp modules where mulkiple users need access,

{:} Use Windows Security Management
Select this option for MetOp modules where the users can be authenticated
against a Windows security dakabase either local or Domain based.

After selecting a Guest access security aption, click the Configure [

button bo configure access dekails, Configure. .. ]

< Back ]l Mext = | [ Cancel ]
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Select one of these options:

® A1l Guests have the same password: Click Configure to display the Guest Access Security
window Guest Access Privileges Tab displaying Grant All Guests Default Access Privileges
options. Click Next to display the Default Guest Access Password window (default selection).

OEach Guest has its own password: Click Configure to display the Guest Access Security window
Guest Access Privileges Tab displaying Grant Each Guest Individual Access Privileges Using
NetOp Authentication options. Select the security role that shall be assigned to added Guests. Click
Next to display the Individual Guest Access NetOp window.

O Use Windows Security Management: Click Configure to display the Guest Access Security
window Guest Access Privileges Tab displaying Grant Each Guest Individual Access Privileges

Using Windows Security Management options. Select the security role that shall be assigned to
added users and groups. Click Next to display the Individual Guest Access Windows window.

Individual Guest Access NetOp

NetOp Remote Control - Setup Wizard FZ|

Indrddual Guest Access
Do wou want to add a Guest? @

(*) Yes, add a Guest
Select this option to specify a Guest ID and password,

I MNo

Select this option to proceed withouk adding a Guest,

< Back ” Mext = l [ Cancel ]

Select one of these options:

®Yes, add a Guest: Display the Add Guest window (default selection).
ONo: Display the Register window.
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Add Guest

NetOp Remote Control - Setup Wizard

Indrddual Guest Access
Specify a Guest |D and a password required from this Guest 1D
to connectto the Host.

W

Guest ID:

Specify password:

Re-enter password:

Guest ID: []: Specify in this field the name by which a connecting Guest must log on.

Specify password.: []: Specify in this field the password by which this Guest must log on. Characters will
display as dots or asterisks.

Re-enter password.: []: Re-specify in this field the password for confirmation.

Click Next > to add this account to the Guest Access Security window Guest Access Privileges Tab Grant
Each Guest Individual Access Privileges Using NetOp Authentication selection selected security role and
display the Add Another Account window.
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Add Another Account

NetOp Remote Control - Setup Wizard

Indrddual Guest Access
Do wou want to add anather Guest?

=

(*) Yes, add another account
Select this option ko add another Guest access security account,

I MNo

Select this option to finish adding Guest access security accounts and proceed.,

< Back ” Mext = l [ Cancel

Select one of these options:

® Yes, add another account: Display the Individual Guest Access NetOp or Individual Guest
Access Windows window from which this window was displayed to add another account (default
selection).

ONo: Display the Register window.

294



4 NetOp Host

Individual Guest Access Windows

NetOp Remote Control - Setup Wizard

Individual Guest Access
Do wyou want to add a Windows user or group?

W

() Yes, add a Windows user
Select this option to select a Windows user,

") Yes, add a Windows group
Select this option ko select a \Windows group,

{:}Nu

Select this option to proceed without adding a Windows account,

< Back. ” Mexk > ] [ Cancel

Select one of these options:

®©Yes, add a Windows user: Display the Windows Select User window to add a Windows user
account to the Guest Access Security window Guest Access Privileges Tab Grant Each Guest
Individual Access Privileges Using Windows Security Management selection selected security role
and display the Add Another Account window (default selection).

OYes, add a Windows group: Display the Windows Select Group window to add a Windows group
account to the Guest Access Security window Guest Access Privileges Tab Grant Each Guest

Individual Access Privileges Using Windows Security Management selection selected security role
and display the Add Another Account window.

ONo: Display the Register window.
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This

is the NetOp Host window:

a MetOp Host - Running |Z||§IE|

File Wiew Action Session Tools Help
F ™
u[n|| 5@ &9 F8]s
Communication M amesz Mezzages
General | Connections Histary Services
Status
Hiost I
Address

192.168.102.92

It contains these elements:

Title Bar
Menu Bar
Toolbar
Tab Panel
Status Bar

4.3.1 Title Bar

This

is the NetOp Host Window title bar:

a MetOp Host - Running |Z||§I[Z|

Its w

indow controls are explained in Window Control.

The title bar will display Host status information:

Loading: Host is loading.

Stopped: Host communication is disabled.

Starting: Host communication is being enabled.

Running: Host communication is enabled. No Guest is connected.

Connected [<Guest name>/+<Number>: Host communication is enabled. The Guest identified by
<Guest name> and <Number> other Guests are connected.

Note: If the Program Options window Connection Notification Tab During Connection section
Display Guest name (if available) in the title bar box is checked, the name by which the connected
Guest identifies itself will be displayed in square brackets.




4 NetOp Host

If the Program Options window General Tab Connection section Allow multiple simultaneous Guest
sessions box is checked, multiple Guests can be connected at the same time. The number of
connected Guests more than one will be displayed by +<Number>.

*  Disconnecting: Host communication is enabled. All connected Guests are being disconnected.

*  Help requested: Host communication is enabled. A help request sent to a Guest is pending, see
Request Help.
*  Stopping: Host communication is being disabled.

This status information will also be displayed in the General Tab Status field, on the Windows task bar
NetOp Host button and tooltip and in the notification area NetOp Host Button tooltip.

Select the Window Control menu Minimize command or click the matching title bar button to display the
Host only as a notification area NetOp Host Button.

4.3.2 Menu Bar
This is the NetOp Host Window menu bar:

IEiIe Wiew  Action  Session  Tools Help I

It contains these menus:
. File Menu

. View Menu

. Action Menu

. Session Menu

. Tools Menu

. Help Menu

4.3.2.1 File Menu
In the Menu Bar, select File or if the NetOp Host Window is active press ALT+F to display this menu:

File Wiew Action Session Tools Help

Wi »

Save as ¥

History

Exit Alt+F4

Menu and toolbar controls are explained in Menu and Toolbar Control.
View: This command expands into this command:

Message: Select a Messages Tab record and select this command or the matching record context
menu command to view the record message in a NetOp Message window.

Save As: This command expands into this command:

History: Select the History Tab and select this command or the matching tab pane context menu
command to display a Windows Save 4s window that specifies Save as type: All Files (*.*) to save
the pane content in a file.

Note: The Save As window specifies the file name *.£xt to save the pane content as a #xt file, but the
extension is not automatically added to the specified file name.

Delete: This command expands into these commands:

History: Select the History Tab and select this command or the matching tab pane context menu
command to display a confirmation window to confirm deleting the pane content.
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Messages: Select Messages Tab records and select this command or the matching record context
menu command to display a confirmation window to confirm deleting selected records and
matching files.

Exit: Select this command, the matching NetOp Host Button menu command or the Window Control
menu Close command, double-click the Title Bar icon, click the Window Control Close button or if the
NetOp Host Window is active press ALT+F4 to unload the Host.

4.3.2.2 View Menu
In the Menu Bar, select View or if the NetOp Host Window is active press ALT+V to display this menu:

File | Wiew Ackion  Session  Tools  Help

x| m| Toolbar

_‘h File transfer skatus

£Z% Modern dialog

Menu and toolbar controls are explained in Menu and Toolbar Control.

Toolbar: Select this command to hide/display the Toolbar (default: displayed). The command icon will
appear pressed in when the Toolbar is displayed.

File Transfer Status: This command will be enabled if a Guest is connected. Select it to display the File

Transfer Status window.
Modem Dialog: Select this command to display the Modem Dialog window.

4.3.2.3 Action Menu
In the Menu Bar, select Action or if the NetOp Host Window is active press ALT+A to display this menu:

File Wiew | gction Session  Tools  Help

B Stop
Bp Restart

> Hide

Menu and toolbar controls are explained in Menu and Toolbar Control.

Start: Select this command or click the matching Toolbar Action Buttons button to start the Host to
enable selected Communication Profiles.

If Guest Access Security does not specify any Guest logon credentials, by default this Security Warning
will be displayed:

Security Warning

Security Warning @l

This Host allows ane Guest bo access wour PC, To prevent
j unauthorized access it is recommended that yvou specify
password or another Form of access reskriction.

[(Joon't show this warning again

[ Review security settings ... ] l Cancel l

ClDon t show this warning again: Check this box to suppress this security warning (default:
unchecked).

Note: To reinstate this Security Warning if suppressed, while the Host is unloaded delete the NetOp
Configuration Files nhstconf.ndb file that will typically reside in C:\Documents and Settings\All
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Users\Application Data\Danware Data\NetOp Remote Control\Host. Deleting nhstconf.ndb will
delete the Host setup. When reloading the Host, the Setup Wizard will run to create a Host setup.

Review security settings...: Click this button to display the Guest Access Security window.

Continue: Click this button to close this window to start the Host.
Cancel: Click this button to close this window without starting the Host.

Stop: Select this command or click the matching Toolbar Action Buttons button to stop the Host to
disable enabled Communication Profiles.

Restart: Select this command or click the matching Toolbar Action Buttons button to stop and start the
Host to disable and enable selected Communication Profiles.

Note: Some setup changes require Host restart.

Hide: Select this command to display a confirmation window to confirm hiding the Host. If hidden,
nothing on the screen will indicate that the Host is loaded.

Note: If hidden from this command, the Host will be displayed as before hiding it when reloaded, e.g. by
restarting Windows.

If hidden from the Program Options window General Tab Stealth mode (hide Host when loaded) option,
the Host will be hidden when reloaded.

To display a hidden Host, run SHOWHOST EXE that by default resides in the directory where the Host is
installed.

4.3.2.4 Session Menu
In the Menu Bar, select Session or if the NetOp Host Window is active press ALT+S to display this menu:

File Wiew Action | Session Toaols Help

g 2 Request help

Menu and toolbar controls are explained in Menu and Toolbar Control.

Disconnect: This command will be enabled if a Guest is connected. Select it or the matching NetOp Host
Button Connected Menu command or click the matching Toolbar Session Buttons button to disconnect
from all connected Guests.

Note: From the NetOp Host Button Connected Menu, you can disconnect from one of multiple connected
Guests.

Chat: This command will be enabled if a Guest is connected. Select it or the matching NetOp Host
Button Connected Menu command or click the toolbar Session Buttons Chat button to start a Chat
session with all connected Guests.

Note: From the NetOp Host Button Connected Menu, you can start a Chat session with one of multiple
connected Guests.

Audio-Video Chat: This command will be enabled if a Guest is connected unless the Guest or the Host is
engaged in another audio session. Select it or the matching NetOp Host Button Connected Menu
command or click the toolbar Session Buttons Audio-Video Chat button to start an Audio-Video Chat
session with the connected Guest that has keyboard and mouse control.

Note: From the NetOp Host Button Connected Menu, you can pass keyboard and mouse control from
one of multiple connected Guests to another.
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Request Help: This command will be enabled if the Host status is Running, see Title Bar, and if at least
one of the Program Options window Help Request Tab Options section Enable help service or Enable
service tickets boxes is checked. Select it or the matching NetOp Host Button menu command or click the
matching Toolbar Session Buttons button to Request Help from a Guest.

Cancel Help: This command will be enabled if the Host status is Help Requested, see Title Bar. Select it
or the matching NetOp Host Button menu command or click the matching Toolbar Session Buttons
button to cancel a pending help request.

4.3.2.5 Tools Menu
In the Menu Bar, select Tools or if the NetOp Host Window is active press ALT+T to display this menu:

File Miew Ackion Session | Tools Help
|_3_] Program Cptions

{:}_u., Guest Access Security

Maintenance Password
Log Setup

<Y Communication Profiles

Maodem database

Check Faor Mew Updates
Debug Trace

Run Setup wWizard

Its commands are explained in Host Tools.

4.3.2.6 Help Menu
In the Menu Bar, select Help or if the NetOp Host Window is active press ALT+H to display this menu:

File Wiew Action Session Tools | Help
Conkents
Cnline suppart
Cnline regiskration

Quick, Guide

About. ..

Menu and toolbar controls are explained in Menu and Toolbar Control.

Contents: Select this command to open the NetOp Host Help system that in its left pane displays a
graphical table of contents.

Online Support: Select this command to open the Support for NetOp Remote Control web page in your
Internet browser.
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Apply License/Online Registration: If a trial version of NetOp Host is installed, this command is Apply
License. Select it to display this window:

MetOp License

NetOp Remate Control

[

/NetOp Moving expertise - not peuple'

Licensed tao:

Serial number:

o

This window applies license information to a trial version installation to upgrade it to a licensed
version installation.

Licensed to: []: Specify in this field the licensee name.
Serial number: []: Specify in this field the Host license number.

If a licensed version of NetOp Host is installed, this command is Online registration. Select this
command to open the NetOp Product Registration web page in your Internet browser.

Quick Guide: Select this command to open the NetOp Host Help system on the Host Startup Guide topic.

About...: Select this command to display this window:
About NetOp Remote Control Host

X

About NetOp Remote Control Host

NetOp’ Remote Con

NetOp Moving expertise - not people”

MetOp Remaoke Conkrol
Mersion 9,00 (20060413
Copyright @ 1931-2006 Darware Data A3, All Rights Reserved. Portions used under
license from third parties,

Serial nr: UK00900-57H0-1DEFO0-xxxx=-000001 Syskemn info ...

Licensed to:  Danware Daka &f5
License: Special

This window will contain information on your NetOp Host installation. The build number in format
YYYYDDD (Y=year number digit, D=day number digit) is enclosed in parentheses next to the
version number.

System Info...: Click this button to display the System Info window.
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4.3.3 Toolbar

This NetOp Host Window toolbar will be displayed unless hidden from the View Menu Toolbar
command:

|I> || 5|@ | B8] |

Menu and toolbar controls are explained in Menu and Toolbar Control.

*
.l

The toolbar contains buttons grouped into these sections:
¢ Action Buttons

¢ Session Buttons

¢ Tool Buttons

4.3.3.1 Action Buttons
These are the NetOp Host Window Toolbar action buttons:

» Start: Click this button or select the matching Action Menu command to start the Host to enable
selected Communication Profiles.

- Stop: Click this button or select the matching Action Menu command to stop the Host to disable
all Communication Profiles.

» Restart: Click this button or select the matching Action Menu command to stop and start the Host
to disable and enable selected Communication Profiles.

Note: Some setup changes require Host restart.

4.3.3.2 Session Buttons
These are the NetOp Host Window Toolbar session buttons:

x Disconnect: This button will be enabled if a Guest is connected. Click it or select the matching
Session Menu or NetOp Host Button Connected Menu command to disconnect from all connected
Guests.

Note: From the NetOp Host Button Connected Menu, you can disconnect from one of multiple
connected Guests.

=) Chat: This button will be enabled if a Guest is connected. Click it or select the matching Session
Menu or NetOp Host Button Connected Menu command to start a Chat session with all connected
Guests.

Note: From the NetOp Host Button Connected Menu, you can start a Chat session with one of
multiple connected Guests.

Audio-Video Chat: This button will be enabled if a Guest is connected unless the Guest or the
Host is engaged in another audio session. Click it or select the matching Session Menu or NetOp
Host Button Connected Menu command to start an Audio-Video Chat session with the connected
Guest that has keyboard and mouse control.

ke

Note: From the NetOp Host Button Connected Menu, you can pass keyboard and mouse control
from one of multiple connected Guests to another.

=.] Request Help: This button will be enabled if the Host status is Running, see Title Bar. Click it or
= | select the matching Session Menu or NetOp Host Button menu command to Request Help.

. Cancel Help: This button will be enabled if the Host status is Help Requested, see Title Bar. Click

» | it or select the matching Session Menu or NetOp Host Button menu command to cancel a pending

help request.
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4.3.3.3 Tool Buttons
These are the NetOp Host Window Toolbar session buttons:

Program Options: Click this button or select the matching Host Tools command to display the
Program Options window.

LB

| Guest Access Security: Click this button or select the matching Host Tools command to display
L=]  the Guest Access Security window.

) Communication Profiles: Click this button or select the matching Host Tools command to display
the Communication Profile Setup window, see Communication Profiles.

Note: Tool buttons and Tools Menu configuration commands will be disabled if configuration files are
protected, see Maintenance Password. Tool actions can be protected by a Maintenance Password.

4.3.4 Tab Panel
The NetOp Host Window tab panel displays Host properties on tabs:

Communication Mames Meszages
General Connections Histamny Services
Stakus
Host I
Address

It contains these tabs:
General Tab
Connections Tab

. History Tab
Services Tab

Communication Tab
Names Tab

. Messages Tab
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4.3.4.1 General Tab

This NetOp Host Window Tab Panel tab that by default is displayed in front will display general Host
properties:

Communication M ammes Meszages
General Connections Histomy Services
Stakus
Huosk ID
Address

Status []: This disabled field will display the Host status like the Title Bar, the Windows taskbar button
and the NetOp Host Button tooltip.

Host ID []: This typically disabled field will display the Host name specified in the Program Options
window Host Name Tab Naming section, see also Names Tab. The field will be enabled if the Host status
is Stopped and in the Host Name Tab Naming section the option Enter name or leave name field blank is
selected. In this case, you can specify or edit a Host name in the field.

Address []: This disabled field, the NetOp Host Window Status Bar and the NetOp Host Button tooltip
will display enabled Host computer IP addresses, see Names Tab.

4.3.4.2 Connections Tab
This NetOp Host Window Tab Panel tab will display Guest connections:

Communication Hames Meszages
General Connections Higtary Services
Sessions Mame 7/
= GLEST 2
W 51 GUEST 1

Its pane will display records of connected Guests in a table with this column content:
*  Sessions: Keyboard and mouse control Guest checkmark and session icons.
*  Name: Guest name.

Table controls are explained in Table Control.
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Note: The pane information can be displayed in the Connection List.

4.3.4.3 History Tab
This NetOp Host Window Tab Panel tab will display connection history:

Commurication Mamesz Messages
General Connections Hiztory Services
Time % Marme Ewvent
2i14j2006, 11:05:46 .., GUEST 2 Connecked
x 2/14/2006, 11:04:55 ... GRUBEZ Disconnecked
2/14/2006, 11:04:25 ... GRUBEZ Connecked
. 2/14/2008, 11:00:26 ... GUEST1 Connecked

Zi14jz006, 10:59:58 .., 192,168.10.,, Disconnected
Zi14jz006, 10:59:45 .., 192,168.10,., Connecked
Zidjz006, 10:17:05 .., 192,168.10.,, Disconnected
Z114)2006, 2:47:59 AM  192,168.10.., Connecked

Its pane will display records of connection events since the Host was last loaded in a table with this
column content:

. Time: Event icon, date and time.
. Name: Guest name.
. Event: Connected or Disconnected.

Table controls are explained in Table Control.

Note: The pane information can be displayed in the History List.

When the Host is unloaded, records are lost. Right-click in the pane to display this context menu:

Save as
Delete

Save As: Select this command or the File Menu Save As > History command to display a Windows Save
As window that specifies Save as type: All Files (*.*) to save the pane content in a file.

Note: The Save As window specifies the file name *.£xt to save the pane content as a zxt file, but the
extension is not automatically added to the specified file name.

Delete: Select this command or the File Menu Delete > History command to display a confirmation
window to confirm deleting the pane content.

305



4.3 NetOp Host Window

4.3.4.4 Services Tab
This NetOp Host Window Tab Panel tab will display available NetOp services:

Communication M amesz tMezzages
General Connections Histary Services
Mame 7 Details
=] Encryption MetOp 6.x/5, x Compatible
[¥EName Server Available: 2
B2 Securiby Server Available: 0

Its pane will display records of NetOp services in a table with this column content:
*  Name: Service icon and name.
*  Details: Displays different details for each NetOp service:

Encryption: The encryption type of the current or most recent Guest connection, see
Encryption Tab.

Name Server: Available: 0 if not using NetOp Name Server or if no NetOp Name Server is
available when communicating using NetOp Name Server. Available: I or 2 indicating the
number of available NetOp Name Servers if communicating using NetOp Name Server, see
Advanced TCP/IP Configuration.

Security Server: Available: 0 if not using NetOp Security Server or if no NetOp Security
Server is available when communicating using NetOp Security Server. Available: <Number of
available NetOp Security Servers> indicating the number of available NetOp Security Servers
if communicating using NetOp Security Server, see Use NetOp Security Server.

Table controls are explained in Table Control.

4.3.4.5 Communication Tab
This NetOp Host Window Tab Panel tab will display enabled communication profiles:

General Connections Higtary Services
Communication M ares Mezzages
Profile Device 7 Dietails
ToLan (TCr) TCRIIP (TP Parts: 6E02/6502
IoTceip TCP{IP (UDFY Parks: 6502 /6502

306



4 NetOp Host

Its pane will display records of enabled communication profiles in a table with this column content:
*  Profile: Communication device icon and communication profile name.

*  Device: Communication profile communication device, see Communication Devices.

*  Details: Communication profile configuration details, see Advanced TCP/IP Configuration.

Table controls are explained in Table Control.

Note: Communication profiles will be enabled only if the Host status is Running, Connected or Help
Requested, see Title Bar.

4.3.4.6 Names Tab
This NetOp Host Window Tab Panel tab will display enabled Host names:

General Connections Higtary Services
Communication Mames Mezsages
MName Type 7
192.165,102,92 IP address
i LaM user
Zix000z MetDp Mame

Its pane displays records of enabled Host names in a table with this column content:
*  Name: Host name.
. Type: Host name type.

Table controls are explained in Table Control.

Note: Host names will be enabled only if the Host status is Running, Connected or Help Requested.

Names identify a communicating NetOp module to other NetOp modules and can be specified to connect
if applicable with the used communication device, see Communication Devices.

Host computer IP addresses will be enabled as /P address type names if communication profiles using the
communication device TCP/IP are enabled or if the Host is connected by a communication profile using
the communication device TCP/IP (TCP) or TCP/IP (TCP IPv6), see Communication Tab.

Host computer network card MAC addresses will be enabled as MAC address type names if
communication profiles using the communication devices NetBIOS or IPX are enabled.

Random MAC addresses assigned by NetOp will be enabled as MAC address type names if
communication profiles using the communication device Infrared (IrDA) or Terminal Server are enabled
and if the Host is connected by a communication profile using other communication devices. You cannot
connect by random MAC addresses assigned by NetOp.

The Host computer Windows or network logon user name will be enabled as a LAN user type name if in
the Program Options window Host Name Tab Name options section the box Enable User Name is
checked.

A Host name in the General Tab Host ID field will be enabled as a NetOp Name type name.
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4.3.4.7 Messages Tab
This NetOp Host Window Tab Panel tab will display received NetOp messages.

General Connections Higtary Services
Communication Mamesz Meszages
Received o From Subject
*. 2113/2006, 1:59:4.,, CE0003 Halla

Its pane will display records of received NetOp messages in a table with this column content:
*  Received: Message icon and received date and time.

*  From: Guest name.

*  Subject: Message first text line.

Table controls are explained in Table Control.

Received NetOp message content will automatically be saved in a r#f file in the NetOp Configuration
Files Messages directory, typically C:\Documents and Settings\All Users\Application Data\NetOp
Remote Control\Host\Messages. rtf files in this directory will be displayed as Messages tab records.

Right-click a record or select multiple records and right-click to display this context menu:

Yiew
Delete

View: Select one record and select this command or the File Menu View > Message command to display
the selected record message in the NetOp Message window.

Delete: Select one or multiple records and select this command or the File Menu Delete > Message
command to display a confirmation window to confirm deleting selected records and their files.

4.3.5 Status Bar
This is the NetOp Host Window status bar:

| 19216810292 |

If a communication profile using a TCP/IP family communication device is enabled, the right end of the
status bar will display the Host computer IP address. A + will be displayed after the IP address if multiple
IP adresses are enabled. Click the + to display other enabled IP addresses. The General Tab Address field
and the NetOp Host Button tooltip will also display enabled IP addresses.

If a communication profile using the TCP/IP communication device is enabled and in the Advanced TCP/
IP Configuration window Use NetOp Name Server is selected, a yellow pages icon will be displayed in
the status bar. An indicator may appear on the yellow pages icon:

Nothing: Specified NetOp Name Servers are available.
Red X: No specified NetOp Name Server is available.

Red exclamation mark (!): One of two specified NetOp Name Servers is available.
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Note: NetOp Name Server availability will also be indicated on the Services Tab.

If the mouse pointer is over a menu command or Toolbar button, the status bar will be cleared and a hint
to the menu command or Toolbar button will be displayed.

4.4 Host Tools

Select Host tools from the NetOp Host Window Tools Menu:

File ‘Miew Action Session | Tools Help
|__‘,,.-'_] Program Cplions

‘::h_h, Guest Access Security

Maintenance Password
Log Setup

= Cammunication Profiles

Modem database

Check For Mew Updates
Debug Trace
Run Setup ‘Wizard

or from the Toolbar Tool Buttons:

[¥]] & &

Menu and toolbar controls are explained in Menu and Toolbar Control.

Note: Tools Menu configuration commands and Toolbar Tool Buttons will be disabled if configuration
files are protected, see Maintenance Password. Tool actions can be protected by a Maintenance Password.

These Host tools are available:

. Program Options

. Guest Access Security

Maintenance Password
¢ LogSetup
Communication Profiles
Modem Database
Check for New Updates

¢ Decbug Trace
Run Setup Wizard
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4.4.1 Program Options

Select the NetOp Host Window Tools Menu Program Options command or click the Toolbar Tool
Buttons Program Options button to display this window:

Program Options E|
Remaote Printing | Help Request | Run sz || Directary Servicesz || Web Update
General Host M ame Connection Naotification Audioideo Chat

Skartup

Start Host when loaded

Load Host at \Windows startup (run as service)
Minimize Host when loaded

[ ]5tealth mode (hide host when started)

Conneckion

|:| Minimize: Hosk on conneckion with Guest

[ ] Host top most window on connection with Guest
[ 5how File transfer skatus

[]5end keep alive message

Allow multiple simultaneous Guest sessions

[ k. H Cancel H Help

Note: This command and button will be disabled if configuration files are protected, see Maintenance
Password.

If protected by a Maintenance Password, you must specify the correct password in the Maintenance
Password Enter window to access the Program Options window.

This window specifies Host setup on these tabs:
. General Tab

. Host Name Tab

. Connection Notification Tab

. Audio-Video Chat Tab

. Remote Printing Tab

*  Help Request Tab

»  Directory Services Tab

*  Web Update Tab
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Note: Program Options window specifications are stored in the nhstconf.ndb file that resides in the
NetOp Configuration Files directory, typically C:\Documents and Settings\All Users\Application
Data\Danware Data\NetOp Remote Control\Host.

Some Host setup changes require Host restart to apply, see Action Menu or Action Buttons.

4.4.1.1 General Tab
This is the Host Tools Program Options window General tab:

Program Options E|
Femate Printing | Help Request || Fun s | Directon Services | Web Update
General Hozt Marne Connection Motification Audio-Yideo Chat

Skartup

Start Host when loaded

Load Host at Windows startup (run as service)
Minimize: Host when loaded

[ ] 5tealth mode (hide host when starked)

Conneckion

|:| Minimize Host on connection with Guest

[ JHost kop most window on connection with Guest
[ ] 5how File transfer skatus

[]5end keep alive message

Allow multiple simultaneous Guest sessions

[ 0k, H Cancel H Help

This tab specifies startup and connection options.
Startup

MStart Host when loaded: Leave this box checked to start the Host to enable communication when the
Host is loaded (default: checked).

M Load Host at Windows startup (run as service): Leave this box checked to load the Host when
Windows starts on the computer (default: checked).

Note: Loading the Host at Windows startup and starting the Host when loaded will make the Host ready
to connect to when the Host computer is switched on, even if no user is logged on to Windows.

MMinimize Host when loaded: Leave this box checked to minimize the Host into a NetOp Host Button
when loaded (default: checked).

UStealth mode (hide Host when started): Check this box to load the Host hidden to the Host computer
user (default: unchecked). If hidden, nothing on the screen will indicate that the Host is loaded.
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Note: To display a hidden Host, run SHOWHOST. EXE that by default resides in the directory where the
Host is installed.

Connection

OMinimize Host on connection with Guest: Check this box to minimize the Host window into a NetOp
Host Button when a Guest connects (default: unchecked).

L Host top most window on connection with Guest: Check this box to display the Host window in front
of any other window when a Guest connects (default: unchecked).

LIShow file transfer status: Check this box to display the File Transfer Status window when a Guest
starts a File Transfer session (default: unchecked).

USend keep alive message: Check this box to send a data packet at intervals while connected to alert the
Host if the connection has been lost (default: unchecked).

Note: To maintain an ISDN (CAPI) connection during short periods of inactivity, do not check this box
but select the Short-hold mode option, see ISDN (CAPI) Communication Profile Edit.

Mallow Multiple Simultaneous Guest Sessions: Leave this box checked to allow multiple Guest
connections to the Host at the same time (default: checked).

4.4.1.2 Host Name Tab
This is the Host Tools Program Options window Host Name tab:

Program Options

Remote Printing | Help Request | Run s || Directary Services || Web Update
General Host Name Connection MNotification Audioideo Chat
Marning
{JEnker name of leave name field blank
(") Use environment: variable
'@} IJse Windows compuker nanme

[ ] Prefix with computer workgroup name

Marne: Caaooz

Mame options

Public Host name
Enable User Mame

MNetop Mame Server
MName Space ID: PUBLLC

k. H Cancel H Help

It specifies Host name options and the NetOp Name Server name space ID.
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Naming
This section specifies the name by which the Host will identify itself when communicating.

Note: To communicate by a communication profile that uses a networking communication device
(NetBIOS, IPX, TCP/IP, Terminal Server), each Host must use a unique name. A Host that uses a name
that is already used by another communicating Host will be denied to start communicating.

Select one of these options:

O Enter name or leave name field blank: If the Host status is Stopped, the NetOp Host Window
General Tab Host ID field will be enabled. You can specify a Host name in this field or leave it
blank.

O Use environment variable []: Specify in the field an environment variable name to name the Host
by the value of the specified environment variable.

Note: Do not name a network computer Host by the environment variable USERNAME if it is set up
to Load at Windows startup, see General Tab. If you do that, the Host will load before a user logs on
to Windows to get the name %USERNAME% and retain this name until reloaded while a user is
logged on to get the name <Windows logon user name>. Of multiple Hosts named
%USERNAME%, only one can start communicating.

Name a terminal server Host typically by the environment variable USERNAME, see the
Documentation Advanced Tools section NetOp in Terminal Server Environments section NetOp
Naming in a TSE section.

To view available Windows environment variables, in a command prompt window type set and
press ENTER.

®© Use Windows computer name: Name the Host by the Host computer Windows name (default
selection). Prefer this naming option for network computer Hosts loading at computer startup.

U Prefix with computer workgroup name: Check this box to prefix the Host computer name by
its domain or workgroup name to make the Host name unique across multiple domains and
workgroups (default: unchecked).

Separate with: []: The field will display the default separator character (\). You can
replace it by any other character.

Note: Name a network computer Host typically by this option.

Do not name a terminal server Host by this option. Terminal server Hosts share the Host computer
Windows name of the terminal server computer. Of multiple Hosts named by the terminal server
computer name, only one can start communicating.

Name: The Host name resulting from selecting Use environment variable or Use Windows computer
name will be displayed. A Host name specified in the NetOp Host Window General Tab Host ID field
cannot be displayed here.

Name Options

MPublic Host name: Leave this box checked to respond to broadcast communication, e.g. a Guest
browsing for Hosts (default: checked).

Caution: Uncheck this box on the Host of a computer that is connected directly to a public network like
the Internet to make the computer less vulnerable to hacking attempts.

MEnable User Name: Leave this box checked to enable the name of a user logged on to the Host
computer on the NetOp Host Window Names Tab to enable connections by the user name (default:
checked).

Caution: Uncheck this box on the Host of a server computer to disable connecting by the name of a
temporarily logged on administrator to acquire the Windows rights of the administrator, see Run As Tab.
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NetOp Name Server

Name Space ID: []: By default, this field will display PUBLIC. Specify in the field the Name Space ID
specified on Guests that shall be allowed to connect by using NetOp Name Server.

The Name Space ID will apply only if the Host communicates by a TCP/IP communication profile for
which in the Advanced TCP/IP Configuration window the Use NetOp Name Server box is checked and
NetOp Name Servers are specified.

Note: To apply Naming and Name Space ID changes, restart the Host, see Action Menu or Action
Buttons.

4.4.1.3 Connection Notification Tab
This is the Host Tools Program Options window Connection Notification tab:

Program Options &|

Remote Printing | Help Request || Runds | Directony Services | Web Update
General Host Mame Connection Matification Audic-Yideo Chat

Upon connection
[]Play sound
[ ]Display Connection List

[ ]pisplay balloon tip

During connection
[ ]Play sound

Display Guest name (if available) in the title bar
[ ] animate icon

Afker conneckion

[ Display History List

[ ] isplay balloon tip

I )4 ][ Cancel ][ Help

It specifies connection notification options.
Upon Connection
L1Play sound: Check this box to play a sound when a Guest connects (default: unchecked).

Note: The upon connection sound file STARTHRC. WAV resides in the Media directory of the directory in
which NetOp Host is installed.

UDisplay Connection List [] s. (0 = no timeout): Check this box to display the Connection List window
when a Guest connects (default: unchecked). Specify in the field the number of seconds this window shall
be displayed (default: 6). Specify 0 to make the window remain on the screen.
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ClPassword to close Connection List: []: Check this box and specify a password in the field to make the
Connection List window remain on the screen until closed manually (default: unchecked). Characters will
display as dots or asterisks. To close the Connection List window, specify the password in a Password
window.

UDisplay balloon tip: Check this box to display a balloon tip from the NetOp Host Button when a Guest
connects (default: unchecked).

During Connection

LIPlay sound Interval: []s. (10-60): Check this box to play a sound at intervals during a Guest
connection (default: unchecked). Specify in the field a number in the range for the interval between
sounds in seconds (default: 10).

Note: The during connection sound file CONTHRC. WAV resides in the Media directory of the directory
in which NetOp Host is installed.

MDisplay Guest name (if available) in the title bar: Leave this box checked to display the connected
Guest name in the NetOp Host Window Title Bar, the Windows taskbar NetOp Host button and the
NetOp Host Button tooltip (default: checked).

Ll A4nimate icon: Check this box to animate the NetOp Host Button double corner lines (default:
unchecked).

After Connection

OlDisplay History List [] s. (0 = no timeout): Check this box to display the History List window when a
Guest disconnects (default: unchecked). Specify in the field the number of seconds this window shall be
displayed (default: 0). Specify 0 to make the window remain on the screen.

LlPassword to close History List: []: Check this box and specify a password in the field to make the
History List window remain on the screen until closed manually (default: unchecked). Characters will
display as dots or asterisks. To close the History List window, specify the password in a Password
window.

UDisplay balloon tip: Check this box to display a balloon tip from the NetOp Host Button when a Guest
disconnects (default: unchecked).
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4.4.1.4 Audio-Video Chat Tab
This is the Host Tools Program Options window Audio-Video Chat tab:

Program Options E|
Remote Printing | Help Request | Run sz || Directary Servicesz || 'web Update
General Host M ame Connection Naotification Audio-video Chat

Audio Chat
General
Enable full-duple:x audio
Microphone sensitivity
Silence level: J
Ling hold: J
Check sound swstem ] [ Advanced. .. ]
Yideo Chat
[ advanced ... ]
[ k. ] [ Cancel ] [ Help

This tab specifies audio and video settings.

Audio Chat
General

M  Enable full-duplex audio: Leave this box checked to enable sending audio data between Guest
and Host in both directions at the same time (default: checked).

Note: Some computer audio systems do not support full-duplex audio.

Microphone Sensitivity

Silence Level: Drag this slide to set the microphone sound input level below which no audio data

shall be sent (default: second tick from left).

Line Hold: Drag this slide to adjust the period in which audio data shall continue to be sent after the
microphone sound input level has dropped below the Silence Level (default: sixth tick from left).

Note: Try out different settings for Silence Level and Line Hold to optimize audio communication.

Check Sound System: Click this button to run a check of the computer sound system and display a

result message.
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Advanced...: Click this button to display this window:

Advanced audio settings [5__<|

Playback

e .
(EI; Preferred device: | <lse any available device:

Record
A Preferred device: |<:Llse any available device = V|
[ e, l [ Cancel ] [ Help ]
Playback

Preferred Device: []: The field of this drop-down box displays the preferred audio playback device
(default: <Use any available device>). The drop-down box list contains the names of playback
devices found by Windows. Select a name in the list to display it in the field.

Record

Preferred Device: []: The field of this drop-down box displays the preferred audio recording device
(default: <Use any available device>). The drop-down box list contains the names of recording
devices found by Windows. Select a name in the list to display it in the field.

Note: If multimedia devices are connected to the computer, the <Use any available device>
selection may select a connected device instead of the computer sound system. In that case, select
the computer sound system.

Video Chat
Advanced...: Click this button to display this window:

Advanced Video [5__<|

Advanced Video

Select driver to use;

f'III rosoft WD Image Capture W |
F'rn:npertles
Ckher Setkings

[ ] pisable compression

Select driver to use: []: If a video camera is installed, this drop-down box will contain its driver name.
Select a driver name in the list to display it in the field.
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If a camera that uses the driver whose name is displayed in the Select driver to use drop-down box field is
enabled, the image frame will display its captured image.

Format: Click this button to display the Windows Video Format window to format the video capture
image.

Properties: Click this button to display the Windows Video Source window to specify video source
properties.

O  Disable compression: Check this box to disable video data compression (default: unchecked).

4.4.1.5 Remote Printing Tab
This is the Host Tools Program Options window Remote Printing tab:

Program Options [5_<|

General Host Mame Connection Matification Audicideo Chat
Remate Printing | Help Request | Funfs | Directory Services | wWeb Update

Femate MetOp printers

&dd printer ...

[ k. H Cancel H Help

This tab specifies remote NetOp printers.

Remote NetOp printers

This pane displays the names of NetOp printers in the Host computer Windows Printers folder (initially
none).
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Add printer...: Click this button to display this window:

Add printer guidelines E|

When wou click the Ready button, MetOp will launch the Windows
Add printer wizard, To Add a MetOp Remaote prinker Fallow the
guidelines below (This dialog will remain visible during the process):

1. Select Local Printer. {Uncheck Automatically detect ...,
2, From available ports, select NetOp,

3. Select the make and model of the remote printer,
Install a printer driver if nak installed,

4, Add e.g. MetOp to the suggested prinker name.

Do not select to use as default printer,

5, Select nok to share the prinker,

&, Select nok to prink a test page,

Follow these guidelines that will remain on the screen while you add a NetOp printer. Click Read)y...
to start adding a NetOp printer.

Note: The NetOp printer and the selected remote printing device driver must be installed on the
computer that sends the print job.

Special instructions for remote printing from DOS applications are available in the NetOp
KnowledgeBase.

Remove printer: Select a NetOp printer in the pane and click this button to remove it.
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4.4.1.6 Help Request Tab

This is the Host Tools Program Options window Help Request tab:

Program Options

3

General Hoszt Marme Connection Motification AudioVideo Chat
Femate Printing | Help Request | Run Az | Directory Services | Web Update
Ciptional help information:
Problem description;
Help provider:
Carmmunication
Communication profile
{(¥) Use current Host Communication Profilefs)
() Use specific Communication Profile
Advanced...
Options
[ ]add Help Request icon ko the kray
[ ]Enable Help Service
[ ]Enable service Tickets
[ k. ] [ Cancel ] [ Help

This tab specifies help request options.
Optional help information

Problem description: []: To always specify the same problem description when requesting help, specify
it in this field. If the field is left empty, the Help Providers window will be displayed when requesting

help.

Help provider: []: To always request help from the same help service, specify its name in this field. If the
field is left empty, the Help Providers window will be displayed when requesting help.

Communication
Communication profile
Select one of these options:

® Use current Host Communication Profile(s): Select this option to send help requests by
enabled communication profiles (default selection). If multiple communication profiles are
enabled, the Select Help Request Communication Profile window will be displayed when

requesting help.

O Use specific Communication Profile []: Select this option to enable the drop-down box to
select in the drop-down box list a communication profile among available Host communication

profiles.
Advanced...: Click this button to display this window:
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Advanced Help Request Options

Advanced Help Request Options

Cormmunicakion
Phone number or TCPYIP Address: (Optional)
Help request timeout if not answered: 0 |min. {1 - 60, 0 = unlimited)

Gateway login
Login name:

Login passwiord:

Login domain:

[ use current login credentials For Windows Security authentication

[ Ok, ] [ Cancel ] [ Help

Communication

Phone number or IP address: [] (Optional): A telephone number or [P address will be required if
requesting help by a communication profile that uses a point-to-point communication device other
than Infrared (IrDA). You can specify the required telephone number or IP address in the field. If no
telephone number or IP address is specified in the field and it is required when requesting help, the
Connect to Help Provider window will be displayed.

Help request timeout if not answered [[ min. (1 - 60, 0 = unlimited). Specify in the field a number in
the range to cancel the help request if not responded to within the specified number of minutes
(default: 0, i.e. no timeout).

Gateway login

If a help request will be routed through a NetOp Gateway that requires logon, you can specify the
required logon credentials in this section to log on without displaying a Logon window, see Request

Help.
Login name: []: Specify in this field the required logon name (default: empty).

Login password: []: Specify in this field the required logon password (default: empty).
Login domain: []: Specify in this field the required logon domain (default: empty).

Ol Use current login credentials for Windows Security authentication: Check this box to log on by

the name, password and domain of the user logged on to Windows on the Host computer (default:
unchecked).

Options

[1A4dd Help Request icon to the tray: Check this box to add this button identified by the tooltip NetOp
Help Request to the notification area in the lower right corner of the screen (default: unchecked):

NetOp Help Request Button

E Request Help

To request help, double-click the button or select the button Request Help context command.
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Note: If this button is added, the user of a hidden Host can request help, see Action Menu or Action
Buttons.

M Enable help service: Leave this box checked to enable help request by a help service, see Request Help
(default: checked).

ClEnable service tickets: Check this box to enable help request by a service ticket, see Request Help
(default: unchecked).

4.4.1.7 Run As Tab
This is the Host Tools Program Options window Run As tab:

Program Options E|
General Hoszt Marme Connection Motification AudioVideo Chat
Femate Printing | Help Request | BunAz | Directoy Services | Web Update

Run Hosk as specific user
Enable

User narme:

Passwiard; SRR RRRRRRRRRRRRRR

Damain:

[ ]automatically change ta random password every week

[ k. H Cancel H Help

It can enable always running the Host as a specific user.

If no user is logged on to the Host computer, the Host will have extensive Host computer rights but no
network computer rights, see the Documentation Advanced Tools section NetOp Remote Control
Processes and Windows Security section.

If a user is logged on to the Host computer, the Host will have the rights of the logged on user.
A connected Guest will get the rights of the Host limited by Guest Access Security restrictions.

For certain purposes, typically to assign network computer rights to the Host when no user is logged on to
the Host computer, you can run the Host as a specific user.

Run Host as specific user
L1Enable: Check this box to always run the Host as a specific user (default: unchecked).
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User name: []: Specify in this field the user name.
Password: []: Specify in this field the matching password.
Domain: []: Specify in this field the matching domain.

Caution: Consider carefully in each case the benefits and drawbacks including security risks of always
running the Host as a specific user. In some cases, you should run the Host as a Windows user created
exclusively for this purpose.

UAutomatically change to random password every week: Check this box to change the password of the
credentials specified above immediately and every week into a random password to automatically satisfy
a password change policy.

Caution: Do not check this box if the credentials specified above belong to a user person, as the user
person will not know the random password.

4.4.1.8 Directory Services Tab
This is the Host Tools Program Options window Directory Services tab:

Program Options §|

General Host Mame Connection Matification Audio-Yideo Chat
Fiemate Frinting | Help Request | Funssg | Directoy Services | wieh Update

Directory Services

Marme ¢ Directory Server

ak. H Cancel H Help

It specifies directory services to enable authenticating connecting Guests, see Grant Each Guest
Individual Access Privileges Using Directory Services.

Directory services
The pane will specify directory services as records in a table with this column content (initially empty):

*  Name: Directory service name.
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Directory Server: Directory server IP address or DNS name.

Table controls are explained in Table Control.
Add...: Click this button to display this window:

Directory Service

Directory Service fgl

Gaeneral

Marmne:

Directory Server:

Part: 389 |:| Ise secure conneckion

Base DM:

Credentials | Settings

[] Anorymous bind
ser DN:

Passwiord;

Confirm password; | |

[ ik l [ Zancel ] [ Help

This window specifies a directory service.
General

Name: []: Specify in this field the name that shall identify this directory service on the Directory
Services Tab.

Directory Server: []: Specify in this field the directory server IP address or DNS name.

Port: []: Specify in this field the port through which the Host shall connect to this directory server
(default: 389, the Lightweight Directory Access Protocol (LDAP) port).

L Use secure connection: Check this box to connect to this directory server by a secure connection
(default: unchecked). The LDAP secure connection port number is 636.

Base DN.: []: Specify in this field the directory service distinguished name from which a search shall
start.

Credentials Tab

This tab specifies the credentials by which the Host will log on to the directory server. The user
identity determines which directory service information will be available.

U A4nonymous bind: Check this box to disable the fields below to search this directory service with
anonymous user rights (default: unchecked).
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User DN: []: Specify in this field a directory service user distinguished name to search the directory
service with the rights of this user.

Password: []: Specify in this field the matching password.
Confirm password: []: Re-specify in this field the password for confirmation.
Settings Tab

Credentials | Settings |

IUser search Filker;

ser attribute:

Iser browse filker;

Group search filker:

Group attribute:;

Group browse Filker;

QU search Filker;

[ Defaul. .. ]

This tab specifies the search criteria applied to retrieve the properties of a connecting Guest user.
Initially, its fields are empty. Click the Default... button to display this window:

Select Directory Service

Select the Directory Service From the list below, IF vour Directory
Service is not listed, the walues can be set manually.

r'-'1i|:r'|:|::|:|r't active Directary

This window selects a directory service type.

The field of the drop-down box will display the selected directory service type (default:
Microsoft Active Directory). The drop-down box list will contains name of commonly used
directory services. If the directory service type of the directory server specified in the Directory
Service window Directory Server field is available in the list, select it to display it in the drop-
down box field.

OK: Click this button to close the window and specify the default settings of the selected
directory service type in the Settings Tab fields.

Note: If the Settings Tab fields become filled in from the Select Directory Service window, you
typically do not need to edit their content.

User search filter: []: Optionally (recommended), specify in this field a search filter to limit the
search for user attributes to a certain object class.

User attribute: []: Specify in this field the type designation of the searched for user attribute.

User browse filter: []: Optionally (recommended), specify in this field a user browse filter to limit
the browse for user attributes to certain object classes.
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Group search filter: []: Optionally (recommended), specify in this field a search filter to limit the
search for group attributes to a certain object class.

Group attribute: []: Specify in this field the type designation of the searched for group attribute.

Group browse filter: []: Optionally (recommended), specify in this field a group browse filter to
limit the browse for group attributes to certain object classes.

OU search filter: []: Optionally (recommended), specify in this field a search filter to limit the
search for organizational unit attributes to a certain object class.

Edit...: Select a record in the pane and click this button to display the Directory Service window with the
properties of the directory service to edit them.

Delete: Select a record in the pane and click this button to delete it.

4.4.1.9 Web Update Tab
This is the Host Tools Program Options window Web Update tab:

Program Options E|
General Haost Mame Connection Matification Audio-Yideo Chat
Fiemate Printing | Help Fequest | Funbs | Diectory Services | *eb Update

web Update Settings

Update server:

ipdate, netop, com

HTTP proxw:

Ipdake nuow ] [ Schedule, .. ]

I )4 ][ Cancel ][ Help

It specifies web update options to enable updating the Host installation from the network.

Web Update Settings

Update server: []: Specify in this field the web address of the server from which to download NetOp
Host update files (default: update.netop.com, the NetOp manufacturer web update server).

Note: To update many NetOp installations in an organization, we recommend to Publish New Updates to
an internal web update server.

HTTP Proxy: []: Specifying a HTTP proxy is typically not required.
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Before specifying a HTTP proxy, click Update now to test the web update connection. If this yields a
message indicating connection to the update server, specify no HTTP proxy.

If Update now yields no connection, click Detect to make NetOp attempt to detect the HTTP proxy server
to display its name and port number in the HTTP Proxy field. Click Update now to test the connection.

If unsuccessful, consult with your network/system administrator about what must be specified in the
HTTP Proxy field (format: <Server name>:<Port number>).

Update now: Click this button to connect to the update server specified in the Update server field. A Web
Update message will notify you if connection to the update server failed, if no updates are available or if
updates are available and in the latter case ask you if you want to download and install updates.

Schedule...: Click this button to display this window:

Web Update Schedule E|
2
Specify how and when YWeb Update should run Fy
Schedule Run
(%) Disabled

() Automatic download, prompt before inskal

{3 Autamatic download and install

Delay

Skart date

[ ik, H Cancel H Help

In this window, you can specify a schedule of checks for updates including download and installation of
available update files.

Schedule
Select one of these options:

®Disabled: Disable automatic web update (default selection). The other sections in the window
will be disabled.

OAutomatic download, prompt before install: Automatically download any update files and prompt
the user when downloaded.

OAdutomatic download and install: Automatically download and install any update files.

LlAllow system restart after install: Check this box to automatically restart the computer after
update installation if required (default: unchecked). Leave unchecked to deny automatic restart
to after installation display a message that restart is required to complete the installation.

Run
Select one of these options:

® A4t loading: Check for updates when the Guest is loaded (default selection). The Delay section in
the image above will be displayed.
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Delay

[] minute delay: Specify in this field a number to delay the web update by the specified number
of minutes (default: 0, range 0-99).

ODuily: Check for updates on a daily basis. This section will be displayed:
Skart at

12:00 | every 1 day

[]randomize within the hour

Start at
[] every [] day: In the first field, specify the time of the day (default: /2:00). In the second
field, specify by a number an interval in days (default: 7, range 1-99).

LIRandomize within the hour: Check this box to randomize the update time within the hour
following the specified time to avoid crowding (default: unchecked).

Note: If the Guest is not loaded at the scheduled time, web update will run when the Guest is
first loaded thereafter.

O Weekly: Check for updates on a weekly basis. This section will be displayed:

Skart at
12:00 | every 1 week,
Maonday [ Tuesday []wednesday
[ Thursday []Friday []5aturday
[sunday

[]randomize within the hour

Start at
[] every [] week: In the first field, specify the time of the day (default /2:00). In the second
field, specify by a number an interval in weeks (default: /, range 1-99).

LI<Weekday>: Check boxes to run scheduled web updates on selected weekdays (default:
Monday only checked).

L1Randomize within the hour: Check this box to randomize the update time within the hour
following the specified time to avoid crowding (default: unchecked).

Note: If the Guest is not loaded at the scheduled time, web update will run when the Guest is
first loaded thereafter.

O Monthly: Check for updates on a monthly basis. This section will be displayed:

Skart at
12:00 | onthe 1 day of the month {1 - 283

[Jrandomize within the hour

Start at

[] on the [] day of the month: In the first field, specify the time of the day (default: 72:00). In
the second field, specify by a number the day of the month (default: /, range 1-28).

CIRandomize within the hour: Check this box to randomize the update time within the hour
following the specified time to avoid crowding (default: unchecked).
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Note: If the Guest is not loaded at the scheduled time, web update will run when the Guest is

first loaded thereafter.

Start date

Year: [] Month: [] Day: []: Select in the drop-down boxes the schedule start date (default: today).

4.4.2 Guest Access Security

Select the NetOp Host Window Tools Menu Guest Access Security command or click the matching

Toolbar Tool Buttons button to display this window:

Guest Access Security

Guest Access Privieges |I3uest Palicy | MACAP Address List Setup || Encryption | Smart Card

3

Guest Access Method

Default access privileges assigned

[ J0=f ault Security Rale
|— Default User

Select 'Default Security Role' ko set Access Privileges,
Select 'Default User' ko sek Password and Call back
options,

Allowy guest ko

Remote conkrol
Use kevboard and mouse
Lock kevboard and mouse
Blank the screen
Transfer clipboard
Execute command (Restart, ...}
Request chat
Request audio chat and transfer sound
[ request video
Send files ko host
Receive files From host
Run programs
Redirect print
Remote Manage
Retrieve Inventory
send Message
Join mulki Guest session
act as mulki Guest session Administrator

Confirm access:

{}Nu

>

11E:4

[ OF. H Cancel ][

Help

It specifies Guest access security options on these tabs:

. Guest Access Privileges Tab
Guest Policy Tab
MAC/IP Address List Setup Tab

. Encryption Tab
Smart Card Tab
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Note: General Guest Access Security specifications will be stored in the NetOp Configuration Files
nhstconf.ndb file that typically resides in the directory C:\Documents and Settings\All Users\Application
Data\Danware Data\NetOp Remote Control\Host.

4.4.2.1 Guest Access Privileges Tab
This is the Host Tools Guest Access Security window Guest Access Privileges tab:

X

Guest Access Security

Guest Access Privieges |I3uest Palicy | MACAP Address List Setup || Encryption | Smart Card

Guest Access Method

[ J0=f ault Security Rale 2 Allow guest ta:
I_ Diefault User Remote control
Use kevboard and mouse
Lock kevboard and mouse
Blank the screen
Transfer clipboard
Execute command (Restart, ...}
Request chat
Request audio chat and transfer sound
[ request video
Send files to host
Receive files from host
Run programs
Redirect print
Remote Manage
Retrieve Inventary
Send Massage

>

Select 'Default Security Role' ko set Access Privileges, Jain mulki Guest session
Select 'Default User' ko set Password and Call back, At as mulki Guest session Adrministrakar
options. I8 Confirm access:
{3 Mo b
[ (] l [ Cancel ] [ Help

It specifies the selected Guest access method and its details.

Guest Access Method []: The field of this drop-down box specifies the selected Guest access method. The
drop-down box list contains these Guest access methods:

*  Grant All Guests Default Access Privileges (default selection)

. Grant Each Guest Individual Access Privileges Using NetOp Authentication

. Grant Each Guest Individual Access Privileges Using Windows Security Management

. Grant Each Guest Individual Access Privileges Using Directory Services

. Use NetOp Security Server

Select a Guest access method in the list to display it in the field to apply this Guest access method to
connecting Guests. The section below will specify the selected Guest access method details.
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4.4.2.1.1 Grant All Guests Default Access Privileges

This Host Tools Guest Access Security window Guest Access Privileges Tab Guest Access Method drop-
down box selection will display this tab content:

Guest Access Security f'5_<|

Guest Access Privieges |I3uest Palicy | MACAP Address List Setup || Encryption | Smart Card

Guest Access Method

Allowy guest ko
Remote conkrol
Use kevboard and mouse
Lock kevboard and mouse
Blank the screen
Transfer clipboard
Execute command (Restart, ...}
Request chat
Request audio chat and transfer sound
[ request video
Send files ko host
Receive files From host
Run programs
Redirect print
Remote Manage
Retrieve Inventory
Send Message
Select 'Default Security Role' ko set Access Privileges, Jain mulki Guest session
Select 'Default User' ta set Password and Call back. Act a5 mulki Guest secsion Administratar
CEEEES Zonfirm access:

{}Nu

[

|— Default User

[ %

[ (] H Cancel ][ Help

In the left pane, this selection assigns one common security role in a folder named Default Security Role
to all connecting Guests in a Guest object named Default User.

Default Security Role
Select in the left pane the Default Security Role folder to display this security role pane to the right:
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Security Role Pane

[ Allaw guest ta: A
Remate contral
se kevboard and mouse
Lock kevbaoard and rouse
Blank the screen
Transfer clipboard
Execute cammand (Reskark, ...
Request chat
Request audio chat and transfer sound
[] request video
send files ko host
Receive files from host
UM programs
Redirect print
Remate Manage
Retrieve Inventary
send Message
Jain rmulki Guest session
Ack as multi Guest session Adminiskrakor
% Confirm access:

3 Mo w

Under the heading Allow Guest to it specifies in a checkboxed list which privileges will be granted to a
connected Guest. Checked privileges will be allowed, unchecked privileges will be denied. You can
check/uncheck boxes to change privileges.

Under the heading Confirm access it specifies the selected Host computer user access confirmation
option. You can select one of the available options.

Allow Guest to:

MRemote control: Start a Remote Control session (default: allowed). Indented privileges below
apply to a Remote Control session:

MUse keyboard and mouse: Execute keyboard and mouse actions on the Host computer screen
(default: allowed).

M Blank the screen: Turn the Host computer screen black to the Host computer user (default:
allowed).

M Lock keyboard and mouse: Disable the Host computer keyboard and mouse (default:
allowed).

M Transfer clipboard: Transfer Guest computer clipboard content to the Host computer
clipboard or Host computer clipboard content to the Guest computer clipboard (default:
allowed).

MExecute command (Restart, ...): Execute system control (Execute Command) and other
commands on the Host computer (default: allowed).

MRequest chat: Start a Chat session (default: allowed).

MRequest audio chat and transfer sound: Start an audio session including Audio-Video Chat and
transfer Host application sound (default: allowed).

MRequest Video: Enable video in an Audio-Video Chat session (default: denied).

MSend files to Host: File Transfer from the Guest computer to the Host computer (default:
allowed).
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MReceive files from Host: File Transfer from the Host computer to the Guest computer (default:
allowed).

MRun programs: Run Program on the Host computer (default: allowed).

MRedirect print: Redirect print jobs between Host computer and Guest computer printing devices
p print p puter p g
(default: allowed).

MRemote Manage: Remote Management of the Host computer (default: allowed).

MRetrieve Inventory: Get Inventory of the Host computer hardware and software (default:
allowed).

M Send Message: Send a NetOp NetOp Message to the Host computer (default: allowed).
M Join Multi Guest session: Join a running Remote Control session (default: allowed).

MAct as a multi Guest session administrator: Manage a multi Guest Remote Control session
(default: allowed).

Confirm Access:
Select one of these options:

®No: The Host computer user shall not confirm Guest access (default selection).

O Yes, unless: The Host computer user shall confirm Guest access unless any of the checked
conditions below apply.

LIComputer locked: The Host computer is locked (default: unchecked).
LINo user logged on: No user is logged on to the Host computer.
LlGuest user logged on: The Guest computer user is logged on to the Host computer.

If the Host user shall confirm Guest access, a window like this will be displayed on the Host computer
when a Guest connects:

Confirm Access m

GLEST 1 wanks to access your PC,
You have the opportunity ko
allaw or deny the access,

Allo Deny Help

Allow: Click this button to allow Guest access.

Deny: Click this button to deny Guest access.

Note: You can customize the Confirm Access window text in a NETOP.INI file
[TEXT CONFIRM ACCESS] section.

Select in the left pane a security role folder to display this security role pane to the right:

Default User
Select in the left pane the Default User Guest object to display these sections to the right:
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Password Section

Passwiord
Password: (TITYTITITYTYTYLT
Confirm password; ITTTTTTYYYYTTITTT

Password: []: Specify in this field a password of up to 16 characters to enable shared password
authentication. Characters will display as dots or asterisks.

Confirm password: []: Re-specify in this field the password for confirmation.

Note: To disable password authentication to require no password from a connecting Guest, clear both
fields. This will leave the Host without Guest access authentication to enable any Guest to connect to the
Host. Unless suppressed, the Security Warning window will be displayed when the Host starts
communicating.

Call back Section
Zall back.
(%) Mo call back
() Call back ko
) Roving call back

Select one of these options:
®No call back: Select this option to not apply call back (default selection).

OCall back to: []: Select this option and specify in the field a telephone number or an IP address to
make the Host disconnect and reconnect to the specified telephone number or IP address if a Guest
connects by a communication profile that uses a point-to-point communication device (ISDN
(CAPI), Serial, Windows Modem, TCP/IP (TCP) or TCP/IP (TCP IPv6)).

Note: Call back to a specified telephone number or IP address will enable connections only from a
Guest on a computer with this telephone number or IP address.

For alternative Guest address restriction options, see MAC/IP Address List Setup Tab and Allowed

ISDN Numbers.

ORoving call back: Select this option to request a call back telephone number or IP address from a
Guest that connects by a communication profile that uses a point-to-point communication device
(ISDN (CAPI), Serial, Windows Modem, TCP/IP (TCP) or TCP/IP (TCP IPv6)). When the Host
receives this information, it will disconnect and reconnect to the specified telephone number or IP
address.

Note: Roving call back is typically used to make connection costs payable by the Host organization,
e.g. when a travelling employee connects to the home computer.

When a Guest connects, the Host will request a password, if applied.

If the Guest returns the Default User password, the Host will grant the Guest the Default Security Role
privileges.

You can apply other Guest access security options, see Guest Policy Tab, MAC/IP Address List Setup
Tab, Encryption Tab and Smart Card Tab.




4 NetOp Host

4.4.2.1.2 Grant Each Guest Individual Access Privileges Using NetOp Authentication

This Host Tools Guest Access Security window Guest Access Privileges Tab Guest Access Method drop-
down box selection will display this tab content:

Guest Access Security [z|

Guest Access Privieges |I3uest Palicy | MACAP Address List Setup || Encryption | Smart Card

Guest Access Method

|Grant each Guest individual access privileges using MetOp authentication w

Individual Guests access privileges assigned

| Full access Passwiord

Sg& Password: [eesessesessesen]
e anly

[ Inwentary only Confirm passward: | LITTITIIIT T LY |

|~ Remate Management only

Call back,
(%) Mo call back
(73 Call back ta:

{1 Roving call back,

[ add security role ]

[ Delete ] [ add Guest

[ (] H Cancel ][ Help

In the left pane, this selection can assign individual Security Roles in named folders to individual Guests
in named Guest Profile objects.

Initially, the left pane will contain the Security Role folders Full access, View only, Inventory only and
Remote Management only that will contain no Guest Profile objects. In the image above, a Guest Profile
object has been added to a Security Role folder for illustration. Double-click a Security Role folder to
close (collapse) or open (expand) it to display Guest Profile objects in it. You can move Guest Profile
objects up and down, also between Security Role folders, by drag and drop.

Select a Security Role folder to display the Security Role Pane to the right.
Select a Guest Profile object to display the Password Section and Call back Section to the right.

Right-click a Security Role folder to display this context menu:

Add security role
Add Guest
Delete

Rename
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Note: If no Security Role folder is selected, this menu will not contain Add security role.

Add Security Role: Select this command or click the matching button below the pane to display this
window

Security Role

Security Role E|

Marme of Security role

Mame of Security role; | | |

[ k. l [ Cancel ] [ Help ]

This window specifies a security role.
Name of security role: []: Specify in the field the security role name.

Add Guest: Select a Security Role folder or a Guest profile object in it and select this command or click
the matching button below the pane to display this window:

Guest Profile

Guest nare

Guesk 10 | | |

Passwiord

Passwiord: | | Help

Confirm password: | |

Call back,

(%) Mo call back,

) Call back ba:

) Roving call back

This window specifies a Guest profile in the selected Security Role folder.

Guest ID: []: Specify in this field the name by which a Guest using this Guest profile will identify
itself to the Host.

Password: See Password Section.
Call back: See Call back Section.

Delete: Select a Security Role folder or a Guest Profile object and select this command or click the

matching button below to display a confirmation window to confirm deleting the selected Security Role
folder or Guest Profile object.

Caution: Deleting a Security Role folder will delete all Guest Profile objects in it.

Rename: Select a Security Role folder or a Guest Profile object and select this command to display this
window:

336



4 NetOp Host

Rename

Rename E

Rename quesk:

= |

| ok | | cancel |

Rename security role/Guest: []: Edit the name in the field to rename.

Note: Individual NetOp access privileges specifications will be stored in the NetOp Configuration Files

security.ndb file that typically resides in the directory C:\Documents and Settings\All Users\Application
Data\Danware Data\NetOp Remote Control\Host.

When a Guest connects, the Host will request NetOp credentials that consist of a Guest ID and password.

If the Guest returns credentials that match a Guest Profile that exists on the Host, the Host will grant the
privileges of the Security Role that is assigned to the Guest Profile.

You can apply other Guest access security options, see Guest Policy Tab, MAC/IP Address List Setup
Tab, Encryption Tab and Smart Card Tab.
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4.4.2.1.3 Grant Each Guest Individual Access Privileges Using Windows Security Management

This Host Tools Guest Access Security window Guest Access Privileges Tab Guest Access Method drop-
down box selection will display this tab content:

Guest Access Security [z|

Guest Access Privieges |I3uest Palicy | MACAP Address List Setup || Encryption | Smart Card

Guest Access Method

Grant each Guest individual access privileges using \Windows Security Management w

Individual Guests access privileges assigned

i) Full access Comnain
- DANWARE
) View nly {darmware, local)

3 Inventary only

RAS
I Remaote Managernent anly

] et call back information From Windows MNT
Remote Access Service (RAS)

Call back,
(%) Mo call back,

(73 Call back ta: |
) Roving call back,

[ add security role Add Group ] [ Windows User Manager

[ Delete add User ]

[ (] H Cancel ][ Help

In the left pane, this selection can assign individual Security Roles in named folders to individual
Windows users and groups in named Windows account objects.

Initially, the left pane will contain the Security Role folders Full access, View only, Inventory only and
Remote Management only that will contain no Windows account objects. In the image above, a Windows
user object has been added to a Security Role folder for illustration. Double-click a Security Role folder
to close (collapse) or open (expand) it to display Windows account objects in it. You can move Windows
account objects up and down, also between Security Role folders, by drag and drop.

Select a Security Role folder to display the Security Role Pane to the right.

Select a Windows account object to display the Domain Section, RAS Section and Call back Section to
the right.
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Right-click a Security Role folder to display this context menu:

Add security role
Add User

Add Group
Delete

Rename

Note: If no Security Role folder is selected, this menu will not contain Add security role and Rename.

Add Security Role: Select this command or click the matching button below the pane to display the
Security Role window.

Add User: Select a Security Role folder or a Windows account object in it and select this command or
click the matching button below the pane to display on a Windows 2000+ computer the Windows Select
Users window to select one or multiple Windows users to add them to the selected Security Role folder.

On a Windows NT or 9x computer, this window will be displayed:

Chooze account Ed |

What domain is the accaunt in:
| =

Select the account bo add:

| r

]} | Cancel | Help |

Which domain is the account in. []: The drop-down box list will contain domains recognized by the
computer. Select one to display it in the drop-down box field as selected.

Select the account to add: []: The drop-down box list will contain the names of users in the domain
selected in the drop-down box field above. Select one to display it in the drop-down box field as
selected.

Click OK to add the selected Windows user object.

Add Group: Select a Security Role folder or a Windows account object in it and select this command or
click the matching button below the pane to display on a Windows 2000+ computer the Windows Select
Groups window to select one or multiple Windows groups to add them to the selected security role
folder.

On a Windows NT or 9x computer, the Choose account window explained above displaying groups
instead of users will be displayed to add groups.

Delete: Select a Security Role or a Windows account object and select this command or click the
matching button below the pane to display a confirmation window to confirm deleting the selected
Security Role folder or Windows account object.

Caution: Deleting a security role folder will delete all Windows account objects in it.

Rename: Select a security role folder and select this command to display the Rename window.
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Domain Section

Cromain
DaMWARE
(darware. local)

This section will display the selected Windows account object domain.
RAS Section

R.AS

[ Get call back infarmation From windows WT
Remote Access Service (RAT)

This section will be included only if the Host computer runs on a Windows Server 2003, XP, 2000 or NT
operating system.

[] Get call back information from Windows NT Remote Access Service (RAS).: Check this box to use call
back information stored in Windows NT Remote Access Service (RAS) (default: unchecked).

Call back: This section will be included only if the box in the RAS section above is unchecked, see Call
back Section.

Windows User Manager. This button will be included only if the Host computer runs on a Windows
Server 2003, XP, 2000 or NT operating system. Click this button to display the Windows user manager
window according to the administrator rights of the user logged on to Windows on the Host computer to
manage users and groups.

Note: Individual Windows access privileges specifications will be stored in the NetOp Configuration
Files secur NT.ndb file that typically resides in the directory C:\Documents and Settings\All
Users\Application Data\Danware Data\NetOp Remote Control\Host.

When a Guest connects, the Host will request Windows credentials that consist of a user name, password
and domain.

The Host will query Windows Security Management for returned credentials validation and relevant
group membership information. If the Guest user and/or groups of which the Guest user is a member
match a Windows account object that exists on the Host, the Host will grant the privileges of the Security
Role that is assigned to the Windows account object.

Note: A Guest user that is assigned different Security Roles individually and as a member of groups will
be allowed what is allowed by any applicable Security Role.

You can apply other Guest access security options, see Guest Policy Tab, MAC/IP Address List Setup
Tab, Encryption Tab and Smart Card Tab.
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4.4.2.1.4 Grant Each Guest Individual Access Privileges Using Directory Services

This Host Tools Guest Access Security window Guest Access Privileges Tab Guest Access Method drop-
down box selection will display this tab content:

Guest Access Security [5_<|

Guest Access Privieges |I3uest Palicy | MaACAP Address List Setup || Encryption | Smart Card

Guest Access Method

|Grant each Guest individual access privileges using Directory services w

Individual Guest access privileges using Directory services

[ Full access Direckaory Service
L\E (_M=adrminiskrator Directary Setver 1
[ Wiew only _M=administrator, CM=Users, DC=danware, iC=loc
[ Inwentary only
|~ Remate Management only call hack
(%) Mo call back,
(73 Call back ba:

) Roving call back:

[ add security role

[ Add Group ]
l

[ Delete add User l

(] ][ Cancel ][ Help

In the left pane, this selection can assign individual Security Roles in named folders to individual
directory services users and groups in named directory services account objects.

Initially, the left pane will contain the Security Role folders Full access, View only, Inventory only and
Remote Management only that will contain no directory services account objects. In the image above, a
directory services user object has been added to a Security Role folder for illustration. Double-click a
Security Role folder to close (collapse) or open (expand) it to display directory services account objects
in it. You can move directory services account objects up and down, also between Security Role folders,
by drag and drop.

Select a Security Role folder to display the Security Role Pane to the right.

Select a directory services account object to display the Directory Service Section and Call back Section
to the right.
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Right-click a Security Role folder to display this context menu:

Add security role
Add User

Add Group
Delete

Renarne

Note: If no Security Role folder is selected, this menu will not contain Add security role and Rename.

Add Security Role: Select this command or click the matching button below the pane to display the
Security Role window.

Add User: Select a Security Role folder or a directory services account object in it and select this
command or click the matching button below the pane to display this window:

Select Directory Services Users [‘5_<|

B Directory Server 1

Distinguished Mame £ Directary Service

Cancel ] [ Help ]

The upper pane will display directory services specified on the Program Options window Directory
Services Tab with an expandable directory tree structure. Click [+] buttons to expand and [-] buttons
to collapse directories displaying users with user icons and their common names (cn=<Common
name>).

Add: Select a user in the upper pane and click this button to add the user as a record in the lower
pane.

Remove: Select a user record in the lower pane and click this button to remove it.

The lower pane will display records of selected users in a table with this column content:
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»  Distinguished Name: Directory path and common name of the user.

*  Directory Service: Name of the directory service as specified on the Program Options window
Directory Services Tab.

Table controls are explained in Table Control.

OK: Click this button to close the window and add the user records in the lower pane to the selected
Security Role folder.

Add Group: Select a Security Role folder or a directory services account object in it and select this
command or click the matching button below the pane to display the Select Directory Services Groups
window that is similar to the Select Directory Services Users window explained above to add group
objects to a Security Role folder.

Delete: Select a Security Role folder or a directory services account object and select this command or
click the matching button below to display a confirmation window to confirm deleting the selected
Security Role or directory services account object.

Caution: Deleting a Security Role folder will delete all directory services account objects in it.

Rename: Select a security role folder and select this command to display the Rename window.
Directory Service Section

Directory Service
Directory Server 1
Ch=administrator, CN=Users, DiZ=darware, i =loc

This section will display the directory service name and selected directory services account object
distinguished name (dn).

Call Back: See Call back Section.

Note: Individual directory services access privileges specifications will be stored in the NetOp
Configuration Files secur DS.ndb file that typically resides in the directory C.:\Documents and
Settings\All Users\Application Data\Danware Data\NetOp Remote Control\Host.

When a Guest connects, the Host will request directory services credentials that consist of a user name, a
password and a directory server.

The Host will search the specified directory server to validate returned credentials and to retrieve
information on Guest user group memberships. If the Guest user and/or groups of which the Guest user is
a member match a directory services account object that exists on the Host, the Host will grant the
privileges of the Security Role that is assigned to the directory services account object.

Note: A Guest user that is assigned different Security Roles individually and as a member of groups will
be allowed what is allowed by any applicable Security Role.

You can apply other Guest access security options, see Guest Policy Tab, MAC/IP Address List Setup
Tab, Encryption Tab and Smart Card Tab.
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4.4.2.1.5 Use NetOp Security Server

This Host Tools Guest Access Security window Guest Access Privileges Tab Guest Access Method drop-
down box selection will display this tab content:

Guest Access Security [5_<|

Guest Access Privieges |I3uest Palicy | MACAP Address List Setup || Encryption | Smart Card

Guest Access Method

MetOp Securiby Server

Group IC: 2D050E02203265E56E5 7 9E 37 3305E699

[ (] H Cancel ][ Help

This selection uses NetOp Security Server to authenticate each connecting Guest and assign a Security
Role to it.

Group ID: []: Specify in this field the 32-digit hexadecimal NetOp Security Server group ID that
identifies the NetOp Security Server group that the Host shall use.

Note: You can copy the NetOp Security Server group ID from NetOp Security Manager, see the
Documentation NetOp Security Management section Manage Security Database Content section Security
Settings section Security Policies section Security Server Group Name section.

When a Guest connects, the Host will request logon credentials according to NetOp Security Server
preferences.

The Host will forward the credentials to NetOp Security Server for validation and compilation of the
security role that shall be assigned to the Guest according to the security data stored in the security
database. The resulting security role will be returned to the Host that will apply it to the Guest.

You can apply other Guest access security options, see Guest Policy Tab, MAC/IP Address List Setup
Tab, Encryption Tab and Smart Card Tab.
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4.4.2.2 Guest Policy Tab
This is the Host Tools Guest Access Security window Guest Policy tab:

Guest Access Security

Guest Access F'rivileges| Guest Policy |h-1.-i'-.E.-"IF' Address List Setup | Encryption | Smart Card

X]

Passwiord
Mazimurm invalid password atkempts: (0 = unlimited)
Action if maximum atkempts are exceeded: |Disu:u:unneu:t Lv |
Discanneck
Action after Disconneck; |N.;.|-.E W |
System-wide disconnect hat key: Cdshire el Take  [Clwin |:|

File transfer

[ ] pisable File transfer before local login

Record sessions
[]Enable

Timeouk
Zonfirm Access: EI 5, (0 = no kimeout)
Authentication: EI 5, (0 = no kimeout)

Inackivity: EI 5, (0 = no kimeout)

OF. H Cancel ][

Help

This tab specifies Guest access security policies.
Password

Maximum invalid password attempts: [] (0 = unlimited): Specify in this field a number between 0 and 9
for the number of consecutive logon attempts that will be allowed to a Guest before the action selected in

the drop-down box field below will be executed (default: 3).

Action if maximum attempts are exceeded: []: The field of the drop-down box will display the selected

action. The drop-down box list contains these options:

*  Disconnect: Disconnect the Guest (default selection).
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*  Disable Host: Make the Host deny any connection attempt and display this window:

Warning g|

Invalid login attempt detected,

The NetQp Host will remain disabled until you press Ok,

*  Restart Windows: Restart Windows on the Host computer, which - depending on the Host setup -
may load and start the Host and make it available for connection.

Select an option in the list to display it in the field.

Disconnect

Action after disconnect: []: The field of the drop-down box will display the selected action. The drop-
down box list contains these options:

*  None: No action (default selection).

*  Lock computer: Lock the Host computer to display the Windows Computer Locked window. The
Host will remain running and available for connection.

*  Log off Windows: Log off the Host computer user from Windows to display the Welcome to
Windows window. The Host will remain running and available for connection.

*  Restart Windows: Restart Windows on the Host computer, which - depending on the Host setup -
may load and start the Host and make it available for connection.

Select an option in the list to display it in the field.

System-wide disconnect hotkey: [] Shift [] Ctrl [] Alt [] Win []: Check any of the first four boxes and
optionally specify a character in the last box to compose a keystroke combination that will disconnect all
connected Guests whether the NetOp Host Window is active or not (default: empty).

File Transfer

LDisable file transfer before local login: Check this box to disable File Transfer if no user is logged on
to the Host computer to ensure File Transfer only with the rights of a logged on user (default: unchecked).

Note: This will not be affected by running the Host as a specific user, see Run As Tab.

Record Sessions

[L1Enable: Check this box to enable Host recording of remote control sessions and enable the rest of the
section (default: unchecked).

Folder: [][Browse...]: Specify in this field the path of the directory in which session recording files shall
be saved. Click the Browse button to display the Windows Browse for Folder window to select a folder
the path of which will be specified in the field.

LDisconnect if recording fails: Check this box to disconnect if session recording fails (default:
unchecked).

Note: Session recording files will be named <Time stamp>-<Guest ID>-<Host ID>.dwr. Session
recordings can be played back only on a Guest, see Recordings Tab.

Timeout

Confirm Access: [] s. (0 = no timeout).: Specify in this field a number in the range 1 - 9999 to disconnect
if the Host user has not confirmed Guest access within the specified number of seconds (default: 0).

Authentication: [] s. (0 = no timeout).: Specify in this field a number in the range 1 - 9999 to disconnect if
Guest authentication has not completed within the specified number of seconds (default: 0).
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Inactivity: [] s. (0 = no timeout): Specify in this field a number in the range 1 - 9999 to disconnect if there
has been no Guest keyboard or mouse activity within the specified number of seconds (default: 0).

4.4.2.3 MACI/IP Address List Setup Tab
This is the Host Tools Guest Access Security window MAC/IP Address List Setup tab:

Guest Access Security le

Guest Access Privileges | Guest F'u:uliu:_l,l| MAC/IF Address List Setup |Enu:r_l,l|:utiu:un Smart Card

MaC TP Address List

[]Enable MACIP address Check:

[ (] H Cancel ][ Help

This tab enables limiting the network addresses from which a Guest can connect.
MAC/IP Address List

LlEnable MAC/IP address check: Check this box to limit the network addresses from which a Guest can
connect to the addresses specified in the pane and enable the pane and buttons (default: unchecked).

Note: MAC addresses will apply if communicating by NetBIOS or IPX Communication Devices.
IP addresses will apply if communicating by TCP/IP or TCP/IP (TCP) Communication Devices.

The pane will displays records of specified addresses and optional comments (default: empty).
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Add...: Click this button to display this window:

Add/Edit MACSIP Address List E|
MAC/IP Address: | | |
Comment: | |

[ ik, ] [ Cancel ] [ Help ]

MACY/IP address: []: Specify in this field a MAC or IP address.

Comment: []: In this field, you can specify a comment that will be displayed next to the address in
the pane.

Edit...: Select an address record in the pane and click this button to display it in the Add/Edit MAC/IP
Address List window to edit it.

Delete: Select an address record in the pane and click this button to delete it.
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4.4.2.4 Encryption Tab
This is the Host Tools Guest Access Security window Encryption tab:

Guest Access Security E|

Guest Access Privileges | Guest Policy | MACAP Address List Setup | Encrvption | Smart Card

Enabled Encryphion Tvpes

W, MetOp 6,305, Compatible Show Dekails
é" Mone

\{' Data inkegrity

g keyvboard

" B Data integrity and Kevboard
WIE5 v ElHigh

[w] 4 " i ey High

(] H Cancel ][ Help

This tab specifies enabled encryption types.

Note: NetOp communication will be protected by encryption. A range of encryption types is available on
version 7.0+ NetOp Remote Control modules. One encryption type is available on version 6.5- NetOp
Remote Control modules. Communicating NetOp modules will automatically negotiate to encrypt
communication by an encryption type that is enabled on both modules, see Compression/Encryption Tab.
NetOp modules on which no common encryption type is enabled cannot communicate.

Enabled Encryption Types

The pane displays checkboxed available encryption type icons and names. Leave a box checked to enable
the encryption type (default: all checked): Uncheck to disable.

MNetOp 6.x/5.x Compatible: NetOp Remote Control version 6.5- compatible encryption.
MNone: Module identification encryption but no data encryption.

M Data integrity: Data integrity encryption.

MKeyboard: Keyboard encryption.

MData integrity and Keyboard: Data integrity and keyboard encryption.
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MHigh: High level encryption.

M Very High: Very high level encryption.
Show Details: Select an encryption type and click this button to display encryption details.

4.4.2.5 Smart Card Tab
This is the Host Tools Guest Access Security window Smart Card tab:

Guest Access Security

Guest Access Privileges | Guest Policy | MACAP Address List Setup | Encryption | Smart Card

Windows Security Management

To use Smark Card For authentication with Windows Security Management select appropriate option below and select
Windows Security Management on the Guest Access Privileges tab,

(%) Mever login with Smart Card
(73 Always login with Smart Card

(" Allow both login with Smart Card and Credentials iname, password and domain)

Direckary Services

To use Smarkt Card For authentication with Directory Services select appropriate option below and select Directory
Services authentication on the Guest Access Privileges kab,

(%) Mever login with Smart Card
(7 Always login with Smart Card

("3 Allow both login with Smart Card and Credentials iname, password and server)

Zertificate Field identifving the user logaging in:
(%) subject Field
{73 subject Alkernative Mame Field {must be a User Principal Mame (UPRY),

The Certificate Field matches this Directory Services Atkribute:
distinguishedManme
Leave blank to match a User objects distinguished name,

X

(] H Cancel ][ Help

It specifies Smart Card logon options.

Windows Security Management
Select one of these options:

®Never log on with Smart Card: Enable only credentials logon (default selection).
Odiways log on with Smart Card: Enable only Smart Card logon.

OAdllow both logon with Smart Card and credentials (name, password and domain): Enable
credentials and Smart Card logon.

Directory Services
Select one of these options:

®Never log on with Smart Card: Enable only credentials logon (default selection).
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Odlways log on with Smart Card: Enable only Smart Card logon.

OAdllow both logon with Smart Card and credentials (name, password and server): Enable
credentials and Smart Card logon.

Select one of these options:

®Subject field: Retrieve the user identification from the subject field (default selection).

OSubject alternative name field (must be a User Principal Name (UPN)): Retrieve the user
identification from the alternative field.

In the field, specify the directory services attribute type name of the certificate field content only if
different from a user objects distinguished name.

4.4.3 Maintenance Password
Select the NetOp Host Window Tools Menu Maintenance Password command to display this window:

Maintenance Password

[ —hange Maintenance Password. .. l Ok,

Maintenance password required For
] Cancel
[ ]Guest access security

[ ] all ather configuration

Help
[ Junload and Stop

III%

Praotect security configuration Files
(%) Protect by maintenance password only {if applies)
) Protect files when connected

" Protect files when connected and running

This window specifies a maintenance password, what it protects and Host configuration files protection.

Change Maintenance Password...: Click this button to display this window:

Change Maintenance Password E|

Old password;
Mew password; |

Confirm password;

[ Ok, ] [ Cancel ] [ Help

Old Password: []: This field will be disabled if no maintenance password is specified. To change
the current maintenance password, specify it in the field. Characters will display as dots or asterisks.

New Password: []: Specify in this field a new maintenance password (max. 16 characters).

Confirm Password: []: Re-specify in this field the new maintenance password for confirmation.

Note: If a maintenance password is specified, maintenance password protection will be enabled and
the Tools Menu Maintenance Password command will be protected. Disable maintenance password
protection by leaving the New Password and Confirm Password fields blank.
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Maintenance password required for

L Guest access security: Check this box to apply maintenance password protection to the Tools Menu
Guest Access Security command and the matching Toolbar Tool Buttons button (default: unchecked).

L1411 other configuration: Check this box to apply maintenance password protection to all other Tools
Menu commands and matching Toolbar Tool Buttons except Check For New Updates and Debug Trace
(default: unchecked).

L Unload and Stop: Check this box to apply maintenance password protection to unloading, see Title
Bar or File Menu, and stopping, see Action Menu or Action Buttons, the Host (default: unchecked).

Note: Apply Unload and Stop maintenance password protection to prevent accidental Host stop or
unload that will make it unavailable for connection and/or to Protect security configuration files.

Protect security configuration files
Select one of these options:

® Protect by maintenance password only (if applies): Protect Host setup only by any applied
maintenance password protection that does not protect Host configuration files (default selection).

OProtect files when connected: Protect (disable changing) Host configuration files and disable
Tools Menu commands except Check For New Updates and Debug Trace when the Host status is
Connected to prevent a connected Guest computer user from changing the Host setup.

O Protect files when connected and running: Protect (disable changing) Host configuration files and
disable Tools Menu commands except Check For New Updates and Debug Trace when the Host
status is Connected, Help Requested or Running to prevent a Host computer user that by
maintenance password protection is prevented from stopping or unloading the Host from changing
the Host setup.

Note: Host configuration files typically reside in the NetOp Configuration Files directory
C:\Documents and Settings\All Users\Application Data\Danware Data\NetOp Remote
Control\Host.

If maintenance password protection is enabled, selecting a protected command or clicking a protected
button will display this window:

Maintenance Password Enter

Maintenance Password E|

Enter password:
| JI_jL

o

[ Ok, ] [ Cancel ]

Enter password: []: Specify in the field the maintenance password.

4.4.4 L og Setup
Select the NetOp Host Window Tools Menu Log Sefup command to display the Log Setup window.

Note: Log setup is common to all NetOp modules. Therefore, the Log Setup section is included in the
Common Tools chapter.
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4.4.5 Communication Profiles

Select the NetOp Host Window Tools Menu Communication Profiles command or click the matching
Toolbar Tool Buttons button to display this window:

Communication Profile Sefup

[} ~qere Svstems AC'97 Modem
[] HTTP Help
[] Infrared

[] Internet

[] Inkernet (TCF)

[] 1Py

[] 150M {CAPT)

LAl (TCP)

[] MetEIOS

[] MetEIOS cver Movel IPE (7)

[] MetEIOS cver TCRJIP (3)
[« Treite

ommunication Profile List:

’ =Y ] ’ Edit ] ’ Celete

In this window, you can enable/disable, create, edit and delete communication profiles.

Note: A communication profile is a named configuration of a communication device. You can create
multiple communication profiles with different configurations of each communication device.
Communication devices are common to all NetOp modules. Therefore, the Communication Devices
section is included in the Common Tools chapter.

Communication Profile List []: This pane contains checkboxed Host communication profile names.
Check boxes (default: LAN (TCP) and TCP/IP checked) to enable communication profiles when the Host
starts communicating.

New: Click this button to display the Communication Profile Edit window to create a communication
profile.

Edit: Select in the pane a communication profile to highlight it and click this button to display the
Communication Profile Edit window to edit it.

Delete: Select in the pane a communication profile and click this button to delete it.

Note: To apply changes to enabled communication profiles, you must restart the Host, see Action Menu
or Action Buttons.

4.4.6 Modem Database

Select the NetOp Host Window Tools Menu Modem Database command to display the Modem window,
see Modem Database.

Note: The modem database is common to all NetOp modules. Therefore, the Modem Database section is
included in the Common Tools chapter.

4.4.7 Check for New Updates

Select the NetOp Host Window Tools Menu Check For New Updates command to connect to the update
server specified on the Program Options window Web Update Tab to check for any new updates to the
Host installation and if specified on the Web Update Tab download and install any new updates.
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4.4.8 Debug Trace

This

command is normally not included in the NetOp Host Window Tools Menu. To add it, in the Help

Menu select About... to display the About NetOp Remote Control Host window. Press ALT+Z to add the
Debug Trace command to the Tools Menu.

Select Debug Trace to save a debug trace of recent communication. This debug trace may be requested
by NetOp support to troubleshoot communication problems. This window will be displayed:

Debuq trace successfully saved in C:iDocuments and Settingsiall Users)Application DatalDanware DataiMetOp Remaote ContraliHostnhastw.log.

Do wou wank ko view the debug trace?

I es l [ T ]

This window will display where the debug trace is saved.
Yes: Click this button to display the debug trace.
No: Click this button to close the window without displaying the debug trace.

Note: The NetOp debug trace is a plain text file that records recent NetOp communication events.
Its interpretation requires special NetOp expertise.

4.4.9 Run Setup Wizard

Select the NetOp Host Window Tools Menu Run Setup Wizard command to run the Setup Wizard to
change Host setup in a guided dialog.

4.5 Host Sessions

NetOp Guest can connect to NetOp Host to run one or multiple simultaneous sessions with it.

When a Guest is connected, the NetOp Host Window will appear like this:

=3 NetOp Host - Connected [GUEST 1] NS

File Wiew Action Session TJools Help
= -

nn|| %2 $|0[9] FI&|2

Communication MHames Meszages
General | Connections Histomy Services
Stakus
Hosk ID
Address

192168102 92

Its Title Bar will display Connected and if selected in the Program Options window Connection
Notification Tab During connection section the name of the Guest that has keyboard and mouse control
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in square brackets. If multiple Guests are connected, +1, +2, etc. will indicate the number of additional
connected Guests.

Among the toolbar Session Buttons, the Disconnect, Chat and Audio Chat buttons will be enabled
(colored) and the Request help and Cancel help buttons will be disabled (gray).

Connected will also be displayed in the General Tab Status field, on the Windows taskbar NetOp Host
button and tooltip and in the notification area NetOp Host Button tooltip.

If a Guest is connected in a session, the NetOp Host Button will have double corner lines. Right-click it
to display this menu:

NetOp Host Button Connected Menu

Shiow
Exit

Conneckion Lisk
Histary Lisk

Disconnedk ., All

Suspend Connect

192,165,102,95
Chat ... 3 GRLUEEZ
Reguest Audio-Yideo Chat

Pass Contral .., FEE

Restore/Show to History List: See NetOp Host Button.

Disconnect: If one Guest is connected, this command does not expand. Select it or the matching Session
Menu command or click the matching Toolbar Session Buttons button to disconnect.

If multiple Guests are connected, this command will expand into these commands:

All: Select this command or the Session Menu Disconnect command or the matching Toolbar
Session Buttons button to disconnect all connected Guests.

<Guest name>: Select this command to disconnect only the selected Guest.

Suspend Connect: Select this command to checkmark it to deny further Guest connections (default:
uncheckmarked). Select the checkmarked command to uncheckmark it to allow further Guest
connections.

Chat: 1f one Guest is connected, this command does not expand. Select it or the matching Host window
Session Menu command or click the matching Toolbar Session Buttons button to start a Chat session
with the Guest.

If multiple Guests are connected, this command will expand into these commands:

All: Select this command or the matching Session Menu Chat command or the matching Toolbar
Session Buttons button to start a Multi Chat session with all connected Guests.

<Guest name>: Select this command to start a Chat session with only this Guest.

Request Audio-Video Chat: Select this command or the matching Session Menu command or click the
matching Toolbar Session Buttons button to start an Audio-Video Chat session with the Guest that has
keyboard and mouse control.

Pass Control...: This command will be included only if multiple Guests are connected. It expands into
connected Guest name commands. The keyboard and mouse control Guest name command will be
checkmarked and disabled. Select another Guest name command to pass keyboard and mouse control to
this Guest making its command the one that is checkmarked and disabled.

These session types are available:
Remote Control

File Transfer
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Chat
Audio-Video Chat

Remote Management
4.5.1 Remote Control

If allowed by Guest Access Security, NetOp Guest can start and end a Remote Control session that will
display the Host computer screen image on the Guest computer screen. The Host computer user can end a
remote control session only by disconnecting by the Session Menu or NetOp Host Button Connected
Menu Disconnect command or the matching Session Buttons button.

If the Program Options window General Tab Allow multiple simultaneous Guest sessions box is checked,
multiple Guests can take part in a multi Guest Remote Control session. One Guest at a time can have
keyboard and mouse control on the Host computer screen. Its name can be displayed in the Title Bar. You
can Pass Control from one Guest to another from the NetOp Host Button Connected Menu.

No window will be displayed on the Host computer screen. The Host computer user and the keyboard and
mouse control Guest computer user can work on the Host computer screen at the same time, by default
with the same options.

Guest user remote control options include sending keystroke commands, managing a multi Guest session,
sending, receiving and saving clipboard content, displaying NetOp Marker Utility on the Host computer
screen, disabling the Host computer keyboard and mouse and blanking the Host screen to make it appear
black to the Host user.

Host Guest Access Security can limit the remote control privileges allowed to a Guest.

4.5.2 File Transfer

If allowed by Guest Access Security, NetOp Guest can start and end a File Transfer session to enable the
Guest computer user to transfer files between the Guest computer and the Host computer. The Host
computer user can end a file transfer session only by disconnecting by the Session Menu or NetOp Host
Button Connected Menu Disconnect command or the matching Session Buttons button.

If the Program Options window General Tab Allow multiple simultaneous Guest sessions box is checked,
multiple Guests can run a File Transfer session at the same time.

No window will be displayed on the Host computer screen. To view what is happening during a file
transfer session, select the View Menu File transfer status command to display this window:
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File Transfer Status

= File Transfer Status

List af transferred files:

BBrowse @ Cii**
Received : Cilkest,bxk

The pane will display browsed Host computer directories and received and deleted files.

To display this window when a file transfer session is started, check the Program Options window
General Tab Show file transfer status box.

Guest Access Security on the Host can limit the file transfer privileges allowed to a Guest.

4.5.3 Chat

If allowed by Guest Access Security, NetOp Guest can start and end a chat session to enable typed text
communication between the Guest computer user and the Host computer user. The Host can start and end
a chat session only with connected Guests from the Session Menu or NetOp Host Button Connected
Menu Chat command or the matching Session Buttons button.

If the Program Options window General Tab Allow multiple simultaneous Guest sessions box is checked,
multiple Guests can run a joint multi Chat session with one Host. If multiple Guests are connected,
selecting the Session Menu Chat command or the NetOp Host Button Connected Menu Chat > All
command or clicking the Session Buttons Chat button will start a chat session with all connected Guests.
From the NetOp Host Button Connected Menu, you can start a chat session with a connected Guest.
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This window will be displayed:

Chat
Dialoq:

Guest 1:

Do you want ta chat?
Cgx

Yesz, | am readyl
Guest 2

e tool

Enter Chat contribution and click Send:

Fontk ... ] [ End chat ] [ SAVE .., ] [ Help

A similar window will be displayed on participating Guest computer screens.
Dialog: []: This pane displays the chat dialog with each contribution preceded by a sender identification.

Enter Chat contribution and click Send: [][Send].: Specify your contribution in the pane and click Send to
send it to the other participants.

Font...: Click this button to display the Windows Font window to specify the font of your contribution
before sending it.

End chat: Click this button to end the chat session. To exclude a Guest from a multi Chat session, select
its checkmarked command in the NetOp Host Button Connected Menu Chat command submenu. Guest
participants can withdraw from a multi Chat session. A Guest that has keyboard and mouse control can

end a multi Chat session.

Save...: Click this button to display a Windows Save As window that suggests to save the dialog in your
personal directory as a r¢f Chat file identified by the current date and time.

4.5.4 Audio-Video Chat

If allowed by Guest Access Security, NetOp Guest can start and end an Audio-Video Chat session to
enable sound and image communication between the Guest computer user and the Host computer user.
The Host computer user can start and end an audio-video chat session only with a connected Guest that
has keyboard and mouse control from the Session Menu or NetOp Host Button Connected Menu Audio-
Video Chat command or the matching Session Buttons button.
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Note: Each Guest and each Host can at the same time run only one audio session including Transfer
Sound, see Remote Control. If a module is busy with an audio session, audio and audio-video commands
and buttons will be disabled on the module and on a connected module.

This window will be displayed:
Audio-Video Chat

¥ Audio-Video Chat

Remoke Loca

Mo Conneckion

Mo Connection
Walurme
g A4 A
M e [

A similar window with toolbar button controls will be displayed on the Guest computer screen. The
Guest computer user can enable/disable audio and video, resize the Guest and Host Audio-Video Chat
window to accommodate a large, medium or small remote video frame and end the session. The Host
computer user can end the session only by disconnecting.

In the Remote section, the video frame will display the remote computer video camera image. If video
communication is disabled, the frame will display No Video. If no camera runs on the remote computer,
the frame will display No Camera.

In the Local section, the video frame will display the local computer video camera image. If video
communication is disabled, the frame will display No Video. If no camera runs on the local computer, the
frame will display No Camera.

The lower right Volume section has two slides and a display:
*  Drag the left loudspeaker slide to adjust the playback volume (default: maximum).
*  Drag the middle microphone slide to adjust the recording volume (default: maximum).

*  The right microphone display will monitor the recording volume. The display should remain empty
while not talking. Colored blocks should partly but not completely fill the display while talking.

Specify audio-video chat options on the Guest Program Options window Audio-Video Chat Tab and the
Host Program Options window Audio-Video Chat Tab.

4.5.5 Remote Management

If allowed by Guest Access Security, NetOp Guest can start and end a Remote Management session to
enable the Guest computer user to access a range of Host computer management tools. The Host
computer user can end a remote management session only by disconnecting by the Session Menu or
NetOp Host Button Connected Menu Disconnect command or the matching Session Buttons button.

If the Program Options window General Tab Allow multiple simultaneous Guest sessions box is checked,
multiple Guests can run a Remote Management session at the same time.
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No window will be displayed on the Host computer screen.

4.6 Host Actions
A Host can Request Help from Guests that offer help services.

A Guest can execute these actions on a Host computer:

Run Program
Execute Command

NetOp Message
Monitor

Get Inventory

4.6.1 Request Help

The Host user can request help from a Guest that offers help services if the Host status is Running, see

Title Bar.

Select the Session Menu, NetOp Host Button Menu or NetOp Help Request Button Request Help
command or click the matching Toolbar Session Buttons button to request help. The command or button
will be enabled if on the Program Options window Help Request Tab one of the Enable help service or

Enable service tickets boxes is checked.

If the help request is fully specified on the Program Options window Help Request Tab and the specified

help service responds, the help request will be delivered.

If on the Program Options window Help Request Tab the Use Current Host Communication Profile(s)
option is selected and other than networking communication profiles are enabled, this window will be

displayed:

Select Help Request Communication Profile

Select Help Request Communication Profile

Select communication profile to use;
<Any initialized communication =

)
L i‘

Enter appropriate phone number to connect ko wour
help provider,

You have chosen ko use current Host Cormmunication Profileds), but
either none or more than one Communication Profile is selected. To
avoid this prompt wou musk use specific Communication Profile in the
Host options dialog (Help Request tab),

The pane will display <A4ny initialized communication> and enabled communication profiles. Select
<Any initialized communication> to use all enabled networking communication profiles or select a
communication profile.

The field will become enabled if you select a point-to-point communication profile in the pane.
Specify the telephone number or IP address to connect to.
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If a communication profile using the TCP/IP communication device will be used for the help request and
both of the Program Options window Help Request Tab Enable help service and Enable service tickets
boxes are checked, this window will be displayed:

Help Request F§|

—
#
[ : Select what kind of Service Provider wou wank o search For:

(%) Use Help Service ko search For Help Providers

(") Use Service Ticket to connect bo a specific Help Provider

[ Ok l [ Cancel ] [ Help ]

Select one of these options:
® Use help service to search for help providers: Request help from a help service.

O Use service ticket to connect to a specific help provider: Enable these fields to request help
by a received service ticket number:

Service ticket: []: In this field, specify the service ticket number.

Problem description: []: In this field, you can describe your problem.

Note: A NetOp on Demand Guest can issue service ticket numbers. The Guest user can
forward a service ticket number to you to enable you to return a help request.

If only Enable service tickets is checked on the Help Request Tab, this window will display
only enabled service ticket fields.

If a point-to-point communication profile is selected but no telephone number or IP address has been
specified, this window will be displayed:

Connect to Help Provider

Connect to Help Provider E|
Enter appropriate phone number or TCPYIP address
ko connect to vour help provider, ',.i A
| | g
Cancel ] [ Help

Specify in the field the telephone number or IP address to connect to.

If the help request must pass through a NetOp Gateway, Gateway security may request logon credentials.
One of these windows can be displayed:
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. The Shared NetOp Authentication window:

Login using MetOp authentication

m:- NetOp remote Control !u,r

NotOp

Login ko CGO005

Password; | | |

Password []: Specify the Gateway security password.

. The Individual NetOp Authentication window:

Login using MetOp authentication

Login ko CGO005
Guest ID: | |

Passwiord; | |

Guest ID: []: Specify a Gateway security recognized Guest ID.
Password: []: Specify the matching password.

. The Windows Authentication window:

Login using Windows authentication

Login ko CGO005

User name: | | |

Passwiord; | |

Darain: | |

Login name: []: Specify a Gateway security recognized Windows user name.
Password: []: Specify the matching Windows logon password.
Domain: []: Specify the matching domain.

If the requested Gateway credentials were specified in the Program Options window Help Request Tab
Advanced Help Request Options window, no logon window will be displayed.
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Note: To browse for help providers beyond the local network segment, use the I[P Broadcast List or
NetOp Name Server, see Advanced TCP/IP Configuration.

If no help service responds, a message will be displayed.

If help services respond and no Problem description and/or no Help provider has been specified on the
Program Options window Help Request Tab, this window will be displayed:

Help Providers

Help Providers §|

Problem descripkion:

Help providers:

METOF HELP Select

Zancel

Help

L
ﬁhl

The field will display any problem description specified on the Program Options window Help
Request Tab. You can edit a problem description or specify one.

The pane will display responding help services. Select one.
Select: Click this button to request help from the selected help service.

When the help request has been delivered, Request Help will become disabled and Cancel Help will
become enabled. The NetOp Host Window Title Bar will display Help Requested to indicate that a help
request is pending.

The help providing Guest user will be notified of the pending help request and will typically respond to it
by starting a Remote Control session.

Select or click Cancel Help to cancel a pending help request. A pending help request may be cancelled by
timeout if not responded to, see Advanced Help Request Options. If the Host is restarted or a Guest
connects, a pending help request will be cancelled.

Note: You can request and cancel help by a command, see Loading Alternatives.

4.6.2 Run Program

If allowed by Guest Access Security, NetOp Guest can run a program on the Host computer, see Run
Program.

If the program runs in a window, it will be displayed on the Host computer screen to enable the Host user
to access it. Otherwise, nothing will display on the Host computer screen.

4.6.3 Execute Command

If allowed by Guest Access Security, NetOp Guest can execute these system control commands on the
Host computer, see Execute Command:

*  Log off: Log off the Host computer user from Windows.
*  Restart: Restart the Host computer.
*  Shut down: Shut down the Host computer.
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*  Lock computer: Lock the Host computer to enable the logged on user or an administrator to unlock
it.
. Wake on LAN: Start a Host computer equipped with a Wake on LAN network card.

4.6.4 NetOp Message

If allowed by Guest Access Security, NetOp Guest can send a NetOp message that will display like this
on the Host computer screen:

Message

% Message from: CGO002 - 09-02-2006, 10:20:... [= |[B][X]
File Edit Search

=5 A

Please call mel

System Administrator

ML

This window contains these elements:

. Title Bar
. Menu Bar
. Toolbar

. Message Pane
»  Status Bar

4.6.4.1 Title Bar

% Message from: CG0O002 - 09-02-2006, 10:20:.... [= |[B]X]

Title bar window controls are explained in Window Control.

The title bar and the automatically saved message file will identify the message by its sender name, date
and time.

4.6.4.2 Menu Bar
The Message window menu bar:

IFiIe Edit  Search |

contains these menus:
. File Menu
Edit Menu

Search Menu
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4.6.4.2.1 File Menu
This is the Message window File menu:

§=8 Edit Search

Save As...
Prink...

Close Chrl+F4

Save As...: Select this command to display a Windows Save As window that specifies Save as type: RTF
files (*.RTF) to save the message content in a rich text format file.

Note: Files of received message content will automatically be saved in the NetOp Configuration Files
Messages directory that typically resides in the directory C:\Documents and Settings\All
Users\Application Data\Danware Data\NetOp Remote Control\Host.

Records of files in this directory will be displayed on the NetOp Host Window Messages Tab.

Print...: Select this command or click the Toolbar Print button to display a Windows Print window to
print the Message Pane content.

Close: Select this command or matching Window Controls to close the Message window.
4.6.4.2.2 Edit Menu

This is the Message window Edit menu:

File Was[® Search
Copy  Chrl+C

Copy: Select text in the Message Pane and select this command, click the Toolbar Copy button or press

CTRL+C to copy selected text to the clipboard.
4.6.4.2.3 Search Menu

This is the Message window Search menu:
File Edit B&=EEen

Find...
Mext F3

Find...: Select this command or click the Toolbar Find button to display a Windows Find window to
search for a specified text string in the Message Pane.

Next: Select this command or press F3 to highlight the next occurrence of the text string specified in the
Find window.

4.6.4.3 Toolbar
The Message window toolbar:

| 22l 2 I
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contains these buttons:

Print: Click this button or select the File Menu Print command to display a Windows Print
=] window to print the Message Pane content.

.| Copy: Select text in the Message Pane and click this button, select the Edit Menu Copy command
Ul oor press CTRL+C to copy selected text to the clipboard.

Find: Click this button or select the Search Menu Find command to display a Windows Find
- window to search for a specified text string in the Message Pane.

4.6.4.4 Message Pane
This is the Message window message pane:

Please call mel

System Administrator

Drag the Message window borders to resize the message pane.
You can print message pane content from the File Menu Print command or the matching Toolbar button.

You can copy message pane content from the Edit Menu Copy command or the matching Toolbar button.

You can search message pane content from the Search Menu Find command or the matching Toolbar
button.

4.6.4.5 Status Bar
This is the Message window status bar:

| o |

It has no functionality.

4.6.5 Monitor

If Guest Access Security allows Remote Control, NetOp Guest can sequentially monitor the screen
images of multiple Hosts and switch between monitor mode and Remote Control mode.

On the Host, each monitoring will appear like a short Remote Control session.

4.6.6 Get Inventory

If allowed by Guest Access Security, NetOp Guest can generate, retrieve and copy an inventory of Host
computer hardware and software.

No window will be displayed on the Host computer screen.
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5.1 Summary

This chapter explains tools that are common to all NetOp Remote Control modules.
It contains these main sections:

. Communication Devices

. Modem Database and Dialog

. NetOp Log
. System Info
. NETOP.INI

. NetOp Configuration Files

5.2 Communication Devices

368

This section explains NetOp communication devices and how to create, manage and use communication
profiles.

NetOp uses the term communication device for a NetOp adaptation of a generally available computer
communication protocol or a NetOp proprietary communication protocol.

NetOp modules use different configurations of communication devices for different communication
environments. NetOp uses the term communication profile for a named configuration of a
communication device.

A newly installed NetOp module will include default communication profiles. You may need to edit
default communication profiles or create communication profiles to achieve communication profiles that
are optimized for your communication environment.

In the module window Tools Menu Communication Profiles command Communication Profile Setup
window or the NetOp Guest Window Tab Panel Quick Connect Tab Communication Profile Section,
click the New or Edit button to display a window like this:

Communication Profile Edit

Communication Profile Edit

Communication Information

Description of Communication Profile:
|
Camrunication Device:
TCPIP w [ ]Use Dial-Up Mebwaorking
TCRIIP
Max packet size (MTU): 2600 |(512 - 5146 bytes) [ advanced ... ]

Cipkimize Far intermet communication
o [ IP Broadcast list .. ]

In this window, you can create or edit a communication profile.

Communication Information

Description of Communication Profile: []: If this window was opened from a New button, this field will
be empty. If opened from an Edit button, this field will display the selected communication profile name.
Specify a name or edit it, if desired.

Note: You can create multiple communication profiles using each communication device. Each
communication profile must have a unique name.
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Communication Device: []: The field of this drop-down box displays the name of the selected
communication device. The drop-down box list contains these communication devices:

*  NetBIOS

¢ IPX

. ISDN (CAPI)

e Serial

¢ Windows Modem
« TICpAp

« TCP/IP (TCP)
. TCP/IP (TCP 1Pv6)

*  RemPCIPXv. 4.3 (Guest only): See IPX

*  RemPCNB v. 4.3 (Guest only): See NetBIOS
¢ Gateway

. Infrared (IrDA)

e Terminal Server (terminal server modules only)

Select a communication device in the list to display it in the field.

U Use Dial-Up Network: This checkbox will be enabled only if a TCP/IP family communication device
is selected in the Communication Device drop-down box. Check it to expand the window with a Dial-up
Network Connection section, see TCP/IP (TCP) Communication Profile Edit.

The lower section of the window will contain configuration options for the communication device
selected in the Communication Device drop-down box field. Options are explained in the sections
referred to in the list above.

Note: Communication profiles are stored in the NetOp Configuration Files comprof.ndb file that
typically resides in the directory C:\Documents and Settings\<User name>\Application Data\Danware
Data\NetOp Remote Control\<Module name>.

5.2.1 NetBIOS

NetBIOS (Network Basic Input/Output System) is a simple networking communication device.

Note: Each communication profile that uses a networking communication device will support multiple
NetOp connections.

Communication using NetBIOS in its basic mode (in Windows: Microsoft NetBEUI) cannot pass network
connection elements like routers.

Communication using NetBIOS over [PX or TCP/IP can pass network connection elements.

Communicating modules must use the same NetBIOS mode. Different NetBIOS modes use different
adapter numbers.

5.2.1.1 NetBIOS Settings

To connect, specify a name by which the destination NetOp module can respond:

*  If a Guest connects or browses using the Host name qualifier H::, see the Guest Program Options

window Host Name Tab, the Host can respond by its enabled NetOp Name and MAC Address type
names, see the Host Tab Panel Names Tab.

»  Ifa Guest connects or browses using the Host name qualifier U.::, see the Guest Program Options
window Host Name Tab, the Host can respond by its enabled LAN User type name, see the Host Tab
Panel Names Tab.

+  IfaHost sends a help request, the Guest can respond by its enabled Help service descriptions, see
the Guest Program Options window Help Request Tab.
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NETOP.INI Settings
These settings can be used in a NETOP.INI file [NetBIOS] Section:

Key Value Explanation

Max_Packet_Size= |<Number> |<Number> specifies the maximum packet size in bytes. In case of
communication problems, try specifying the minimum 512.

Rcv_DG_Threads= |1 or2 Default is 2 (two datagram threads). If this causes problems, try specifying 1.

Resources
NetBIOS requires no special resources.

5.2.1.2 NetBIOS Communication Profile Edit

Communication Profile Edit

Communication Information

k.
Description of Communication Profile:

| MetBIOS over TCRIIR (30
Cancel
Cornmunication Device:
NetBIOS v|
Help
MetBI0S

Adapter number: (0 - 255)

The upper window section is explained in Communication Devices.

The Guest NetBIOS communication device comes in two versions, NetBIOS for communicating with
Hosts version 5.0+ and RemPCNB v. 4.3 for communicating with RemPC version 4.3. The lower window
section that is named NetBIOS or RemPC NetBIOS compatibility has the same content:

Adapter number: [] (0-255): Specify in this field the adapter number assigned to the applicable NetBIOS
mode, see NetBIOS Adapter Numbers.

List...: Click this button to display the NetBIOS Adapter Numbers window.
5.2.1.2.1 NetBIOS Adapter Numbers

In the NetBIOS Communication Profile Edit window NetBIOS/RemPC NetBIOS Compatibility section,
click List... to display this window:

NetBI05 Adapter Numbers E'
Murmber Description Version Type  Max packﬂt size MAC Address
103 el 1P . 0 <000 1BDSA
3 I"-.IEI:BIOS aver TCF‘,I'IF‘ 3 EI FE 65535 DxDDDE-lBD?F'."rES
[ ik, l [ Zancel ] [ Help

The pane displays records of available NetBIOS modes in a table with this column content:

*  Number: Mode adapter number.
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*  Description: Mode type.

. Version: Software version number.

. Type: Software type.

*  Max packet size: Maximum packet size in bytes.
*  MAC Address: Network adapter MAC address.

Note: Network mode records will display the true computer network adapter MAC address. NetOp will
assign random MAC addresses to inapplicable modes such as dial-up. Do not select any such records.

5.2.2 IPX

IPX (Internetwork Packet Exchange) is a Novell networking communication device. IPX is typically
used in network environments with NetWare servers and clients.

Note: Each communication profile that uses a networking communication device will support multiple
NetOp connections.

5.2.2.1 IPX Settings
To connect, specify a name by which the destination NetOp module can respond:
»  Ifa Guest connects or browses using the Host name qualifier H:., see the Guest Program Options

window Host Name Tab, the Host can respond by its enabled NetOp Name and MAC Address type
names, see the Host Tab Panel Names Tab.

+  If a Guest connects or browses using the Host name qualifier U::, see the Guest Program Options
window Host Name Tab, the Host can respond by its enabled LAN User type name, see the Host Tab
Panel Names Tab.

+  IfaHost sends a help request, the Guest can respond by its enabled Help service descriptions, see
the Guest Program Options window Help Request Tab.

NETOP.INI Settings
This setting can be used in a NETOPINI file [IPX] Section:

Key Value Explanation

Max_Packet_Size= |<Number> |<Number> specifies the maximum packet size in bytes. In case of
communication problems, try specifying the minimum 512.

Network Numbers

To find the network number for a computer with a known name, type this from a command prompt:
nlist user=<Name> /a (NetWare 4.x) or

userlist /a (NetWare 3.x)

If your computer is attached to a NetWare server that recognizes the name, it will respond with the
network number in the address field.

Resources

NetOp uses IPX socket 8641 (hexadecimal) when communicating between a Guest and a Host. NetOp
uses IPX sockets 8186 and 8187 (hexadecimal) when communicating between a Guest and a RemPC.
Novell has assigned these sockets to NetOp.
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5.2.2.2 IPX Communication Profile Edit

Communication Profile Edit

Communication Information

k.
Description of Communication Profile: _
= |
Cornmunication Device:
1Px v
IR

Mowell networks

() Local network only

{3 User defined list of networks
(%) Build list of known networks

The upper section of this window is explained in Communication Devices.

The Guest IPX communication device comes in two versions, /PX for communicating with Hosts version
5.0+ and RemPCIPX v. 4.3 for communicating with RemPC version 4.3. The lower window section that
is named /PX or RemPC IPX compatibility has the same content:

Novell Networks

Unless a network list has been created, IPX communication will reach only NetOp modules on the local
network. You can extend communication to remote networks by the options in this section.

Select one of these options:
OLocal network only: Communicate with the local network only.

O User defined list of networks: Enables the Network list... button. Click this button to display the
Novell Network Numbers window.

®Build list of known networks: NetOp will browse to build a network list from information
published by the router information protocol (RIP) to communicate with the networks on the list
(default selection).
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5.2.2.2.1 Novell Network Numbers

In the IPX Communication Profile Edit window IPX/RemPC IPX Compatibility section, click Network
List... to display this window:

Nowell Network Numbers &|

Mebwork numbers;

fdd ..

Ok, ] [ Cancel ] [ Help

Network numbers
The pane will contain the 8-digit hexadecimal network numbers of selected remote networks.

Add...: Click this button to display this window:
Novell Network Number

Movell network number. E|

Enter nebwaork number:

| ok | | cance |

Enter network number: []: Specify in this field an 8-digit hexadecimal network number or edit it.

Edit...: Select in the pane a network number and click this button to display the Novell Network Number
window to edit it.

Delete: Select in the pane a network number and click this button to delete it.

5.2.3 ISDN (CAPI)

CAPI (Common Applications Programmer’s Interface) enables ISDN (Integrated Services Digital
Network) modems connected to each other to negotiate connection parameters.

NetOp Remote Control version 7.0+ supports only the 32 bit version CAPI 2.0.

Note: ISDN (CAPI) is a point-to-point line communication device. Each of the two ISDN channels will
support only one NetOp connection.

CAPI works with NetOp only if both ends of an ISDN connection support CAPI.
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ISDN non-CAPI communication that is not compatible with ISDN CAPI communication uses the Serial
or Windows Modem communication device.

While CAPI 2.0 is compatible with the older 16 bit version CAPI 1.1, by experience we recommend
using CAPI 2.0 also at the other end of the connection.

5.2.3.1 ISDN (CAPI) Settings
To connect, specify the destination computer ISDN device telephone number.

If a Host sends a help request, the Guest can respond by its enabled Help service descriptions, see the
Guest Program Options window Help Request Tab.

Resources

An ISDN device that supports CAPI 2.0 must be connected to the computer. CAPI must be configured
and enabled.

5.2.3.2 ISDN (CAPI) Communication Profile Edit

Communication Profile Edit

Communication Information

k.
Description of Communication Profile:

[SCM (CAPT)

Cancel
Cornmunication Device:

ISDM (CAPT 2,0 v

Help

ISCM

ISC Mumber check,
Ciwn nurber:

Enable ] Enable Guest ISDM-Mumber check:

[ ]shart hald mode
[ ]Use of 2 B-channels

Wait before call back: 10 |5, (1-999)

The upper window section is explained in Communication Devices.

The ISDN section that will be displayed if ISDN (CAPI 2.0) is selected in the Communication Device
drop-down box has this content:

Own number: []: If no other applications use the same ISDN line, leave this field empty. If other
applications use the same ISDN line, specify in this field that part of your ISDN device telephone number
that distinguishes the telephone number used by NetOp from telephone numbers used by other
applications using the same ISDN line. If connecting through a telephone exchange, specify the last
number of digits that are typically used for internal telephone numbers.

Enable

LIShort-hold mode [] s. (10-250): Check this box to suspend the connection during short periods of
inactivity to reduce telephone charges (default: unchecked). On the Guest, an additional field for
specifying a short-hold period in the interval 10-250 seconds is available (default: 70).

L Use of 2 B-channels: Check this box to use both B-channels to increase transmission speed (default:
unchecked).

Note: These options will work only if selected at both ends of the connection.

Wait before call-back: [ ] 5. (1-999): Specify in this field a number in the range to wait that number of
seconds before callback, if applied, to enable the receiving modem to become ready (default: 70).
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ISDN Number Check (Host only)

[] Enable Guest ISDN number check: Check this box to allow only Guests whose modem ISDN
telephone number is in the A/lowed ISDN Numbers window pane to connect to the Host.

Edit allowed ISDN numbers...: Click this button to display the Allowed ISDN Numbers window.
5.2.3.2.1 Allowed ISDN Numbers

In the Host ISDN (CAPI) Communication Profile Edit window ISDN (CAPI) section, click Edit allowed
ISDN numbers... to display this window:

Allowed ISDN numbers [X]

ISDM Murnber Lisk

Help ] [ Close ]

The pane will display allowed ISDN telephone numbers.
Add...: Click this button to display this window:
Phone Number

Phone number f'5__<|

Enter phone number:

| ok | | cance |

Enter phone number: []: Specity in the field a telephone number or edit it.

Edit...: Select a telephone number in the pane and click this button to display the Phone Number window
to edit it.

Delete: Select a telephone number in the pane and click this button to delete it.

5.2.4 Serial

The Serial communication device enables communication through a modem through a telephone
connection or a direct cable connection (null modem). This includes analog communication and non-
CAPI ISDN communication.
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Note: Serial is a point-to-point line communication device. Each Serial modem will supports only one
NetOp connection.

NetOp modem communication requires the same type of modem at both ends of the communication.
Available modem types are: analog, non-CAPI ISDN and ISDN (CAPI). ISDN (CAPI) communication
uses the ISDN (CAPI) communication device.

5.2.4.1 Serial Settings

To connect, specify the destination computer modem telephone number.

If a Host sends a help request, the Guest can respond by its enabled Help service descriptions, see the
Guest Program Options window Help Request Tab.

Resources

To communicate using a digital telephone connection, an ISDN modem supporting the AT command set
must be connected to and installed on the computer at both ends.

To communicate using an analog telephone connection, an analog modem supporting the AT command
set must be connected to and installed on the computer at both ends.

5.2.4.2 Serial Communication Profile Edit

Communication Profile Edit

Communication Information

Description of Communication Profile:
|
Cammunication Device:
Serial w
Serial
Madern
[ Imull Modem {Direct Connection) Carn Port; Com 1 w
Modern Mame: Data Rate: Defaul w
b Flawy Cankral: RTS/CTS "
New Modem ] [ Edit Modem ] Dial Type: Torne b

Wait before call back: 10 |5, (1-999)

The upper section of this window is explained in Communication Devices.

The Serial section that will be displayed if Serial is selected in the Communication Device drop-down
box has this content:

Modem

[] Null Modem (Direct Connection): Check this box only if using a null modem cable connection
between the Guest modem and the Host modem.

Modem Name: []: The list of this drop-down box will contain the names of modems in the NetOp Modem
Database. Search the list to find the name of the modem connected to your computer and select it to
display it in the drop-down box field. If the modem name is not in the list, use the options below in the
specified order:

1. Download the most recent Modem Database from the NetOp KnowledgeBase to possibly find your
modem here.

2. Select Hayes Compatible Fast.
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3. Look into the documentation for your modem or visit the website of the supplier of your modem to
find the modem command strings required by your modem and create a new modem configuration
applying these modem strings, see the paragraph New Modem... below.

4.  Send a support request to NetOp Support. Be sure to include the exact full name of your modem. We
will endeavour to get back to you as soon as possible with a solution to your problem.

New Modem...: Select a modem in the drop-down list and click this button to display the Modem
Configuration window to create a modem configuration in the Modem Database based on the selected
modem.

Edit Modem...: Select a modem in the drop-down list and click this button to display the Modem
Configuration window to edit the modem configuration. If the button is disabled, you cannot edit the
selected modem configuration but you can create a modem configuration based on the selected modem
configuration, see New Modem above.

(Settings)

Note: With some selected modem configurations, only some of the options will be enabled. You cannot
edit disabled options. If you need to change non-editable options, create a modem configuration, see New
Modem above.

Com Port: []: The field of this drop-down will display the selected communication port (default: Com ).
The drop-down box list will contain the names of serial communication ports on your computer. Select a
name in the list to display it in the field.

Data Rate: []: The field of this drop-down box will display the selected data rate (default: Defaulf). The
drop-down box list will contain Default and commonly used data rates. Select a data rate in the list to
display it in the field. Default selects the default data rate of your modem. Select a data rate that will
accommodate the data rate of your modem and the modem you want to connect to.

Flow Control: []: The field of this drop-down box will display the selected flow control (default:
Defaulf). The drop-down box list will contain flow control options available with your modem. Select a
flow control option in the list to display it in the field. Generally, select RTS/CTS (return to send/clear to
send).

Dial Type: []: The field of this drop-down box will display the selected dial type (default: Tone). The
drop-down box list contains the options 7one and Pulse. Select Tone unless you are connected to an old-
fashioned telephone central that supports only pulse dialing.

Wait before call-back: [ ] s. (1-999).: Specity in this field a number in the range to wait that number of
seconds before callback, if applied, to enable the receiving modem to become ready (default: 70).

5.2.5 Windows Modem

The Windows modem communication device (sometimes referred to as TAPI) enables modem
communication through a telephone connection or a direct cable connection (null modem). This includes
analog communication and non-CAPI ISDN communication.

Note: Windows modem is a point-to-point line communication device. Each Windows modem will
support only one NetOp connection.

NetOp modem communication requires the same type of modem at both ends of the communication.
Available modem types are: analog, non-CAPI ISDN and ISDN (CAPI). ISDN (CAPI) communication
uses the ISDN (CAPI) communication device.

Configuration

When a NetOp module is loaded for the first time and the Setup Wizard is run, NetOp can automatically
detect modems installed in Windows and create communication profiles for them in the Communication

Profile Setup window.

You can create communication profiles for additional Windows modems from the Windows Modem
Communication Profile Edit window.

Windows modem uses TAPI (Telephony Application Programmer’s Interface) that is commonly used by
programs to make data/fax/voice calls, including the Windows applets HyperTerminal, Dial-up
Networking, Phone Dialer, and other Win32 communication applications.
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With some modems, however, the Windows modem configuration does not provide satisfactory NetOp
communication. Such cases are typically known by NetOp Support that has developed Serial
communication profiles that work with these modems, see Serial Communication Profile Edit. Seria/
communication profile setup also enables basic modem communication setup and troubleshooting.

5.2.5.1 Windows Modem Settings
Connect

To connect, specify the destination computer modem telephone number.

If a Host sends a help request, the Guest can respond by its enabled Help service descriptions, see the
Guest Program Options window Help Request Tab.

Resources

To communicate using a digital telephone connection, an ISDN modem that supports the AT command
set must be connected to and installed on the computer at both ends.

To communicate using an analog telephone connection, an analog modem that supports the AT command
set must be connected to and installed on the computer at both ends.

5.2.5.2 Windows Modem Communication Profile Edit

Communication Profile Edit

Communication Information

k.
Description of Communication Profile:

hgere Syskems AC'SF Modem

Cancel
Cornmunication Device:

Windows modemn w

Help

Windows Modem

Conneck Using: [ Configure ]
Agere Systems AC'9T Madem "

[ Dialing Properties ]
Cialing From: My Location
Calling Card: Mone (Direct Dial) [ Add Modern ]

Wait before call back: 10 |5, (1-999)

The upper section of this window is explained in Communication Devices.

The Windows Modem section that will be displayed if Windows Modem is selected in the Communication
Device drop-down box has this content:

Connect Using: []: The field of this drop-down box displays the selected modem. The drop-down box list
contains the names of modems recognized by Windows. Select the modem that you want to use for this
communication profile and edit the Description of Communication Profile name above, if desired.

Typically, this is all that is required to configure a Windows modem communication profile. However,
these options are available:

Configure: Click this button to display the Windows <Modem name> Connection Preferences window
to edit connection preferences.

Dialing Properties: Click this button to display the Windows Phone and Modem Options window
Dialing Rules tab to select or specify a location.

Add Modem: Click this button to display the Windows Phone and Modem Options window to add a
Windows modem.

Dialing from: and Calling Card: The Windows selections will be displayed.
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Wait before call-back: [ ] s. (1-999): Specify in this field a number in the range to wait that number of
seconds before callback, if applied, to enable the receiving modem to become ready (default: 70).

5.2.6 TCP/IP

TCP/IP (Transmission Control Protocol/Internet Protocol) is a suite of network communication
protocols. It includes among many others UDP (User Datagram Protocol) that is a widely used
networking protocol. TCP/IP will connect by TCP/IP (UDP) and optionally communicate by TCP/IP
(TCP) during a session, see Advanced TCP/IP Configuration.

Note: Each communication profile that uses a networking communication device will support multiple
NetOp connections.

5.2.6.1 TCP/IP Settings
TCP/IP offers three connect options:

IP Address
. Name Response
. Name Resolution

IP Address

You can connect from Guest to Host by IP address across any IP network including the Internet. The
Guest send port number must match the Host receive port number, see Advanced TCP/IP Configuration.

If you connect from outside a network protected by a network address translation (NAT) firewall or
proxy server to a network computer NetOp module, specify the firewall or proxy server public IP address
with the port number assigned to the network computer, e.g. 192.168.20.51:1234. Ask the firewall or
proxy server administrator which port number is assigned to a specific network computer.

Name Response

Name response broadcasts a name, the first characters of a name or no name on the network requesting
NetOp modules with a matching enabled name to respond. These name response options are available:

*  Ifa Guest connects by a name or browses using the Host name qualifier H.:, see the Guest Program
Options window Host Name Tab, the Host can respond by its enabled NetOp Name type name, see
the Host Tab Panel Names Tab.

+ Ifa Guest connects by a name or browses using the Host name qualifier U::, see the Guest Program
Options window Host Name Tab, the Host can respond by its enabled LAN User type name, see the
Host Tab Panel Names Tab.

+  IfaHost sends a help request, the Guest can respond by its enabled Help service descriptions, see
the Guest Program Options window Help Request Tab.

Note: A TCP/IP broadcast will reach only computers on the local network segment and computers whose
IP address or DNS name is specified in the communication profile IP Broadcast List.

Name Resolution

Name resolution resolves a specified name into its matching [P address. These name resolution options
are available:

*  Specify the use of NetOp Name Server in the Advanced TCP/IP Configuration window and specify
the Name Space ID used by the NetOp modules you want to connect to on the Program Options
window Host Name Tab. Connect by any enabled destination module name, for a Host help request
a Guest Help service description, see the Guest Program Options window Help Request Tab. NetOp
Name Server will resolve the name into the matching IP address to connect by it across any IP
network including the Internet. You can also Browse for Hosts.

+  Ifa Guest connects by a name using the Host name qualifier DNS::, see the Guest Program Options
window Host Name Tab, a domain name server will interpret the name as a DNS name name and
attempt to resolve it into a matching IP address for the Guest to connect by it across any IP network
including the Internet.
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Note: In most cases, if using the Host name qualifier H:: a domain name server will interpret the
name as a DNS name and attempt to resolve it into a matching IP address.

»  If a Guest connects by a name using the Host name qualifier LDAP::, see the Guest Program
Options window Host Name Tab, the Guest will search directory services specified on the Guest
Program Options window Directory Services Tab for a user with this name to connect by the
matching address attribute that is typically an IP address. You can also Browse for Hosts.

Communication Problems

In case of communication problems, first verify that an IP connection is available by from a command
prompt typing:

PING <NetOp module IP address>

The PING utility will send four data packets that request a reply. If replies are received, an IP connection
is available.

If an IP connection is available and connectivity problems persist, consult with your network/system
administrator. As a last resort, submit a support request to NetOp Support.

Resources
TCP/IP uses one port for sending and one port for receiving communication.
By default, NetOp Remote Control uses port number 6502 for sending and receiving.

In special cases, use other port numbers but remember that the Guest send port number must always
match the Host receive port number and vice versa.

5.2.6.2 TCP/IP Communication Profile Edit

Communication Profile Edit

Communication Information

k.
Description of Communication Profile:

Cancel
Cormunication Dewvice:

TCRIP w Use Dial-Up Metworking |
Help

Dial-Up Metwork Connection

Dial-Up Metwark Profile: [ Configure ]
CywherCity Internet w
[ Dialing Properties ]
Cialing From: My Location
Calling Card: Mone (Direct Dial) [ Add Profile ]
TCPIIP
Mazx packet size (MTLY: 2600 | (512 - 5146 bytes) [ advanced .., ]

Cptimize For internet communication
Coe [ IP Broadcast list ... ]

The upper section of this window is explained in Communication Devices.
The TCP/IP section will be displayed if TCP/IP is selected in the Communication Device drop-down box.

The Dial-up network connection section will be displayed if the Use dial-up networking box is checked.
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Dial-up network connection

Dial-up network profile: []: The field of this drop-down box displays the selected profile. The drop-down
box list contains the names of available profiles. Select a profile in the list to display it in the field to
connect to a network by this dial-up network profile.

Dialing from and Calling card: The dialing properties of the selected dial-up network profile will be
displayed.

Configure: Click this button to display the Windows Dial-up Connection window to configure the dial-up
connection.

Dialing properties.: Click this button to display the Windows Phone and Modem Options window to edit
the dialing properties of the selected dial-up network profile.

Add profile: Click this button to display the Windows Network Connection Wizard to add a dial-up
network profile.
TCP/IP

Max packet size (MTU): [] (512 — 5146 bytes): Specity in this field the maximum packet size (range 512-
5146, default: 2600).

Note: A high MTU will increase communication speed and a low MTU may contribute to solving
communication problems.

[] Optimize for Internet communication.: Check this box to apply settings (MTU, data compression, etc.)
optimized for communicating across the Internet.

Advanced...: Click this button to display the Advanced TCP/IP Configuration window.
IP Broadcast List...: Click this button to display the /P Broadcast List window.
5.2.6.2.1 Advanced TCP/IP Configuration

In the TCP/IP Communication Profile Edit window TCP/IP section, click Advanced... to display this
window:

Advanced TCP/IP Configuration

Specify IP Address

k.
Use all available IP addresses

Cancel

Specify Port numbers

Use default port numbers
Receive Pork: &502
Send Port: Ba0z2

Help

Options
Use TP for session if possible

Metop Mame Server
[ Juse MetOp MName Server
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Specify IP Address

MUse all available IP addresses: Leave this box checked to use all available IP addresses (default:
checked). If the computer is connected to the network with multiple IP addresses and only one of them
shall be used for NetOp communication, uncheck the box to enable the /P address field.

1P address: []: Specify in this field the IP address that shall be used for NetOp communication.
Specify Port Numbers

MUse default port numbers: Leave this box checked to use the default NetOp port number 6502 for
Receive port and Send port (default: checked).

Note: Port number 1970 is officially registered to NetOp Remote Control. However, port number 6502 is
the preferred default port number to allow for compatibility with older NetOp versions.

Receive port: If the Use default port numbers box is checked, 6502 will be displayed. If unchecked, by
default 6502 will be displayed in an enabled field. Edit the number to specify a non-default Receive port
number in the range 1025-65535.

Send port: If the Use default port numbers box is checked, 6502 will be displayed. If unchecked, by
default 6502 will be displayed in an enabled field. Edit the number to specify a non-default Send port
number in the range 1025-65535.

Note: The Guest Send port number must match the Host Receive port number and vice versa in the case
of a Host help request.

Options

MUse TCP for session if possible: Leave this box checked to connect by TCP/IP but use TCP/IP (TCP)
for high speed session communication if available on Guest and Host (default: checked).

NetOp Name Server

L1Use NetOp Name Server: Check this box to use NetOp Name Server to resolve NetOp names into IP
addresses (default: unchecked).

Note: Using NetOp Name Server facilitates connecting across large networks including the Internet, see
the Documentation NetOp Name Management section.

Primary: []: Leave in this field the default name nns/.netop.com of the primary public NetOp Name
Server on the Internet or specify the IP address or DNS name of a primary NetOp Name Server running
on your corporate network.

Secondary: []: Leave in this field the default name nns2.netop.dk of the secondary public NetOp Name
Server on the Internet or specify the IP address or DNS name of a secondary NetOp Name Server running
on your corporate network.

Uignore port information from Name Server: Check this box to replace the connect port number
received from NetOp Name Server by the port number specified below (default: unchecked).

Note: Some types of firewalls replace network computer port numbers by invalid port numbers to protect
network computers against connection attempts. In that case, NetOp Name Server will receive, store and
return invalid connect port numbers that must be replaced by valid connect port numbers.

Use Port: []: Specify in this field the port number that shall replace the connect port number received
from NetOp Name Server (default: 6502).

Note: You must specify the applicable Name Space ID on the Guest and Host Program Options window
Host Name Tab.

5.2.6.2.2 IP Broadcast List

In the TCP/IP Communication Profile Edit window TCP/IP section, click IP Broadcast List... to display
this window:
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IP Broadcast List

X

IP Broadcast List

IF broadcast lisk

[ ] bisable local subnet broadeast

k. ] [ Cancel ] [ Help

Using TCP/IP, a Guest browse for Hosts and a Host help request will broadcast communication that by
default will reach only computers on the local network segment. To extend broadcasts beyond the local
network segment, specify in this window the IP addresses, IP address ranges and DNS names that shall be
reached by broadcasts when using the communication profile from which this window was displayed.

Note: [P Broadcast List listing will not be required if using NetOp Name Server.

Add...: Click this button to display this window:
IP Broadcast List Enter

IP Broadcast List E|

Enter DMS name or IP address:

ok | | concel |

Enter DNS name or IP Address: []: Specify in this field an IP address, e.g. 192.168.102.57, an IP
address range, e.g. 192.168.102.20-192.168.102.30, or a DNS name, e.g. MAIL_SVR, to add it in
the /P Broadcast List window pane.

Caution: Specifying an IP address range will make each broadcast send a number of data packets
matching the number of [P addresses in the range. To avoid excessive network traffic, do not specify
larger IP address ranges than justified.

Edit...: Select in the pane an IP address, an IP address range or a DNS name and click this button to
display it in the the [P Broadcast List Enter window to edit it.

Delete: Select in the pane an IP address, an IP address range or a DNS name and click this button to
delete it.

ClDisable local subnet broadcast: Check this box to disable local network segment broadcast to
broadcast data only to the addresses specified in the pane.
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5.2.7 TCP/IP (TCP)

TCP/IP (Transmission Control Protocol/Internet Protocol) is a suite of network communication
protocols. It includes among many others TCP (Transmission Control Protocol) that is a commonly used
point-to-point protocol.

Note: TCP/IP (TCP) is a point-to-point network communication device. Each communication profile
using TCP/IP (TCP) will support only one NetOp connection. However, you can enable multiple TCP/IP
(TCP) communication profiles.

5.2.7.1 TCP/IP (TCP) Settings

To connect, specify the destination computer IP address.

If you connect from outside a network protected by a network address translation (NAT) firewall or
proxy server to a network computer NetOp module, specify the firewall or proxy server public IP address
with the port number assigned to the network computer, e.g. 192.168.20.51:1234. Ask the firewall or
proxy server administrator which port number is assigned to a specific network computer.

If a Host sends a help request, the Guest can respond by its enabled Help service descriptions, see the
Guest Program Options window Help Request Tab.

Other TCP/IP (TCP) settings are the same as for TCP/IP.
5.2.7.2 TCP/IP (TCP) Communication Profile Edit

Communication Profile Edit

Communication Information
k.
Description of Communication Profile:

Cancel
Cammunication Device:

TCRIP (TCF) w [JUse Dial-Up Metworking

Help

TP

[ Advanced ... ]

|:| Ciptimize For internet communication
[ ]Encapsulate in HTTP

The upper section of this window is explained in Communication Devices.

L Use dial-up networking: Check this box to expand the window with the Dial-up network connection
section, see TCP/IP Communication Profile Edit (default: unchecked).

The TCP section that will be displayed if TCP/IP (TCP) is selected in the Communication Device drop-
down box has this content:

Ul Optimize for Internet communication: Check this box to apply settings (MTU, data compression, etc.)
optimized for communicating across the Internet (default: unchecked).

Ll Encapsulate in HTTP: Check this box to place NetOp session data inside the HTTP protocol to ease
firewall passage (default: unchecked). This is also known as HTTP-tunnelling.

Advanced...: Click this button to display the Advanced TCP/IP Configuration window. It will contain no
Options section and its NetOp Name Server section will be disabled.

Note: You can enable multiple TCP/IP (TCP) and TCP/IP communication profiles that specify the same
IP addresses and port numbers in the Advanced TCP/IP Configuration window. However, the name of
each communication profile specified in the Description of Communication Profile field must be unique.

When starting a TCP/IP (TCP) session, Winsock will by default allocate an available Receive port
number and not bind to the Receive port number specified by NetOp for listening.
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To bind session communication to the Receive port number specified by NetOp, apply this NETOP.INI
file [TCP] Section setting:

[TcP]

BindToRecvPort=True

5.2.8 TCP/IP (TCP IPv6)

TCP/IP (Transmission Control Protocol/Internet Protocol) is a suite of network communication
protocols. It includes among many others TCP IPv6 (Transmission Control Protocol for Internet Protocol
version 6) that is a recently introduced point-to-point protocol for 128-bit IP addresses.

Note: TCP/IP (TCP IPv6) is a point-to-point network communication device. Each communication
profile using TCP/IP (TCP IPv6) supports only one NetOp connection. However, you can enable multiple
TCP/IP (TCP IPv6) communication profiles.

TCP/IP (TCP IP v6) is applicable only between computers connected to an IPv6 network.

5.2.8.1 TCP/IP (TCP IPv6) Settings
To connect, specify the destination computer [Pv6 address.

If a Host sends a help request, the Guest can respond by its enabled Help service descriptions, see Help
Request Tab.
5.2.8.2 TCP/IP (TCP IPv6) Communication Profile Edit

Communication Profile Edit

Comrnnication Information

k.
Descripkion of Communicakion Profile:

Cancel
Cammunication Device:

TCPIIP (TCP IPwe) w [JUse Dial-Up Metwaorking

Help

TCP IPveE

[ Advanced ... l

|:| Cptimize Faor internet communication

The upper section of this window is explained in Communication Devices.

L Use dial-up networking: Check this box to expand the window with the Dial-up network connection
section, see TCP/IP Communication Profile Edit (default: unchecked).

The TCP IPv6 section that will be displayed if TCP/IP (TCP IPv6) is selected in the Communication
Device drop-down box has this content:

U Optimize for Internet communication: Check this box to apply settings (MTU, data compression, etc.)
optimized for communicating across the Internet.

Advanced...: Click this button to display the Advanced TCP/IP Configuration window. It will contain no
Options section and its NetOp Name Server section will be disabled.

Note: You can enable multiple TCP/IP (TCP IPv6) communication profiles that specify the same [Pv6
addresses and port numbers in the Advanced TCP/IP Configuration window. However, the name of each
communication profile specified in the Description of Communication Profile field must be unique.
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5.2.9 Gateway

Gateway is a NetOp proprietary communication device that enables a network NetOp module to connect
through a local network NetOp Gateway.

5.2.9.1 Gateway Settings

To connect, identify the destination NetOp module according to the communication device used by the
local network NetOp Gateway to connect.

Resources

To use Gateway, one or multiple outgoing communication enabled NetOp Gateways must run on the
local network, see the Documentation NetOp Gateway section.

5.2.9.2 Gateway Communication Profile Edit

Communication Profile Edit

Communication Information

3
Description of Communication Profile:

Cancel
Cammunication Device:

Help

Gateway

Access gateway via communication profile;

<Any inikialized communicakion = w

Gateway device group
(%) Use device group

) Browse for device groups

The upper section of this window is explained in Communication Devices.

The Gateway section that will be displayed when Gateway is selected in the Communication Device
drop-down box has this content:

Access Gateway via communication profile: []: The field of this drop-down box will display the name of
the communication profile that connects to the local network NetOp Gateway (default: <Any initialized
communication>). The drop-down box list contains <Any initialized communication>, available
networking communication profiles and Terminal Server. Select a communication profile in the list to
display it in the field.

Select <Any initialized communication> to browse the local network for NetOp Gateway device groups
using all enabled networking communication profiles. Select another communication profile to browse
using only this communication profile that does not need to be enabled. Select Terminal Server only if
your NetOp module resides on a terminal server client.

Gateway device group

Gateway device groups are administrator specified names of available outgoing point-to-point
communication on NetOp Gateways on the local network.

Select one of these options:

® Use device group: []: Select this option to specify a device group name in the field (default
selection).

OBrowse for device groups: Select this option to display the Gateway Device Group List window
when connecting.
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5.2.9.2.1 Gateway Device Group List

When connecting using a Gateway communication profile for which the Browse for Device Groups
option was selected in the Gateway Communication Profile Edit window, this window will be displayed:

Gateway Device Group List

Below is listed the device groups found. Select

Select
a device group and press the Select button,

Zancel

TCPESOZ

Help

Its pane will display Gateway device groups on the local network.
Select: Select a device group in the pane and click this button to connect by the selected device group.

5.2.10 Infrared (IrDA)

Infrared (IrDA) is a NetOp proprietary communication device that enables communication between
NetOp modules on two computers that communicate by infrared light.

Note: Infrared (IrDA) is a point-to-point communication device that supports only one NetOp
connection.

Configuration

Windows Server 2003, XP, 2000, ME and 98 support infrared communication according to the protocols
and standards of Infrared Data Association (IrDA). Configure infrared communication in Windows.

5.2.10.1 Infrared (IrDA) Settings
To connect, no destination must be specified.

If a Host sends a help request, the Guest can respond by its enabled Help service descriptions, see the
Guest Program Options window Help Request Tab.

Resources

Infrared communication through transmitters pointing towards each other within working distance must
be established.
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5.2.10.2 Infrared (IrDA) Communication Profile Edit

Communication Profile Edit

Communication Information

k.
Description of Communication Profile:
Cancel
Cornmunication Device:
Infrared (IrDA) w

Help

Infrared {IrD&)

The upper section of this window is explained in Communication Devices.

The Infirared (IrDA) section that will be displayed when Infrared (IrDA) is selected in the
Communication Device drop-down box is empty. There are no setting options for the Infrared (IrDA)
communication device.

5.2.11 Terminal Server

Terminal Server is a NetOp proprietary communication device that enables NetOp modules that run on a
terminal server to communicate with each other.

Note: Terminal Server is a networking type of communication device that supports multiple NetOp
connections. Terminal Server will be available only on NetOp modules installed on a terminal server.

5.2.11.1 Terminal Server Settings
To connect, first select a communication profile:

*  To communicate with a NetOp module in the terminal server environment, select the Terminal
Server communication profile.

*  To communicate through a NetOp Gateway on the terminal server console with a networking
communicating NetOp module on a computer on the terminal server network, enable the Terminal
Server communication profile and select <Any initialized communication> to make the console
NetOp Gateway route the communication to its enabled networking communication profiles.

*  To communicate through a NetOp Gateway on the terminal server console with a NetOp module to
which you must connect by point-to-point communication, enable the Terminal Server
communication profile and select a Gateway communication profile.

Then, specify a name by which the destination module can respond and/or a telephone number or IP
address if a Gateway communication profile was selected:

+ Ifa Guest connects or browses using the Host name qualifier H:., see the Guest Program Options
window Host Name Tab, the Host can respond by its enabled NetOp Name and MAC Address type
names, see the Host Tab Panel Names Tab.

. If a Guest connects or browses using the Host name qualifier U::, see the Guest Program Options
window Host Name Tab, the Host can respond by its enabled LAN User type name, see the Host Tab
Panel Names Tab.

+ IfaHost sends a help request, the Guest can respond by its enabled Help service descriptions, see
the Guest Program Options window Help Request Tab.

+ Ifa Gateway communication profile was selected, specify the destination module or remote NetOp
Gateway computer telephone number or IP address.

Note: To connect from outside a terminal server environment to a NetOp module running in a terminal
server client session, connect through the NetOp Gateway running on the terminal server console.
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5.2.11.2 Terminal Server Communication Profile Edit

Communication Profile Edit |
—Communication Information
ik,
Descripkion af Communication Profile:
I Cancel
Comrnunication Device:
ITerminaI SErvEr j ™ | Use Dial-lp Metworking Ll
Elp

—Terminal Server

The upper section of this window is explained in Communication Devices.

The Terminal Server section that will be displayed when Terminal Server is selected in the
Communication Device drop-down box is empty. There are no setting options for the Terminal Server
communication device.

5.3 Modem Database and Dialog

This section explains the Modem Database and Modem Dialog associated with the Serial communication
device.

5.3.1 Modem Database

Select the Tools Menu Modem Database command to display this window:

Modem

Mo dem

Modem Database 20050352 Y

ZCam 33.6 Global PC Card

3Cam 33.6 Global PC Card Basic

3Cam 33.6 Global PC Card -comprassion
2% Generic

Help

X
Maodem Lisk:

3% QEneric -compression

fceex GEnStic

ACeex GENEc -Compression

anchor Generic

Anchaor Generic -compression

AR Generic

ARM Generic -compressian

AT&T Generic

ATET Generic -compression "

ATT 4 AACEET,

Mew ] ’ Edit

In this window, you can access the modem database Serial modem configurations.

Note: The modem database is stored in the NetOp Configuration Files modems.ndb file that typically
resides in the directory C:\Documents and Settings\<User name>\Application Data\Danware
Data\NetOp Remote Control\<Module name>.
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In the pane, the first Modem Database YYYYDDD record specifies the modem database update year and
day number. You can download and install the newest available update from the NetOp KnowledgeBase
Download Updates subsection.

Note: Downloading and installing modems.ndb will overwrite your current modems.ndb.

New: Click this button to display the Modem Configuration window to create a modem configuration. To
base a new modem configuration on an existing modem configuration, select its record before clicking
the button.

Edit: Select a record in the pane and click this button to display the Modem Configuration window to edit
the selected record modem configuration.

Delete: Select a record and click this button to delete it. The button will be disabled if the selected record
cannot be deleted.

5.3.1.1 Modem Configuration
In the Modem window, click New or Edit to display this window:

Modem Configuration

Maoderm cormmand strings:
Dial; ATDYD
Hang up: ATHOSO0=0
Sebup 1: ATEF
Setup 2: ATEC1&02510=20
Send:
Answer: ATS0=2
Max data rate Settings
W[ RTS/CTS Flow control
5700 w J
|:| Ignore carrier signal

In this window, you can create or edit a Modem Database modem configuration.

Note: You cannot edit the content of disabled fields. All fields will be enabled if you create a modem
configuration.

Name: []: This field will be empty if you create a modem configuration. It will display the name of an
edited modem configuration. Specify a name or edit it, if desired.

Modem command strings

These fields specify the modem AT command strings. Consult with your modem manual or the modem
manufacturer website to find the AT command strings required by your modem.

Max data rate

The field of this drop-down box displays the selected maximum data rate or a default value. The drop-
down box list contains typical data rates. Select a data rate applicable to your modem and the modem you
want to connect to.


http://help.netop.com
http://help.netop.com
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Settings

MRTS/CTS Flow control: Typically, leave this box checked to use Return To Send/Clear To Send flow
control (default: unchecked).

Uignore carrier signal: Typically, leave this box unchecked (default: unchecked).
5.3.2 Modem Dialog

Select the View Menu Modem dialog command to display this window:

B Modem dialog E| @| El

Close

During Serial modem connect and disconnect, the pane of this window will display the communication
sent by (>>) and received by (<<) your modem. This information will assist you in diagnosing modem
connectivity problems.

5.4 NetOp Log
Any NetOp module can log selected NetOp events. NetOp events can be logged:

*  On the computer in a local NetOp log.

*  On NetOp Security Server in the NetOp Log or on an older version NetOp Access Server or NetOp
Log Server.

*  In the Windows event log of the computer and another computer.
*  In a management information system.

This section contains these sections:

Log Setup

Local NetOp Log

NetOp Log Events
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5.4.1 Log Setup

Select the Tools Menu Log Setup command to display this window:

Log Setup

Log Setup

Log Setup | Metop Local | MetOp Server | Windows Event Log || SMMP Traps

x]

Log events:

[JLog Locally

|:| Log on NetOp Server
[JLog to Windows Event Log
|:| Log using SMMP Traps

Zuskom Host name For all log events

| | | Add Item

Zuskom Guest name For Connection and Session log events

IP/MAC address (%A)
Authenticated user name (L0
Guest ID (%0

Guest Computer Mame (%C)
Logged on Windows user (%al)

l

Ok, l [ Zancel

J

Help

This window specifies NetOp log setup on these tabs:
. Log Setup Tab

*  NetOp Local Tab

*  NetOp Server Tab

. Windows Event Log Tab

. SNMP Traps Tab
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5.4.1.1 Log Setup Tab
Log Setup PX|

Log Setup | Metop Local | MetOp Server | Windows Event Log || SMMP Traps

Log events:

[JLog Locally

|:| Log on NetOp Server
[JLog to Windows Event Log
|:| Log using SMMP Traps

Zuskom Host name For all log events
| || Add Item v

Zuskom Guest name For Connection and Session log events

| | |Add Ttem v

IP/MAC address (%A)
Authenticated user name (L0
Guest ID (%0

Guest Computer Mame (%C)
Logged on Windows user (%al)

[ Ok, l [ Zancel ] [ Help

This tab specifies logging options.
Log Events
[LLog Locally: Check this box to log NetOp events in a log file on the computer (default: unchecked).

[L1Log on NetOp Server: Check this box to log NetOp events in the NetOp Log of a NetOp Security
Server or on an older version NetOp Access Server or NetOp Log Server (default: unchecked).

ULog to Windows Event Log: Check this box to log NetOp events in the Windows event log of the
computer and/or of another Windows Server 2003/XP/2000/NT computer (default: unchecked).

ULog using SNMP Traps: Check this box to log NetOp events by sending SNMP messages to a
management information system (default: unchecked).

NetOp Security Server has an additional checkbox:

M Act as log server: Leave this box checked to enable logging other NetOp modules’ NetOp events in the
security database NetOp Log (default: checked).

NetOp Host and extended Hosts have additional checkboxes, fields and drop-down boxes:

LI Custom Host Name for All Log Events: Check this box to enable the field and drop-down box below to
identify logged events by a customized Host name (default: unchecked). The left field specifies the
customized Host name composed from right drop-down box components and keyboard characters. These
components are available:

. %A.: IP/MAC address
. %I: Host ID
. %C: Computer name

. %L.: Windows logon user name
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Select a component in the right drop-down box list to add it in the left field.

LlCustom Guest Name for Connection and Session Log Events: Check this box to enable the field and
drop-down box below to identify Guests engaged in Connection and Session log events by a customized
name. The left field specifies the customized Guest name composed from right drop-down box
components and keyboard characters. These components are available:

%A: IP/MAC address

%U: Authenticated user name

%I: Guest ID

%C: Computer name

%L: Windows logon user name

Select a component in the right drop-down box list to add it in the left field.

This is an example of a custom Host and Guest name Local NetOp Log:

20031103,14:
20031103,14:
20031103,14:
20031103, 14:
20031103,14:
20031103,14:
20031103,14:
20031103, 14:
20031103,14:
20031103,14:
20031103,14:

10,Host1+User1,0,00000,00000,HCON +,

10,Hostl+Userl,1,00000,00000,HSES +,User2@192.168.
10,Hostl+Userl1,2,00000,00000,HSESRC  +,User2@192.168.
10,Hostl+Userl,3,00000,00000,HSESFXFER+,User2@192.168.
10,Hostl1+User1,4,00000,00000,HSESCHAT +,User2@192.168.
10,Host1+User1,5,00000,00000,HSESAUDIO+,User2@192.168.
10,Host1+User1,6,00000,00000,HSESAUDIO-,User2@192.168.
10,Hostl+Userl,7,00000,00000,HSESCHAT -,User2@192.168.
11,Hostl+Userl,8,00000,00000,HSESFXFER-,User2@192.168.
11,Hostl+Userl,9,00000,00000,HSESRC -,User2@192.168.
11,Hostl1+User1,10,00000,00000,HSES -,User2@192.168.1.2

P R R RRRR R
N NN DN DNDNNNDDN

The Host name was customized as %C+%L. The Guest name was customized as %U@%A.

The Host was started and the Guest started a remote control session, a file transfer session, a chat session
and an audio chat session and ended sessions in reverse order.
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5.4.1.2 NetOp Local Tab

Log Setup

Select Events to view in list

(%) view all Events
() view Selecked

|:| ack:
|:| ack:
|:| ack:
|:| ack:
|:| ack:
|:| ack:
|:| ack:
|:| ack:
|:| ack:
|:| ack:
|:| ack:
|:| ack:
|:| ack:

Log File

Log File name:

Log Setup | MetOp Local | MetOp Server | wWindows Event Log || SNMP Traps

Events ko log:

Execute Command
File received

File Sent

Gateway Login

Help request cancelled
Help request sent
Host Rebook

Host user logged off
Inventory sent
Kevyboard Locked
Kevboard Unlocked
Message received
Received Clipboard

METCOP.LOG

Wyrite to disk For each log entry

3

8 |

Select all ]

[

Deselect Al ]

[ ok

l [ Zancel ] [ Help

This tab selects which NetOp events shall be logged and specifies the local NetOp log file.

Select Events to view in list

Select one of these options to display checkboxed event names in the Events to log pane to the right:

®View all Events: Display all available events (default selection).

OView Selected: Enable these options:

LIConnection: Check this box to display available connection events.

[Session: Check this box to display available session events.
ClAction: Check this box to display available action events.

CISecurity: Check this box to display available security events.

Ll Configuration: Check this box to display available configuration events.

Events to log: []: This pane displays checkboxed names of events of the types selected to the left. Check
boxes to select logging of events (default: all unchecked).

Select all: Click this button to check all boxes in the Events to log pane.
Deselect all: Click this button to uncheck all boxes in the Events to log pane.

Note: NetOp log event codes and arguments are tabulated in NetOp Log Events.

Log File

Note: This section will be enabled only if Log Locally is selected on the Log Setup Tab.
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Log file name: []: This field will display the (path and) name of the log file (default: NETOP.LOG). If no
path is specified, the log file will reside in the NetOp Configuration Files directory, typically
C:\Documents and Settings\<User name>\dpplication Data\Danware Data\NetOp Remote
Control\<Module name>.

Mwrite to disk for each log entry: Leave this box checked to write each NetOp event to the local NetOp
log file immediately (default: checked). Uncheck this box to write NetOp events to the local NetOp log
file when the NetOp module is unloaded, which consumes less processor capacity.

Note: A new local NetOp log file that will be created when the NetOp module is loaded will overwrite an
old local NetOp log file with the same path and file name.

5.4.1.3 NetOp Server Tab

Log Setup E|

Log Setup | MetOp Local | MetOp Server | wWindows Event Log | SNMP Traps

Select Events to view in list Events ko log:
(%) view all Events [] act: Execute Command ”~ [ Select Al ]
) view Selected [ act: File received

[] act: File Sent [ Deselect Al ]

|:| Ack: Gateway Login

[] act: Help request cancelled

|:| act: Help request sent

[] act: Host Reboot

[] act: Host user logged off

|:| ack: Inventory sent

[] act: kevboard Locked

[] act: kevboard Unlocked

|:| Act: Message received

[] act: Received Clipboard "

Host ID For log server

Browse, ..

[ Ok, l [ Zancel ] [ Help ]

This tab selects which NetOp events shall be logged and specifies the Host ID of the logging server.

Select Events to view in list
Select one of these options to display checkboxed event names in the Events to log pane to the right:

®View all Events: Display all available events (default selection).
OView Selected: Enable these options:
[L1Connection: Check this box to display available connection events.
[Session: Check this box to display available session events.
ClAction: Check this box to display available action events.
[Security: Check this box to display available security events.
Ll Configuration: Check this box to display available configuration events.
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Events to log: []: This pane displays checkboxed names of events of the types selected to the left. Check
boxes to select logging of events (default: all unchecked).

Select all: Click this button to check all boxes in the Events to log pane.
Deselect all: Click this button to uncheck all boxes in the Events to log pane.

Note: NetOp log event codes and arguments are tabulated in NetOp Log Events.

Host ID for Log Server

Note: This section will be enabled only if Log on NetOp Server is selected on the Log Setup Tab.

Specify in this field the Host ID of the NetOp server selected for logging events or click Browse... to
browse the network for available logging NetOp servers to display this window:

Log Serwvers §|

Log server names

The pane will displays the Host IDs of responding logging NetOp servers.
Select: Select a Host ID in the pane and click this button to display it in the field.

Note: If on a Host or extended Host the Guest Access Security option Use NetOp Security Server has
been selected, leave the Host ID for Log Server field empty to log in the NetOp Log of the specified
security server group security database.
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5.4.1.4 Windows Event Log Tab

Log Setup

(%) view all Events [] act:
() View Selected L] Act:
|:| ack:
|:| ack:
|:| ack:
|:| ack:
|:| ack:
|:| ack:
|:| ack:
|:| ack:
|:| ack:
|:| ack:
|:| ack:

Log Setup || MetOp Local | MetOp Server | Windows Event Log | SMMP Traps

Select Events to view in list Events ko log:

Execute Command
File received

File Sent

Gateway Login

Help request cancelled
Help request sent
Host Rebook

Host user logged off
Inventory sent
Kevyboard Locked
Kevboard Unlocked
Message received
Received Clipboard

IJse Windows Event Log

Local
|:| Remaote:

X

~ [ Select all ]

[ Deselect Al ]

Ok, l [ Zancel ] [ Help

This tab selects which NetOp events shall be logged and specifies Windows event logs.

Select Events to view in list

Select one of these options to display checkboxed event names in the Events to log pane to the right:

®View all Events: Display all available events (default selection).

OView Selected: Enable these options:

LIConnection: Check this box to display available connection events.

[Session: Check this box to display available session events.

ClAction: Check this box to display available action events.

CISecurity: Check this box to display available security events.

Ll Configuration: Check this box to display available configuration events.

Events to log: []: This pane displays checkboxed names of events of the types selected to the left. Check
boxes to select logging of events (default: all unchecked).

Select all: Click this button to check all boxes in the Events to log pane.

Deselect all: Click this button to uncheck all boxes in the Events to log pane.

Note: NetOp log event codes and arguments are tabulated in NetOp Log Events.

Use Windows Event Log

Note: This section will be enabled only if Log to Windows Event Log is selected on the Log Setup Tab.
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MLocal: Leave this box checked to log NetOp events in the Windows event log of the computer (default:
checked).

CIRemote: []: Check this box to log NetOp events in the Windows event log of a remote Windows
Server 2003/XP/2000/NT computer (default: unchecked). Specify in the field the Windows name of the
remote computer.

5.4.1.5 SNMP Traps Tab

Log Setup gl

Log Setup || MetOp Local | MetOp Server | Windows Event Log | SMMP Traps

Seleck Events to view in list Ewvents to log:
() wiew all Events [T act: Executes Cormmand - Select Al
) Wiew Selected [ act: File received

[] act: File Sent Desslact Al

[] Act: Gateway Login

[] Act: Help request cancelled

|:| Act: Help request sent

[] Act: Host Rebaak

[] Act: Host user logged off

[ act: Inventary sent

[] Act: Kevboard Locked

[] act: Keyboard Unlacked

|:| Act: Message received

[] Act: Received Cliphoard 3

I Ok l [ Cancel ] [ Help ]

This tab selects which NetOp events to log in a management information system.
Select Events to view in list
Select one of these options to display checkboxed event names in the Events to log pane to the right:

®View all Events: Display all available events (default selection).
OView Selected: Enable these options:
[L1Connection: Check this box to display available connection events.
[dSession: Check this box to display available session events.
LlAction: Check this box to display available action events.
[Security: Check this box to display available security events.
L Configuration: Check this box to display available configuration events.

Events to log: []: This pane displays checkboxed names of events of the types selected to the left. Check
boxes to select logging of events (default: all unchecked).

Select all: Click this button to check all boxes in the Events to log pane.
Deselect all: Click this button to uncheck all boxes in the Events to log pane.

Note: NetOp log event codes and arguments are tabulated in NetOp Log Events.

If Log using SNMP Traps has been checked on the Log Setup tab, a Simple Network Management
Protocol (SNMP) message will be sent each time a selected NetOp event occurs. NetOp SNMP events are
defined in the Danware.mib file that resides in the directory where the NetOp module is installed.
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5.4.2 Local NetOp Log
The local NetOp log file is a plain text file with text lines that each log a NetOp event.

{Events are ordered chronologically. This example from a Guest log illustrates the typical contents of a
og:
20011009,15:41,Guest1,0,00000,00000, GACTCOMPR+,TCP/IP
20011009,15:41,Guest1,1,00000,00000,GCONCALL ,192.168.1.3
20011009,15:41,Guest1,2,00000,00000, GSESFXFER+,
20011009,15:42,Guestl, 3,00000,00000, *ACTFILE -,C:\test.txt
20011009,15:42,Guest1,4,00000,00000,GSESFXFER-,
20011009,15:42,Guest1,5,00000,00000,GSESRC -,
20011009,15:42,Guestl,6,00000,00000, GCONHNGUP ,192.168.1.3
20011009,15:42,Guest1,7,00000,00000,GACTCOMPR-,

Note: NetOp log event codes and arguments are tabulated in NetOp Log Events.

Each line contains this information: date, time, NetOp module name, event number, error code 1, error
code 2, event code, arguments.

Note: Error codes are currently not implemented and should always be 00000.

The log file above recorded these events:

On October 9, 2001 at 15:41 hours the Guest Guest1 enabled the communication profile TCP/IP.
It connected to the Host with the name 192.168.1.3.

It started a file transfer session.

It sent the file C:\test.txt.

Find out yourself what then happened.

5.4.3 NetOp Log Events

This section displays tables of NetOp events in these sections:
Guest NetOp Log Events
Host and Extended Host NetOp Log Events

5.4.3.1 Guest NetOp Log Events
These NetOp events can be logged from a Guest:

Connection

Event Name Event Code |Arguments
Con: Call Host GCONCALL  |Host name
Con: Disconnect Host GCONHNGUP |Host name
Con: Connection lost *CONLOST  |Host name
Con: User authenticated GCONUSER  |(none)
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Session

Event Name Event Code |Arguments

Ses: Remote control started GSESRC  + |Host name

Ses: Remote control stopped GSESRC - |Host name

Ses: File transfer started GSESFXFER+ |(none)

Ses: File transfer stopped GSESFXFER- |(none)

Ses: Chat started GSESCHAT + |(none)

Ses: Chat stopped GSESCHAT - |(none)

Ses: Audio started GSESAUDIO+ |(none)

Ses: Audio stopped GSESAUDIO- |(none)

Ses: Remote Management started GSESRM  + |Host name

Ses: Remote Management stopped GSESRM - |Host name

Action

Event Name Event Code |Arguments

Act: Help service start GACTHLPSV+ |(none)

Act: Help service stop GACTHLPSV- |(none)

Act: Help request received GACTHLPRQ+ |Host name

Act: Help request cancelled GACTHLPRQ- |Host name

Act: File received *ACTFILE + |File path and name

Act: File Sent *ACTFILE - |File path and name

Act: Host Rebooted *ACTBOOT |Host name

Act: Session recording started GACTREC  +|Recording file path and name
Act: Session recording stopped GACTREC - |Recording file path and name
Act: Windows event logging failed *ACTWIN ! [(none)

Act: SNMP trapping failed *ACTSNMP ! |(none)

Act: Received Clipboard *ACTCLPB + |(none)

Act: Sent Clipboard *ACTCLPB - |(none)

Act: Received Print Job *ACTPRINT+ |(none)

Act: Sent Print Job *ACTPRINT- |(none)

Act: Communication Profile Started GACTCOMPR+ | Communication profile name
Act: Communication Profile Stopped GACTCOMPR- |[Communication profile name]
Act: Inventory received GACTINV Host name

Act: Message sent GACTMSG Host name

Security

Event Name Event Code |Arguments

Sec: Password rejected *SECPW ! |Host name

Sec: Confirm access denied *SECCA ! |Host name

Sec: Security Server login GSECACSRV+ | Logon name

Sec: Security Server log off GSECACSRV- [(none)
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Configuration

Event Name Event Code |Arguments

Cfg: Help service name defined GCFGHLPSV+ |Help service name

Cfg: Help service name deleted GCFGHLPSV- |Help service name

Cfg: Local logging turned on *CFGLLOC + |Log file name

Cfg: Local logging turned off *CFGLLOC - |Log file name

Cfg: Local logging filename changed *CFGLFILE* |New log file name

Cfg: Server logging turned on *CFGLSRV + |Log server name

Cfg: Server logging turned off *CFGLSRV - |Log server name

Cfg: Windows event logging turned on *CFGLWIN + (If remote: computer name
Cfg: Windows event logging turned off *CFGLWIN - |If remote: computer name
Cfg: Sending SNMP traps turned on *CFGLSNMP+ |(none)

Cfg: Sending SNMP traps turned off *CFGLSNMP- |(none)

Cfg: Security Server password changed GCFGACPW * |NetOp Guest ID

Cfg: Web update check *CFGWUCHK | Old build, new build, [timeout error]
Cfg: Web update download *CFGWUDL  |File name, [timeout error]
Cfg: Web update install *CFGWUINST |(none)

Cfg: Web update success *CFGWU  *|Old build, new build

Cfg: Web update failed *CFGWU ! |01d build, error message

5.4.3.2 Host and Extended Host NetOp Log Events

These NetOp events can be logged from a Host or extended Host:

Connection

Event Name Event Code |Arguments
Con: Host started HCON + |(none)
Con: Host stopped HCON - |(none)

Con: Callback HCONCALLB |Callback number
Con: Connection lost *CONLOST  |(none)
Con: Name Server started HCONNNS  + |(none)

Con: Name Server stopped HCONNNS - |(none)
Con: Security Server started HCONNSS  + |(none)
Con: Security Server stopped HCONNSS - |(none)
Con: Gateway started HCONGW  + |(none)
Con: Gateway stopped HCONGW - |(none)
Session

Event Name Event Code |Arguments
Ses: Session started HSES + |Guest name
Ses: Session stopped HSES - |Guest name
Ses: Remote control started HSESRC  +|Guest name
Ses: Remote control stopped HSESRC - |Guest name
Ses: File transfer started HSESFXFER+ |Guest name
Ses: File transfer stopped HSESFXFER- |Guest name
Ses: Chat started HSESCHAT + |Guest name
Ses: Chat stopped HSESCHAT - |Guest name
Ses: Audio started HSESAUDIO+ |Guest name
Ses: Audio stopped HSESAUDIO- |Guest name
Ses: Remote Management started HSESRM  + |Guest name
Ses: Remote Management stopped HSESRM - |Guest name
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Action
Event Name Event Code |Arguments
Act: Help request sent HACTHLPRQ+ |Help service name, problem description

Act: Help request cancelled HACTHLPRQ- |(none)

Act: File received *ACTFILE + |File path and name

Act: File sent *ACTFILE - |File path and name

Act: Host reboot *ACTBOOT  |(none)

Act: Run Program HACTRUN Program name

Act: Execute Command HACTEXE Command name

Act: Windows event logging failed *ACTWIN ! |(none)

Act: SNMP trapping failed *ACTSNMP ! |(none)

Act: Received clipboard *ACTCLPB + |(none)

Act: Sent clipboard *ACTCLPB - |(none)

Act: Received print job *ACTPRINT+ |(none)

Act: Sent print job *ACTPRINT- |(none)

Act: Keyboard locked HACTKBD - |(none)

Act: Keyboard unlocked HACTKBD  + |(none)

Act: Screen blanked HACTSCR - |(none)

Act: Screen unblanked HACTSCR  + |(none)

Act: Host user logged off HACTLOFF  |(none)

Act: Gateway login HACTGW  +|Connecting module name
Act: Inventory sent HACTINV Guest name

Act: Message received HACTMSG Guest name

Security

Event Name Event Code |Arguments

Sec: Individual security enabled and changed HSECINDIV+ |Guest access method
Sec: Individual security disabled HSECINDIV- |Guest access method
Sec: Security role added HSECROLE + |Security role name

Sec: Security role deleted HSECROLE - |Security role name

Sec: Security role changed HSECROLE * |Security role name

Sec: Guest added to role HSECGUEST+ |Guest name

Sec: Guest deleted from role HSECGUEST- |Guest name

Sec: Guest changed in role HSECGUEST* |Guest name

Sec: Password enabled HSECPW  + |If individual: Guest name
Sec: Password disabled HSECPW - |If individual: Guest name
Sec: Password changed HSECPW * |\If individual: Guest name
Sec: Callback enabled (default only) HSECCALLB+ |(none)

Sec: Callback disabled (default only) HSECCALLB- |(none)

Sec: Callback changed (default only) HSECCALLB* |(none)

Sec: Confirm access enabled HSECCA  + |If individual: security role name
Sec: Confirm access disabled HSECCA - |If individual: security role name
Sec: Password rejected *SECPW ! |Guest name

Sec: Confirm access denied *SECCA !'|(none)

Sec: Illegal password limit reached HSECPWLIM! |(none)

Sec: Timeout limit exceeded HSECTMOUT | AC (inactivity), AU (authentication) or CA

(confirm access).
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Configuration

Event Name Event Code |Arguments
Cfg: Local logging started *CFGLLOC + |Log file name
Cfg: Local logging stopped *CFGLLOC - |Log file name
Cfg: Local logging filename changed *CFGLFILE* |New log file name
Cfg: Server logging started *CFGLSRV + |Log server name
Cfg: Server logging stopped *CFGLSRV - |Log server name
Cfg: Windows event logging started *CFGLWIN + |If remote: computer name
Cfg: Windows event logging stopped *CFGLWIN - |If remote: computer name
Cfg: Sending SNMP traps started *CFGLSNMP+ |(none)

Cfg: Sending SNMP traps stopped *CFGLSNMP- |(none)

Cfg: Option change: Start at load HCFGOWAIT* |ON/OFF

Cfg: Option change: Load with OS HCFGOLOAD* |ON/OFF

Cfg: Option change: Minimize at startup HCFGOMIST* |ON/OFF

Cfg: Option change: Stealth mode HCFGOSTLT* |ON/OFF

Cfg: Option change: Minimize on connection HCFGOMICO* |ON/OFF

Cfg: Option change: On top HCFGOTOP * |ON/OFF

Cfg: Option change: Show file transfer HCFGOSFX * |ON/OFF

Cfg: Option change: Send keep alive HCFGOALIV* |ON/OFF

Cfg: Option selected: Boot after disconnect HCFGOBOOT+ |(none)

Cfg: Option selected: Logoff after disconnect HCFGOLOGO+ |(none)

Cfg: Option selected: Lock after disconnect HCFGOLOCK+ |(none)

Cfg: Option selected: Nothing after disconnect |HCFGONOTH+ |(none)

Cfg: Option change: Naming method HCFGONAME* |(none)

Cfg: Option change: Public Host name HCFGOPUBN* |ON/OFF

Cfg: Option change: Enable user name HCFGOUSRN* |ON/OFF

Cfg: Option change: Connection notification HCFGONOTI* |(none)

Cfg: Option change: Help Request description  |HCFGOHRD * |(none)

Cfg: Option change: Help Request provider HCFGOHRP * |(none)

Cfg: Option change: Help Request HCFGOHRC * |(none)
communication

Cfg: Option change: Help Request phone/IP HCFGOHRPI* |(none)

Cfg: Option change: Help Request show icon HCFGOHRSI* |ON/OFF

Cfg: Option change: Audio full duplex HCFGOAUFD* |ON/OFF

Cfg: Option change: Audio silence level HCFGOAUSL* |(none)

Cfg: Option change: Audio line hold HCFGOAULH* |(none)

Cfg: Option change: Name space ID HCFGONSID* |(none)

Cfg: Maintenance requiry changed for Guest HCFGMRQG*  |(none)

Cfg: Maintenance requiry changed for Gateway |HCFGMRQGW* |(none)

Cfg: Maintenance requiry changed for other HCFGMRQO * |(none)

Cfg: Maintenance requiry changed for exit/stop |HCFGMRQEX* |(none)

Cfg: Protect files changed HCFGPROTS* |(none)

Cfg: Maintenance password changed HCFGMTPW * |(none)

Cfg: Guest access allow to changed (default HCFGGALLW* |(none)

only)

Cfg: MAC/IP address list changed HCFGMACIP* |(none)

Cfg: File transfer disable changed HCFGFX  * |(none)

Cfg: Security Server group ID changed HCFGSSG  * |(none)

Cfg: Web update check *CFGWUCHK | Old build, new build, [timeout error]
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Cfg: Web update download *CFGWUDL  |File name, [timeout error]
Cfg: Web update install *CFGWUINST |(none)

Cfg: Web update success *CFGWU  * |Old build, new build

Cfg: Web update failed *CFGWU !'|0Old build, error message

Gateway

These NetOp events can be logged from a Gateway:

Event Name Event Code |Arguments

GW: Gateway access allowed HGW ACCES+ |(none)

GW: Gateway callback HGW CALLB |Callback number
GW: Gateway callback changed (default only) |HGW CALLB* |(none)

GW: Gateway callback disabled (default only) |HGW CALLB- |(none)

GW: Gateway callback enabled (default only) HGW CALLB+ |(none)

GW: Gateway group defined HGW GROUP+ |Security role name
GW: Gateway group deleted HGW GROUP- |Security role name
GW: Gateway Guest added HGW GUEST+ |Guest name

GW: Gateway Guest changed HGW GUEST* |Guest name

GW: Gateway Guest deleted HGW GUEST- |Guest name

GW: Gateway individual security disabled HGW INSEC- |(none)

GW: Gateway individual security enabled (and |HGW INSEC+ |(none)

changed)

GW: Gateway NSS GID changed HGW SSGID* |(none)

GW: Gateway password changed (default only) [HGW PW  * [(none)

GW: Gateway password disabled (default only) [HGW PW - |(none)

GW: Gateway password enabled (default only) [HGW PW  +|(none)

GW: Gateway password rejected *SECGWPW ! |Connecting module name
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In the Help Menu About... command About NetOp Remote Control Guest window, click the System
info... button to display this window:

System Info §|

Advanced Display Info  Communication Info

Program Yersion
Windows Version

Mode OF Operation

9.00 (2006046)
#P Professional sp. 2

Ernhanced

CPU Type %36 Family & Model 2
Coprocessor Present Yes

Free Global Mernaory 193036

[Dos Wersion 5.1

Horizontal Resolution 1400

Vertical Resolution 1050

Murnber of Colors B5536

Display Driver wga. dry

Kewvboard Driver kevboard, dry

[Mouse Driver rmose, drv

Close

This window has two menus, see below, and displays selected system information in three sections:

The upper section displays summary program and system information.

The middle section displays summary screen information.

The lower section displays summary driver information.

Advanced Display Info Menu

Select a command to display detailed information on the current screen display in a Screen Info window.

Advanced Display Info

Basic Information
Cther Information
Curve Capabilities
Line Capabilities
Paolygonal Capabilities
Text Capahilities

Communication Info
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Communication Info Menu

Advanced Displaw Info Sy y==1at iyl
Met Addresses

This menu contains one command, Net Addresses. Click this command to display this window:

Met Addresses

Met addresses
127.0.0.1

Net Addresses []: This pane displays computer network addresses enabled in NetOp.

Note: Network addresses are enabled in NetOp only when communication profiles using
networking communication devices are enabled.

5.6 NETOP.INI

When NetOp is installed on a computer for the first time, a file named NETOP.INI will be created in the
computer operating system directory (C:\Windows or C:\WINNT).

This file will be read when a NetOp module is installed or loaded on the computer. NETOP.INI contains
installation and startup information that determines how NetOp modules are installed and loaded.

Typically, you do not need to worry about the NETOP.INI file, but you can edit it to apply certain
options.

NETOP.INI uses the standard Windows /NI file format with sections, keys and values. It is a plain text
file that can be edited with a standard text editor like Windows Notepad.

The NETOP.INI file can contain these sections:
[INSTALL]: Specifies NetOp installation settings.

[COEXISTENCE]: Specifies settings for running different NetOp modules on a computer at the same
time.

[GUEST], [HOST], [GATEWAY], [NNS], [NSS]: Specify startup settings for NetOp modules.
[IPX]: Specifies startup settings for the IPX communication device.

[NETBIOS]: Specifies startup settings for the NetBIOS communication device.

[TCP]: Specifies startup settings for the TCP communication device.

[DTL]: Specifies special communication settings.

[AUDIO]: Specifies special audio settings.

Other sections can be included in the NETOPINI file.

Note: In the NetOp KnowledgeBase, look into the Documentation section NETOP.INI settings
subsection to view all currently available NETOP.INI setting options.
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5.6 NETOP.INI

5.6.1 [INSTALL] Section

This section that by default is included specifies the installation directories and program folder of the
most recently installed NetOp programs. These specifications are the default suggestions when
reinstalling NetOp.

5.6.2 [COEXISTENCE] Section
This section that by default is included specifies settings for replacing one running NetOp module with
another and running different NetOp modules at the same time.

Low level coexistence allows NetOp Guest to be loaded on a computer running NetOp Host or an
extended NetOp Host, temporarily suspending NetOp Host, or vice versa. A Host connected to a Guest
cannot be suspended. Guest connections to Hosts will be disconnected when a running Guest is replaced
by a Host.

High level coexistence allows a NetOp Guest to run on a computer at the same time as a NetOp Host or
extended Host.

This section can contain these keys:
COEXIST=<1, 0 or 2>

The default value 1 will enable low level coexistence, the value 0 will disable coexistence and the value 2
will enable high level coexistence. If the key is missing, coexistence will be disabled.

LOAD_WARNING=<1 or 0>

The default value 1 will displays a warning message when the user attempts low level coexistence. The
user will have the options to proceed or cancel. The value 0 will display no warning message. If the key is
missing, a warning message will be displayed.

DEBUG=<0 or 1>

This optional key can be added to display the loader program commands executing in a separate window.
If the key is missing or its value is set to 0, the loader program window will not be displayed. If the value
is set to 1, the loader program window will be displayed.

Note: High level coexistence will enable cascading remote control, i.e. a Guest remote controlling a Host
on a computer that is running a Guest that in turn remote controls another Host. Running a Guest and a
Host on a computer at the same time requires that they use different communication profiles. If two TCP/
IP communication profiles are used, they must use different receive port numbers.

5.6.3 [GUEST], [HOST], [GATEWAY], [NNS] and [NSS] Sections

You can use these optional sections for specifying non-default locations of configuration and other files
created and used by NetOp modules, see Other Locations of NetOp Configuration Files. These sections
and keys can be used:

[GUEST]
DataPath=<Path>, specifying the path to Guest configuration and other files.

HistoryPath=<Path>, specifying the path to Guest history files.
PhonebookPath=<Path>, specifying the path to Guest phonebook files.
RecordPath=<Path>, specifying the path to Guest record files.
ScriptPath=<Path>, specifying the path to Guest script files.

and/or
[HOST]
DataPath=<Path>, specifying the path to Host configuration and other files.
MessagePath=<Path>, specifying the path to Host message files.

and/or

[GATEWAY]
DataPath=<Path>, specifying the path to Gateway configuration and other files.
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MessagePath=<Path>, specifying the path to Gateway message files.
and/or
[NNS]
DataPath=<Path>, specifying the path to Name Server configuration and other files.
MessagePath=<Path>, specifying the path to Name Server message files.
and/or
[NSS]
DataPath=<Path>, specifying the path to Security Server configuration and other files.
MessagePath=<Path>, specifying the path to Security Server message files.

Other keys can be included in the sections.

Note: The [HOST] key ActualBufferReleaseBlock=<Numbers> is information written by the Host
program to the NETOP.INI file. It is unimportant to the user but can be used by NetOp specialists for
troubleshooting.

5.6.4 [IPX] Section

This optional section can contain this key:

Max_Packet_Size=<Number>, where <Number> meaning the maximum communication packet
size in bytes can be set between 512 and 5000.

This setting can be used for solving communication problems, see IPX Settings.
5.6.5 [NetBIOS] Section
This optional section can contain this key:

Max_Packet_Size=<Number>, where <Number> meaning the maximum communication packet
size in bytes can be set between 512 and 5000.

This setting can be used for solving communication problems, see NetBIOS Settings.
5.6.6 [TCP] Section
This optional section can contain this key:

BindToRecvPort=True

When starting a TCP/IP (TCP) session, Winsock will by default allocate an available Receive port
number and not bind to the Receive port number specified by NetOp for listening. To bind session
communication to the Receive port number specified by NetOp, use this key.

5.6.7 [DTL] Section

This optional section can contain this key:

TimeOutTimes=<Number>, where <Number> meaning the number of resends in addition to the
default 10 that will be applied to get data packets through can be set between 1 and 50.

Setting this key may be necessary when data packets take a long time to get through or get lost.
5.6.8 [AUDIO] Section

This optional section can contain this key:
Sound_Mix=<Sound mix recording mode name>

This key may be necessary on NetOp Host to enable the transfer of Host application sound if the sound
mix recording mode name of the Host computer audio device (sound card) is different from Wave Out
Mix, see Tool Buttons.
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5.6.9 Example
For clarification, a sample NETOP.INI file is shown below with explanations to the right.
NETOP.INI file Explanation
[INSTALL] The INSTALL section
DIRECTORY=C:\Program The NetOp program files reside in the directory C:\Program
Files\Danware_Data\NetOp Files\Danware Data\NetOp Remote Control

Remote Control
FOLDER=NetOp Remote Control The name of the program folder is NetOp Remote Control

[COEXISTENCE] The COEXISTENCE section

COEXIST=1 Low level coexistence shall be enabled
DEBUG=1 Loader program commands shall be displayed
LOAD_WARNING=1 A load warning window shall be displayed
[Guest] The Guest section

DataPath=F:\SHARED\DATA\Guest The Guest configuration files reside in the directory
F:\SHARED\DATA\Guest

[Host] The Host section

DataPath=F:\SHARED\DATA\Host The Host configuration files reside in the directory
F:\SHARED\DATA\Host

[IPX] The IPX section

Max_Packet_Size=512 Transmit [PX data in packets not larger than 512 bytes
[NETBIOS] The NETBIOS section

Max_Packet_Size=2500 Transmit NetBIOS data in packets not larger than 2500 bytes
[DTL] The DTL section

TimeOutTimes=10 Add 10 resends to the default 10

5.7 NetOp Configuration Files
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The setup of NetOp modules is stored in configuration files, typically with the extension ndb (NetOp
DataBase).

When a NetOp module is installed on a computer, configuration files specifying the installed setup are
created in the directory where the NetOp module is installed.

When a user loads a NetOp module for the first time after installation, configuration files are copied from
the directory where the NetOp module is installed to a user configuration directory.

The Setup Wizard will run for the user to create a customized setup, the settings of which will be written
to the configuration files in the user configuration directory.

Directory folders for other NetOp files created by the user will be created in the user configuration
directory.

NetOp log files created by the user will by default be saved in the user configuration directory.
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This table gives an overview of NetOp configuration and other files, their default location and content:

File name ‘Default location ’File contents

Common files:

COMIPLST.NDB |<Guest> or <Host> |IP broadcast list
COMPROENDB |<Guest> or <Host> |Communication profiles
MODEMS.NDB  |<Guest> or <Host> [Modem database

NETOP.LOG <Guest> or <Host> |Local event log (default name)
Guest files:

INVCUITM.XML |<Guest> Inventory custom items
NOWCONENDB |<Guest> Guest setup

RUNPROGNDB |<Guest> Run program specifications
*DWC <Guest>\PhBook |Phonebook records

*DWC <Guest>\History  |History records

* DWR <Guest>\record Recording records

* DWS <Guest>\script Scripts

* XML <Guest>\inventor |Host inventories

* BMP <Guest>\SnapShot |Host screen images

NFM.LOG <Guest> File manager log (default name)
NGUESTW.LOG |<Guest> Guest debug trace

SCRIPT.LOG <Guest> Script log (default name)

Host and extended Host files:

ANUMLIST.NDB |<Host> Allowed ISDN numbers
DIRSERV.NDB <Host> Directory services setup
MACLIST.NDB |<Host> Allowed Guest IP or MAC addresses
NHSTCONFE.NDB |<Host> Host setup

SECUR DS.NDB |<Host> Directory services roles, users and groups
SECUR NT.NDB |<Host> Windows roles, users and groups
SECURITY.NDB |<Host> NetOp roles and Guests

* RTF <Host>\Messages |Messages

NHOSTW.LOG  |<Host> Host debug trace

Gateway files:

GWSCR_NT.NDB |<Gateway> Gateway Windows roles, users and groups
GWSCRTY.NDB |<Gateway> Gateway NetOp roles and Guests

The meanings of <Guest>, <Host> and <Gateway> are explained in Default Location of NetOp

Configuration Files.

When a user changes the setup of a NetOp module during use, changes are written to the configuration
files in the user configuration directory immediately or when the NetOp module is unloaded.

When a user loads a NetOp module, the configuration files in the user configuration directory are read to
re-establish the setup that existed when the user last unloaded the NetOp module.

If the user configuration files are write protected or access to the directories in which they reside is
denied, user setup changes cannot be written to files and will not be retained.

The setup of a NetOp module can be protected by applying a Maintenance Password. Host user
configuration files can be protected when the Host is running or connected.

If user configuration files are deleted, the user setup of deleted user configuration files will be lost. When
the module is loaded after deleting user configuration files, a new user setup in new user configuration
files will be created.

Most ndb files are written in a NetOp proprietary format and cannot be read or edited separately.
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5.7.1 Default Location of NetOp Configuration Files

Computer users can set up NetOp modules partly individually if user profiles are implemented on the
computer and generally if user profiles are not implemented.

User profiles are implemented with Windows NT systems (Windows Server 2003, XP, 2000 and NT),
and user profiles can be implemented with Windows 9x systems (Windows ME, 98 and 95).

On Windows Server 2003, XP and 2000, user profile directories are typically C:\Documents and
Settings\<Windows logon user name>.

On Windows NT, user profile directories are typically C:\WINNT\Profiles\<Windows logon user name>.

On Windows 9x (ME, 98 and 95), user profile directories, if implemented, are typically
C:\Windows\Profiles\<Windows logon user name>.

By default, user configuration files will reside in the path:
<User profile directory>\Application Data\<NetOp module path>,

where <NetOp module path> is the full path to the directory where the NetOp module is installed. If the
NetOp module is installed in the C:\Program Files directory, only the path from that directory will be
used in <NetOp module path>.

Note: Application Data is a hidden folder that will be displayed only if you select to display hidden
folders.

If user profiles are implemented on a computer, user Guest configuration files will by default reside in the
profile directory of the user logged on to Windows and will be individual to the user (<Guest>).

If user profiles are implemented on a computer, user Host and extended Host configuration files will by
default reside in the All Users profile directory and will be general to all users of the computer (<Host>
and <Gateway>).

If user profiles are not implemented on a computer, user configuration files will by default reside in a
Config directory in the directory where the NetOp module is installed (<Guest>, <Host> and
<Gateway>).

5.7.2 Other Locations of NetOp Configuration Files

NetOp configuration files can be placed in another user individual or general location. In that case, these
keys must exist in the NETOP.INI file:

[GUEST]
DataPath=<Path>
HistoryPath=<Path>
InventoryPath=<Path>
PhonebookPath=<Path>
RecordPath=<Path>
ScriptPath=<Path>
and/or
[HOST]
DataPath=<Path>
MessagePath=<Path>
and/or
[GATEWAY]
DataPath=<Path>
MessagePath=<Path>
and/or
[NNS]
DataPath=<Path>
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MessagePath=<Path>
and/or

[NSs]

DataPath=<Path>

MessagePath=<Path>

- where <Path> is the full path to the directory where user configuration files shall be stored.
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