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1 Introduction

This Netop Remote Control Administrator's Guide supplements the Netop Remote
Control User's Guide and contains the following chapters:

Netop Security Management

Netop Gateway

Netop Name Management

Advanced Tools




2 Netop Security Management

Netop Security Management provides centralized control of the Guest access privileges of
multiple Netop Hosts and extended Hosts.

This main section includes these sections:

e Netop Security Management Overview

e Load Netop Security Manager

e Create or Log On to the Security Database

e Netop Security Manager Window

e Manage Security Database Content

e Security Database Tables

e Netop Security Server Setup

e Use Netop Security Management

2.1 Netop Security Management Overview

Netop Remote Control can protect computers that run Netop Host or extended Host
against unauthorized access and actions from computers that run Netop Guest. Protection
can be managed locally on each Netop Host by Guest Access Security and centrally for
multiple Netop Hosts by Netop Security Management.

Locally managed Guest Access Security and how Hosts use Netop Security Management
is explained in the User's Guide.

Centrally managed Netop Security Management is explained in this Netop Security
Management main section.

This overview section includes the following sections:

e Netop Security Management Functionality

e Netop Security Management Setup

2.1.1 Netop Security Management Functionality

Netop Security Management stores Guest access security data for Guest and Host
selections in a central Security Database, which is managed from Netop Security Manager.

Netop Security Server services Host requests for Guest Roles with themselves by
managing Guest authentication, querying the central Security Database for security data,
determining the applicable Role and returning it to the Host to apply it:

Datab_ase
Serwce Security
o ™ Manager
® @ gl

= 0N T .
Guest (1) Host (2) security . Authentication
Server Service




2 Netop Security Management

1. A Guest that connects to a Host will be requested to identify itself by logon credentials.

2. The Host will forward the Guest credentials to Netop Security Server requesting the
Role of the Guest with itself.

3. Netop Security Server will manage Guest authentication and query the Security
Database for security data.

4. Based on returned security data, Netop Security Server will determine the applicable
Role and return it to the Host.

5. The Host will apply the received Role to the Guest.

See also

Netop Security Manager
Netop Security Server
Security Database

Role

2.1.2 Netop Security Management Setup

Netop Security Management setup falls into three parts:

e Security Database Setup

e Netop Security Server Setup

e Netop Security Management Maintenance

2.1.2.1 Security Database Setup

Security Database setup is managed from Netop Security Manager, which is a database
client program.

The Security Database can reside in any Open Database Connectivity (ODBC) enabled
database. Creating the Security Database creates tables for these data:

e Security Settings including Role Assignments, Roles and Security Policies.
e Logging including Security Log, Netop Log and Active Sessions.
e Scheduling including Scheduled Jobs.

¢ Netop Definitions including Netop Guest IDs, Netop Guest ID Groups, Netop Host IDs,
Netop Host ID Groups and Netop Properties.

e Windows Definitions including Windows Users, Windows Groups, Windows Workstations,
Windows Workstation Groups and Windows Domains.

e RSA SecurID Definitions including RSA SecurID Users, RSA SecurlD Groups and RSA
SecurID Properties.

e Directory Services Definitions including Directory Services Users, Directory Services
Groups and Directory Services.

Security Policies specify a Security Server Public Key, lists group members in a Security
Server List, specifies a Preferred Guest Type and a Preferred Host Type and specifies
Logging Options.

The key element in Netop Security Management is the Role Assignment that specifies a
Guest selection, a Host selection and the Role of the Guest selection when connected to
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the Host selection.

e A Guest selection can be a Netop Guest ID or Netop Guest ID Group, a Windows User or
Windows Group, an RSA SecurID User or RSA SecurID Group, a Directory Services User
or Directory Services Group or everybody (any Guest).

e A Host selection can be a Netop Host ID or Netop Host ID Group, a Windows User,
Windows Group, Windows Workstation, Windows Workstation Group or Windows Domain
or everybody (any Host).

¢ A Role specifies allowed/not allowed/denied Guest actions on the Host and a Host
confirm access selection.

e You can create Role Assignments mutually between multiple Windows Groups and with
Windows Domain computers in a batch operation.

You can create other Role Assignments one by one.

Netop Security Manager can retrieve Windows user, workstation, group and domain
information from available Windows user and computer management and directory services
user and group information from available Directory Services to create Windows Definitions
and Directory Services Definitions Role Assignments without previously creating Security
Database records.

Netop Definitions and RSA SecurID Definitions records must be created in the Security
Database to create Role Assignments with them.

You can modify two of the four built-in Roles and create additional Roles.

By group memberships, multiple Role Assignments can be available between each Guest
and each Host. The composite of multiple assigned Roles will apply.

Security Database setup is explained in the following sections:

e Load Netop Security Manager

Create or Log On to the Security Database

Netop Security Manager Window

Manage Security Database Content

Security Database Tables

See also

Netop Security Manager
Security Settings

Role Assignment

Role

Security Policies
Logging

Scheduling

Netop Definitions
Windows Definitions
RSA SecurID Definitions
Directory Services Definitions

2.1.2.2 Netop Security Server Setup

Netop Security Server is an extended Netop Host with the capability to process Host Role
requests.

Install Netop Security Server preferably on multiple computers for load balancing and fault
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tolerance.
Add Netop Security Servers to the Security Server List.
Log Netop Security Servers on to the central Security Database.

Enable Netop Security Server communication with Hosts that use it.

See also

Netop Security Server Setup
Role

Security Database Setup
Security Server List

2.1.3 Netop Security Management Maintenance

After Security Database Setup and Netop Security Server Setup, Netop Security
Management can run unattended with very limited maintenance demands.
Read this section for guidelines:

Use Netop Security Management

See also

Security Database Setup
Netop Security Server Setup
Netop Security Management

2.2 Load Netop Security Manager

You can install Netop Security Manager from www.Netop.com.

Note

To run Netop Security Management with a local test database, install Netop Security
Manager and Netop Security Server on the same computer. To run Netop Security
Management with a working Security Database, install Netop Security Manager on the
workstations of Netop Security Management administrators. Its full functionality will be
available only if installed on a networked Windows 2003, XP, 2000 or NT computer. The
Netop Security Manager program amconfig.exe will reside in the directory where Netop
Security Manager is installed.

To load Netop Security Manager, select Start > All Programs > Netop Remote Control >
Security Manager or run its program file amconfig.exe.

Initially, this window will be shown in front of the Netop Security Manager window:
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Tip of the Day

Guests remate contral Hosts, Guests can be Windows
users or usergroups. Hosts can be Windows users,
usergroups, workstations or domaing.

I Cloze l ’ Hext Tip l [] Show Tips o StartUp

The pane will show a tip to Netop Security Manager.
Close: Click this button to close the window.

Next Tip: Click this button to show another tip in the pane.

M Show tips on startup: Leave this box checked to show this window when loading Netop
Security Manager. Uncheck to not show it. If suppressed, you can show it from the
Help menu Tip of the Day command.

This window will be shown in front of the empty Netop Security Manager window:

Logon to Database &l

ExE] [ Create local test database

Data source | Metdp_Securty_Evaluation |

Uszemame || |

Pazzward | |

I Logon ] [Change...] [ Help l [ E «it ]

It will log on to a data source to create or open a Netop Security Database in it.

O Create local test database: Check this box to disable the fields below to create a local
test database on your computer.

Note

If you are loading Netop Security Manager for the first time, we recommend that you
create a local test database to try out Netop Security Manager before creating a working
Security Database. Creating a local test database requires administrator rights on the
computer. Generally, you should not use the local test database as a working Security
Database.

Data source []: By default, this field will show Netop_Security Evaluation to log on to the
local test database. To create or log on to a working Security Database, specify the data
source name (DSN) of the database in which the Security Database shall reside or resides.

Username []: Specify in this field the user name required to log on to the database in
which the Security Database shall reside or resides. The local test database requires no
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user name.

Password []: Specify in this field the matching password. The local test database requires
no password.

Change...: Click this button to show the Windows Select Data Source window to select a
data source whose name will be shown in the Data source field.

Exit: Click this button to close the window and the Netop Security Manager window
behind it to unload Netop Security Manager.

Logon: Click this button to log on to the specified data source with one of the following
results:

o If the specified data source contains Security Database Tables, the Netop Security
Manager window will be shown.

o If the Create local test database box was checked before clicking Logon, this window
will be shown:

ODBC Microsoft Access Setup

Data Source Marme: |NetDp_Security_Evalualion | I 0K ]
Description: |[Ilic:k OF. to get a MetOp Securty Manager D ata Sol
atsbacs [ Cancel |
Databaze: b ADarmware DatabM55hameval mdb
Select... l [ Create... ] l Repair... ] [ Compact... l

Syztem D atabase

() None
() Database:

System Databaze. .

It shows that the local test database with the data source name
Netop_Security_Evaluation will be created in the file ameval.mdb that will reside in the
path C:\Documents and Settings\All Users\Application Data\Netop\NSS. Click OK to run
the Security Database Wizard to create the local test database.

o If the specified data source contains no Security Database Tables, the Security
Database Wizard will run to create them.

e If the specified data source cannot be opened, this window will be shown:

NetOp Security Manager, &|

- The data source vou requested cannot be opened.
\-.I,:)

Click. Yes bo seleck another data source via Windows' ODBC dialogs,
lick Mo to gek more information about the data source needed.
Click Cancel exit NetOp Security Manager,

I Yes H Mo ” Cancel ]

It indicates that invalid data source credentials were specified or Security Database
Tables are corrupted. The Security Database Wizard cannot repair corrupted Security
Database Tables. If you cannot repair corrupted Security Database Tables manually,
delete them and Load Netop Security Manager to create Security Database Tables with
the Security Database Wizard.
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See also

Local test database

Netop Security Server Setup
Security Database Setup

Netop Security Manager window
Data source

Create local test database
Security Database Tables
Security Database Wizard

Load Netop Security Manager

2.2.1 Security Database Wizard

If no Security Database Tables exist when logging on to the Security Database, the

Security Database Wizard will run:

Netop Security Manager - Security Server Public Key

Ih order to zecure a trusted connection bebween your Hosts and Security Servers, a
Public/Private K.ey eschange will take place. All Security Servers reading thiz databaze
will belong ta the group identified by the Public Key:

B W

3

----- BEGIM PUBLIC KEY---

MIIBIEME gl ghkiG SwiBAD EFAAOCAR SAMIIB Cok CADE A2 AMBhmiMHy 24 Emdy
Grt9iFzz9/0 9804l 4F agts2wiS) 01 2 Fav' piv OGN Bw'gdZ2 0K S s dpk.xfB utlE
laCF8cClwavahlpUally ¥ GLw4 oM avyF gurgWULILIgGZeM croeppdFSEG i
Btk w6 ub ki8N e+e T wC ik Sjdk 20Pa 4 E BrilGHES 2P 8/ a3pDiv 5 gzM 34 a+r

Y Owik 78+252F 49R dHZwPAP /S k0 fdoMk 21 8B DnFZIGIE nw T ndfds/afm1

|>

Generate Mev Public Key ] [ Copy to clipboard

The Hoszts must be configured with the Public Key generated above. Faor praduction
environments, it is recommended to generate a new Public Key for your Hosts before
deployment, othemwize the default Public Key will be used.

You should restrict access to reading the Private Key in the databaze.

If you change the Public K.ey, vou must restart your Security Servers, recanfigure and
restart all pour Hosts,

< Back I Mext = ][ Cahicel ]

The Public Key is used to secure a trusted connection between your Hosts and Security

Servers.

Either use the default Public Key or generate a new Public Key. For production

environments, it is recommended to generate a new

Public Key before deploying your

Hosts. Whenever you change the Public Key, you will need to also change the Public Key

used on your Hosts.

Click Next to show this window:
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Netop Security Manager - Security Server Group Name E|

8 W

If you are using older Hosts, zpecify a Group Mame here. All Security Servers reading this
databasze will belong to the group zpecified. Group Name provides backwards
compatibility. It is recommended to update your Host: and use the Public Fey instead.

Group Mame [Private] |m |
Canfirm Group Name |uo" |
Group 1D [Public) |2D5D802208255E58E5?3E3?33U5E5553 |

The Security Server Group Mame iz not public. In order to connect to the Server Group,
the Hostz must be configured with the Group (D generated above, vou should restrict
access to reading the group name in the databaze.

Changes to the group name do not take effect until you restart a Security Server. [F pou
hawe servers runhing and you change the group name, you must restart all your Security
Servers and reconfigure all pour Hosts.

[ < Back “ Mext > ]l Cancel l

As stated in the text in the window, the Group functionality is displayed for compatibility
with previous version. It is recommended that you update your Hosts and use Public Key
instead.

Group name (private) []: By default, Netop will be specified in this field. Characters will
show as dots or asterisks. Leave this name to try out Netop Security Management. To
create a working Security Database, specify another private Group name that should be
known only among Netop Security Management administrators.

Confirm group name []: Re-specify in this field the private Group name for confirmation.

Group ID (public) []: This field will show the 32-digit hexadecimal checksum generated
from the private Group name. This is the Group ID that must be specified on Hosts that
use this security server group.

Click Next to show this window:
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NetOp Security Manager - Security Server List

Enter the Metop Host [Ds for the Security Server(s] in thiz group. Far security reasonz, you
must restart all unning gervers before starting the nes server pou add here.
Servers Running  Answer Access Server 6.5 Requests  Access Server Key
B, Cceoooz 7 F Mo
CG0002 | [ add ][ Remove | [ Edi.. [ Help
[ < Back “ Mext » ] l Cancel l

It specifies security server group members and enables Netop Access Server compatibility.

To try out Netop Security Management, click Add to create a record of the Netop
Security Manager computer in the pane as shown in the image. To add further members to
the group and enable Netop Access Server compatibility, see the Security Server List

section.

Click Next to show this window:
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Preferred Guest Type

&

Please select your prefenred security mode:

(#) Guests enter Windows usemame and password

() Guests enter B54 SeculD username and passcode

ﬁ% () Guests enter NetDp Guest 1D and password

(") Guests enter Directory Services username and password

Some Hostz are not able to handle Windows uzers. These hosts will abwayz azk the Guest
to prampt the MetOp way.

[ < Back “ Mext » ]l Cancel l

It specifies the type of credentials that Hosts shall request from connecting Guests.

Select one of these options:

© Guests enter Windows user name and password: Hosts shall request Windows
credentials (User name, Password, Domain) (default selection).

O Guests enter Netop Guest ID and password: Hosts shall request proprietary Netop
credentials (Guest ID, Password).

O Guests enter RSA SecurlD user name and PASSCODE: Hosts shall request RSA SecurID
credentials (User name, (password), PASSCODE) if they can.

O Guests enter Directory Services user name and password: Hosts shall request
Directory Services credentials via LDAP (User name, password, Directory Server).

Non-Windows Guests such as Linux or Mac do not support Windows Definitions, RSA
SecurlID Definitions or Directory Services Definitions and can request only Netop
credentials. If Netop Security Management shall support such Guests, Role Assignments
based on Guest Netop Definitions must be available in the Security Database.

Click Next to show this window:
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Netep Security Manager - Preferred Host Type

&

Pleaze select your preferred Host type:

g (%) Windows User, if one is logged in, athenwize Wk station

Ir the first mode, you may access a computer if you may access the person who iz logged
it even if access to the waorkstation itzelf is denied. To lock a zerver, uncheck the Host's
‘Enable User Mame' box in the Program Options - Hostname tab

[ < Back “ Finizh ]l Cancel l

It specifies how Hosts shall identify themselves to the Netop Security Server.

Select one of these options:

© Windows user if one is logged on, otherwise workstation: Hosts shall identify
themselves by any logged on Windows User or if no user is logged on by the Windows
computer name (default selection).

O Always the workstation: Hosts shall always identify themselves by the Windows
computer name.

O Netop Host ID: Hosts shall identify themselves by their Netop Host ID. This is the value
defined within the Host application itself. By default, this value matches the computer
name.

Non-Windows Hosts such as Linux or mac do not support Windows Definitions and will
always identify themselves by their Netop Host ID. If Netop Security Management shall
support such Hosts, Role Assignments based on their Host Netop Definitions must be
available in the Security Database.

Click Finish to end the Security Database Wizard to show the Netop Security Manager
window.
See also

Security Database Tables
Security Database Setup
Security Policies
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Security Server Group Name
Netop Security Management
Netop Security Manager window
Security Server List

Preferred Guest Type

Role

Role Assignment

Windows Definitions

Netop credentials

Netop Definitions

RSA SecurlD credentials

RSA SecurlD Definitions
Directory Services credentials
Directory Services Definitions
Windows User

Windows Workstation

Netop Host ID

2.3 Netop Security Manager Window

After logon to the Security Database, this window will be shown:

NetOp Security Manager - Logged on to ODBC data source “MetOp_Security_Evaluation’ |Z||§|E|
File Records Edit Wiew Cptions Help

®E® R Sk
[ where )gg?

= T MetOp Security Management | Guest | Host | Raole | Enabled | ID | Created | CreatedBy | Modified | ModifiedBy

= @ Security Setkings

¥ Role Assignments

@ Roles

Security Policies
= tl Logging

g Security Lag

g MetOp Log

& Active Sessions
=68 scheduling

&8 scheduled Jobs
=3 windows Definitions

Q Users

S Groups

L7 Workstations

Ba) workstation Groups
CI Domains

[MetOp info] Microsoft Access database server detected: ACCESS

Ready

It contains these elements:
e Title Bar
e Menu Bar

e Toolbar

Filter and Fetching Bar

Records panel with a left Selection Pane and a right Records Pane
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e Message Panel

e Status Bar

See also
Security Database
2.3.1 Title Bar

This is the Netop Security Manager Window title bar:

MetOp Security Manager - Logged on to ODBC data source “MetOp_Security_Evaluation™

It will show the name of the logged on to data source.

See also

Netop Security Manager window
2.3.2 Menu Bar

This is the Netop Security Manager window menu bar:

IFiIe Records Edit  Wiew Options Help I

It contains these menus:

e File Menu

Records Menu

Edit Menu

View Menu

Options Menu
e Help Menu

See also

Netop Security Manager window

2.3.2.1 File Menu
This is the Netop Security Manager window File menu:
Records Edit  Wiew Options Help
Exit
Exit: Select this command or a window control Close control to close the Netop Security
Manager window and unload Netop Security Manager.
See also

Netop Security Manager window
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2.3.2.2 Records Menu

This is the Netop Security Manager window Records menu:

Eile [Records] Edit View Options Help

Security Settings L
Logging 2
Scheduling L
Metop Definitions 2
Windows Definitions r
REA SecurlD Definitions 2
Directory Services Definitions r
Import data

Reset All

Drop All Tables

Expanding commands manage Security Database records as explained in Manage Security
Database Contents.

Import data: Select this command to import roles an definitions from an xml file; for more
information see Importing Roles and Definitions.

Reset All: Select this command to show a confirmation window to confirm deleting all
Security Database Tables and run the Security Database Wizard to create empty Security
Database Tables.

EXTREME CAUTION

Selecting this command may waste hours of work and leave Netop Security Servers
unable to service Netop modules that depend on them until security data have been re-
created. Select this command only if you are absolutely certain that you want to start all
over creating security data.

Drop All Tables: Select this command to delete all data in existing database tables. The
setup wizard will start automatically upon the next restart.

See also

Netop Security Manager window
Security Database Setup
Security Database Tables
Security Database Wizard
Netop Security Servers

2.3.2.3 Edit Menu
This is the Netop Security Manager window Edit menu:

File Records 'u'iew Cptions  Help
Copy  Chrl+C

Copy Ctri+C: Select text in the Message Panel and select this command or press CTRL+C
to copy the selection to the clipboard.
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See also

Netop Security Manager window
Message Panel

2.3.2.4 View Menu
This is the Netop Security Manager window View menu:

File Records Edit

NN Opkions  Help

Mo tosker

v Security Settings Large toalbar
v Logging Small kaalbar
v Scheduling

MetOp Definitions
W Windows Definitions

RS54 SecurID Definitions

Direckory Services Definitions
v Messages

Clear Messages {CErl+M
w Skatus Bar

Toolbar: This command expands into the commands:

No Toolbar: Select this command to hide the toolbar.
Large Toolbar: Select this command to show large icons in the toolbar.

Small Toolbar: Select this command to show small icons in the toolbar (default
selection).
Security Settings: Select this command to check mark/uncheck it to show/hide the
Selection Pane Security Settings branch (default: check marked to be shown).

Logging: Select this command to check mark/uncheck it to show/hide the Selection Pane
Logging branch (default: check marked to be shown).

Scheduling: Select this command to check mark/uncheck it to show/hide the Selection
Pane Scheduling branch (default: check marked to be shown).

Netop Definitions: Select this command to check mark/uncheck it to show/hide the
Selection Pane Netop Definitions branch (default: unchecked to be hidden).

Windows Definitions: Select this command to check mark/uncheck it to show/hide the
Selection Pane Windows Definitions branch (default: check marked to be shown).

RSA SecurlID Definitions: Select this command to check mark/uncheck it to show/hide the
Selection Pane RSA SecurID Definitions branch (default: unchecked to be hidden).

Directory Services Definitions: Select this command to check mark/uncheck it to show/
hide the Selection Pane Directory Services Definitions branch (default: unchecked to be
hidden).

Messages: Select this command to check mark/uncheck it to show/hide the Message
Panel (default: check marked to be shown).

Clear Messages (CTRL+M): Select this command or press CTRL+M to delete the Message
Panel contents.

Status Bar: Select this command to check mark/uncheck it to show/hide the Status Bar.
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See also

Netop Security Manager window
Toolbar

Selection Pane

Security Settings

Logging

Scheduling

Netop Definitions

Windows Definitions

RSA SecurlD Definitions
Directory Services Definitions
Message Panel

Status Bar

2.3.2.5 Options Menu

This is the Netop Security Manager window Options menu:

File FRecords Edit  Wiew ReJEEGEN Help

Program Options ...

Program Options...: Select this command to show this window:

i ™
Program Options M
Mumber of records to fetch at a time [0-50, O=all) 50

Automatic refresh

[7] Confirm successiul changes
[]50L debug messages
1 Walidate LDAP connections at startup

[ 0K ] [ Cancel ]

L A

Number of records to fetch at a time (0-50, 0=all) []: Netop Security Manager fetches
Security Database records to the Records Pane in batches. Specify in the field a number
in the range (default: 50).

M Automatic Refresh: Leave this box checked to automatically refresh the Records Pane
contents whenever a record is changed (default: checked).

Note

Refresh will discard the Records Pane contents and fetch Security Database records.
Refresh manually by clicking the Filter and Fetching Bar Refresh button or pressing F5.

O Confirm Successful Changes: Check this box to show a window to confirm each
successful Records Pane record change (default: unchecked).

O SQL Debug Messages: Check this box to show SQL debug messages in the Message
Panel (default: unchecked).

M Validate LDAP connections at startup: Leave this box checked to prevent any
authentication problems when using Directory Services as your preferred Guest-Type
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(default: checked).

When this option is selected, any LDAP connections that fail to validate during startup
will result in @ message similar to the one below:

© ™y
Validate LDAP connections M

The fallowing LDAP connections failed. Please werify pour settings.
If pou are uzing Active Directone with one or more trusted domaing, you should uze Encrypted bind.

The uzemame must include the azzociated domain name, for example, username@domain or domainiusermname
[Domain can be the NetBIOS or FODM name].

It Encrypted bind is disabled, use domainwzernarne [Daomain should be the MetBI0OS name) or the Distinguished
Mame, ch=uzername,ou=cantainer de=domain

ServiceM ame LDAPServer zerDn
mydamain 192.168.2.10 admin
|
|
|
|l 4| i |
[7] Do not ghow this again [ E dit ] [ ok ]

s

The dialog shows the failed connections and enables you to edit them.

Note

When using Active Directory with one or more trusted domains, it is essential to use an
Encrypted bind under the Credentials tab. The credentials must also be entered using an
accepted format as shown in the following table:

Encrypted bind Non-Encrypted bind
username@domain domain\username
domain\username cn=username, ou=container,dc=domain

With Encrypted bind, domain can be NetBIOS or FQDN name.

With Non-Encrypted bind, domain must be NetBIOS name when not using the Distinguished
Name

See also

Netop Security Manager window
Security Database

Records Pane

Security Database Setup

Filter and Fetching Bar

Message Panel
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2.3.2.6 Help Menu
This is the Netop Security Manager window Help menu:

File Records Edit Wiew Options

Online Help

Tip of the Day

Help an Yiewing

Abaut MebtOp Secority Manager

Online Help: Select this command or press F1 to open the Netop Security Manager Help
system on the topic of the currently or most recently shown Records Pane.

Help on Viewing: Select this command to open the Netop Security Manager Help system
on the View and Manage Data topic.

Tip of the Day: Select this command to show the Tip of the Day window.

About Netop Security Manager: Select this command to show this window:

About Netop Security Manager ﬂ
11.01 {201 2082]

t Copyright [C] 2001-2003

This window specifies the Netop Security Manager version and build number (in
parentheses).

These numbers will be asked for if you request support for Netop Security Manager.

See also

Netop Security Manager window
Records Pane

View and Manage Data

Tip of the Day

2.3.3 Toolbar

From the expanding View menu toolbar command, you can hide/show the Netop Security
Manager window toolbar and select two toolbar sizes:

Small Toolbar (default selection):

S D ER S

Large Toolbar:

Note

To include Netop Definitions buttons in the toolbar, while the Netop Definitions branch is
shown in the Selection Pane select in the View menu Small Toolbar or Large Toolbar.
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The toolbar can contain these buttons:

New Role Assignment (F2): Click this button, press F2 or select the Role
Assignment menu New command to show the Role Assignment Wizard.

New Netop Guest ID (F3): Click this button, press F3 or select the Netop Guest ID
menu New command to show the Netop Guest ID window.

Guest ID Group menu New command to show the Netop Group window.

New Netop Host ID (F6): Click this button, press F6 or select the Netop Host ID
menu New command to show the Netop Host ID window.

New Netop Host ID Group (F7): Click this button, press F7 or select the Netop Host
ID Group menu New command to show the Netop Group window.

New Role (F9): Click this button, press F9 or select the Role menu New command to
show the Netop Security Role window.

T
ﬁ New Netop Guest ID Group (F4): Click this button, press F4 or select the Netop
i

New Scheduled Job (F10): Click this button, press F10 or select the Scheduled Jobs
menu New command to show the Scheduled Job Wizard.

Edit Selected (Ctri+E): Select a Records Pane record and click this button, press
CTRL+E or select the record type menu Edit command to show the record editing
window.

sz Delete Selected (Ctrl+D): Select a Records Pane record and click this button, press
W CTRL+D or select the record type menu Delete command to show a confirmation
window to confirm deleting the record.

o Large Icons: Click this button to make it appear pressed in to show Records Pane
B records as horizontal rows of large icons.

B-  Small Icons: Click this button to make it appear pressed in to show Records Pane
n- records as horizontal rows of small icons.

L-&- |jst: Click this button to make it appear pressed in to show Records Pane records
o-o- as vertical columns of small icons.

Details: Click this button to make it appear pressed in to show Records Pane
records in a table with details in columns (default selection).

See also

View Menu

Toolbar

Netop Security Manager window
Small Toolbar

Large Toolbar

Netop Definitions
Selection Pane

Role Assignment

Role Assignment Wizard
Netop Guest ID

Netop Host ID

Netop Guest ID Group
Role

Scheduled Jobs
Records Pane
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2.3.4 Filter and Fetching Bar

This is the Netop Security Manager window filter and fetching bar:

I| [Nwihere @ ﬂ ﬂ

It can specify a filter criterion and contains a Refresh button and if more records than are
shown in the Records Pane are available in the Security Database One More Lot and All
Remaining record fetching buttons.

O Where: Check this box to enable the drop-down boxes to the right to specify a filter
criterion that will be applied when fetching records from the Security Database (default:
unchecked).

The list of the left drop-down box list will contain the Records Pane Details show column
names. Select a column name in the list to show it in the field to filter fetched records by
the selected name column.

The list of the middle drop-down box contains these operators:

e LIKE: Selects records that in the selected column contain the string of characters that
is specified in the right drop-down box field (default selection).

e = Selects records that in the selected column contain a numerical value that is equal
to the numerical value that is specified in the right drop-down box field.

e > Selects records that in the selected column contain a numerical value that is larger
than the numerical value that is specified in the right drop-down box field.

e <! Selects records that in the selected column contain a numerical value that is smaller
than the numerical value that is specified in the right drop-down box field.

The list of the right drop-down box will contain strings of characters and numerical values
that have been specified before (default: none). Select a string or value in the list to
show it in the field or specify a new string or value in the field.

Note

Strings of characters can contain wildcard characters. Use the wildcard characters
specified by the Security Database data source type.

Refresh: Click this button or press F5 to discard all Records Pane records and fetch
from the Security Database applying any filter criterion specified to the left up to
the number of records specified in the Program Options window to the Records
Pane.

EI One More Lot: This button will be shown if more records than are shown in the
Records Pane are available in the Security Database. Click it or press CTRL
+PAGEDOWN to fetch from the Security Database applying any filter criterion
specified to the left up to the number of records specified in the Program Options
window to the Records Pane.

E All Remaining: This button will be shown if more records than are shown in the
Records Pane are available in the Security Database. Click it or press ALT
+PAGEDOWN to fetch from the Security Database applying any filter criterion
specified to the left all remaining records to the Records Pane.

See also

Netop Security Manager window
Records Pane
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Security Database Setup
One More Lot

All Remaining
Program Options window

2.3.5 Selection Pane

This is the Netop Security Manager window records panel left selection pane:

= T MetOp Security Management
= .@ Security Sekkings
F Role Assignments
.@ Roles
Security Policies
= tl Logging
£| Security Log
£| MetOp Log
@ Active Sessions
=68 scheduling
&0 Scheduled Jobs
=- 3l Windows Definitions
m Users

W Groups
b/ iorkstations
B workstation Groups

{7} Domains

It contains Records Pane commands in a tree structure.

Note

By default, the Selection Pane will below the Netop Security Management root element
show Security Settings, Logging, Scheduling and Windows Definitions branches in this
order. Netop Definitions, RSA SecurlD Definitions and Directory Services Definitions
branches will be hidden. You can hide/show branches by selecting View menu branch
name commands.

Collapse expanded branches by clicking [-] buttons. Expand collapsed branches by clicking
[+] buttons.

Select an expanded branch command to dim its icon and bold its name to show its records
in the Records Pane.

See also

Netop Security Manager window
Records Pane

Security Settings

Logging

Scheduling

Windows Definitions

Netop Definitions

RSA SecurlID Definitions
Directory Services Definitions
View Menu
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2.3.6 Records Pane

This is the Netop Security Manager window records panel right records pane:

Guest Host: Role Enabled I Created

#% Domain Admins, Da. .. Domain Admins,DaM... B Full Control — + 1 2006-03-24 10:15:19
# Domain Admins,DAN. ., Domain Users,DaN... B Full Control + 2 2006-03-24 1:15:19
% Domain Users, AR, .. Domain Admins,DAN... 8 Standard Role 3 2006-03-24 10:15:19
% Domain Users, AR, .. Domain Users,DAN... & Standard Role 4 2006-03-24 1:15:19
< >

It will show records according to the Selection Pane selection. To show another records
pane, select it in the Selection Pane.

Click a toolbar show button to change how records will be shown. Large Icons, Small
Icons and List buttons will show records as icons. The Details button will show records in
a table with details in columns. Column names are Security Database table column names
that cannot be changed.

Showing a records pane, records will be fetched from the Security Database according to
Program Options window and Filter and Fetching Bar settings to become shown in the
records pane.

The contents of the individual records panes are explained in the Manage Security
Database Contents section in the Records menu order.

See also

Netop Security Manager window
Selection Pane

Toolbar

Security Database Setup

Program Options window

Filter and Fetching Bar

Manage Security Database Contents
Records Menu

2.3.7 Message Panel

This is the Netop Security Manager window message panel:

It will be shown unless hidden from the View menu Messages command. It will show Netop
Security Manager messages and can, if selected in the Program Options window, also
show SQL debug messages.

[MetOp info] Microsoft Access database server detected: ACCESS

Drag the lower border of the Netop Security Manager window to adjust the height of the
message panel. You can scroll the message panel show with its scrollbars.

Select the View menu Clear Messages command or press CTRL+M to delete all message
panel messages.

In the message panel, select text or in the message panel context menu select Select All
to select the entire message panel contents and in the Edit menu or context menu select
Copy or press CTRL+C to copy selected text to the clipboard.
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See also

Netop Security Manager window
View Menu

Program Options window

Edit Menu

2.3.8 Status Bar

This is the Netop Security Manager window status bar:

I|Ready

It will be shown unless hidden from the View menu Status Bar command.

When the mouse pointer is over a menu command or a toolbar button, the left end of the
status bar will show a hint to the command or button.

See also

Netop Security Manager window
View Menu
Toolbar

2.4 Manage Security Database Contents

This section explains how to manage the contents of a Netop Security Database from
Netop Security Manager. It includes these sections:

e Contents Creation Guide

e Security Settings

e Loggin

e Scheduling
¢ Netop Definitions

e Windows Definitions

e RSA SecurID Definitions

e Directory Services Definitions

If you are new to Netop Security Management, we recommend that you read the
Contents Creation Guide before creating Security Database contents.
See also

Security Database Setup
Contents Creation Guide
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2.4.1 Contents Creation Guide

This guide will introduce you to the main tasks of making your Security Database ready to
service Netop Remote Control modules installed on the computers of your organization. It
contains these sections:

e Review Security Policies

Create Role Assignments

View and Manage Data

Scheduled Jobs

Security Log

e Netop Log
e Active Sessions

See also

Security Database Setup

2.4.1.1 Review Security Policies

Before creating any other Security Database contents, you should review the Security
Policies created in the Security Database Wizard to align them with the desired Netop
Security Management setup.

The selected Preferred Guest Type and Preferred Host Type will determine which basic
Guest and Host records must be created.

If Netop Security Management shall run in a Windows domain environment, typically select
the Preferred Guest Type Guests enter Windows user name and password.

If your organization applies a policy of RSA SecurlID authentication, select the Preferred
Guest Type Guests enter RSA SecurID user name and PASSCODE.

If your organization applies a policy of Directory Services authentication, select the
Preferred Guest Type Guests enter Directory Services user name and password.

Regarding Preferred Host Type, in a Windows domain environment typically select Windows
user if one is logged on, otherwise workstation to enable applying Host computer user
dependent Role Assignments. To apply only Host computer dependent Role Assignments,
select Always the workstation.

If you are connecting to non-Windows Hosts such as Linux or Mac, you should use Netop
Host ID as preferred Host Type.

See also

Security Database Setup
Security Policies

Security Database Wizard
Preferred Guest Type
Preferred Host Type
AMPLUS.EXE

Role Assighment
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2.4.1.2 Create Role Assignments

The main objective of creating Security Database contents is to create mutual Role
Assignments between all users and computers that shall be serviced by Netop Security
Management.

You can swiftly create Role Assignments mutually between multiple Windows Groups as
Guest and Host selection and with Windows Domain computers as Host selection in a
batch operation from the Role Assignment menu New Batch command.

You can create Role Assignments one by one between any Guest selection and any Host
selection from the Role Assignment menu New command or the toolbar New Role
Assignment button.

While Role Assignments with Windows Definitions and Directory Services Definitions
records do not require that Guest and Host selection records have been created, Role
Assignments with Netop Definitions and RSA SecurID Definitions require that Guest and
Host selection records have been created.

Netop Security Manager comes with four built-in Roles of which two can be edited. You
can create additional Roles from the Role menu or from the toolbar New Role button.

See also

Security Database Setup
Role Assignment
Windows Groups
Windows Domain
Toolbar

Windows Definitions
Directory Services Definitions
Netop Definitions

RSA SecurID Definitions
AMPLUS.EXE

Role

2.4.1.3 View and Manage Data

Security Database data can be shown in the Netop Security Manager window records
panel that contains a left Selection Pane and a right Records Pane. Click an element in the
Selection Pane to show its records in the Records Pane.

Note

By default, the Selection Pane will not show Netop Definitions, RSA SecurlID Definitions
and Directory Services Definitions elements. You can show them from the View menu.

Records can be shown as icons (Large Icons, Small Icons or List), but typically they will
be shown in a table with Details in columns. Detailstable contents match the contents of
Security Database Tables.

Records are fetched from the security database in lots, the size of which can be set in
the Program Options window. If the Security Database contains more records than are
currently in the Records Pane, two yellow buttons will be showed next to the Filter and
Fetching Bar Refresh button:

4 ¥ o

Click the left One More Lot button with a down pointer or press CTRL+PAGEDOWN to fetch
another lot into the Records Pane. Click the right All Remaining button with a down pointer
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and a line or press ALT+PAGEDOWN to fetch all remaining records into the Records Pane.

Click the Refresh button to clear the Records Pane to fetch a new lot of records. In the
Program Options window, you can select to refresh automatically when the Records Pane
contents have been changed.

You can sort Records Pane data ascending or descending by clicking a column heading.
Sorting initiates a new fetching of records from the Security Database.

You can filter Records Pane records by specifying a filter criterion in the Filter and
Fetching Bar. Filtering initiates a new fetching of records from the Security Database.

To edit a Records Pane record, double-click it, select the record type menu Edit
command, click the toolbar Edit Selected button or press CTRL+E.

To delete a Records Pane record, select the record type menu Delete command, click the
toolbar Delete Selected button or press CTRL+D.

Note
Other options are available in some record type menus.

See also

Security Database Setup
Netop Security Manager window
Selection Pane

Records Pane

Netop Definitions

RSA SecurID Definitions
Directory Services Definitions
View Menu

Security Database Tables
Program Options window
Filter and Fetching Bar
Toolbar

2.4.1.4 Scheduled Jobs

Scheduled Jobs specify temporary enabling of groups (Windows Groups, Netop Guest ID
Groups or Netop Host ID Groups) once or according to a weekly schedule. Create
Scheduled Jobs to allow Guest connections to Hosts only in specified time intervals.

See also

Scheduled Jobs
Windows Groups
Netop Guest ID Groups
Netop Host ID Groups

2.4.1.5 Security Log

Administrator actions from Netop Security Manager will be logged in the Security
Database. You can show these loggings in the Security Log to track when changes were
made to the Netop Security Management setup. You can clean up the Security Log
manually from the Security Log menu and automatically from the Logging Options window.

See also

Security Database

34



2 Netop Security Management

Security Log
Logging Options

2.4.1.6 Netop Log

Netop modules can log their Netop events in the Security Database. You can show these
loggings in the Netop Log. You can clean up the Netop Log manually from the Netop Log
menu and automatically from the Logging Options window.

See also

Security Database Setup

Netop Log
Logging Options

2.4.1.7 Active Sessions

Provided that Hosts log their session events in the Security Database, the Active Sessions
Records Pane will show which sessions are currently running with logging Hosts. Active
Sessions records will refresh automatically every ten seconds. You can refresh manually
from the Active Sessions menu or from the Filter and Fetching Bar Refresh button. You
can clean up Active Sessions records automatically from the Logging Options window.

See also

Security Database Setup
Active Sessions

Records Pane

Filter and Fetching Bar
Logging Options

2.4.2 Security Settings

You can manage Security Settings records from the Records menu Security Settings
submenu:

[Records] Edit Niew Options Help

Security Settings L Reole Assignment r
Legging 3 Role 3
Scheduling r

Metop Definitions 3

Windows Definitions r

RSA SecurlD Definitions 3

Directory Services Definitions *

Import data

Reset All

Drop All Tables

which contains these commands:
e Role Assignment
e Role

You can also manage Security Settings records from the Selection Pane Security Settings
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branch:

= @ Security Settings
¥ Role Assignments

@ Roles

Security Palicies
which includes these commands:
e Role Assignments
e Roles

e Security Policies

Note

By default, the Selection Pane will below the Netop Security Management root element
show Security Settings, Logging, Scheduling and Windows Definitions branches in this
order. Netop Definitions, RSA SecurlID Definitions and Directory Services Definitions
branches will be hidden. You can hide/show branches by selecting View menu branch
name commands.

See also

Records Menu

Role Assignment

Role

Selection Pane
Security Settings
Security Policies
Logging

Scheduling

Windows Definitions
Netop Definitions

RSA SecurlD Definitions
Directory Services Definitions
View Menu

2.4.2.1 Role Assighment

Select the Selection Pane Security Settings branch Role Assignments command to show
this Records Pane:

Guest Host Role Enabled | ID | Created

#5 Domain Admmins,DAN. ., Domain Admins,DaM... B Full Contral v 2006-03-24 10:15:19
3 Domain Admins, DAN. .. Domain Users,DAK... 3 Full Contral 2006-03-24 10:15:19
3 Domain LUsers, DARY. .. Domain Admins,DAN... & Standard Rale 2006-03-24 10:15:19
Domain Lsers, DAY, .. Domain Users,DAN... & Standard Rale 2006-03-24 10:15:19

E LT L

4

|

Note

By default, the Selection Pane will below the Netop Security Management root element
show Security Settings, Logging, Scheduling and Windows Definitions branches in this
order. Netop Definitions, RSA SecurlID Definitions and Directory Services Definitions
branches will be hidden. You can hide/show branches by selecting View menu branch
name commands.
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It will show Role Assignments as named icons or table records. The Details selection will
show table records with these column contents:

e Guest: Guest selection icon and name.

e Host: Host selection icon and name.

e Role: Role icon and name.

e Enabled: Check mark (enabled) or red dot with white X (disabled).

e ID: Record number (records will be numbered starting from 1).

e Created: Creation time stamp in format YYYY-MM-DD HH:MM:SS.

e CreatedBy: Creator Windows user name.

e Modified: Maodification time stamp in format YYYY-MM-DD HH:MM:SS.
e ModifiedBy: Modifier Windows user name.

Manage Role Assignments from the Records menu Role Assignment submenu:

| Records | Edit View Options Help

Security Settings » Reole Assignment * MNew .. F2
Lagging » Reole [ Mew batch ...
Scheduling 2 Edit ...

Metop Definitions » Delete

Windows Definitions » Clear

RSA SecurlD Definitions k

Directory Services Definitions 2

Import data

Reset All

Drop All Tables

- or from the matching Role Assignments Records Pane context menu:

Mew ... Fz
Mew batch ...
Edit ...

Delete

Clear

It contains these commands:
e New

¢ New Batch

o Edit

e Delete

e Clear

Note

For a quick start, create Role Assignments between Windows groups and with Windows
Domains from the New Batch command.
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See also

Selection Pane
Security Settings
Records Pane

Logging

Scheduling

Windows Definitions
Netop Definitions

RSA SecurlID Definitions
Directory Services Definitions
View Menu

Toolbar

Role

Records Menu

Windows groups
Windows Domains

2.4.2.1.1 New

Select the Role Assignment menu New command, click the toolbar New Role Assignment
button with a traffic light or press F2 to run the Role Assignment wizard to show this
window:

| Select Guest Type ﬁﬁ

Please select which type of Guest you wish to insert

Guest:

Everybody
g{:} Windows Group g () Windows User
m{:} Guest 1D Group m () Guest ID

Host:

£ Windows group
Bg RSA SecurlD Group é () RSA SecurlD User

MNo name

@ Directory Services Group EEg () Directory Services User
: : Role
i No name
| (@ Everybody

Press the Back button for details

| <Back |[ nNed> | [ Cancel

L "y

This wizard will create a Role Assignment record.
Click Back to show an explanation.

Wizard windows will show options to the left and specifications to the right. Suggested or
completed specifications will be shown in black text. Missing specifications will be
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indicated by red text.

This window will select a Guest type (suggested: Windows Group). Select a Guest type
option to the left to show it in the right Guest specification after clicking Next.

If on a Windows 2000+ computer you select Windows User or Windows Group, the
matching Windows Select... window will be shown after clicking Next. When you have
selected a Windows account, the Insert <Account type> as Guest window will be shown.

If you select Everybody, the Select Host Type window will be shown after clicking Next.

@ h'
Select Host Type M
Select Host Type Guest:
Everybody
g (2 Windows Group g () Windows User
Host:
LT .
=] ) Workstation Groups (7) Workstation Windows group
= No name
O{:} Domain A‘ ) Host ID
Role
[l H Host ID Group @ (@ Directory Services No name
i - 5 Organizational Unit
| . Everybody
| <Back | Net> | | Cancel
~ o

= Tip: Choosing Directory Services options

If you choose a Guest or Host type which is a Directory Service user, group or
organizational unit and your Directory Service connection uses Active Directory, the
following dialog box in the wizard shows an LDAP (Lightweight Directory Access
Protocol) search field.

Use the filter option to quickly locate the Active [yt )

Directory object you are looking for rather than ' 0
browse the entire Active Directory. oL o

== La_J Directory Services user
Using the filter will also improve the ability to S Dot )

=" 100, 0U=0U1 [ st D znefopuicS I koesl Host
i 101, D=1, DC st DC=nstopukS DC<ocal W "
r102.01=0U1 L <tet. D =netopuk 5. DC-zsl DEETD

locate objects within an Active Directory that
has page size limitations. Active Directory
controls the maximum number of objects that
can be returned in a single search using LDAP

and this value is set to 1000 objects, by i
default. R

Mo name.

10U F e O —reteguse DT el Role

U=0U1 [C=test DC=nelopus DC=oeal
0L 1 DC e D nefopa, Do
U-DUI O st O anefopusic DT <isesl

] = | [
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Otherwise, this window will be shown after clicking Next:

Insert Windows Group as Guest

¥ <

Domain Guest:
YWindows group
1080: Documentation

Group DANWARE
Host:
Windows user
Mo name

The zelected Windows group will automatically be

inserted in the database tables. You need nat insert it

manually
Role
Mo name

l < Back ” Mext » l[ Cancel

It will specify a Guest selection.

If a Windows account was selected in a Windows Select... window, disabled left drop-
down box fields will show the domain and account and the right Guest specification will
show the account name prefixed by its relative identifier number (RID) and the domain
name.

Otherwise, enabled selection elements will be shown to the left. Only Windows accounts
or names of records that have been created in Netop Security Manager will be available
for selection. Select actively an element to specify it in the right Guest specification
immediately or after clicking Next.

When you have made a valid selection, click Next to show this window:
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- h'
Select Host Type — - - - u
Select Host Type Guest:
Everybody
g@ g ) Windows User
Host:
D i . .
(_) Worlstation Groups () Workstation Windows group
i Mo name
O(:} Comain % ) Host ID
Role
AO Host ID Group @ (0) Directory Services No name
5 Organizational Unit
. Everybody

| <Back || Ned> | [ cance |

It will select a Host type (suggested: Windows Group). Select a left Host type option to
show it in the right Host specification after clicking Next.

Note

If Everybody was selected in the Select Guest Type window, Everybody will be disabled in
this window. However, if you select Everybody in this window, Everybody will be enabled
in the Select Guest Type window.

If on a Windows 2000+ computer you select Windows User or Windows Group, the
matching Windows Select... window will be shown after clicking Next. When you have
selected a Windows account, the Insert <Account type> as Host window will be shown.

If you select Everybody, the Insert Role Assignment window will be shown after clicking
Next.

Otherwise, this window will be shown after clicking Next:
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Insert Windows Group as Host

¥ <

Dornain Guest:

YWindows group
1080: Documentation
Group DANWARE

Host:
YWindows group
1080: Documentation

The selected \Windows group will autornatically be DANWARE
inzerted in the databaze tables. vou need not insert it
manually

Role
Mo name

[ < Back ” Mext » l[ Cancel

It will specify a Host selection.

If a Windows account was selected in a Windows Select... window, disabled left drop-
down box fields will show the domain and account and the right Host specification will
show the account name prefixed by its relative identifier number (RID) and the domain
name.

Otherwise, enabled selection elements will be shown to the left. Only Windows accounts
or names of records that have been created in Netop Security Manager will be available
for selection. Select actively an element to specify it in the right Host specification
immediately or after clicking Next.

Note

If Netop Guest ID or Netop Guest ID Group was selected in the Select Guest Type window
and Netop Host ID Group was selected in the Select Host Type window, the Insert Netop
Host ID Group as Host window will include the option Unregistered Host IDs that enables a
Role Assignment with Host IDs for which no record exists in Netop Security Manager.
Selecting this option that is provided for compatibility with older versions Netop Access
Server is not recommended.

When you have made a valid selection, click Next to show this window:

42



2 Netop Security Management

Insert Role Assignment

8 @

Enter first characters below and select from lizt

i Hewr Guest:

Full Cantral Windows group
No Access 1080: Documentation
Standard Role DANWARE

|nasgigned Hosts' Role

Host:

YWindows group
1080: Documentation
DANWARE

Role
2: Full Control

[ < Back ” Finish l[ Cancel ]

It will specify the Role that will apply to the created Role Assignment.

Enter first character below and select from list []: In the field, replace * designating any
characters by the first letters of a Role name to show in the pane below only Role names
that begin with these letters.

New: Click this button to show the Netop Security Role window to create a Role.

In the pane, select a Role name to show it in the right Role specification prefixed by the
Role record number.

Finish: This button will become enabled when a valid Role Assignment has been specified.
Click it to end the wizard to create the Role Assignment record.

See also

Role Assignment

Toolbar

Role

Netop Security Role window
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2.4.2.1.2 New Batch

Select the Role Assignment menu New Batch command to run the Initial Setup wizard to
show this window:

Initial Setup of Guests and Hosts gl
Select a Domain and a Windows group in that Domain, Mest, select a Role, Now, if you press the 4dd button, the selected "Windows
group will get the rights from the selected Rale against all other groups you add.
Windows uzer Fole Domain
D 1':] Damain 0: to be used as Host  DANWARE
Daomain &dmins 2 : Full Control DaNwWARE
| DANWARE v| Damain Users 3 : Standard Fiole DANWARE
findoves Group Add
|Dnmain Uzers v | -
Raole
|Standald Fole v |
< | >
[ Mewt » ] l Cancel ]

This wizard will create Role Assignments between multiple Windows Groups and Windows
Domains and edit built-in Roles in a batch operation. The left section contains selection
drop-down boxes and the right pane will contain selection records (initially none).

Domain []: The list of this drop-down box will contain the names of the Windows domains
recognhized by the Netop Security Manager computer. Select a domain name in the list to
show it in the field.

Windows Group []: The list of this drop-down box will contain the names of the Windows
groups in the domain selected in the Domain drop-down box and <Include access to
domain>. Select a Windows group to create Role Assignments with this Windows Group as
Guest and Host selections. Select <Include access to domain> to create Role
Assignments with the Windows Domain selected in the Domain drop-down box as
Host selection.

Note

<Include access to domain> will apply to Hosts that identify themselves to Netop Security
Server as a workstation, not as a user, see Preferred Host Type.

Role []: The list of this drop-down box will contain the names of the roles specified in the
Roles Records Pane. Select a role in the list to show it in the field to apply it to a Windows
Group drop-down box Windows Group selection as Guest selection with all Windows Group
and Windows Domain records in the right pane as Host selection. This selection will not
apply to a Windows Group drop-down box <Include access to domain> selection.

Add: Click this button to add a selection in the left drop-down boxes as a record in the
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right pane.
Del: Select a record in the right pane and click this button to delete it.

The right pane will show records of selected Windows Groups and Windows Domains in a
table with these column contents:

e Windows user: Group/domain icon and Windows Group name or Domain.

e Role: For a Windows Group record the Role record ID and RoleName values. For a
Domain record the Role 0: To be used as Host.

Note

A Windows Group record Role will apply to the Windows Group as Guest selection with all
Windows Group and Windows Domain pane records as Host selection.

e Domain: Windows Group or Domain record Windows Domain name.

Note

Role Assignment records and selected Windows Group and Windows Domain records will be
created in the Security Database if they do not already exist.

Click Next to show this window:

)

Initial Setup of Roles

®

The Full Cantrol and the Mo Access Roles are static rales which cannot be edited or deleted.

Standard Fiole The Standard Role iz initially configured o allow guests to monitor hogts and chat with them, Remote
contral, audio chat and remote printing is initially configured to be dizallowed. vou may chooze to alter
these zettings now or |ater,

If someone attempts to access a Host, which is not registered in the database, an error will be retumed.
If you check a bax i the Allow columi in the Unazsigned Hosts' Rale, no errar will occur, and the
rightz fram thiz Role will be granted.

Unazzigned Hosts' Role

[] Clear all existing Fole assignments before making theze new ones

[ < Back ” Finigh ]l Cancel ]

In this window, you can review or edit two of the four built-in Roles and select to replace
existing Role Assignments.

Standard Role: Click this button to show the Netop Security Role window to review or edit
the built-in Standard Role.

Unassigned Hosts’ Role: Click this button to show the Netop Security Role window to
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review or edit the built-in Unassigned Hosts’ Role.

O Clear all existing role assignments before making these new ones: Check this box to
replace all existing Role Assignments by those created in the Initial Setup of Guests and
Hosts window.

Click Back to return to the Initial Setup of Guests and Hosts window.

Click Finish to end the wizard to apply selections.

See also

Role Assighment

Windows Group

Windows Domain

Role

Preferred Host Type
Records Pane

Security Database Setup
Netop Security Role window

2.4.2.1.3 Edit

Select a Role Assignment record and select the Role Assignment menu Edit command, click
the toolbar Edit Selected button, press CTRL+E or double-click a Role Assignment record
to show this window:

NetOp Properties for Role Assignment rg|
& Guest | Domain Admins, DANWARE |
Host | Domain Admins,DANWARE |
Old rale |Fu|| Contral |
MNew role Full Contral
Mo Access
Standard Role

|Unazzigned Hosts' Role

[ ltem iz dizabled with MetOp

I 0K ] [ Cancel ]

It edits a Role Assignment record.

Guest, Host, Old Role []: These disabled fields will show the record Guest selection name,
Host selection name and Role name.

New role []: This pane will show the names of available Roles. Select one to replace the
record Role.

O Record is disabled: Check this box to disable the record (default: unchecked). Netop
Security Management will not use a disabled Role Assignment record.
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Note

Netop Security Management will not use a Role Assighment record that uses a disabled
Guest or Host selection record.

See also

Role Assignment
Toolbar
Role

2.4.2.1.4 Delete

Select Role Assignment records and select the Role Assignment menu Delete command,
click the toolbar Delete Selected button or press CTRL+D to show a confirmation window
to confirm deleting them.

Note
Role Assignment records of deleted Guest or Host selection records will be deleted.

See also

Role Assignment
Toolbar

2.4.2.1.5 Clear

Select the Role Assignment menu Clear command to show a confirmation window to
confirm deleting all Role Assignment records.

Caution

If no Role Assignment records exist, the Unassigned Hosts' Role will apply to all existing
Guest and Host selections.

See also

Role Assighment
Role

2.4.2.2 Role

Select the Selection Pane Security Settings branch Roles command to show this Records
Pane:

RoleMame Rt keyb | Lckm | Blnk Clip Boot Chat | Audi Send  Recy R
W Full Contral + + + + + + + + + + +
& Mo Access b4 b4 x x x b4 b4 o x x b4
@ Standard Role v 4 x x x 4 v » x e 4
{2} Unassigned Hosts' Role 3¢ X X X X X X X X X X
< | *

Note

By default, the Selection Pane will below the Netop Security Management root element
show Security Settings, Logging, Scheduling and Windows Definitions branches in this
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order. Netop Definitions, RSA SecurlID Definitions and Directory Services Definitions
branches will be hidden. You can hide/show branches by selecting View menu branch
name commands.

It will show Roles as named icons or table records. The Details selection will show table
records with these column contents:

RoleName: Role icon and name.

Rctl: Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Remote control
(View).

Keyb: Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Use keyboard and
mouse.

Lckm: Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Lock keyboard
and mouse.

Bink: Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Blank the screen.
Clip: Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Transfer clipboard.

Boot: Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Execute
command.

Chat: Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Request chat.

Audi: Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Request audio-
video chat.

Vide: Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Request video.

Send: Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Send files to
Host.

Recv: Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Receive files from
Host.

RunP: Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Run programs.
Prnt: Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Redirect print.

Mana: Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Remote
management.

Inve: Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Retrieve
inventory.

Smsg: Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Send message.

Mjoi: Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Join multi Guest
session.

Madm: Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Act as multi
Guest session administrator.

Demo: Allow (check mark)/Do not allow (red X/Deny (red dot white X) Demonstrate
Tunn: Allow (check mark)/Do not allow (red X/Deny (red dot white X) Tunnel
AllowedPorts: (list of allowed ports to be used through tunnel) Allowed Tunnel ports

BlockedPorts: (list of blocked ports that cannot be used through tunnel) Blocked Tunnel
ports

Conf: Confirm access: No (red X), Yes (check mark) or Yes, with exception (check
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mark).

Computer locked: Exception applies (check mark)/Exception does not apply (red X).

No user logged on: Exception applies (check mark)/Exception does not apply (red X).
Guest user logged on: Exception applies (check mark)/Exception does not apply (red X).
Description: Fixed role, Role can be modified, but not deleted or <User specified>.
Created: Creation time stamp in format YYYY-MM-DD HH:MM:SS.

CreatedBy: Creator Windows user name.

Modified: Modification time stamp in format YYYY-MM-DD HH:MM:SS.

ModifiedBy : Modifier Windows user name.

ID: Record number (records will be humbered starting from 1).

Initially, four built-in Roles exist:

Full Control: Allows all available Guest actions. Fixed Role that can be neither modified
nor deleted.

No Access: Allows no Guest actions. Fixed Role that can be neither modified nor deleted.

Standard Role: Allows selected Guest actions (initially Remote control (view), Request
chat and Receive files from Host). Role can be modified but not deleted.

Unassigned Hosts' Role: Will apply if no Role is assigned between existing Security
Database records of a Guest selection and a Host selection. Allows selected Guest
actions (initially none). Role can be modified but not deleted.

Manage Roles from the Records menu Role submenu:

[Records] Edit View Options Help

Security Settings L Role Assignment r

Legging 3 Role 3 Mew ...
Scheduling * Edit ...
Metop Definitions 3 Delete
Windows Definitions r

RSA SecurlD Definitions 3

Directory Services Definitions *

Import data

Reset All

Drop All Tables

or from the matching Role Records Pane context menu:

Mew ...
Edit ...
Delete

It contains these commands:

New

Edit
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e Delete

See also

Selection Pane
Security Settings
Records Pane
Logging

Scheduling
Windows Definitions

Netop Definitions

RSA SecurlD Definitions
Directory Services Definitions
View Menu

Details

Security Database Setup
Records Menu

2.4.2.2.1 New

Select the Role menu New command, click the toolbar New Role button with a padlock or
press F9 to show this window:

' ™
Netop Security Role ﬂ

@ Name New Role

Description

Permissions | Confim Access

Al
Remote control [View) =)

Use keyboard and mause
Lack keyboard and mouse
Elank the screen
Transfer the clipboard
Execute command [Restart, ...]
Request chat
Fequest audio chat
Request videa
Send files to host
Receive files fram host
Fiun programs
Redirzct print
Fiemote manage
Retrieve inventony
Dremonstrate
Send message
Join multi Guest session

Aot as multi Guest session Administrator

DDDDDDDDDDDDDDDDDDDDg

i e

e Ports

Elocked Ports

[ aK ] [ Cancel ]

" 4

It specifies a Role record.
Name: []: This field will contain the Role name.

Description: []: This field can contain a Role description that will be shown in the Role
Records Pane Description column.

Allow: Check a box to allow the action to a Guest connected to a Host. Uncheck to not
allow. Remote control sub-action check boxes will be enabled only if the Remote Control
(View) box is checked. If multiple Role Assignments apply, an action being allowed in any
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applicable Role Assignment will override this action not being allowed in other applicable
Role Assignment.

Deny: Check a box to deny the action to a Guest connected to a Host. Uncheck to not
deny. Remote control sub-action check boxes will be enabled only if the Remote Control
(View) box is unchecked. If multiple Role Assignments apply, an action being denied in any
applicable Role Assighnment will override this action being allowed in other applicable Role
Assighment.

Click the Confirm Access tab to finalize the role:

r ™y
Metop Security Role @

@ MName Mew Fold

Description

Permizzions | Confirm dccess

[ Force disable 1

[ Enable
Except when Evenif!

Carputer lacked
Mo uzer logged on

Guest uger logged on

1 Overrides all ather roles

[ oK ] [ Cancel ]

L A

In addition to the Allow and Deny options you can select the Enable check box to enable
Confirm Access for the role. This means that a user on the Host side of a remote control
session must confirm access. When you select the Enable check box, the below listed
exceptions become available for selection, so that optionally you can modify Enable -
Confirm Access. You can select Confirm Access - Except when - Computer locked, No
user logged on, and/or Guest user logged on (same user logged on on both sides).

However, you might belong to various user groups with different roles. The rights of all
roles that you belong to will apply in combination. If the Confirm Access - Even if -
Computer locked, No user logged on and/or Guest user logged on options are set in this
role, these options will then override the Except when options in all other roles.

If you are for instance an enterprise administrator you want to be able to carry out your
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work without Confirm Access. To override any roles that involve Confirm Access, you can
select the Force disable check box.

Note

View the applicable Role of a Guest with a Host in the Who May Remote Control Whom
(Accessible Hosts) and Who May Remote Control Whom (Permitted Guests) windows.

Click OK to close the window to create the Role record in the Role Records Pane.

See also

Role

Toolbar

Records Pane

Role Assighment

Who May Remote Control Whom (Accessible Hosts)
Who May Remote Control Whom (Permitted Guests)

2.4.2.2.2 Edit

Select a Role record and select the Role menu Edit command, click the toolbar Edit
Selected button, press CTRL+E or double-click a Role record to show its properties in the
Netop Security Role window to edit them.

Note

You cannot edit the built-in Role records Full Control and No Access. Role Assignments will
apply the edited properties of an edited Role record.

See also

Role

Toolbar

Netop Security Role window
Role Assignment

2.4.2.2.3 Delete

Select Role records and select the Role menu Delete command, click the toolbar Delete
Selected button or press CTRL+D to show a confirmation window to confirm deleting them.

Note

You cannot delete the built-in Role records Full Control, No Access, Standard Role and
Unassigned Hosts’ Role. Role Assignments that use a deleted Role record will be deleted.

See also

Role
Toolbar
Role Assignments
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2.4.2.3 Security Policies

Select the Selection Pane Security Settings branch Security Policies command to show
this Records Pane:

Parameter Sekting
Security Server Public Key Ak
Security Server Group Mame (backwards compatibility) Ak
Security Server Group Lisk
Eglrrererred Guest Type m windows user
PreFerred Host Type MTuser if logged. ..
Elclean up log entries older than 7 davs
Eclean up active session entries older than 4 hours
ERun scheduler Yes
Note

By default, the Selection Pane will below the Netop Security Management root element
show Security Settings, Logging, Scheduling and Windows Definitions branches in this
order. Netop Definitions, RSA SecurlID Definitions and Directory Services Definitions
branches will be hidden. You can hide/show branches by selecting View menu branch
name commands.

It will show Security Policies as named icons or table records. The Details selection will
show table records in a table with these column contents:

e Parameter: Security Policy icon and name/description.
e Setting: (Icon and) value.
You cannot sort records.

To manage a Security Policy, double-click its record to show the matching window as
explained in these sections:

e Security Server Public Key

Note: Group Name functionality has been replaced by Public Key functionality. Group
Name has been left in the system for backward compatibility only and we strongly
recommend that you use Public Key and update your Netop Hosts.

e Security Server List

e Preferred Guest Type

e Preferred Host Type

¢ Logging Options

Note

To adopt Security Policy changes, Netop Security Servers must log off from and on to the
Security Database.

See also

Selection Pane
Security Settings
Records Pane
Logging

Scheduling
Windows Definitions
Netop Definitions
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RSA SecurlD Definitions
Directory Services Definitions
View Menu

Security Policies

Details

Netop Security Server Setup
Security Database Setup

2.4.2.3.1 Security Server Public Key
Select this Security Policies record:
Security Server Public Key Aok

and click the toolbar Edit Selected button, press CTRL+E or double-click the record to
show this window:

Netop Security Manager - Security Server Public Key fg|

B 5

Ih order to zecure a trusted connection bebween your Hosts and Securnity Servers, a
Public/Private K.ey eschange will take place. All Security Servers reading thiz databaze
will belong ta the group identified by the Public Key:

o
m
o
=
%
[
m
[
o
=
m
-
>

MIIBl&NE gkghkiG 3w0BALE FAAOCARBAMIIB Cak CAGE AN 331 9R 170 zU fOgmy
DHiZ+4) oE 56K 8g3y3gN M 7y 7iPzE PoBli2yni0 7r2/ ) UeyBhigGiB /d2LE Ss'w SN gl

D s4HvIZgl 5PV p-2p) de+BT /CGNeD 4cdkl o 4BEY Un/hfemtdnBHMAOIOCoFR - —
A7316kBk7EE Y HfigFtL O 2gpidwsl bol 53001 d/iMbk R xa36deGIT SRJIRCEMEM
E'w//colBfPlctG Ge?ZE LAS2wU TYRZEViMIfurdE b 7HIIIM 21 d2aR kCERL N i mgP bl

[Qenerate Mew Public: Key ] [ Copy to clipboard

The Hosts must be configured with the Public Key generated above. For production
environments, it is recommended to generate a new Public Key for your Hosts before
deployment, othemwize the default Public Key will be used.

You zhould restrict access to reading the Private Key in the databaze.

If you change the Public Key, you must restart your Security Servers, reconfigure and
reztart all your Hosts.

[ ok | [ Cancel

From this window you can copy the Public Key to make it available to Hosts. If the Public
Key is changed, you must restart Security Servers, reconfigure and restart Hosts.

See also

Security Policies
Toolbar
Security Database Wizard

2.4.2.3.2 Security Server Group Name (backwards compatibility)

Select this Security Policies record:

Security Server Group Mame (backwards compatibility) Hkkokck

and click the toolbar Edit Selected button, press CTRL+E or double-click the record to
show this window:
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Netop Security Manager - Security Server Group Name E|

B W

If you are using older Hosts, zpecify a Group Mame here. All Security Servers reading this
databasze will belong to the group zpecified. Group Name provides backwards
compatibility. It is recommended to update your Host: and use the Public Fey instead.

Group Mame [Private] |uo" |
Canfirm Group Name |uo" |
Group 1D [Public) |2D5D8022082BEE58E5?9E3?3805EBESS |

The Security Server Group Hame iz not public. [norder to connect to the Server Group,
the Hosts must be configured with the Group ID generated above. “vou should restrict
access to reading the group name in the databaze.

Changes to the group name do not take effect until you restart a Security Server. [F pou
hawe servers runhing and you change the group name, you must restart all your Security
Servers and reconfigure all your Hosts,

I Ok ] l Cancel ]

As stated in the text in the window, the Group functionality is displayed for compatibility
with previous version. It is recommended that you update your Hosts and use Public Key
instead.

Group name (private) []: By default, Netop is specified in this field. Characters will show
as dots or asterisks. For a working security database, you should specify another private
Group name that should be known only among Netop Security Management
administrators.

Confirm group name []: Re-specify in this field the private Group name for confirmation.

Group ID (public) []: This field will show the 32-digit hexadecimal checksum generated
from the private Group name. This is the Group ID that must be specified on Hosts that
use this security server group.

Note

From this window or from the Security Database Wizard Security Server Group Name
window, you can copy the public Group ID to make it available to Hosts. If the private
Group nhame and consequently the public Group ID is changed, Hosts that use this security
server group must change their specified Group ID accordingly.

See also

Security Policies
Toolbar
Security Database Wizard

Group name
Security Server Group Name window

Group ID

2.4.2.3.3 Security Server List

Select this Security Policies record:

|Security Server Group Lisk
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and click the toolbar Edit Selected button, press CTRL+E or double-click the record to
show this window:

NetOp Security Manager - Security Server List

B W

Enter the HetOp Host D= for the Security Server(z) in this group. For security reasonz, you
gt restart all running servers before starting the new server pou add here,

Semvers Rurning  Answer docesz Server BB Requeste | Access Server Key

B, ceoonz €3 B Mo

CGO002 | [ add ][ Remove | [ Edt.. |[ Hep |

¢ Back Mext »

It specifies security server group members and Netop Access Server compatibility.

Note
A similar window is shown in the Security Database Wizard.

The pane will show records of the security server group Netop Security Servers in a table
with these column contents:

e Servers: Host icon and Netop Security Server Host ID.

e Running: Security server status: Question mark: Unknown, Check mark: Logged on to
the security database, Red dot with white X: Not logged on to the security database.

e Answer Access Server 6.5 Requests: Traffic light icon and Yes if Netop Access Server
compatible, No if not Netop Access Server compatible.

e Access Server Key: Access Server key (authentication key) of a Netop Access Server
compatible Netop Security Server.

[] Add: The field will initially show the Netop Security Manager computer name. Specify in
the field the Host ID of a Netop Security Server that shall be a member of the group and
click Add to add its record in the pane.

Remove: Select a record in the pane and click this button to remove it.

Edit: Select a record in the pane and click this button to show this window:
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NetOp Security Manager - Server Properties [z|

CGo0oz2

ou will need to logoff and logon to the databasze in the
zerver before these changes become effective.

[]Enable MetOp B.5 &ccess Server compatibility

Access Server Kep

I 0K ] [ Cancel ]

It enables Netop Access Server compatibility.

O Enable Netop 6.5 Access Server compatibility: Check this box to enable Netop Access
Server compatibility.

Note

Netop Access Server compatibility is required only if Hosts of a version lower than 7.0
must be supported by Netop Security Management.

Access Server Key []: Specify in this field the Access Server Key (authentication key)
that this Netop Security Server shall use for authenticating Netop Access Server users.

See also

Security Policies
Toolbar
Security Database Wizard

2.4.2.3.4 Preferred Guest Type
Select this Security Policies record:
|PreFerred Guest Type Q Windows user

and click the toolbar Edit Selected button, press CTRL+E or double-click the record to
show this window:
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NetOp Security Manager

* Preferred Guest Type | Smart Card |

&

Fleasze select pour preferred security mode:

(®) Guests enter Windows usemame and password

() Guests enter ASA SecuwlD usemame and passcode

ﬂ () Guests enter NetOp Guest ID and password
8

() Guests enter Directory Services usemame and password

Some Hosts are nat able to handle Windows users. These hosts will always ask the Guest
to prompt the MetOp way,

[ QK. H Cancel ] Apply

It has a Preferred Guest Type tab and a Smart Card tab.
Preferred Guest Type Tab

This tab specifies the type of logon credentials that Hosts shall request from connecting
Guests if they can.

Note
A window with the same contents is shown in the Security Database Wizard.

Select one of these options:

© Guests enter Windows user name and password: Hosts shall request Windows
credentials (User name, Password, Domain) if they can (default selection).

O Guests enter Netop Guest ID and password: Hosts shall request Netop credentials
(Guest ID, Password).

O Guests enter RSA SecurlID user name and PASSCODE: Hosts shall request RSA SecurlD
credentials (User Name, (Password), PASSCODE) if they can.

O Guests enter Directory Services user name and password: Hosts shall request
directory services credentials (User Name, Password, Directory Server) if they can.

Non-Windows Guests such as Linux and Mac do not support Windows Definitions, RSA
SecurlD Definitions or Directory Services Definitions and can request only Netop
credentials. If Netop Security Management shall support such Gusts, Role Assighments
based on Guest Netop Definitions must be available in the Security Database.
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Smart Card Tab

NetOp Security Manager

Preferred Guest Type | Smart Card |

Wwindows Security banagement

To uze Smart Card for Windows Security b anagement authentication, select an option
below and on the Prefermed Guest Tupe tab select Guests enter Windows uzemame and
pazsword

(#) Mever log in with Smart Card
() Always log in with Smart Card

(" Allow login with Smart Card or credentials [name. password and domain]

Diirecton Services

To uze Smart Card for Directary Services authentication, select options below and an the
Preferred Guest Type tab select Guests enter Directory Services username and pagaword

(%) Mever log in with Smart Card
() Always log in with Smart Card

(") Allow login with Smart Card or credentials [name, passward and directory server)

Certificate field identifying the uzer logging in:
(%) Subject field

(") Subject alternative name field [must contain a user principal name [UPM])

The certificate field matches this Directory Services attribuke:

Leave blank to match a user object distinguizhed name

[ QK. ][ Cancel ] Apply

This tab specifies Guest Smart Card logon options.
Windows Security Management

Select one of these options:

® Never log on with Smart Card: Enable only credentials logon (default selection).
O Always log on with Smart Card: Enable only Smart Card logon.

O Allow both logon with Smart Card and credentials (name, password and domain):
Enable credentials and Smart Card logon.
Directory Services

Select one of these options:

© Never log on with Smart Card: Enable only credentials logon (default selection).
O Always log on with Smart Card: Enable only Smart Card logon.

O Allow both logon with Smart Card and credentials (name, password and directory
server): Enable credentials and Smart Card logon.
Select one of these options:

© Subject field: Retrieve the user identification from the subject field (default selection).

O Subject alternative name field (must be a User Principal Name (UPN)): Retrieve the
user identification from the alternative field.
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Specify in the field the directory services attribute type name of the certificate field
contents only if different from a user object distinguished name type.

See also

Security Policies

Toolbar

Security Database Wizard
Role Assignment

Windows Definitions

Netop Definitions

RSA SecurlD Definitions
Directory Services Definitions
Security Database Setup

2.4.2.3.5 Preferred Host Type
Select this Security Policies record:
|F‘reFerred Host Type @ MTuser if logged. ..

and click the toolbar Edit Selected button, press CTRL+E or double-click the record to
show this window:

MetOp Security Manager - Preferred Host Type fg|

&

Please zelect your prefenred Host type:

g (%) Windows User, if one is logged in, othenwize Waorkstation

I the first mode, you may access a computer if pou may access the person who iz logged
in, even if access to the workstation itzelf is denied. To lock a server, uncheck the Host's
‘Enable User Mame' box in the Program Options - Hosthame tab

I (]S ] l Cancel l

It specifies how Hosts shall identify themselves to Netop Security Server if they can.

Note
A similar window is shown in the Security Database Wizard.

Select one of these options:

®© Windows user if one is logged on, otherwise workstation: If they can, Hosts shall
identify themselves by any logged on Windows User or if no user is logged on by the
Host computer Windows Workstation (default selection).

O Always the workstation: If they can, Hosts shall always identify themselves by the Host
computer Windows Workstation.
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O Netop Host ID: Hosts shall identify themselves by their Netop Host ID.

Non-Windows Hosts such as Linux and Mac do not support Windows Definitions and will
always identify themselves by their Netop Host ID. If Netop Security Management shall
support such Hosts, Role Assignments based on their Host Netop Definitions must be
available in the Security Database.

See also

Security Policies

Toolbar

Security Database Wizard
Windows User

Windows Workstation
Netop Host ID

Role Assignment
Windows Definitions

Role

Netop Definitions
Security Database Setup

2.4.2.3.6 Logging Options

Select one of these Security Policies records:

Elclean up log entries older than 7 davs
EICIean up active session entries alder than 4 hours
ERun scheduler Yes

and click the toolbar Edit Selected button, press CTRL+E or double-click the record to
show this window:

Logging Options &|

= X

The log iz gerviced every midnight. Some records are kept, zome are wiitten to a file in the
MetOp directory of the Security Server which perfarms the job.

Clean up log entries older than |ﬁ | days

Clean up active zezsion entries older than |4 | o

A zeheduler in each security zerver manages jobs and databasze cleanup. Thiz allows pou
to dizable the schedulers

Fun Scheduler

If you change the above setting, you must restart all the security servers, for which pou
wizh to alker their schaduler thread behaviour

I OF. H Cancel ]

It specifies logging options.

Clean up log entries older than [] days: Specify in this field a number (default: 7) for the
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days after which log records shall be deleted.

Note
Specify 0 (zero) to not clean up logs automatically.

Clean up active session entries older than [] hours: Specify in this field a number
(default: 4) for the hours after which Active Sessions records shall be deleted.

M Run Scheduler: Uncheck this box to disable scheduling including cleanup and Scheduled
Jobs (default: checked).

See also

Security Policies
Toolbar

Active Sessions
Scheduled Jobs

2.4.3 Logging

You can manage Logging records from the Records menu Logging submenu:

ERecords] Edit View Options Help

Security Settings [

Legging 2 Security Log 2
Scheduling [ Metop Log [
Metop Definitions 2 Active Sessions 2
Windows Definitions k

R5A SecurlD Definitions 2

Directory Services Definitions L

Import data

Reset All

Crop All Tables

- or from the Selection Pane Logging branch:

= El Logging
E] Securiky Log
ﬂ Metop Log
% Active Sessions

that include these commands:
e Security Log

e Netop Log

e Active Sessions

Note
By default, the Selection Pane will show the Logging branch. You can hide and show it

62



2 Netop Security Management

from the View menu Logging command.

See also

Records Menu
Selection Pane
Logging

View Menu

2.4.3.1 Security Log

Select the Selection Pane Logging branch Security Log command to show this Records
Pane:

Created CreatedBy  Status | Action Operand Operator | Pl =
G 2006-03-25 15:55... g « ok Logoni#) 3} o 2o

@ 2006-03-24 23:145... g ¥ ok Logoff(s) 2} o 2o

(= 2006-03-24 21:19... g « Ok Update(m @ Role 2} 3 Standard Role

{9 2006-03-24 21:19... cg ¥ ok Update(3) & Role 2} 3 standard Role
{Bz006-03-24 21:19... «cg ~ Ok Update (3 @ Raole 23 Standard Role
¥ 2006-03-24 21:15... cg « Ok Delete(z) @ Role 25 Jersen

& 7006-03-24 21:14... g ¥ ok Insertil) & Role 25 Jensen

& 2006-03-24 13:37... g « Ok Logoni4) 2} 0 N

@ 2006-03-24 17:23... tg ¥ ok Logoff(s) 2} o 2o

&2006—03—24 13:49.,. g ~ Ok Insertil) f:'r Domain @ 1 DAk ARE
%2006-03-24 13:129... g ‘/ ok Insert{1) T Role assignment @ 5 GID: 3 GTYP...
&2006—03—24 13:29.,. g ~ Ok Insertil) @ Windows group @ 1080 Documentati...
%2006-03-24 10:15... cg ‘/ ok Insert{1) T Role assignment @ 3 GID: 1 GTYP...
%2006—03—24 10:15... cg 1'( ok Insert{1) T Role assignment @ 2 GID: 2 GTYP...  w
Note

By default, the Selection Pane will below the Netop Security Management root element
show Security Settings, Logging, Scheduling and Windows Definitions branches in this
order. Netop Definitions, RSA SecurlD Definitions and Directory Services Definitions
branches will be hidden. You can hide/show branches by selecting View menu branch
name commands.

It will show security database actions as named icons or table records. The Details
selection will show table records with these column contents:

e Created: Action type icon and time stamp in format YYYY-MM-DD HH:MM:SS.
e CreatedBy: Creator Windows user or workstation name.

e Status: Check mark and Ok (success) or red dot with white X and Err <Number>
(failure).

e Action: Action type description and number.

e Operand: Record type icon and description (question mark balloon and 0 if not a
record).

e Operator: Question mark balloon and record number (0 if not a record).
e P1: Parameter 1 (action specification).

Manage Security Log records from the Records menu Security Log submenu:
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ERecords] Edit View Options Help

Security Settings k |

Legging 3 Security Log 3 Delete Clder Than ...
Scheduling k Metop Log r Clear Log

Metop Definitions 2 Active Sessions 3

Windows Definitions r

RSA SecurlD Definitions 3

Directory Services Definitions »

Import data

Reset All

Drop All Tables

or from the matching Security Log Records Pane context menu:

Delete Older Than ...
Clear Log

Delete Older Than...: Select a Security Log record and select this command to show a
confirmation window to confirm deleting records older than the selected record.

Clear Log: Select this command to show a confirmation window to confirm deleting all
Security Log records.

Note
The log will be cleaned up automatically according to specified Logging Options.

See also

Selection Pane

Logging

Records Pane

Security Settings
Scheduling

Windows Definitions
Netop Definitions

RSA SecurlID Definitions
Directory Services Definitions
View Menu

Details

Records Menu

Logging Options
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2.4.3.2 Netop Log

Select the Selection Pane Logging branch Netop Log command to show this Records Pane:

Created EwventType  Host  Description  DtlErrar | ProtocolError - Serialo

Note

By default, the Selection Pane will below the Netop Security Management root element
show Security Settings, Logging, Scheduling and Windows Definitions branches in this
order. Netop Definitions, RSA SecurlID Definitions and Directory Services Definitions
branches will be hidden. You can hide/show branches by selecting View menu branch
name commands.

It will show records of Netop events on Netop modules that log on a Netop Security
Server that belongs to the Security Database Security Server group. Events can be
shown as named icons or table records. The Details selection will show table records with
these column contents:

e Created: Netop log icon and time stamp in format YYYY-MM-DD HH:MM:SS.
e EventType: Event code.

e Host: Logging Netop module name.

e Description: Event arguments. Will show ??? if the event has no arguments.
e DtIError: Will show 0 as error logging is not implemented.

e ProtocolError: Will show 0 as error logging is not implemented.

e SerialNo: Logging Netop module event number.

Note
Netop event logging is explained in the User's Guide.

Manage Netop Log records from the Records menu Netop Log submenu:
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File E Records ] Edit View Optiocns Help
Security Settings » |
Logging [ Security Log [
Scheduling [ Metop Log [ Delete Qlder Than ...
Metop Definitions [ Active Sessions [ Clear Log
Windows Definitions *
RSA SecurlD Definitions »
Directory Services Definitions [
Import data
Reset All
Drop All Tables

or from the matching Netop Log Records Pane context menu:

Delete Clder Than ...
Clear Log

Delete Older Than...: Select a Netop Log record and select this command to show a
confirmation window to confirm deleting records older than the selected record.

Clear Log: Select this command to show a confirmation window to confirm deleting all
Netop Log records.

Note
The log will be cleaned up automatically according to specified Logging Options.

See also

Selection Pane

Logging

Records Pane

Security Settings
Logging

Scheduling

Windows Definitions
Netop Definitions

RSA SecurlID Definitions
Directory Services Definitions
View Menu

Security Database Setup
Security Server group
Details

Records Menu

Logging Options
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2.4.3.3 Active Sessions

Select the Selection Pane Logging branch Active Sessions command to show this Records
Pane:

Guesk Host  SessionType  Started

BND active sessions makching your filker, ...

Note

By default, the Selection Pane will below the Netop Security Management root element
show Security Settings, Logging, Scheduling and Windows Definitions branches in this
order. Netop Definitions, RSA SecurlID Definitions and Directory Services Definitions
branches will be hidden. You can hide/show branches by selecting View menu branch
name commands.

It will show Active Sessions records based on Netop Log Host session event records.

Note

Active Sessions records will be shown only to the extent that Netop Hosts log session
events on a Netop Security Server that belongs to the Security Database Security Server
group. If Netop Host session event loggings are incomplete, Active Sessions records may
be inaccurate.

Active Sessions can be shown as named icons or table records. The Details selection will
show table records with these column contents:

e Guest: Session type icon and Netop Log Description column value of a Netop Host
session event record.

e Host: Netop Log Host column value of a Netop Host session event record.

e SessionType: Session type name derived from the Netop Log Netop Host session event
record.

e Started: Session start time stamp in format YYYY-MM-DD HH:MM:SS

Manage Active Sessions records from the Records menu Active Sessions submenu:
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|Ei|e ERecmds] Edit View Options Help

Security Settings r |

Legging 3 Security Log J

Scheduling r Metop Log »

Metop Definitions 3 Active Sessions [ Refresh
Windows Definitions r

RSA SecurlD Definitions 3

Directory Services Definitions *

Import data

Reset All

Drop All Tables

or from the matching Active Sessions Records Pane context command:

Refresh

Refresh: Select this command, press F5 or click the Filter and Fetching Bar Refresh button
to retrieve fresh Security Database data to refresh Active Sessions records.

Note

Active Sessions records will be refreshed automatically every ten seconds and will be
cleaned up automatically according to specified Logging Options.

See also

Selection Pane

Logging

Records Pane

Security Settings
Scheduling

Windows Definitions
Netop Definitions

RSA SecurlID Definitions
Directory Services Definitions
View Menu

Netop Log

Security Database Setup
Security Server group
Details

Records Menu

Filter and Fetching Bar
Logging Options
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2.4.4 Scheduling

You can manage Scheduling records from the Records menu Scheduling submenu:

|Ei|e [Recmds] Edit View Options Help

Security Settings r

Legging 3

Scheduling L lobs r
Metop Definitions 3

Windows Definitions r

R5A SecurlD Definitions 3

Directory Services Definitions *

Import data

Reset All

Drop All Tables

that contains this command:
e Jobs
You can also manage Scheduling records from the Selection Pane Scheduling branch:

EI@ scheduling
. &8 scheduled Jobs

which includes this matching command:

e Scheduled Jobs

Note

By default, the Selection Pane will show the Scheduling branch. You can hide and show it
from the View menu Logging command.

See also

Records Menu
Selection Pane
Scheduled Job

Scheduling
View Menu
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2.4.4.1 Scheduled Job

Select the Selection Pane Scheduling branch Scheduled Jobs command to show this
Records Pane:

Description  GroupID | Domain | StartTime  EndTime | Flags | ID | Created  CreatedBy = Modified  ModifiedBy

[
|

Note

By default, the Selection Pane will below the Netop Security Management root element
show Security Settings, Logging, Scheduling and Windows Definitions branches in this
order. Netop Definitions, RSA SecurlID Definitions and Directory Services Definitions
branches will be hidden. You can hide/show branches by selecting View menu branch
name commands.

It will show Scheduled Job records that will enable a group record temporarily within a
specified period, optionally according to a weekly schedule.

Scheduled Jobs can be shown as named icons or table records. The Details selection will
show table records with these column contents:

e Description: Scheduled Job icon and optionally a description.

e GroupID: Group type icon and name and group record ID column value.
e Domain: Group record Domain column value, if a Windows group.

e StartTime: Start time stamp in format YYYY-MM-DD HH:MM:SS.

e EndTime: End time stamp in format YYYY-MM-DD HH:MM:SS.

e Flags: Weekly schedule hexadecimal number.

e ID: Record number (records will be numbered starting from 1).

e Created: Creation date stamp in format YYYY-MM-DD HH:MM:SS.

e CreatedBy: Creator Windows user name.

e Modified: Modification date stamp in format YYYY-MM-DD HH:MM:SS.
e ModifiedBy: Modifier Windows user name.

Manage Scheduled Job records from the Records menu Jobs submenu:
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|Ei|e [Recmds] Edit View Options Help

Security Settings r

Legging 3

Scheduling L lobs k Mew ...
Metop Definitions 3 Details
Windows Definitions r Edit ...
RS54 SecurlD Definitions 3 Delete
Directory Services Definitions *

Import data

Reset All

Drop All Tables

or from the matching Scheduled Job Records Pane context menu:

Mew ...
Details
Edit ...
Delete

It contains these commands:
e New

¢ Details

o Edit

e Delete

See also

Selection Pane
Scheduling

Records Pane

Security Settings
Loggin

Windows Definitions
Netop Definitions

RSA SecurlD Definitions
Directory Services Definitions
View Menu

Details

Records Menu
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2.4.4.1.1 New

Select the Jobs menu New command, click the toolbar New Scheduled Job button with a
clock or press F10 to run the Scheduled Job wizard to show this window:

Temporary Access &|

m g Windows group

Thiz dialog allows vou to specify time-windows far when a group iz enabled or dizabled.

From
Description || | To
ou can grant emporany access for a Windows group defined in the Windows User Need two dates.

td anager or you can uze a NetOp Group.

() Windows Group
) Guest 1D Group
() Host ID Group

< Back [ tewt > l[ Cancel

This wizard will create a Scheduled Job record.

Wizard windows will show options to the left and specifications to the right. Suggested or
completed specifications will be shown in black text. User messages will be shown in blue
text.

This window specifies an optional Scheduled Job description and selects a group type.

Description []: Optionally, specify in this field a Scheduled Job description that will be
shown in the Scheduled Job Records Pane Description column.

Select one of these options:

® Windows group: Create a Windows Group Scheduled Job (default selection).
O Guest ID group: Create a Netop Guest ID Group Scheduled Job.

O Host ID group: Create a Netop Host ID Group Scheduled Job.

If on a Windows 2000+ computer you select Windows group, the Windows Select Group
window will be shown after clicking Next. When you have selected a Windows group, the
Select <Type> Group window will be shown.

Otherwise, this window will be shown when you click Next:
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Select Windows Group

‘g Windows group

Documentation
DANWARE

Domain From

To

findoves Group

Meed two dates.

The Windows users in the group vou select here will be enabled at the start time(s] pou
zelect next. The group will be dizabled again at the end time[z]. “'ou must remermber alzo
ta ingert the Role Assignments, which pou wish this Group to be able to obtain.

l < Back ” tewt > l[ Cancel

It specifies a Scheduled Job group selection.

If a Windows group was selected in a Windows Select Group window, the disabled left
drop-down box fields and the right Windows group specification will show the domain and
group name.

Otherwise, a drop-down box whose list contains available Security Database group record
names will be shown to the left. Actively select a list name to show it in the field to
specify it to the right immediately or after clicking Next.

Click Next to show this window:

Start Date and Time E|

NetOp Guest ID Group
MY GUEST GROUP

The Group iz to be enabled

From
@) Once on () Checked weekdays starting Sun Mar 26 2006 07:00:00
To
| 3/26/2008 v Every
Menday MNeed two dates.
at ‘ f5:00:00 &M - | T
X WWednesday
Thurzday
Friday
Saturday
Sunday
< Back ” Memt = l [ Cancel
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It specifies a Scheduled Job start date and time and optionally a weekly schedule.

Select one of these options:

®© Once on: Specify one date and time interval (default selection).

O Checked weekdays starting: Enable the Every section to specify a weekly schedule in a
date and time interval.

[<Date>]: Click the button of this drop-down box to show a calendar. Select a date in the

calendar to show it in the field or edit the date in the field (default: today).

[<Time>]: Select time elements and change them with the up/down buttons or edit the
time in the field (default: 7:00:00 AM).

Every: Check weekday boxes to enable at the specified time on checked weekdays.

Click Next to show this window:

End Time 3

NetOp Guest ID Group
MY GUEST GROUP

The Group iz to be dizabled again on [or on selected days until) From
Sun Mar 26 2006
To
| 417379005 3 | Every Sun Apr 23 2006
Manday Mon 07:00:00 — 18:00:00
| BONIOFM B Tuesday Tue 07:00:00 — 18:00:00
[¥] wednesday Wed 07:00:00 — 18:00:00
Thurgday Thu 07:00:00 — 18:00:00
Friday Fri 07:00:00 — 18:00:00
[ 5aturday gat
[ Sunday an
Ok
l < Back ” Finigh l [ Cancel ]

r25 Aproi Apr 08 Apr 15 Apr 22

It specifies a Scheduled Job end date and time, if selected in a weekly schedule.

[<Date>]: Click the button of this drop-down box to show a calendar. Select a date in the
calendar to show it in the field or edit the date in the field (default: 28 days from today).

[<Time>]: Select time elements and change them with the up/down buttons or edit the
time in the field (default: 6:00:00 PM).

Every: This section will be enabled if a weekly schedule was selected in the Start Date
and Time window. Check weekdays to disable at the specified time on checked weekdays.
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Note

Start Date and Time and End Time window checked weekdays must match. If a valid
weekly schedule has been created, a bar in a lower extension of the window will show it
graphically. If your selections are valid, the Finish button will be enabled.

Click Finish to end the wizard to create the specified Scheduled Job record.

See also

Jobs menu

Toolbar

Scheduled Job

Records Pane

Windows Group

Netop Guest ID Group
Netop Host ID Group
Security Database Setup

2.4.4.1.2 Detalils

Select a Scheduled Job record and select the Scheduled Job menu Details command to
show records of the individual Scheduled Job actions. The Details selection will show table
records with these column contents:

e ExecuteAt: Scheduled Job icon and time stamp in format YYYY-MM-DD HH:MM:SS.
e Action: Check mark 7: Enable or red dot with white X 8: Disable.
e Operand: Group record GroupName column value.

e Operator: If Windows group, group record RID column number. If Netop group, group
record ID column value.

e P1: Group record GroupName column name.

e P2: If Windows group, group record Domain column value.

e JobID: Scheduled Job record ID column value.

e ID: Record number (records will be numbered starting from 1).

e Created: Creation time stamp in format YYYY-MM-DD HH:MM:SS.

e CreatedBy: Creator Windows user name.

Right-click in the Records Pane and select Back or press CTRL+BACKSPACE to show
unexpanded Scheduled Job records.

See also

Scheduled Job
Details
GroupName
RID

ID

Domain
Records Pane
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2.4.4.1.3 Edit

Select a Scheduled Job record and select the Scheduled Job menu Edit command, click
the toolbar Edit Selected button, press CTRL+E or double-click a Scheduled Job record to
show the record properties in the Scheduled Job wizard to edit them.

See also

Scheduled Job
Toolbar
Scheduled Job wizard

2.4.4.1.4 Delete

Select Scheduled Job records and select the Scheduled Job menu Delete command, click
the toolbar Delete Selected button or press CTRL+D to show a confirmation window to
confirm deleting them.

See also

Scheduled Job
Toolbar

2.4.5 Netop Definitions

You can manage Netop Definitions records from the Records menu Netop Definitions
submenu:

|Ei|e fRecords] Edit View Options Help

Security Settings »

Legging J

Scheduling »

Metop Definitions [ Guest ID 3
Windows Definitions » Guest ID Group *
RS54 SecurlD Definitions L Host ID 3
Directory Services Definitions » Host ID Group *
Import data Metop Properties 2
Reset All

Drop All Tables

or from the Selection Pane Netop Definitions branch:

=&, NetOp Definitions
-;-& Guesk IDs
ﬁ Guest ID Groups

B, Host IDs

B Host D Groups
h MetOp Properties

which includes these commands:
e Netop Guest IDs

e Netop Guest ID Groups

e Netop Host IDs
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e Netop Host ID Groups
e Netop Properties

Note

By default, the Selection Pane will not show the Netop Definitions branch. You can show
and hide it from the View menu Netop Definitions command. Using Netop Definitions, Netop
Security Management will identify a connecting Guest by the Netop Guest ID it specifies
when logging on to the Host and a connected to Host by the Host ID specified on the
Host.

See also

Records Menu
Selection Pane

Netop Definitions
Netop Guest IDs
Netop Guest ID Groups
Netop Host IDs

Netop Host ID Groups
Netop Properties

View Menu

2.4.5.1 Netop Guest ID

Click the Selection Pane Netop Definitions branch Guest IDs command to show this
Records Pane:

Usertame = Enabled  Password | ForceChange  Callback I Pwdwwrong  Pwdbum  PwdChanged  PwdUsed

By G, B oM. SN, 1 0 ) 2006-03-2... 2006-0...

[
|~

Note

By default, the Selection Pane will below the Netop Security Management root element
show Security Settings, Logging, Scheduling and Windows Definitions branches in this
order. Netop Definitions, RSA SecurlD Definitions and Directory Services Definitions
branches will be hidden. You can hide/show branches by selecting View menu branch
name commands.

It will show Netop Guest IDs as icons or table records. The Details selection will show
table records with these column contents:

e UserName: Netop Guest ID icon and name.
e Enabled: Check mark (enabled) or red dot with white X (disabled).

e Password: Yellow key and asterisks (password specified) or white key and No Password
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(no password specified)

ForceChange: Check mark (Guest user must specify a new password at next logon) or
nothing (password is OK).

Callback: White phone and No callback (callback is not implemented in Netop Security
Management).

ID: Record number (records will be numbered starting from 1).

PwdWrong: Number of wrong passwords in last logon attempt.

PwdNum: Number of recent passwords that cannot be reused.

PwdChanged: Last password change time stamp in format YYYY-MM-DD HH:MM:SS.
PwdUsed: Last password use time stamp in format YYYY-MM-DD HH:MM:SS.
Description: Optional Netop Guest ID description.

Created: Creation time stamp in format YYYY-MM-DD HH:MM:SS.

CreatedBy: Creator Windows user name.

Modified: Modification time stamp in format YYYY-MM-DD HH:MM:SS.

ModifiedBy : Modifier Windows user name.

Manage Netop Guest ID records from the Records menu Guest ID submenu:

|Ei|e [Records] Edit View Options Help

Security Settings [

Logging [

Scheduling [

Metop Definitions [ Guest ID [ Mew ...

Windows Definitions [ Guest ID Group [ Edit ...

R34 SecurlD Definitions * Host ID * Delete

Directory Services Definitions [ Host ID Group [ Accessible Hosts ...
Import data Metop Properties [

Reset All

Drop All Tables

or from the matching Netop Guest ID Records Pane context menu:

Mew ...
Edit ...
Delete
Accessible Hosts .

It contains these commands:

New
Edit
Delete

Accessible Hosts

See also
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Selection Pane
Netop Definitions
Records Pane
Security Settings
Logging

Scheduling
Windows Definitions

Netop Definitions

RSA SecurlD Definitions
Directory Services Definitions
View Menu

Details

Records Menu

2.45.1.1 New

Select the Netop Guest ID menu New command, click the toolbar New Netop Guest ID
button with a Netop Guest icon or press F3 to show this window:

NetOp Guest ID |z|

General | tembier 0f|

m | ME' GUEST ID

Dezcription | |

Callback number | |

Callback mode Pazzword

Pazzword

Canfirrm

]
[ ]

Change at next logon

(%) Mo callback
lllegal count III
Histary count
Statug III
[] Disabled
0k ] [ Cancel ] Apply
Note

To show toolbar Netop Definitions buttons, while the Selection Pane shows the Netop
Definitions branch select the View menu Large Toolbar or Small Toolbar command.

This window specifies a Netop Guest ID record. It has two tabs:
e General tab

e Member Of tab

General Tab

This tab specifies general Netop Guest ID record properties.
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[<Netop Guest ID name>]: If creating a Netop Guest ID record, replace the default NEW
GUEST ID field contents by the name by which the record Guest shall identify itself. If
editing a Netop Guest ID record, you can edit the Netop Guest ID name.

Description []: Optionally, specify in this field a description that will be shown in the Netop
Guest ID Records Pane Details show Description column.

Callback Number []: This field will be disabled as callback options are currently not
implemented in Netop Security Management.

Callback Mode
= No callback: This option will always be selected to apply no callback.

Status

O Record is disabled: Check this box to disable the record (default: unchecked).

Note

Netop Security Management will not use a Role Assignment record that uses a disabled
Guest or Host selection record.

Password
This section specifies Netop password properties.

Password []: If creating a Netop Guest ID record, this field will be empty. Optionally,
specify a password. Characters will showas dots or asterisks. If editing a Netop Guest ID
record, this field will typically show dots or asterisks signifying that a password is
specified. You can edit the password.

Confirm []: Re-specify in this field a new password for confirmation.

Note
Netop passwords must satisfy Netop Guest ID Password Properties.

M Change at next logon: If creating a Netop Guest ID record, this box will be checked to
request that the Guest user changes the password at next logon after which the box
will become unchecked. You can uncheck and check the box.

Illegal count []: This disabled field will show the number of unsuccessful password

attempts in the last Guest logon.

History count []: This disabled field will show the number of used passwords that cannot
be reused.

Last change []: This disabled field will show the last time the password was changed.
Last use []: This disabled field will show the last time the password was used.
Member Of Tab

This tab specifies the Netop Guest ID Group records of which this Netop Guest ID record is
a member:
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NetOp Guest ID |z|

General | Member of |

Plzaze be aware that the group membershipz are in effect immediately, and
that they are not brought back to the initial gettings if vou press cancel.

MY GUEST GROUP

Add ... l [ Remowe ]

[ 0k ][ Cancel ] Apply

This tab specifies the Netop Guest ID Group records of which this Netop Guest ID record is
a member:

The pane will show the names of Netop Guest ID Group records of which this Netop Guest
ID record is a member (initially none).

Add...: Click this button to show this window:

Add NetOp Guest ID to NetOp Guest ID Group |z|

I Ok ][ Cancel l

It adds this Netop Guest ID record as a member of Netop Guest ID Group records.

The pane will show the names of Netop Guest ID Group records of which this Netop
Guest ID record is not a member.
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Select in the pane Netop Guest ID Group record names and click OK to close the
window to add this Netop Guest ID record as a member of selected Netop Guest ID
Group records.
Remove: Select Netop Guest ID Group record names in the pane and click this button to
remove this Netop Guest ID record as a member of selected Netop Guest ID Group
records.

See also

Netop Guest ID

Toolbar

Netop Definitions

Selection Pane

View Menu

Records Pane

Details

Role Assignment

Netop Guest ID Password Properties
Netop Guest ID Group

2.45.1.2 Edit

Select a Netop Guest ID record and select the Netop Guest ID menu Edit command, click
the toolbar Edit Selected button, press CTRL+E or double-click a Netop Guest ID record to
show its properties in the Netop Guest ID window to edit them.

Note

Role Assignments will apply the edited properties of an edited Guest or Host selection
record.

See also

Netop Guest ID
Toolbar

Netop Guest ID window
Role Assignment

2.4.5.1.3 Delete

Select Netop Guest ID records and select the Netop Guest ID menu Delete command, click
the toolbar Delete Selected button or press CTRL+D to show a confirmation window to
confirm deleting them.

Note
Role Assignment records that use a deleted Guest or Host selection record will be deleted.

See also

Netop Guest ID
Toolbar
Role Assighment
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2.4.5.1.4 Accessible Hosts

Select a Netop Guest ID record and select the Netop Guest ID menu Accessible Hosts
command to show the Who May Remote Control Whom (Accessible Hosts) window.
See also

Netop Guest ID
Who May Remote Control Whom (Accessible Hosts) window

2.4.5.2 Netop Guest ID Group

Click the Selection Pane Netop Definitions branch Guest ID Groups command to show this
Records Pane:

Grouphame  Enabled  Descripkion  ID | Created CreatedBy  Modified MadifiedBy
Byl 1 2006-03-26 16:58:17 cg 2006-03-26 16:58:17 g
Note

By default, the Selection Pane will below the Netop Security Management root element
show Security Settings, Logging, Scheduling and Windows Definitions branches in this
order. Netop Definitions, RSA SecurlD Definitions and Directory Services Definitions
branches will be hidden. You can hide/show branches by selecting View menu branch
name commands.

It will show Netop Guest ID Groups as icons or table records. The Details selection will
show table records with these column contents:

e GroupName: Netop Guest ID Group icon and name.

e Enabled: Check mark (enabled) or red dot with white X (disabled).

e Description: Optional Netop Guest ID Group description.

e ID: Record number (records will be numbered starting from 1).

e Created: Creation time stamp in format YYYY-MM-DD HH:MM:SS.

e CreatedBy: Creator Windows user name.

e Modified: Modification time stamp in format YYYY-MM-DD HH:MM:SS.
e ModifiedBy: Modifier Windows user name.

Manage Netop Guest ID Group records from the Records menu Guest ID Group submenu:
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|Ei|e [Recmds] Edit Niew Options Help

Security Settings r

Legging 3

Scheduling r

Metop Definitions 3 Guest ID L

Windows Definitions * Guest ID Group » Mew ...
RSA SecurlD Definitions 3 Host ID L Edit ...
Directory Services Definitions * Host ID Group » Delete
Import data Metop Properties » Mernbers ...
Reset All

Drop All Tables

- or from the matching Netop Guest ID Group Records Pane context menu:

Mew ...
Edit ...
Delete
Members ...

It contains these commands:
e New

e Edit

e Delete

e Members

See also

Selection Pane

Netop Definitions
Records Pane

Security Settings
Logging

Scheduling

Windows Definitions
RSA SecurlD Definitions
Directory Services Definitions
View Menu

Details

Records Menu

Members

84



2 Netop Security Management

2.45.2.1 New

Select the Netop Guest ID Group menu New command, click the toolbar New Netop Guest
ID Group button with a double Netop Guest icon or press F4 to show this window:

NetOp Group &|

m [NEV NETOP GUEST ID GROUF |

Description | |

[ item iz dizablad with MetOp

| ok | [ conce

Note

To show toolbar Netop Definitions buttons, while the Selection Pane shows the Netop
Definitions branch select the View menu Large Toolbar or Small Toolbar command.

This window specifies a Netop Guest ID Group record.

[<Netop Guest ID Group name>]: If creating a Netop Guest ID Group record, replace the
default NEW NETOP GUEST ID GROUP field contents by the desired group name. If editing a
Netop Guest ID Group record, you can edit the Netop Guest ID Group name.

Description []: Optionally, specify in this field a description that will be shown in the Netop
Guest ID Group Records Pane Details show Description column.

O Record is Disabled: Check this box to disable the record (default: unchecked).

Note

Enabled group member records will remain enabled. Netop Security Management will not
use a Role Assignment record that uses a disabled Guest or Host selection record.

See also

Netop Guest ID Group
Toolbar

Netop Definitions
Selection Pane

View Menu

Records Pane

Details

Role Assighment

2.4.5.2.2 Edit

Select a Netop Guest ID Group record and select the Netop Guest ID Group menu Edit
command, click the toolbar Edit Selected button, press CTRL+E or double-click a Netop
Guest ID Group record to show its properties in the Netop Group window to edit them.

Note
Role Assignments will apply the edited properties of an edited Guest or Host selection
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record.

See also

Netop Guest ID Group
Toolbar

Netop Group window
Role Assighments

2.4.5.2.3 Delete

Select Netop Guest ID Group records and select the Netop Guest ID Group menu Delete
command, click the toolbar Delete Selected button or press CTRL4+D to show a
confirmation window to confirm deleting them.

Note

Group member records will not be deleted. Role Assignments that use a deleted Guest or
Host selection record will be deleted.

See also

Netop Guest ID Group
Toolbar
Role Assighments

2.45.2.4 Members

Select a Netop Guest ID Group record and select the Netop Guest ID Group menu
Members command to show this window:

;&MY GUEST

I Close ] l Add ] [ Remove l

It manages Netop Guest ID Group record Netop Guest ID record members.

The title bar will show the Netop Guest ID Group name.
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The pane will show Netop Guest ID Group record Netop Guest ID record member icons and
names.

Add: Click this button to show this window:

MY GUEST GROUP

JACE

[ Ok ] I Cancel ]

It adds Netop Guest ID record members to the selected Netop Guest ID Group record.
The title bar will show the Netop Guest ID Group name.

The pane will show icons and names of Netop Guest ID records that are not members of
the Netop Guest ID Group record.

Select in the pane Netop Guest ID records and click OK to add them as members of the

Netop Guest ID Group record.
Remove: Select in the pane Netop Guest ID records and click this button to remove them

as members of the Netop Guest ID Group record.

See also

Netop Guest ID Group
Netop Guest ID
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2.4.5.3 Netop Host ID

Click the Selection Pane Netop Definitions branch Host IDs command to show this Records
Pane:

HostMame | Emabled  ID Description  Created CreatedBy  Modified MadifiedBy
B, bV HOST 1 2006-03-27 12:22:59 g 2006-03-27 12:23:112 g
Note

By default, the Selection Pane will below the Netop Security Management root element
show Security Settings, Logging, Scheduling and Windows Definitions branches in this
order. Netop Definitions, RSA SecurlID Definitions and Directory Services Definitions
branches will be hidden. You can hide/show branches by selecting View menu branch
name commands.

It will show Netop Host IDs as named icons or table records. The Details selection will
show table records with these column contents:

e HostName: Netop Host ID icon and name.

e Enabled: Check mark (enabled) or red dot with white X (disabled).

e ID: Record number (records will be numbered starting from 1).

e Description: Optional Netop Host ID description.

e Created: Creation time stamp in format YYYY-MM-DD HH:MM:SS.

e CreatedBy: Creator Windows user name.

e Modified: Modification time stamp in format YYYY-MM-DD HH:MM:SS.
e ModifiedBy: Modifier Windows user name.

Manage Netop Host ID records from the Records menu Host ID submenu:
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|Ei|e [Recmds] Edit View Options Help

Security Settings [

Logging [

Scheduling [

Metop Definitions [ Guest IDY [

Windows Definitions [ Guest ID Group [

R5A SecurlD Definitions * HostID * Mew ...

Directory Services Definitions » Host ID Group » Edit ...

Import data Metop Properties [ Delete

Reset All Permitted Guests...
Drop All Tables

- or from the matching Netop Host ID Records Pane context menu:

Mew ...
Edit ...
Delete
Permitted Guests, ..

It contains these commands:
¢ New

Edit

Delete

Permitted Guests

See also

Selection Pane
Netop Definitions
Records Pane
Security Settings
Logging

Scheduling
Windows Definitions

RSA SecurlID Definitions
Directory Services Definitions
View Menu

Details

Records Menu

Permitted Guests
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2.45.3.1 New

Select the Netop Host ID menu New command, click the toolbar New Netop Host ID button
with a Netop Host icon or press F6 to show this window:

NetOp Host ID x]

Gerneral | tember Df|

;! ;i [NEw HOST ID

Description | |

[ tem iz dizabled with MetOp

Ok ] [ Cancel Apply

Note

To show toolbar Netop Definitions buttons, while the Selection Pane shows the Netop
Definitions branch select the View menu Large Toolbar or Small Toolbar command.

This window specifies a Netop Host ID record. It has two tabs:
e General tab

e Member Of tab

General Tab

This tab specifies general Netop Host ID record properties.

[<Netop Host ID name>]: If creating a Netop Host ID record, replace the default NEW
HOST ID field contents by the Host ID by which the record Host will identify itself to
Netop Security Server. If editing a Netop Host ID record, you can edit the Netop Host ID
name.

Description []: Optionally, specify in this field a description that will be shown in the Netop
Host ID Records Pane Details view Descriptioncolumn.

O Record is disabled: Check this box to disable the record (default: unchecked).

Note

Netop Security Management will not use a Role Assignment record that uses a disabled
Guest or Host selection record.
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Member Of Tab

The functionality of this tab is similar to the functionality of the Netop Guest ID window
Member Of tab.

See also

Netop Host ID
Toolbar

Netop Definitions
Selection Pane

View Menu

Records Pane

Details

Role Assignment

Netop Guest ID window

2.4.5.3.2 Edit

Select a Netop Host ID record and select the Netop Host ID menu Edit command, click the
toolbar Edit Selected button, press CTRL+E or double-click a Netop Host ID record to
show its properties in the Netop Host ID window to edit them.

Note

Role Assignments will apply the edited properties of an edited Guest or Host selection
record.

See also

Netop Host ID
Toolbar

Netop Host ID window
Role Assignments

2.4.5.3.3 Delete

Select Netop Host ID records and select the Netop Host ID menu Delete command, click
the toolbar Delete Selected button or press CTRL+D to show a confirmation window to
confirm deleting them.

Note
Role Assignment records that use a deleted Guest or Host selection record will be deleted.

See also

Netop Host ID
Toolbar

Role Assignment

2.4.5.3.4 Permitted Guests

Select a Netop Host ID record and select the Netop Host ID menu Permitted Guests
command to show the Who May Remote Control Whom (Permitted Guests) window.

See also

Netop Host ID
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Who May Remote Control Whom (Permitted Guests) window

2.4.5.4 Netop Host ID Group

Click the Selection Pane Netop Definitions branch Host ID Groups command to show this
Records Pane:

Groupfane Enabled = Description = ID | Created CreatedBy = Modified MaodifiedBy
By HOS... 1 2006-03-27 12:23:129  cq 2006-03-27 12:23:29 g
Note

By default, the Selection Pane will below the Netop Security Management root element
show Security Settings, Logging, Scheduling and Windows Definitions branches in this
order. Netop Definitions, RSA SecurlID Definitions and Directory Services Definitions
branches will be hidden. You can hide/show branches by selecting View menu branch
name commands.

It will show Netop Host ID Groups as named icons or table records. The Details selection
will show table records with these column contents:

e GroupName: Netop Host ID Group icon and name.

e Enabled: Check mark (enabled) or red dot with white X (disabled).

e Description: Optional Netop Host ID Group description.

e ID: Record number (records will be numbered starting from 1).

e Created: Creation time stamp in format YYYY-MM-DD HH:MM:SS.

e CreatedBy: Creator Windows user name.

e Modified: Modification time stamp in format YYYY-MM-DD HH:MM:SS.

e ModifiedBy: Modifier Windows user name.

Note

A default Netop Host ID Group named Unregistered Host IDs with ID = 0 will not be shown
in the pane. This group that is included for Netop Access Server compatibility enables an
old version Access Server enabled Netop Host for which no Netop Host ID record exists to
use an Access Server enabled Netop Security Server. You can create Role Assignments
with this Netop Host ID Group only with Netop Guest IDand Netop Guest ID Group
records. You should not use this Netop Host ID Group for any other purpose than
importing an old version Netop Access Server setup, see AMPLUS.EXE.

Manage Netop Host ID Group records from the Records menu Host ID Group submenu:
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|Ei|e ERecmds] Edit Niew Options Help

Security Settings r

Legging 3

Scheduling r

Metop Definitions 3 Guest ID L

Windows Definitions * Guest ID Group »

RSA SecurlD Definitions 3 Host ID L

Directory Services Definitions * Host ID Group » Mew ...
Import data Metop Properties » Edit ...
Reset All Delete
Drop All Tables Mernbers ...

- or from the matching Netop Host ID Group Records Pane context menu:

Mew ...
Edit ...
Delete
Members ...

It contains these commands:
e New

e Edit

e Delete

e Members

See also

Selection Pane

Netop Definitions
Records Pane

Security Settings
Logging

Scheduling

Windows Definitions
Netop Definitions

RSA SecurlD Definitions
Directory Services Definitions
View Menu

Details

Netop Host ID

Netop Guest ID Group
Role Assighment
AMPLUS.EXE

Records Menu

Members

2.45.4.1 New

Select the Netop Host ID Group menu New command, click the toolbar New Netop Host ID
Group button with a double Netop Host icon or press F7 to show the Netop Group window
whose functionality is similar with Netop Guest ID Groups and Netop Host ID Groups.
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Note

To show toolbar Netop Definitions buttons, while the Selection Pane shows the Netop
Definitions branch select the View menu Large Toolbar or Small Toolbar command.

See also

Netop Host ID Group
Toolbar

Netop Group window
Netop Guest ID Group
Netop Definitions
Selection Pane

View Menu

2.4.5.4.2 Edit

Select a Netop Host ID Group record and select the Netop Host ID Group menu Edit
command, click the toolbar Edit Selected button, press CTRL+E or double-click a Netop
Host ID Group record to show its properties in the Netop Group window to edit them.

Note

Role Assignments will apply the edited properties of an edited Guest or Host selection
record.

See also

Netop Host ID Group
Toolbar

Netop Group window
Role Assignments

2.4.5.4.3 Delete

Select Netop Host ID Group records and select the Netop Host ID Group menu Delete
command, click the toolbar Delete Selected button or press CTRL+D to show a
confirmation window to confirm deleting them.

Note

Group member records will not be deleted. Role Assighments that use a deleted Guest or
Host selection record will be deleted.

See also

Netop Host ID Group
Toolbar
Role Assighments

2.4.5.4.4 Members

Select a Netop Host ID Group record and select the Netop Host ID Group menu Members
command to show the Netop Group Members window whose functionality is similar with
Netop Guest ID Groups and Netop Host ID Groups.
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See also

Netop Host ID Group
Netop Group Members window
Netop Guest ID Groups

2.4.5.5 Netop Properties

Click the Selection Pane Netop Definitions branch Netop Properties element to show this
Records Pane:

Property Setting | Created CreatedBy = Modified
%Minimum password length (0-16) ] 2006-03-23 1123146 g 2006-03-23
%NetOp password synkax error Mo 2006-03-23 11:23:46 g 20056-03-23
%Passwnrd histary length (0-10) 0 2006-03-23 11:23:146 g 2006-03-23
%Passwnrds liFgtime (0-29 days, 0 = infinite) 0 2006-03-23 11:23:146 g 2006-03-23
%Lock accounts after password Failures (0-10, 0=never) 0O 2006-03-23 11:23:146 g 2006-03-23
@ﬁLock accounts if not used for (0-99 days, 0 = infinite) 0 2008-03-23 11:23:146 g 2008-03-23
< | >

Note

By default, the Selection Pane will below the Netop Security Management root element
show Security Settings, Logging, Scheduling and Windows Definitions branches in this
order. Netop Definitions, RSA SecurlD Definitions and Directory Services Definitions
branches will be hidden. You can hide/show branches by selecting View Menu branch
name commands.

It will show Netop Properties as named icons or table records. The Details selection will
show table records with these column contents:

e Property: Key icon and property description.

Setting: Property value.
Created: Creation time stamp in format YYYY-MM-DD HH:MM:SS.

CreatedBy: Creator Windows user name.

Modified: Modification time stamp in format YYYY-MM-DD HH:MM:SS.

ModifiedBy: Modifier Windows user name.
You cannot sort records.

Manage Netop Properties records from the Records Menu Netop Properties submenu:
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|Ei|e [Records] Edit View Options Help

Security Settings r

Legging 3

Scheduling r

Metop Definitions 3 Guest ID J

Windows Definitions * Guest ID Group »

RSA SecurlD Definitions 3 Host 1D L

Directory Services Definitions * Host ID Group »

Import data Metop Properties » Edit ...
Reset All

Drop All Tables

- or from the matching Netop Properties Records Pane context command:

Edit ...

Select this command, click the toolbar Edit Selected button, press CTRL+E or double-click
any Netop Properties record to show this window:

NetOp Guest ID Password Properties b_<|

= A

Metlp Password Syntas

tinimum pazsvord length [0-16]
Pazsword histary length [0-10] I:I

[] tust begin and end with a character and include a digit

HetOp Pazzword Lifetime

Pazzwards lifetime [0-39 days, 0 = infinite) I:I
Lock accounts if not uzed for [0-99 daps, 0 = infinite] I:I
Lock accounts after password failures [0-10, 0 = never] I:I

I 0K ] [ Cancel ]

It specifies Netop password properties.
Netop password syntax

Minimum password length (0-16) []: Specify in the field a number in the range for the
minimum number of characters in the password (default: 0).

Password history length (0-10) []: Specify in the field a number in the range for the
number of recent passwords that cannot be reused (default: 0).

O Must begin and end with a character and include a digit: Check this box to require that
the password begins and ends with a letter character and includes a numeral character
(default: unchecked).
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Note

If password syntax requirements are increased, current passwords that do not satisfy the
increased requirements will remain valid until changed.

Netop password lifetime

Password lifetime (0-99 days, O=infinite) []: Specify in the field a number in the range for
the maximum number of days the password can be used before it must be changed
(default: 0).

Lock accounts if not used for (0-99 days, O=infinite) []: Specify in the field a number in
the range for the number of days after which a Netop Guest ID record will be disabled if
not used (default: 0).

Lock accounts after password failures (0-10, O=never) []: Specify in the field a number in
the range for the number of unsuccessful password attempts after which the Netop Guest
ID record will be disabled (default: 0).

See also

Selection Pane

Netop Definitions
Records Pane

Security Settings
Logging

Scheduling

Windows Definitions
Netop Definitions

RSA SecurlD Definitions
Directory Services Definitions
View Menu

Details

Records Menu

Toolbar

Netop Guest ID

2.4.6 Windows Definitions

You can manage Windows Definitions records from the Records menu Windows Definitions
submenu:

|Ei|e | Records | Edit Wiew Options Help

Security Settings »

Legging b

Scheduling [

Metop Definitions »

Windows Definitions r Windows User 2
RS54 SecurlD Definitions » Windows Group L
Directory Services Definitions L Workstation 2
Import data Workstation Groups r
Reset All Domain 2
Drop All Tables

97



2 Netop Security Management

- or from the Selection Pane Windows Definitions branch:

=3 Windows Definitions

Q sers

W Groups
b/ Workstations
Ba) Workstation Groups

{7} Domains

that include these commands:
e Windows User
e Windows Group

Windows Workstation

Windows Workstation Group

Windows Domain

Note

By default, the Selection Pane will show the Windows Definitions branch. You can hide and
show it from the View menu Windows Definitions command. Using Windows Definitions,
Netop Security Management will identify a connecting Guest by the Windows User name it
specifies when logging on to the Host and a connected to Host by its computer Windows
logon user name if it identifies itself as a user or by its Windows computer name if it
identifies itself as a workstation, see Preferred Host Type.

See also

Records Menu

Selection Pane

Windows Definitions
Windows User

Windows Group

Windows Workstation
Windows Workstation Group
View Menu

Preferred Host Type

2.4.6.1 Windows User

Select the Selection Pane Windows Definitions branch Users element to show this Records
Pane:

RID UserMame Doman  Enabled  ID Created CreatedBy  Modified  ModifiedBy
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Note

By default, the Selection Pane will below the Netop Security Management root element
show Security Settings, Logging, Scheduling and Windows Definitions branches in this
order. Netop Definitions, RSA SecurlID Definitions and Directory Services Definitions
branches will be hidden. You can hide/show branches by selecting View menu branch
name commands.

It will show Windows Users as named icons or table records. The Details selection will
show table records in a table with these column contents:

e RID: Windows User icon and Windows relative identifier number.

e UserName: Windows User name.

e Domain: Windows User domain name.

e Enabled: Check mark (enabled) or red dot with white X (disabled).

e ID: Record number (records will be numbered starting from 1).

e Created: Creation time stamp in format YYYY-MM-DD HH:MM:SS.

e CreatedBy: Creator Windows user name.

e Modified: Modification time stamp in format YYYY-MM-DD HH:MM:SS.
e ModifiedBy: Modifier Windows user name.

Manage Windows User records from the Records menu Windows User submenu:

|Ei|e | Records | Edit View Options Help

Security Settings b

Logging »

Scheduling »

Metop Definitions >

Windows Definitions ] Windows User 4 Mew ...

RSA SecurlD Definitions » Windows Group 4 Edit ...

Directory Services Definitions » Workstation 4 Delete

Import data Workstation Groups 4 Accessible Hosts ..
Reset All Domain r Permitted Guests...
Drop All Tables

- or from the matching Windows User Records Pane context menu:

Mew ...
Edit ...
Delete
Accessible Hosts ...
Permitted Guests. ..

It contains these commands:
e New

o Edit

e Delete

e Accessible Hosts
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e Permitted Guests

Note

To create Role Assignments with domain Windows Users, records do not need to exist in
the Windows User Records Pane if the Netop Security Manager computer is connected to
the Windows User domain network.

See also

Selection Pane
Windows Definitions
Records Pane

Security Settings
Logging

Scheduling

Windows Definitions
Netop Definitions

RSA SecurlID Definitions
Directory Services Definitions
View Menu

Details

Records Menu
Accessible Hosts
Permitted Guests

Role Assignments

2.4.6.1.1 New
Select the Windows User menu New command to create Windows User records.

If Netop Security Manager runs on a Windows 2000+ computer, the Windows Select User
window will be shown to select a user to create a Windows User record.

If Netop Security Manager runs on another Windows computer, this window will be shown:

Insert Windows user E3
g Dramain I j

Userneme | ~ |

Inzerting an ‘windows user makes thiz uzer known to Netdp az an individual uzer,
20 he or zhe can obtain additional individual rights.

You need not insert individual Windows users. It is enough ta insert an Windows
qroup which the Windows uzer iz a member of,

Y'ou do not create any new users here, you only give NetOp a reference to an
exizting "Windows uzer, known by hiz or her unique BID number in the domain.

[ Account is disabled for MetDp use

Inzert Selectedl | Inzert All Usersl Cancel
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It creates Windows User records.

Domain []: The list of this drop-down box will contain the names of Windows domains
recognized by the Netop Security Manager computer. Select a name in the list to show it
in the field.

Username []: The list of this drop-down box will contain the names of users in the
Windows domain selected in the Domain drop-down box. Select a name in the list to show
it in the field.

O Record is disabled: Check this box to disable created records (default: unchecked).

Note

Netop Security Management will not use a Role Assignment record that uses a disabled
Guest or Host selection record.

Insert Selected: Click this button to create a Windows User record of the user selected in
the Username drop-down box.

Insert All Users: Click this button to create Windows User records of all users in the
Windows domain selected in the Domain drop-down box.

See also

Windows User
Domain

Role Assignment
Windows User
Username

2.4.6.1.2 Edit

Select a Windows User record and select the Windows User menu Edit command, click the
toolbar Edit Selected button, press CTRL+E or double-click a Windows User record to show
this window:

NetOp Properties for Windows user, &|

g Domain | DANWARE |

U semame |CQ |

[ ltem iz dizabled with NetOp

I 0K ] [ Cancel ]

It enables editing the properties of the selected Windows User record.
Domain []: This disabled field will show the Windows User record Domain column value.

Username []: This disabled field will show the Windows User record UserName column
value.

O Record is disabled: Check this box to disable the record (default: unchecked).
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Note

Netop Security Management will not use a Role Assighment record that uses a disabled
Guest or Host selection record.

See also

Windows User
Toolbar
Role Assignment

2.4.6.1.3 Delete

Select Windows User records and select the Windows User menu Delete command, click
the toolbar Delete Selected button or press CTRL+D to show a confirmation window to
confirm deleting them.

Note
Role Assignment records that use a deleted Guest or Host selection record will be deleted.

See also

Windows User
Toolbar
Role Assignment
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2.4.6.1.4 Accessible Hosts

Select a Windows User, Netop Guest ID, RSA SecurID User or Directory Services User
record and select the matching menu Accessible Hosts command to show this window:

Who may Remote Control Whom &|

; Thiz tree view shows a Guest as itz roat item. You can get information an which Hosts hel/she can
accesz and which rights can obtained to each Host,

Groupz and Domaing do not expand by default. Pleaze double click or prezs the right arrow key o
expand Groups and Domains.

« Ewenbody ”~ ~ Fctl
+ caDaNwWARE | | Keb
S-+f Documentation  Lekm
= Documentation, DaNWARE + Elrk.

ob DANWARE ¥ Cip

¥ ck.DANWARE w/BDDt

#7 pgpg. DANWARE < Chat

7 pgl DANWARE w/.l’-‘l.udi

#7 gz DANWARE \/S 4

i coDANWARE ="
E#] o DAMWARE \/ Recw
roven, DAMWARE + RurP

5 o DANWARE ¥ Pt
% 1. DANWARE + Mana
% pgn DAMWARE ¥ Irve
% 1 DANWARE ' Smsg
5 e DANWARE ¥ Migi
7 s DaNWARE ~ Madm
+ Mommnal Users = ¥ Conf
« Domain Users

+ webhail Users
£ Cucmd M

Cloze

| £

Note

To show this window for an individual selection for which Role Assignments are available
only with group records, create the individual selection record manually.

It will show the Role Assignments of an individual Guest selection record (Windows User,
Netop Guest ID, RSA SecurID User or Directory Services User) and its applicable Role
rights with any individual Host selection record (Windows User, Windows Workstation or
Netop Host ID) with which Role Assignments exist in the security database.

The left pane will show a tree structure with check marked named branches of the
selected Guest selection record and the groups of which it is a member. A [+] button
indicates that Role Assignments exist in the branch. Click a [+] button, press the right
arrow key or double-click the branch name to expand a branch. Click a [-] button, press
the left arrow key or double-click the branch name to collapse a branch. You can move
the selection with the up/down arrow keys.

You can expand groups into their individual Host selection records. A fully expanded
branch will show icons and names of individual Host selection records with which Role
Assignments exist in the security database.

Select an individual Host selection record to show in the right pane the applicable Role
rights of the selected Guest selection record with this Host selection record. Right pane
icons and abbreviations are explained in Role.
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See also

Windows User

Netop Guest ID

RSA SecurlD User
Directory Services User
Role Assignment

Role

Windows Workstation

Netop Host ID
2.4.6.1.5 Permitted Guests

Select a Windows User, Windows Workstation or Netop Host ID record and select the
matching menu Permitted Guests command to show this window:

Who may Remote Control Whom f'>_<|

; This tree view shows a Hogt ag itg rook item, v'ou can get information on which Guests hawve access
ta it and which rights each Guest can obtain.

Groups and Domains do not expand by default. Pleaze double click or press the right arraw key to
expand Groups and Domains.

+ Ewerbody ) + Rl
« coDANWARE || Keyb
-+ Documentation + Lekm
=-{#F Documentation DANWARE + Blrk

#] chDaNWARE ¥ Cip
#3 ck DANwWARE  Boot
%3 popg DANWARE < Chat
#3 pal DANWARE < Audi
3 gz DANWARE
3 coDANWARE ¥/ Send

[ ¢ coDANWARE ¥ Fecy
mvm, DANWARE + RurP
] o DANWARE + P
& 1. DANWARE V' Mana
i} pon DANWARE ¥ Inve
] Ik DANWARE + Smsg
% o DAMWARE + Mii
% 2 DANWARE ~ Madm
+ Momnal Users | ¥ Conf
« Domain Users
« webhail Users

| £

£ Fuan M

Cloze

Note

To show this window for an individual selection for which Role Assignments are available
only with group records, create the individual selection record manually.

It will show the Role Assignments of an individual Host selection record (Windows User,
Windows Workstation or Netop Host ID) and the applicable Role rights of any individual
Guest selection record (Windows User, Netop Guest ID, RSA SecurlID User or Directory
Services User) with which Role Assignments exist in the security database.

The left pane will show a tree structure with check marked named branches of the
selected Host selection record and the groups of which it is a member. A [+] button
indicates that Role Assignments exist in the branch. Click a [+] button, press the right
arrow key or double-click the branch name to expand a branch. Click a [-] button, press
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the left arrow key or double-click the branch name to collapse a branch. You can move
the selection with the up/down arrow keys.

You can expand groups into their individual Guest selection records. A fully expanded
branch will show icons and names of individual Guest selection records with which Role
Assighments exist.

Select an individual Guest selection record to show in the right pane the applicable Role
rights of this Guest record with the selected Host selection record. Right pane icons and
abbreviations are explained in Role.

See also

Windows User
Windows Workstation
Netop Host ID

Role Assighment

Role

Netop Guest ID

RSA SecurlD User
Directory Services User

2.4.6.2 Windows Group

Select the Selection Pane Windows Definitions branch Groups command to show this
Records Pane:

RID | GroupMame = Domain  Enabled  ID Created CreatedBy  Modified  ModifiedBy

@51, Document... DaM.. 3 2006-03-24 13:20:05  «cg 2006-... g

#%s.. Domain &.. DAN.. 2 2006-03-24 10:12:33 g 2006-.,, cg

#Es.. Domain ... DAM.. + 1 2006-03-24 10:12:33 cg 2006-.. g
Note

By default, the Selection Pane will below the Netop Security Management root element
show Security Settings, Logging, Scheduling and Windows Definitions branches in this
order. Netop Definitions, RSA SecurlID Definitions and Directory Services Definitions
branches will be hidden. You can hide/show branches by selecting View menu branch
name commands.

It will show Windows Groups as named icons or table records. The Details selection will
show table records with these column contents:

e RID: Windows Group icon and Windows relative identifier number.
e GroupName: Windows Group name.
e Domain: Windows Group domain name.

e Enabled: Check mark (enabled) or red dot with white X (disabled).
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ID: Record number (records will be humbered starting from 1).

Created: Creation time stamp in format YYYY-MM-DD HH:MM:SS.

CreatedBy: Creator Windows user name.

Modified: Modification time stamp in format YYYY-MM-DD HH:MM:SS.
e ModifiedBy: Modifier Windows user name.

Manage Windows Group records from the Records menu Windows Group submenu:

|Ei|e fRecmds] Edit View Options Help

Security Settings 2

Logging 3

Scheduling 3

Metop Definitions *

Windows Definitions 2 Windows User L

RSA SecurlD Definitions * Windows Group » Mew ...
Directory Services Definitions 2 Workstation » Edit ...
Import data Workstation Groups » Delete
Reset All Domain » [

Drop All Tables [

- or from the matching Windows Group Records Pane context menu:

Mew ...
Edit ...
Delete

It contains these commands:
e New
e Edit

e Delete

Note

To create Role Assignments with domain Windows Groups, records do not need to exist in
the Windows Group Records Pane if the Netop Security Manager computer is connected to
the domain network.

See also

Selection Pane
Windows Definitions
Records Pane

Security Settings
Logging

Scheduling

Netop Definitions

RSA SecurlID Definitions
Directory Services Definitions
View Menu

Details
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Records Menu
Role Assignments

2.4.6.2.1 New
Select the Windows Group menu New command to create Windows Group records.

If Netop Security Manager runs on a Windows 2000+ computer, the Windows Select Group
window will be shown to select a user group to create a Windows Group record.

If Netop Security Manager runs on another Windows computer, this window will be shown:

Insert Windows Group E3
g Domain I j

Group [ - |

Inzerting an "windows aroup makes thiz aroup khown to NetOp, so it can be uzed
in Role Assignments.

"When you aszign a Role to an Windows group, all users within that group may
obtain rights from the Raole.

Y'ou dao not create any new groups here, you only give MetOp a reference ta an
exizting Windows group, known by its unique RID nurmber in the damain.

[™ Group is disabled for NetDp use

| Inzert Selectedl |Insert All Grnupsl Cancel |

It creates Windows Group records.

Domain []: The list of this drop-down box will contain the names of Windows domains
recognhized by the Netop Security Manager computer. Select a name in the list to show it
in the field.

Group []: The list of this drop-down box will contain the names of groups in the Windows
domain selected in the Domain drop-down box. Select a user group name in the list to
show it in the field.

O Record is disabled: Check this box to disable created records (default: unchecked).

Note

Netop Security Management will not use a Role Assighment record that uses a disabled
Guest or Host selection record.

Insert Selected: Click this button to create a Windows Group record of the group selected
in the Group drop-down box.

Insert All Groups: Click this button to create Windows Group records of all groups in the
domain selected in the Domain drop-down box.

See also

Windows Group
Domain

Role Assignment
Group
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2.4.6.2.2 Edit

Select a Windows Group record and select the Windows Group menu Edit command, click
the toolbar Edit Selected button, press CTRL+E or double-click a Windows Grouprecord to
show this window:

NetOp Properties for Windows Group &|

g Damain | DishwARE |

Group |Domain Users |

[ item iz dizablad with NetOp

I OF. ] [ Cancel ]

It enables editing the properties of the selected Windows Group record.
Domain []: This disabled field will show the Windows Group record Domain column value.

Group []: This disabled field will show the Windows Group record GroupName column
value.

O Record is disabled: Check this box to disable the record (default: unchecked).

Note

Enabled group member records will remain enabled. Netop Security Management will not
use a Role Assignment record that uses a disabled Guest or Host selection record.

See also

Windows Group
Toolbar
Role Assignment

2.4.6.2.3 Delete

Select Windows Group records and select the Windows Group menu Delete command, click
the toolbar Delete Selected button or press CTRL+D to show a confirmation window to
confirm deleting records.

Note

Group member records will not be deleted. Role Assighments that use a deleted Guest or
Host selection record will be deleted.

See also

Windows Group
Toolbar
Role Assignments
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2.4.6.3 Windows Workstation

Select the Selection Pane Windows Definitions branch Workstations command to show this
Records Pane:

Computertlame | Domain |~ Enabled  ID | Created  CreatedBy  Modified  ModifiedBy

Note

By default, the Selection Pane will below the Netop Security Management root element
show Security Settings, Logging, Scheduling and Windows Definitions branches in this
order. Netop Definitions, RSA SecurlD Definitions and Directory Services Definitions
branches will be hidden. You can hide/show branches by selecting View menu branch
name commands.

It will show Windows Workstations as named icons or table records. The Details selection
will show table records with these column contents:

e ComputerName: Windows Workstation icon and Windows computer name.
e Domain: Windows Workstation domain name.

e Enabled: Check mark (enabled) or red dot with white X (disabled).

e ID: Record number (records will be numbered starting from 1).

e Created: Creation time stamp in format YYYY-MM-DD HH:MM:SS

e CreatedBy: Creator Windows user name.

e Modified: Modification time stamp in format YYYY-MM-DD HH:MM:SS

e ModifiedBy: Modifier Windows user name.

Manage Windows Workstation records from the Records menu Workstation submenu:
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|Ei|e | Records | Edit View Options Help

Security Settings b

Logging »

Scheduling »

Metop Definitions >

Windows Definitions ] Windows User J

R5A SecurlD Definitions » Windows Group »

Directory Services Definitions » Workstation L Mew ...

Import data Workstation Groups » Edit ...

Reset All Domain r Delete

Drop All Tables Permitted Guests...

- or from the matching Windows Workstation Records Pane context menu:

Mew ...
Edit ...
Delete
Permitted Guests. ..

It contains these commands:
e New

e Edit

e Delete

e Permitted Guests

Note

To create Role Assignments with domain Windows computers, records do not need to exist
in the Windows Workstation Records Pane if the Netop Security Manager computer is
connected to the domain network.

See also

Selection Pane
Windows Definitions
Records Pane
Security Settings
Logging

Scheduling
Netop Definitions

RSA SecurlID Definitions
Directory Services Definitions
View Menu

Details

Records Menu

Records Pane

Permitted Guests

Role Assignment
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2.4.6.3.1 New

Select the Windows Workstation menu New command to create Windows Workstation
records.

If Netop Security Manager runs on a Windows 2000+ computer, the Windows Select
Computer window will be shown to select a Windows computer to create a record of it in
the Windows Workstation Records Pane.

If Netop Security Manager runs on another Windows computer, this window will be shown:

Insert Workstation E3
& Domainl j
wiorkstation | ~ |

Inzerting a‘work station enables MetOp to give additional rights to Guestz who wish
to access it, compared ta the rights aranted ta the Domain.

You zhould only insert individual workstations in special cazes. |tis a lob zimpler to
azzing rightz to entire Domaing.

™ workstation is disabled for MetDp use

|InsertSeIected| | Insert &l I Cancel |

It creates Windows Workstation records.

Domain []: The list of this drop-down box will contain the names of Windows domains
recognized by the Netop Security Manager computer. Select a name in the list to show it
in the field.

Workstation []: The list of this drop-down box will contain the names of computers in the
Windows domain selected in the Domain drop-down box. Select a name in the list to show
it in the field.

O Record is disabled: Check this box to disable created records (default: unchecked).

Note

Netop Security Management will not use a Role Assighment record that uses a disabled
Guest or Host selection record.

Insert Selected: Click this button to create a Windows Workstation record of the
workstation selected in the Workstation drop-down box.

Insert All: Click this button to create Windows Workstation records of all computers in the
domain selected in the Domain drop-down box.

See all

Windows Workstation
Records Pane

Domain

Role Assighment
Workstation
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2 Netop Security Management

2.4.6.3.2 Edit

Select a Windows Workstation record and select the Windows Workstation menu Edit
command, click the toolbar Edit Selected button, press CTRL+E or double-click a Windows
Workstation record to show this window:

NetOp Properties for Workstation E|
3 Domasin | DANWARE |
Worlstation | CEO002 |
Member of Diomain Computers

[ item iz dizablad with NetOp

I (]S ] [ Cancel ]

It enables editing the properties of the selected Windows Workstation record.

Domain []: This disabled field will show the Windows Workstation record Domain column
value.

Workstation []: This disabled field will show the Windows Workstation record
ComputerName column value.

Member of []: This disabled pane will show the Windows Workstation Group records of
which the selected Windows Workstation record is a member.

O Record is disabled: Check this box to disable the record (default: unchecked).

Note

Netop Security Management will not use a Role Assignment record that uses a disabled
Guest or Host selection record.

See also

Windows Workstation
Toolbar

Windows Workstation Group
Role Assignment

2.4.6.3.3 Delete

Select Windows Workstation records and select the Windows Workstation menu Delete
command, click the toolbar Delete Selected button or press CTRL+D to show a
confirmation window to confirm deleting records.

Note
Role Assignment records that use a deleted Guest or Host selection record will be deleted.
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2 Netop Security Management

See also

Windows Workstation
Toolbar
Role Assignment

2.4.6.3.4 Permitted Guests

Select a Windows Workstation record and select the Windows Workstation menu
Permitted Guests command to show the Who May Remote Control Whom (Permitted
Guests) window.

See also

Windows Workstation
Who May Remote Control Whom (Permitted Guests) window

2.4.6.4 Windows Workstation Group

Select the Selection Pane Windows Definitions branch Workstation Groups command to
show this Records Pane:

GroupMane Daomain En... 1D Created CreatedBy
Dnmain Computers  DANWARE \/ 1 2006-03-25 13:49:35 cg
0 2
Note

By default, the Selection Pane will below the Netop Security Management root element
show Security Settings, Logging, Scheduling and Windows Definitions branches in this
order. Netop Definitions, RSA SecurlD Definitions and Directory Services Definitions
branches will be hidden. You can hide/show branches by selecting View menu branch
name commands.

It will show Windows Workstation Groups as named icons or table records. The Details
selection will show table records with these column contents:

GroupName: Windows Workstation Group icon and name.

Domain: Windows Workstation Group domain name.

Enabled: Check mark (enabled) or red dot with white X (disabled).

ID: Record number (records will be numbered starting from 1).

Created: Creation time stamp in format YYYY-MM-DD HH:MM:SS

CreatedBy: Creator Windows user name.

Modified: Modification time stamp in format YYYY-MM-DD HH:MM:SS
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e ModifiedBy: Modifier Windows user name.

Manage Windows Workstation Group records from the Records menu Workstation Group
submenu:

|Ei|e [ Records | Edit View Options Help

Security Settings »

Legging 2

Scheduling »

Metop Definitions k

Windows Definitions 3 Windows User 3

R5A SecurlD Definitions » Windows Group [

Directory Services Definitions » Workstation L

Import data Workstation Groups L Mew ...
Reset All Domain r Edit ...

Crop All Tables Delete

- or from the matching Windows Workstation Group Records Pane context menu:

Mew ...
Edit ...
Delete
Members ...

It contains these commands:
e New

o Edit

e Delete

e Members

Note

To create Role Assignments with domain Windows computer groups, records do not need
to exist in the Windows Workstation Group Records Pane if the Netop Security Manager
computer is connected to the domain network. However, Windows Workstation Group
records will initially have no Windows Workstation record Members.

See also

Selection Pane
Windows Definitions
Records Pane

Security Settings
Logging

Scheduling

Netop Definitions

RSA SecurlD Definitions
Directory Services Definitions
View Menu

Details

Records Menu

Members
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Role Assignments
Windows Workstation

2.4.6.4.1 New

Select the Windows Workstation Group menu New command to create Windows
Workstation Group records.

If Netop Security Manager runs on a Windows 2000+ computer, the Windows Select Group
window will be shown to select a computer group to create a Windows Workstation
Grouprecord.

If Netop Security Manager runs on another Windows computer, this window will be shown:

Insert Windows Group E3
g Domain I j
G [ - |

Inzerting an "windows aroup makes thiz aroup khown to NetOp, so it can be uzed
in Role Assignments.

"When you aszign a Role to an Windows group, all users within that group may
obtain rights from the Raole.

Y'ou dao not create any new groups here, you only give MetOp a reference ta an
exizting Windows group, known by its unique RID nurmber in the damain.

[™ Group is disabled for NetDp use

| Inzert Selectedl |Insert All Grnupsl Cancel |

It creates Windows Workstation Group records.

Domain []: The list of this drop-down box will contain the names of Windows domains
recognhized by the Netop Security Manager computer. Select a name in the list to show it
in the field.

Group []: The list of this drop-down box will contain the names of groups in the Windows
domain selected in the Domain drop-down box. Select a group name in the list to show it
in the field.

O Record is disabled: Check this box to disable created records (default: unchecked).

Note

Netop Security Management will not use a Role Assighment record that uses a disabled
Guest or Host selection record.

Insert Selected: Click this button to create a Windows Workstation Group record of the
computer group selected in the Group drop-down box.

Insert All Groups: Click this button to create Windows Workstation Group records of all
groups in the domain selected in the Domain drop-down box.

Note

A Windows Workstation Group record will initially have no Windows Workstation record
members. You can add members from the Members command.
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2 Netop Security Management

See also

Windows Workstation Group
Domain

Role Assignment

Group

Windows Workstation
Members

2.4.6.4.2 Edit

Select a Windows Workstation Group record and select the Windows Workstation Group
menu Edit command, click the toolbar Edit Selected button, press CTRL+E or double-click
a Windows Workstation Group record to show this window::

MetOp Properties for Windows Group &|

g Domain | DANWARE |

Group |Domain Computers |

[ ltem iz dizabled with MetOp

I 0K ] [ Cancel ]

It enables editing the properties of the selected Windows Workstation Group record.

Domain []: This disabled field will show the Windows Workstation Group record Domain
column value.

Group []: This disabled field will show the Windows Workstation Group record GroupName
column value.

O Record is Disabled: Check this box to disable the record (default: unchecked).

Note

Enabled group member records will remain enabled. Netop Security Management will not
use a Role Assignment record that uses a disabled Guest or Host selection record.

See also

Windows Workstation Group
Toolbar
Role Assighment

2.4.6.4.3 Delete

Select Windows Workstation Group records and select the Windows Workstation Group
menu Delete command, click the toolbar Delete Selected button or press CTRL+D to show
a confirmation window to confirm deleting them.

Note

Group member records will not be deleted. Role Assignments that use a deleted Guest or
Host selection record will be deleted.
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See also

Windows Workstation Group
Toolbar
Role Assignments

2.4.6.4.4 Members

Select a Windows Workstation Group record and select the Windows Workstation Group
menu Members command to show this window:

Domain Computers\DANWARE |E|

‘? CGO002ADAMWARE

I Cloze ] [ Add ] Remowe

It manages Windows Workstation Group record Windows Workstation record members.

The title bar will show the selected Windows Workstation Group record GroupName and
Domain column values.

The pane will show Windows Workstation record members identified by their
ComputerName and Domain column values.

Add: Click this button to show this window:
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Domain Computers\DANWARE - Add

{7} CE0002 7 #BFOD1 ~
' o7 ACCESS

o7 AMAD0T

& APO0D1

o/ CACOO2

o7 CBOOD2

& CEXP2 b

&I CC1

&2

&/ CGO002

o/ CGO003

Falu il

& CKO0D2

o CKVPCNSS WK

o) CRWINKP

&/ CR_IBMT43

o? DANWARE-TS-1

& DEV-BLD-RHS

&I DEVF52

ol DEV-RH7

& DEV-RHS

o DEY-5YR-004

| <

l (]9 ] I Cancel ]

It adds domain computers as members of the selected Windows Workstation Group
record.

The title bar will show the selected Windows Workstation Group record GroupName and
Domain column values.

The left pane will shows icons and names of domains recognized by the Netop Security
Manager computer. Select a domain to show its computers in the right pane.

Select domain computers and click OK to close the window to add selected computers
as members of the Windows Workstation Group record.

Note

If Windows Workstation records of computers added as members of a Windows
Workstation Group do not exist in the Security Database, they will be created.

Remove: Select Windows Workstation records in the pane and click this button to remove
them as members of the selected Windows Workstation Group record.

See also

Windows Workstation Group
Windows Workstation
Security Database
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2.4.6.5 Windows Domain

Select the Selection Pane Windows Definitions branch Domains command to show this
Records Pane:

Daormaintame  Enabled | ID | Created CreatedBy  Modified  ModifiedBy
{DANWARE 1 2006-.. g 2006-... g
Note

By default, the Selection Pane will below the Netop Security Management root element
show Security Settings, Logging, Scheduling and Windows Definitions branches in this
order. Netop Definitions, RSA SecurlD Definitions and Directory Services Definitions
branches will be hidden. You can hide/show branches by selecting View menu branch
name commands.

It will show Windows Domains as icons or table records. The Details selection will show
table records with these column contents:

DomainName: Windows Domain icon and name.

Enabled: Check mark (enabled) or red dot with white X (disabled).

ID: Record number (records will be humbered starting from 1).

Created: Creation time stamp in format YYYY-MM-DD HH:MM:SS

CreatedBy: Creator Windows user name.

Modified: Modification time stamp in format YYYY-MM-DD HH:MM:SS

e ModifiedBy: Modifier Windows user name.

Manage Windows Domain records from the Records menu Domain submenu:
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|Ei|e [ Records | Edit View Options Help

Security Settings 2

Legging ]

Scheduling 2

Metop Definitions [

Windows Definitions 4 Windows User J

R5A SecurlD Definitions [ Windows Group »

Directory Services Definitions 2 Workstation [

Import data Workstation Groups »

Reset All Domain r Mew ...
Drop All Tables Edit ...

Delete

- or from the matching Windows Domain Records Pane context menu:

Mew ...
Edit ...
Delete

It contains these commands:
e New
e Edit

e Delete

Note

To create Role Assignments with Windows domains, records do not need to exist in the
Windows Domain Records Pane if the Netop Security Manager computer is connected to
the domain network.

See also

Selection Pane
Windows Definitions
Records Pane

Security Settings
Logging

Scheduling

Netop Definitions

RSA SecurlID Definitions
Directory Services Definitions
View Menu

Details

Records Menu

Role Assignments
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2.4.6.5.1 New

Select the Windows Domain menu New command to show this window:

Insert Reference to Domain E|

& Domen | EEEI |

Inzerting a Domain makes it known to NetOp, =0 it can be uged in Role
Agzignmerts.

"When pou assign rights to a Domain, you azsign theze rights to all\Workstations,
which belong ta that Domain

The domain already existz, and which *Workstations are a member of the Domain iz
no concern of NetOp's.

[ item iz dizablad with NetOp

I Inzert Selectad ] l Inzert all Domaing ] [ Cancel

It creates Windows Domain records.

Domain []: The list of this drop-down box will contain the names of Windows domains
recognized by the Netop Security Manager computer. Select one to show it in the drop-
down box field.

O Record is disabled: Check this box to disable created records (default: unchecked).

Note

Netop Security Management will not use a Role Assignment record that uses a disabled
Guest or Host selection record.

Insert Selected: Click this button to create a Windows Domain record of the domain
selected in the Domain drop-down box.

Insert All Domains: Click this button to create Windows Domain records of all domains in
the Domain drop-down box list.
See also

Windows Domain
Role Assignment
Domain

2.4.6.5.2 Edit

Select a Windows Domain record and select the Windows Domain menu Edit command,
click the toolbar Edit Selected button, press CTRL+E or double-click a Windows Domain
record to show this window:
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MetOp Properties for Domain

O Damain DANWARE |

[ item iz dizablad with NetOp

I Ok ] [ Cancel ]

It enables editing the properties of the selected Windows Domain record.

Domain []: This disabled field will show the selected Windows Domain record DomainName
column value.

O Record is Disabled: Check this box to disable the record (default: unchecked).

Note

Enabled domain Windows Workstation records will remain enabled. Netop Security
Management will not use a Role Assighment record that uses a disabled Guest or Host
selection record.

See also

Windows Domain
Toolbar

Windows Workstation
Role Assignment

2.4.6.5.3 Delete

Select Windows Domain records and select the Windows Domain menu Delete command,
click the toolbar Delete Selected button or press CTRL+D to show a confirmation window
to confirm deleting them.

Note

Domain Windows Workstation records will not be deleted. Role Assignments that use a
deleted Guest or Host selection record will be deleted.

See also

Windows Domain
Toolbar

Windows Workstation
Role Assighments
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2.4.7 RSA SecurlD Definitions

You can manage RSA SecurlID Definitions records from the Records menu RSA SecurlID
Definitions submenu:

|Ei|e ERecords] Edit View Options Help

Security Settings k

Legging L

Scheduling k

Metop Definitions L

Windows Definitions r

RS54 SecurlD Definitions [ Users L
Directory Services Definitions k Groups k
Import data Properties k
Reset All

Drop All Tables

- or from the Selection Pane RSA SecurID Definitions branch:

=95 RSA SecurlD Definitions

Isers
Groups
Propetties

that include these commands:
e RSA SecurlD Users

e RSA SecurID Groups

e RSA SecurID Properties

Note

By default, the Selection Pane will not show the RSA SecurID Definitions branch. You can
show and hide it from the View menu RSA SecurlD Definitions command. Using RSA
SecurlD Definitions, Netop Security Management will identify a connecting Guest by the
RSA SecurID User name it specifies when logging on to the Host.

See also

Records Menu
Selection Pane

RSA SecurlID Definitions
RSA SecurID Users

RSA SecurlD Groups
RSA SecurlD Properties
View Menu
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2.4.7.1 RSA SecurlD User

Select the Selection Pane RSA SecurlID Definitions branch RSA SecurID Users command to
show this Records Pane:

Userblame Enabled I Created  CreatedBy  Modified  ModifiedBy

Note

By default, the Selection Pane will below the Netop Security Management root element
show Security Settings, Logging, Scheduling and Windows Definitions branches in this
order. Netop Definitions, RSA SecurlID Definitions and Directory Services Definitions
branches will be hidden. You can hide/show branches by selecting View menu branch
name commands.

It will show RSA SecurID Users as named icons or table records. The Details selection will
show table records with these column contents:

e UserName: RSA SecurlID User icon and name.

Enabled: Check mark (enabled) or red do