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Introduction

This document presents how to configure Netop Remote Control to use smartcard
authentication, either by working with Netop Security Server or directly on the Netop Host.

Prerequisites:
e 1 Domain Controller (DC) server.
¢ Netop Remote Control components installed: Guest, Host or Netop Security Server (NSS)

e Smartcard drivers installed on the Netop Guest.

2. Authenticate to the Host using smart card

A smart card can be used to authenticate a Guest user in two ways:
e Configuration on the Host

o Authenticate using Active Directory binding (Windows Security Management from
Guest Access Method).

o Authenticate using Directory Services (Directory services option from Guest
Access Method)

e Configuration on NSS.

¢ Authenticate using Active Directory binding (Windows Security Management from Guest
Access Method).

¢ Authenticate using Directory Services (Directory services option from Guest Access
Method)

2.1. Configuration on the Host

2.1.1. Authenticate using Active Directory binding

NOTE: In order for this authentication to work, smartcard drivers installed on the Netop Guest
should be installed on the Netop Host.
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<

AD.NSS.test
192.168.1.200

Active Directory

—_—
Switch
- ey /

«

- \\
Netop Guest — Smartcard Netop Host
Guest.NSS.test authentication Host.NSS.test
192.168.1.201 192.168.1.202

Windows 1012R2

In order to authenticate on remote systems using the smart card reader via Active Directory
binding:

1. On the Host machine go to Tools > Guest Access Security and from the Guest Access
Method drop-down list select the Grant each Guest individual access privileges using
Windows Security Management.

rGuest Access Security ﬂ‘

Guest Access Privieges | Guest Policy | MAC/IP Address List Setup | Encryption | Smart Card

[~ Guest Access Method

r~Individual Guests access privileges assigned

Alow guest o: =]
(= View only Remote control

(= Inventory only Use keyhoard and mouse

(9 Remote Management only Lock keyboard and mouse

Blank the screen

Transfer dipboard
Execute command (Restart, ...)
Request chat
Request audio chat and transfer sound
Request Video
Send files to host
Receive files from host
Run programs
Redirect print
Remote Manage
Retrieve Inventory

Send Message

| Demonstrate
Join multi Guest session
9] Act as multi Guest session Administrator |

Add security role | Add Group

Delete | Add User |

oK | Cancal | Hep |
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2. Onthe Smart Card tab in the Windows Security Management section, make sure to select
the Always log on with Smart Card option.

4 B
Guest Access Security u

Guest Access Privieges | Guest Policy | MAC/IP Address List Setup | Encryption  Smart Card

Windows Security Management

To use Smart Card for authentication with Windows Security Management select appropriate option below and select
Windows Security Management on the Guest Access Privileges tab.

" Never log on with Smart Card
| 1+ Always log on with Smart Card: |

" allow both logon with Smart Card and Credentials (name, password and domain)

[~ Directory Services
To use Smart Card for authentication with Directory Services select appropriate option below and select Directory

Services authentication on the Guest Access Privileges tab.

* Never log on with Smart Card

i~ Always log on with Smart Card

" Allow both logon with Smart Card and Credentials (name, password and server)
Certificate Field identifying the user logging on:

" Subject Field

* Subject Alternative Name Field {must be a User Principal Name (UPN)).

i The Certificate Field matches this Directory Services Attribute:

I distinguishedMame

Leave blank to match a User object’s distinguished name.

oK I Cancel Help

L

2.1.2. Authenticate using Directory Services

NOTE: In order for this authentication to work, smartcard drivers installed on the Netop Guest
should also be installed on the Netop Host.

In order to authenticate on remote systems using the smart card reader via LDAP authentication:

1. On the Host machine go to Tools > Guest Access Security and from the Guest Access
Method drop-down list select the Grant each Guest individual access privileges using
Directory Services.

[ Guest Access Security ﬂ1

Guest Access Privileges | Guest Policy | MAC/IP Address List Setup | Encryption | Smant Card

[ Guest Access Method

Grant each Guest individual access privileges using Directory services

r~Individual Guest access privileges using Directory services

[ ]Full access Allow guest to:

| v

[ View only Remote control
[} I;ven:::\: only - Use keyboard and mouse
2 Remote Management only Lock keyboard and mouse

Blank the screen

Transfer dipboard
Execute command (Restart, ...)
Request chat
Request audio chat and transfer sound
Request Video
Send files to host
Receive files from host
Run programs
Redirect print
Remote Manage
Retrieve Inventory

Send Message

| Demonstrate
Join multi Guest session
[#] Act as multi Guest session Administrator ;I

Add security role I Add Group

Delete | Add User |

0K | Caned | |
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2. Onthe Smart Card tab in the Directory Services section, make sure to select the Always
log on with Smart Card option.

.
Guest Access Security @

Guest Access Privileges ] Guest Policy | MAC/IP Address List Setup ] Encryption  Smart Card

Windows Security Management
To use Smart Card for authentication with Windows Security Management select appropriate option below and select

Windows Security Management on the Guest Access Privileges tab.
(% Never log on with Smart Card
" Always log on with Smart Card

™ Allow both logon with Smart Card and Credentials (name, password and domain)

Directory Services
To use Smart Card for authentication with Directory Services select appropriate option below and select Directory

Services authentication on the Guest Access Privileges tab.
" Never log on with Smart Card
| %" Alwaye log on with Smart Card: |

" Allow both logon with Smart Card and Credentials (name, password and server)

Certificate Field identifying the user logging on:

" Subject Field

(% Suhject Alternative Mame Field {must be a User Principal Name (UPN)).
The Certificate Field matches this Directory Services Attribute:

‘ distinguishedName
Leave blank to match a User object's distinguished name.

0K | Cancel Help

Select the Certificate field identifying the user logging on:

e Subject Field. Retrieve the user identification from the Subject field of the Smart Card
certificate.

e Subject Alternative Name Field. Retrieve the user identification from the Subject
Alternative Name field of the Smart Card certificate.

Specify the directory services attribute compatible with the Smart Card certificate field
contents (The Certificate Field matches this Directory Services Attribute field). This is
necessary only if different from a user object distinguished name.

For Directory Services Smart Card logon to succeed, the Host must be able to resolve the
Smart Card certificate user identification into a Directory Services user identification. If the
Smart Card certificate user identification and Directory Services user identifications are
incompatible, Smart Card logon will fail.

To find available Smart Card certificate user identifications insert the Smart Card and in
Internet Explorer click the Internet Options command on the Tools menu to display the
Internet Options dialog box.

On the Content tab, click Certificates to display the Certificates dialog box.

On the Personal tab, double-click the appropriate certificate record to display the Certificate
dialog box. The Details tab displays the contents of available certificate fields including
Subject and Subject Alternative Name.

If you need to authenticate with a custom attribute from the Subiject field instead of using the
whole content of the field, follow the steps provided in this technical article.
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2.2. Configuration on the Netop Security Server

* €
|

AD.NSS.test NSS.NSS.test SQL.NSS.test
192.168.1.200 192.168.1.203 192.168.1.205
Active Directory Netop Security MS SQL Server

Server

—_—
Switch

e~

«

N A
Netop Guest —  Smartcard Netop Host
Guest.NSS.test authentication Host.NSS.test
192.168.1.201 192.168.1.202

Windows 1012R2

2.2.1. Authenticate using Active Directory binding

In order to authenticate on remote systems using the smart card reader via Active Directory
authentication:

1. On the Host machine go to Tools > Guest Access Security and from the Guest Access
Method drop-down list select the Use Netop Security Server option and configure the Host
to work with NSS.
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-
Guest Access Security

==

~Guest Access Method

Guest Access Privileges |Guast Policy | MAC/IP Address List Setup | Encryption | Smart Card |

Use Netop Security Server -

~ Metop Security Server

Public Key:

——BEGIN PUBLIC KEY--—

—---END PUBLIC KEY-——

0K | Cencel | o Hep |

1. Onthe NSS machine, in the Security Manager, under Security Policy - Preferred Guest

Type select the Guests enter Windows username and password security mode.

r
# Netop Security Manager - Logged on to ODBC data source "NetOp_Security_Evaluation”

P

File Records

Edit View Options Help

EARR® LD RN EE

5 -
D Where Qi &3 MNetop Security Manager g
= ¥ Netop Security Management T

= @ Security Settings
{ B Role Assignments
& Roles
¢ 5] Security Policies
= 8 Legging
# Security Log
| # Netop Log
| {8 Active Sessions
= & Scheduling
¢ € Scheduled Jobs
= B, Netop Definitions
™ GuestIDs
| &8 Guest ID Groups
| B, HostIDs
&, Host ID Groups
! B, Netop Properties

Security Server Public Key
Security Server Group Name (bacl
E3lSecurity Server Group List

“F Preferred Guest Type
E§fPreferred Host Type

B Clean up log entries older than
B Clean up active session entries ol
HRun scheduler

Prefered Guest Type | Smart Card

2

Please select your prefermed securty mode:

g | © Bussts snter Viindows usemame snd passiord. |
N

(©) Guests enter Netop Guest ID and password

() Guests enter RSA SecurlD usemanme and passcode

() Guests enter Directory Services usemame and password

Some Hosts are not able to handle Windows users. These hosts will always ask the Guest
to prompt the Netop way.

UPDATE DWROLE SET DEMO =1 WHERE ID = 2 Lpply
SQL Executed Ok

Logon ok. =

] b

Ready CAP NUM

2. Click the Smart Card tab and under the Windows Security Management section make sure

to select the Always log on with Smart Card option.
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File Records Edit View Options Help

EEELEY -1 158

J [Fwhers

A%

Netop Security Manager .

& Active Sessions

#5 Clean up active session

lways log on with Smart Card: |

= W Netop Security Management Parameter ‘ Prefered Guest Type ‘ Smart Card |
958;5;““"2’ Settings Eflsecuty Server Public k| | |\ Magament
; indows Securty Managem
: a R"‘E ssignments 53] Security Server Group “
& ‘oe . 53] Security Server Group Li To use Smart Card for Windows Securty Management authentication, sslsct an option
125l Security Policies E3lPreferred Guert Type below and on the Prefered Guest Type tab select Guests enter Windows usemame and
Loggin passward
BE% S:fw?y Log EqlPreferred Host Type
| g Netop Log ) Clean up log entries old 0 Never log on with Smart Card

Run scheduler ) Allow logon with Smart Card o credentials (1ame, password and domin)

=& Scheduling

! ¢ Scheduled Jobs
£ B, Netop Definitions
4™ GuestIDs
£ GuestID Groups
| B, HostIDs
Host ID Groups
B, Netop Properties

Directory Services

To use Smart Card for Directory Services authentication, select options below and on the
Prefered Guest Type tab select Guests enter Directory Services usemame and password

@ Neverlog on with Smart Card
©) Aiways log on with Smart Card
(@) Allow logon with Smatt Card or credentisls (rams, password and dirsctory server)

Cettficate field identfying the user logging in:
@ Subject field

() Subject attemative name figld (must cotain a user prncipal name (UPN))

The certficate field matches this Directory Services attribute:

Leave blank to match  user object distinguished name

| Cancel Apply |

UPDATE DWROLE SET DEMO =1 WHERE ID = 2 »
SOL Executed Ok
Logon ok.

([

< b

Ready

2.2.2. Authenticate using Directory Services

In order to authenticate on remote systems using the smart card reader through NSS via LDAP
authentication:

1. On the Host machine go to Tools > Guest Access Security and from the Guest Access
Method drop-down list select the Use Netop Security Server option.

==

-
Guest Access Security

(Guest Access Privieges | Guest Policy | MAC/IP Address List Setup | Encryption | Smart Card |

[ Guest Access Method

lUse Netop Security Server -

[~ Metop Security Server
Public Key:
——BEGIN PUBLIC KEY— ]

——END PUBLIC KEY-——

Cox |

Cancel Help
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2. On the NSS machine, In the Security Manager, under Security Policy - Preferred Guest
Type on the Smart Card tab, under the Directory Services section make sure to select the
Always log on with Smart Card option.

e

r
B Netop Security Manager - Logged an to ODEC data source "NetOp_Security_Evaluation”

File Records Edit Wiew Options Help

EEr IS I

=)

i @ Active Sessions

g(\aan up active sessiof
gRun scheduler

(©) Aways log on with Smart Card

() Allow logon with Smart Card or credertials (name., password and domain)

J [ where LIKE 3 Netop Security Manager
E_' Netop Security Management Parameter Prefemred Guest Type | Smart Card ‘
= & Security Settings Blsecur "
T ity Server Public
i Windows Securty Management
B Role Assignments E5lsccurity server Graup rity Manag:
?i Roles . . B3l Security Server Grou To use Smart Card for Windows Security Management authertication, select an option
i1 03] Security Policies [= Preferred Guest Type below and on the Preferred Guest Type tab select Guests enter Windows usemame and
Loggin password
& Legging EPreferred Host Type
& security Leg @ Never ith Smart Card
£ Netop Log #5 Clean up log entries of @ Neverlog on with Smay

569 Scheduling
i1 &% Scheduled Jobs

51, Netop Definitions Directory Services

“'& Guest IDs To use Smart Card for Directory Services authentication, select options below and on the
: i Guest ID Groups Prefemed Guest Type tab select Guests erter Directory Services usemame and password
: B, HostIDs

. B, Host ID Groups
: B, Netop Properties

(©) Never log on with Smart Card

{ways log on with Smar Card:
) Allow logon wih Smar Card or Gredertials (ame, password and directory server)

Certificate field identifying the user logging in:
@ Subject field

() Subject altemative name figld (must contain a user pincipal name (UPN))

The centfficate field matches this Directory Services attribute

Leave blank to match a user object distinguished name

|

Aoply -
UPDATE DWROLE SET DEMO = 1 WHERE ID = 2 -
SQL Executed Ok i
Logon ok. El
4 13
Ready NUM

€

3. Onthe Smart Card tab in the Directory Services section, make sure to select the Always
log on with Smart Card option. For details on how to select the Certificate field identifying
the user logging on, see Select the Certificate field identifying the user logging on

2.3. How it works
To connect from a Guest to a Host via Smart Card authentication:
1. Connect the smart card reader to the Guest PC:

2. Open the Guest and go to Tools > Program options > Smart card and select the smart
card reader from the drop down menu
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-
Program Options

. W |

Remote Control | Clipboard | Monitor | Audio-Video Chat

Remote Printing I Recording I Sounds I Help Request I Run

Layout I General I Cache | Logon | Host Name | Directory Services
Encryption I Invertory | Smart Card | Intel vPro I Skins I Web Update

Smart Card Reader
Select Smart Card Reader:
| 5CM Microsystems Inc. SCR33x USB Smart |

Remote Smart Card Logon
|:| Support Remote Smart Card Logan

OK || Cancel || Hep
3. Connect to the Host.
" Netop Guest = ‘:'
Bt Conmection  Fdat  Veew Lok Help
o i, T ML LS Ve, Y - MY IR R M 2 (Rt 2 |

1] Phomebock | "1 Chsck Comrest | iy Connectiors | 12 Hisory | 724 Helo Reguest | % Recomings | ¢ Sciot | b Inventery
Hest

Comrmurscalion profle
Mama:
L TP =
Edit... Mew... Ddete

y  Coomest a Erowse =it Dimcpomect -:{ Cormnecton Fropertes. ..
Browse let (ores e 9:45: 58 PW)

Host I User Mame Fhome: rumber Commurcadon Frofie Tnformayoon

Fo N5sa TCRIF

g hss e =l

%5 pEssTOP 3OHN TP
i s | NETOPGLEST TCR
[| Metop tetwork fWirdaws Network | Intel spro. |

4. Enter the Smart Card PIN and click OK.
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* Netop Guest - = IEH
e Connection  Edet View Tealt  Help
AT, e IE L B e . < S COIND L NI g W g o . v &
gm*mm # Conmedions History | #° Hesb Feguest | % Fecondings ,"Sm W nwertory
st Cormrurvcabon profbls
Plama
Enter PIN IR/ hd
To log in 'tn "Craszemdn CF00" Edit... Mew.... Dedete
Envoer Pz Er
Corest | G Bewss | 0 Dimcoreost J@xmmmﬁws
Bromes bet (e tad 945058 PM) o { P 8 bl 35
Host ID User Name Phome: numbe Fracd) Informanon
% 558 oo
S hss [ =l
W DE=TOP W P
EHosT | NETOPGUEST TCRIR

[ metep netwon: [ Windows Network | It wPra. |

The Smart Card identifies the Guest user that logs on and allows remote controlling the Host:

» HOST - Netop Remote Control - coiEH
bd ) or 2 2 DU H@ % Iy AR G2 ahny I% G D

N

v

>

» Famots Mouts | Ramote Keybosd 000005
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3. Usethe smart card on the target device

3.1. Configuration

In order to authenticate on remote systems using the smart card reader, the following option

needs to be checked. Once checked the smart card connected to the Guest machine can be
used on the Host machine (E.g.: authenticate into Windows on the Host device using a smart
card).

NOTE: In order for this authentication to work, smartcard drivers installed on the Netop Guest
should be also installed on the Netop Host.

il N
Program Options M

Remote Control | Clipboard | Monitor | Audio-Video Chat
Femote Printing | Recording | Sounds | Help Request | Run
Layout | General I Cache I Logon | Host Mame I Directony Services
Encryption | Inventany | Smart Card | Intel vFPrao I Skins | Web Lpdate

Smart Card Reader
Select Smart Card Reader;
|5CM Microsystems Inc. SCR33x USB Smart v |

Remote Smart Card Logon
[¥]5upport Remate Smart Card Logon;

| oK || cancel || Hep

Copyright © Netop 2015 All rights reserved 12



Netop Remote Control - Smartcard Integration

3.2. How it works
To authenticate on remote systems using the smart card reader:
1. Connect the smart card reader to the Guest PC.

2. Open the Guest and go to Tools > Program options > Smart card and select the smart
card reader from the drop down menu

-
Program Options - g

Remote Cortrol | Cipboard | Monitor | Audio-Video Chat
Remate Printing I Recording I Sounds I Help Request I Run
Layout I General I Cache | Logon | Haost Name | Directory Services
Encryption I Invertary | Smart Card | Intel wPra I Skins I Web Update

Smart Card Reader
Select Smart Card Reader:
|SCM Microsystems Inc. SCR33x USB Smart |

Remaote Smart Card Logon
|:| Support Remote Smart Card Logan

[ ok || Cancel |[ Hep

3. Connect to the Host.
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+ MNetop Guest = E'
Ele  Conmection fdmt  Veew  Joals  Help
b e LS i i A e T T

i) Promebaok " Cueck Comect | s Cormectiors | ' Histary | #2° Hel Reguest | % Racordings | *% Scnpt | b nwentery

st Commurscabon profile
Flame:
w TOP P o
Echt... Pew.._ Dl te
; Cotst | OB Browse | (0 Dswmeosst | [ Connecton Properes. .

Bropwss he® (grasted 9:40: 58 PM)

Host 1D LUser Name Phome: nusmber Communscaton Profile Tnformeanon
S5 TCRiIw
g NS5 e el
¥ peTon X oA
L s | NETORGUEST PR

[ metep networ: [MWindouws Netmork | Intet vPro |

4. Select to authenticate on the Host using the smart card:

2 op
o 3 D6 @ QN olroGno aom

viama ®

5. Enter the Smart Card PIN and click OK.
The Smart Card identifies the Guest user that logs on and allows remote controlling the Host:
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