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Multi factor authentication using the Netop Portal

1 Introduction

Starting with NRC version 12.6. an email based multi-factor authentication service is available using the
Netop Portal.

1.1 Prerequisite for configuring the multi-factor authentication:
1.1.1 On the Guest side

If you are using a native guest:

¢ Upgrade the Guest to the 12.6 version
e Supported operating systems for the Guest:

o Windows (all available versions)

o Linux (Red Hat 7/CentOS 7, Ubuntu 14.04 and above and SUSE 1)
e The Guest requires internet connection

If you are using the browser based support console:
e Readyto use

1.1.2 On the Host side

1. Upgrade the Host to the 12.6 version
2. Guest access method should be set to "Use Netop Portal Access Rights”

To use multi-factor authentication from the Netop Portal, you need to Configure your Netop Portal
Account to use Multi-Factor Authentication and Configure the Host.

2 Configure your Netop Portal Account to use Multi-Factor
Authentication

Note: You must have an active Netop Portal account with valid email addresses for all users.

2.1 Enabling Email based multi-factor authentication for your account
Login into your Netop Portal account (required user type: account manager or higher).

Go to the Account > Configuration page and from the Account security area click Edit. From the
Multi-factor authentication, drop-down list, select Email based multi-factor authentication:

NETOR o
8 Remote Control {¥, CONFIGURATION @ Chat with Netop ¥ Purchase Seats: 11/1000 Logged in as Jar

Account details Account security
Compar \ulti-facto
authentical

Windows Team | No multi-factor authentication - ‘

@ Dashboard

No multi-factor authentication

ACCOUNT Email based multi-factor authentication ‘

Europe/Bucharest T —— |

Account owner

nt owner Windows Admin (windows_admin@netop.com

% Configuration

ministrators Cont_Fals Mane (mar
Windows Test I

MANAGE

Marius N (mal
AL Users W=
Jane Doe (0a

L] Devices Alexandru Dragomir (iodr(

5= Roles

ACCESS

L My devices

https://portal-beta-nocdn.netop.com/config/account#
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The Account security area will look like this:

Account security

Multi-factor
authentication

Email based multi-factor authentication -

@ Enabled (it can be enabled per user)

‘ Cancel ‘

Click Save.

Account security

# Edit

Your account security settings have been updated x

Multi-factor
authentication

Email based multi-factor authentication
« Optlions: enabled (it can be enabled per user)

Once Email based multi-factor authentication has been enabled for your account, you will have the

option of enabling multi-factor authentication when editing or creating individual users.

Note: Multi-factor authentication will not be automatically applied to existing users; you have to set it
manually per user. For details on how to set multi-factor authentication per user, read Enabling multi-
factor authentication per user.

2.2 Enabling multi-factor authentication per user

Go to the Manage > Users, select the desired user and in the upper-left corner of the page, click Edit

or Add user (required user type: account manager or higher).
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% EDIT USER Close x
Make sure you do not use this user for Adding devices. It will not work if Multi factor authentication is enabled.
Firstname Username
Jane anto@netop.com
e Password )
Doe
Emal Confirm password )

anto@netop.com

User fype

Account Owner v Group (Optional) v
Read more on user fypes  here

User Status: Multi factor authentication:

() User is active D Email (MFA) enabled

Enable multi-factor authentication and click Save.

Note: Only when adding a device to the Portal, make sure that multi-factor authentication is not
enabled for that user (they will not be compatible). For information on adding permissions, see the
Netop Remote Control Portal User’s Guide, section Assign Roles.

3 Configure the Host

1. Open the Netop Host.
2. Create a Netop Portal communication profile:
a. Goto Tools >Communication Profiles. The Communication Profile Setup window
will be displayed.

Communication Profile List:
[]HTIP

[] Internet

[] Internet (TCF)

LAM (TCF)

Metop Portal

TCR/IP

[[] TCP/IP (TCP IPvE)
[] Web

b. Select Netop Portal and click New. The Communication Profile Edit window will be
displayed.
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— Communication Information

Communication Profile description:
I Metop Portal profile

Comrunication Device:
INetop Portal ;I

—Metop Portal
Address: I portal.netop. com

Username: I oabo@netop. com

Password: I TIIIIIL

Note: Make sure that the user does not use multi-factor authentication.

d.
e.
f.

3. Restart

Type a Communication Profile description, enter the Netop Portal address
(portal.netop.com) and credentials (username and password) of an active Netop Portal
user.

Optionally, test connection to the Netop Portal account by clicking Test.

Click OK.

Select the new Netop Portal communication profile and click Close.

the Host.

4. Goto Tools > Guest Access Security. The Guest Access Security window will be displayed:

31.01.2017

Goethcemseny x|

Guest Access Privileges | Guest Folicy | MAC/IP Address List Setup | Encryption | Smart Card |

—Guest Access Method

—Default access privileges assigned

[=] Allow guest to;
L™ Default User Remote control

Use keyboard and mouse
Lock keyboard and mouse
Blank the screen
Transfer dipboard
Execute command (Restart, ...}
Reguest chat
Reguest audio chat and transfer sound
Reguest Video
Send files to host
Receive files from host
Run programs
Redirect print
Remote Manage
Retrieve Inventory
Send Message b

| v

Select 'Default Security Role' to set Access Frivileges. Demonstrate

Select ‘Default User' to set Password and Call back Join multi Guest session

options. Act as multi Guest session Administrator
Confirm access: -

oK | Cancel | Hep |
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5. From the Guest Access Method drop-down, select Use Netop Portal access rights.
Guest Access Security x|

Guest Access Privileges |Gue5t Policy | MAC/IP Address List Setup | Encryption | Smart Card |

 Guest Access Method

Grant all Guests default access privieges ;I

Grant all Guests default access privileges

~ |Grant each Guest individual access privileges using Netop authentication

— [ Grant each Guest individual access privileges using Windows Security Management
Grant each Guest individual access privileges using Directory services

Use Netop Security Server

Use Netop Portal access rights

Use keyboard and mouse
Lock keyboard and mouse
Blank the screen
Transfer dipboard

Execute command (Restart, ...}

Request chat

Request audio chat and transfer sound

Request Video

Send files to host

Receive flles from host

Run programs

Redirect print

Remote Manage

Refrieve Inventory

Send Message

Select 'Default Security Role' to set Access Privileges. Demonstrate

Select 'Default User' to set Password and Call back Join multi Guest session

options. Act as multi Guest session Administrator
Confirm access: LI

OK | Cacdd |  Hep |

6. Click OK.

4 How it works

4.1 If you are using a native guest

The multi-factor authentication service requires users to enter a username and password (Portal
credentials) — the first factor. Once the username and password have been validated by the Portal, an
email is sent to the user with a one-time authentication code — the second factor.

1. Open the Netop Guest.

2. Inthe Quick Connect tab, from the Communication profile drop-down, select a communication
profile.

3. Based on the communication profile selected, enter the Host name or IP or select the Host from the
list of available Hosts and click Connect.
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% Netop Guest Ex

File  Connection Edit View Tools Help

RS MR FEaR S B8 e e EIEE Q|

(G Phonebock i Quick Connect | s Connections 2 History &2 Help Request % Recordings 7 Scipt b Inventory

Hogt Communication profile
Name:
(OSTID::RO-OABO] ~] Netop Portal profile

New..

Comnect | |} Gowse | W Discomect ||t Connection Properties...

Browse list (created 1:56:33 PM)

Delete

Host ID User Name  / Unique Host ID bl

SgRO-VA-WEIPRO-64 NRC-Admin 29321676-6887-47... 192,168,201, 189
ENro-0ns0 oabo 36e22fch-b164-41f... 192,168,201 126

[ Netop Network [ Windows Network | Intel vPro |

4. Enter your Netop Portal account username:

5. Click

Log on using Portal authentication (portal-beta.netop.com)

NETOP

Remote Control

Sign in to your account

6. Enter your Netop Portal account password:
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Log on using Portal authentication (portal-beta.netop.com) *

6 ﬁgmote Control

Sign in to your account

oabo@netop.com

7. Click
A code is sent to the email address associated to your Netop Portal user profile.

8. Get the security code provided to you by email and enter it in

Leg on using Portal authentication (portal-beta.netop.com) x

6 ﬁgmote Control

Email Code

oabo@netop.com

Your code has been sent to oa...@netop.com

9. Click . The remote control session will be started.

1. Enter your Netop Portal account username:
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NETOP

Remote Control

Sign in to your account

anto@netop.com

2. Click Next.
3. Enter your Netop Portal account password:

6 Egmote Control

Sign in to your account

anto@netop.com

Next

Cancel

4. Click Next.
5. Acode is sent to the email address associated to your Netop Portal user profile. Get the security
code provided to you by email and enter it in Your email code:
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6 ﬁzpmote Control

Email Code

anto@netop.com

Your code has been sent to an...@netop.com

‘ Your Email code

Cancel

6. Click Next.
7. Goto My devices section, locate the device.

[_1 mY DEVICES

All Devices 1)

| o | | Devices: Online % ‘ Clear all the filters
® L RO-NRC-ANTO FH RO-NRC-ANTO

-

8. Click Connect. The remote control session will be started.

Netop 00:34 ] ROVMMANE1D) @ Secured (HTTPS) J, | CTRL ALT
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5 Compatibility matrix

5.1 Guest to Host connection
(using Portal authentication for the Guest Access Method)

Guest Host Successful
Guest user .
connection
Version Version
12.6 MFA 12.6 Yes
12.6 No MFA 12.6 Yes
12.51 MFA 12.51 No
12.51 No MFA 12.51 Yes
12.51 MFA 12.6 No
12.51 No MFA 12.6 No
12.6 MFA 12.51 No
12.6 No MFA 12.51 Yes

5.2 Browser-based Support Console to Host connection
(using Portal authentication for the Guest Access Method)

Browser Based Host Successful
Support Console connection

No MFA 12.51-12.6 Yes
MFA 12.51-12.6 Yes
31.01.2017
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