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The Netop Remote Control Security is a centralized authentication server for Netop Remote Control
Hosts. It can also act as a centralized log server for Netop activity from both the Netop Host and Netop
Guest.

The Security Server consists of two components.. One is simply called the Security Server module and
it is the engine that runs, listens and processes authentication requests from the Host. The second
component is called the Security Manager which is simply a GUI to edit the security roles and role
assignments in the database. The Security Manager will also allow you to view the Netop activity log.

This document walks you thought the installation of Netop Security Server and integration with an SQL
database and the Active Directory, ensuring functionality with Netop components.

This guide does not explain all options within the Security Server. For detailed information on the Netop
Security Server complex functionality, see the Netop Remote Control Administrator's Guide.

This guide assumes that you have installed a Netop Guest and a Netop Host on different computers
and you can make a remote control connection between the two.

Before you begin you will also need to obtain the Netop Remote Control Security Server MSI and a
valid serial number.
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2. Required setups prior the Security Server Installation
1.1 Create domain admin account user
On the Active Directory server create a domain account:

1. Goto Start>Programs>Administrative Tools, and click Active Directory Users and
Computers.

2. Inthe Active Directory Users and Computers window, expand <domain name>.
3. Right-click Users, point to New, and select User.
4. Inthe New Object - User dialog box, do the following:
e Inthe First name and Last name fields, type a first and last name for the account.
e Inthe User logon name field, type the username that will be used to log on to the Active
Directory domain.
Mew Object - User *
&’ Createin:  nrclocal/Users
First name: |Netop Security | Initials: I:I
Last name: |Senrer |
Full name: |Netop Securty Server |
User logon name:
[NSSAdmin || @nrclocal ~
User logon name (pre-Windows 2000):
|NF{E‘-. ||N55Mn1in |
< Back MNext = Cancel
5. Click Next.

6. Inthe Password field, type a password for the account, and then in the Confirm password
field, type the password again.
7. Select User cannot change password and Password never expires:

Mew Object - User >

Createin:  nrc local/Users
2

Password: |o..o..o.. |

Corfirm password: |o..o..o.. |

[] User must change password at next logon
|Jser cannot change password

Password never expires

[] Account is disabled

< Back Mext > Cancel
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8. Click Next, then click Finish. The domain account users will be added to the domain.

Note: To install Security Manager, you must be an administrator or a user with local administrator
rights to the server and with access rights to the Windows Server console.

Give the domain account administrative privileges:

1. Right-click the created user account and select Add to a group.

| Active Directory Users and Computers = a X
File Action View Help
e 2@ 0/ XEz2BHE3eETER

] Active Directory Users and Com|| Name Type Description

g Saved Queries 5Administrator User Built-in account for administering the computer/domain
V. niclocat 2 Allowed RODC Password Replication Group Security Group - Domain Local Members in this group can have their passwords replicat...
ot ?;Irlnn:uters @ Cert Publishers Security Group - Domain Local Members of this group are permitted to publish certificat...
:' Domain Controllers £ Cloneable Domain Controllers Security Group - Global Members of this group that are domain controllers may ...
j ForeignSecurityPrincipal: E.; DefaultAccount User A user account managed by the system.
| Managed Service Accour 58 Denied RODC Password Replication Group Security Group - Domain Local Members in this group cannot have their passwords repli...
Ui 5& DnsAdmins Security Group - Domain Local DNS Administrators Group
- % DnsUpdateProxy Security Group - Global DNS clients who are permitted to perform dynamic upda...
2 Domain Admins Security Group - Global Designated administrators of the domain
%Domain Computers Security Group - Global All workstations and servers joined to the domain
% Domain Controllers Security Group - Global All domain controllers in the domain
Eg Domain Guests Security Group - Global All domain guests
% Domain Users Security Group - Global All domain users
2 Enterprise Admins Security Group - Universal Designated ini of the
58 Enterprise Key Admins Security Group - Universal Members of this group can perform administrative actio...
Read-only Domain C I Security Group - Universal Members of this group are Read-Only Domain Controller...
58 Group Policy Creator Qwners Security Group - Global Members in this group can modify group policy for the d...
E.; Guest User Built-in account for guest access to the computer/domain
2 Key Admins Security Group - Global Members of this group can perform administrative actio...
& Netop Security| Copy... User
£ Protected Users Security Group - Global Members of this group are afforded additional protectio...
HERAS and IAS Se wtoa TS Security Group - Domain Local Servers in this group can access remote access properties...
& Read-only Dom Disable Account Security Group - Global Members of this group are Read-Only Domain Controller...
2 Schema Admin Reset Password... Security Group - Universal Designated administrators of the schema
%SMS Passcode Move... Security Group - Global
&BSMS Passcode | Open Home Page Security Group - Global
E; user] Send Mail User
% user2 User
® user3 Al Tasks > User
Cut
< > Delete
Rllows you to add the selected objects to a group you sel Rename

2. Inthe Select Groups dialog box, search for the group name by entering the name in the Enter the
object name to select field and clicking Check Name.

Select Groups x

Select this object type:

Groups or Buik-in security principals Object Types...
From this location:

rrclocal Locations...

Enter the object names to select (zxamples).

domain MNames

w

Click OK.
4. If multiple group names are found, select Domain Admins.
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Multiple Names Found X

More than one object matched the name “domain”. Select one or more names
from this list, or, reenter the name.

Matching names:

Name Description In Folder

- A Doman Admins Designated administratoes of th nrc Jocal/Users
&B Domain Computers All workstations and servers joi...  nrc local/Users
52 Doman Cortrollers All domain controfersinthe do...  nrc Jocal/Users
% Domain Guests All domain guests nrc local/Users
% Domain Users All domain users nre Jocal/Users

[ ok ] coe

5. Click OK. The selected group will be displayed in the Select Groups dialog box:

Select Groups x
Select this object type:

f&mps or Buik-in security principals Object Types...
From this location:

|rrelocal Locations..

Enter the obsect names to select [gxamples).
| Domain Admins | Check Mames

Advancad.. oKk || Concal

6. Click OK. The selected domain account was granted administrative privileges.
1.2 SQL setup
1.2.1 Add the domain account user to the SQL DB

1. In SQL Server Management Studio, open Object Explorer and expand the Security folder.
2. Right-click the Logins folder and click New Login....

3. Search for the domain account user and make sure to select Windows authentication.
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f’:l. Microsoft SOL Server Management Studio Quick Launch (Ctrl+Q) P o 0O x

File Edit View Debug Tools Window Help
-9 B-1a-8 &g o, b, TR - . | Generic Diebugger ~
ﬂ Login - New — [m] >
Object Explorer M
Selectapage 3
Connect~ B3 H » T & B 2R General 55 serpt + [y Help
=] LB W20165QL (SQL Server 13.0.1601.5 - {4 Server Roles
[ Datshases -_E: gsar M;nping Login name NRC\NSSAdmin Search
= [ Security = Sf;um = (® Windows authentication
= = us
3 Leogins =

p Rl (O SQL Server authentication
4 Server Roles

3 Credentials
3 Cryptographic Providers
[ Audits
3 Server Audit Specifications
3 Server Objects
3 Replication
3 PolyBase
3 AlwaysOn High Availability
3 Management

3 Integration Services Catalogs O Mappedto cerficate

[ SOL Server Agent Connection () Mapped to asymmetric key
Server Map to Credential
W201650L L1 e
Connection Mapped Credentials Credential Frovider

sa

] View connection propetties

Feady Default database: master v
Defautt language: <default> -

4. Click OK.
1.2.2 Create the NSS DB

In the Object Explorer, right-click the Databases folder and click New Database... In the New Database
window, type a name for the Netop Security Server database and make the domain account user the
DB owner.

H Mew Database - O X
Select a page . )

A General st~ [ Heb

E} Options

_’@ Filegroups Database name: |NSS_DB_AD |

Owner: [NRC\NS S Admin =]
Database files:
s Logical Name File Type  Filegroup Initial Size (MB)  Autogrowth / Maxsize
NSS_DE_AD ~ ROWS.. FRIMARY By 64 ME, Unlimit=d
NSS_DE_A.. LOG Mot Applicable 8 By 64 ME, Unlimited

Connection

Server:

W201650QL

Connection:

sa

34 View connection properties
Progress

Ready = L
Add Remove
oK Cancel

Click OK.
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3. Install the Security Server

Prerequisite: On the machine where you will install the Netop Security Server, add the domain admin
user to the Windows Local Administrator list.

B
File Action View Help
o=z |25 XE 2 HE
& Local Users and Groups (Local) || Name Description Actions
g:-ers B Access Control Assist..  Members of this group can remot... Groups S
roups & Administ sy ot s Bropert 3 % |ons
Administraters Froperties H
& Backup (
= Certificat General 3 -
& Cryptogr ons

é};_ Distributg \L A
% Event Log o

% Guests
.’_@‘;: Hyper-V Description: !Adminislrators have complete and unrestricted access
-3_2;: IIS_IUSRS |to the computer/domain

é;k;- Network
A peitoiina A Administrator

“T&: Ferforma 42, NRC\Domain Admins

& PowerUst | @ NRC\NSSAdmin (NSSAdmin@nre Jocal)
&% Print Ope
B RDS Endy
% 'RDS Man
$%'RDS Rem
& Remote [
& Remote I

% Replicato

%- 5 R Changes to a user's aroup membership
1 Storage Add... Remove are not effective until the next time the

% System M user logs on.

P Users
‘,_?;: NetOpAc OK Cancel Apply Help

Members:

1. Log into the Windows Server console using the account with local administrator rights (the one
mapped with teh NSS DB on the SQL server).

2.  Go to the folder you have saved the Netop Remote Control Security Server MSI and double-click
it. The Netop Security Server — Setup will be displayed.
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j’%l Metop Security Server - Setup >

Welcome to Netop Security
Server Setup Wizard

The Wizard will install Metop Security Server on your
computer, Click Mext to continue or Cancel to exit the
Setup Wizard,

|0J3U0DRIOWDY

WARMIMG: This program is protected by copyright law
and international treaties,

uoddng pue juasaleuey ajoway aundag

\,_ Nc_tfjp

Mext :=- Cancel

3. Click Next.

4.  Accept the Netop End-User License Agreement.

j"j' Metop Security Server - Setup >

End-User License Agreement

v
Netop

Pleasze read the following license agreement carefully,

Netop Business Solutions A'S End-User License Agreement Updated: April 2016

This Agreement provides vou with the right to install load, host and use "the
Software' as described herein.

Portions of the Software licensed under this Agreement are used under license
from third parties. All Rizhts Feserved.

NOTICE TO ATL USERS: PLEASE READ THE FOLLOWING LEGAL
AGREEMENT (" AGEREEMENT') CAREFULLY. THIS AGREEMLENT
CONSTITUTES ALEGATL, BINDING AND ENFORCEABIE AGREEMMENT

BETWEEN YOU AND NETOF BUSINESS SOLUTIONS A'S ("NETOP BUSINESS
QOTTTTIONS™ REGARTITNG ATT TIRF (OF ANV NFTOP RITRINERS 0T TTTIONS Y

(@)1 accept the terms in the License Agreement

{11 do not accept the terms in the License Agreement

< Back Cancel

5. Click Next.

6. Enter the username, organization and the Netop Security Server Serial Number (sometimes
referred to as the License Key).
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j’ljl Metop Security Server - Setup -

Customer information

v
Netop

Please enter yvour information,

User name:

|'».-'-.-'in|:||:|'r s User

Qrganization:
Metop]

License key:
|"‘.-5.BNDE|L| 27B3FEF FZIORSOCEMIKCWENY T IO IBLISKIGY SAYRHMN AW

< Back -‘m Cancel

7. Click Next.

jﬁj Metop Security Server - Setup >

Setup Type

v
Netop

Choose the setup type that suits your needs,

5 Twpical
‘PE! Installs the most common program features, Recommended for
- most users.

Custom

&
j.e% Allows users to choose which program features will be installed
i and where they will be installed. Recommended for advanced
LISErs,

o Complete
3:[%! &ll program features will be installed {requires most disk space),

< Back Cancel

8. Select the Typical setup type.
Some Netop features might require a restart of the Netop service or the computer.
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j‘%‘ Metop Security Server - Setup -

Restart Warning

v
Netop

Some features may require a restart of a service or the computer,

The following features may reguire a restart, To delay restart of services until next planned
restart of the computer, please unchedk the box below. To delay restart of the computer
please dedine to restart when prompted at the end of Setup. Or go back to the previous
page and deselect the feature(s) requiring a restart,

Advanced Feature Driver Qperating System
Command Made Transfer Display driver
Remaote Printing. Print Spooler Service
Smart Card Login

SMMP Logaging Service

Restart service if needed

< Back Cancel

9. Make sure that the Restart service if needed option is checked.
10. Click Next.

j‘ljl Metop Security Server - Setup X

Windows Firewall Configuration

g
Netop

Allow Metop Security Server to communicate through Windows Firewall

To waork properly Metop Security Server must be given permission for incoming netwark
connections in Windows Firewall

Allow Metop Security Server to accept incoming network connections

< Back Cancel

11. Make sure that the Allow Netop Security Server to accept incoming network connections
option is checked.

12. Click Next.
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j:l_%] Metop Security Server - Setup it

Ready to install N |
The Setup Wizard is ready to begin installation, CtD p

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the Setup Wizard,

[ ]save Installation files for future use {Change or Repair)

< Back Cancel

13. Optionally, you can choose to Save Installation files for future use (Change or Repair).
14. Click Install.

j:%.l Metep Security Server - Setup w0

Completing the Netop Security
Server Setup Wizard

Click the Finish button to exit the Setup Wizard,

|oJjucDajoLay

UGN PR E ST g Sy RS

[ ]Launch the Metop Security Server product

\_ NqLEp

IMPORTANT: Uncheck the Launch the Netop Security Server Product checkbox.
15. Click Finish.
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4. Configure the Security Server

1. From the Windows desktop go to the Start > All Programs > Netop Remote Control and run as

administrator the Security Manager. The Netop Security Manager Setup Wizard will be
displayed.

2. In the Logon to Database dialog box, make sure that the Create local test database option is not
selected and click Change.

& Netop Security Manage
File Records Edit View Options Help
|BARS S G ®[ T &

Owhere  UseName LIKE A%

Netop Security Management

=

% [ Create local test database

Userane
pem [

oo | [T [ Hem B

Ready

The Select Data Source dialog box will be displayed.

3. Select the Machine Data Source tab.

Select Data Source >

File Data Source Machine Data Source

Data Source Mame Type Description

]

A Machine Data Source is specffic to this machine, and cannat be shared.
"lUser” data sources are specffic to a user on this machine. "System” data
sources can be used by all users on this machine, or by a system-wide service.

QK Cancel Help

4. Click New.
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5. Inthe Create New Data Source dialog box, select System Data Source (Apply to this
machien only).

Create Mew Data Source it

Select a type of data source:
() User Data Source {Applies to this machine only)

| (®) System Data Source {Applies to this machine only)

Selecting System Data Source creates a data source
which ig specific to this machine, and usable by any
user who logs onto this machine.

< Back N::- Cancel
6. Click Next.
7. Select SOL Server as driver for which you weant to set up a data source.
Create New Data Source X
Select a driver for which you want to set up a data source.
: Name VA
ﬁ . ‘ Microsoft Excel-Treiber (*xls) 6
_1_\ Microsoft ODBC for Oracle 6
Microsoft Paradox Driver (".db ) 6
Microsoft Paradox-Treiber (*.db ) 6
Microsoft Text Driver ("td; *.csv) 6
Microsoft Text-Treiber (*td; *.csv) 6
SQL Server 6
v
< >
< Back N: Cancel

8. Click Next, then click Finish. The Create a New Data Source to SQL Server wizard will be
dispalyed.

9. Type a name for the data source and from the Server drop-down list select the MS SQL server
you will connect to:

29.03.2017 13
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Create a New Data Source to SOL Server X

This wizard will help you create an ODBC data source that you can use to
connect to SQL Server.

What name do you want to use to refer to the data source?

|
%@E Name: [NSS_DB_AD |

How do you want to describe the data source?
|

Description: |NSS_DB_AD |

Which SQL Server do you want to connect to?

Server: |IEIIESEN v

| Finish I Next > Cancel Help

10. Click Next. Make sure that the following options are selected:
e With Windows NT authentication using the network login 1D
e Connect to SQL Server to obtain default settings for the additional configuration options.

Create a New Data Source to SOL Server X

How should SQL Server verify the authenticity of the login 1D?

(® With Windows NT authentication using the network login 1D.

Ei/ﬁ"! ®) With SQL Server authentication using a login ID and password

entered by the user.

To change the network library used to communicate with SQL Server,
click Client Configuration.

Client Conﬁguration;..

Connect to SQL Serverto obtain default settings for the
additional configuration options.

Login ID: |nssadmin
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11. Click Next.
12. Select Change the default database to <the Netop Security Server DB, as defined in the SQL
Server>:

Create a New Data Source to SQL Server X

Change the default database to:
[NSs_DB_AD v

ga [] Attach database filename:

Use ANSI quoted identifiers.
Use ANSI nulls, paddings and wamings.

Use the failover SQL Server if the primary SQL Server is not
available

< Back Cancel Help

13. Click Next, then click Finish. The ODBC Microsoft SQL Server Setup dialog box will be
displayed:

ODBC Microsoft SQL Server Setup X

A new ODBC data source will be created with the following
configuration:

Microsoft SQL Server ODBC Driver Version 10.00.14333

Data Source Name: NSS_DB_AD

Data Source Description: NSS_DB_AD
Server: W20165QL

Database: NSS_DB_AD

Language: (Default)

Translate Character Data: Yes

Log Long Running Queries: No

Log Driver Statistics: No

Use Regional Settings: No

Prepared Statements Option: Drop temporary procedures on
disconnect

Use Failover Server: No

Use ANSI Quoted Identifiers: Yes

Use ANSI Null, Paddings and Wamings: Yes
Data Encryption: No

I Test Data Source... I OK | Cancel

N

14. Test the data source. If successful, click OK.
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15. Click OK three times to reach the Logon to Database dialog box.

SQL Server ODBC Data Source Test

Test Results

Running connectivity tests...

Attempting connection
Connection established
Verifying option settings
Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

Microsoft SQL Server ODBC Driver Version 10.00.14393

¥ Netop Security Manager

File Records Edit View Options Help

EARSS GO TR

where  Lsertlame LIKE AT

Netop Security Management

Ready

Logon to Database X
_—
[Es==
e=H| [ Create local test database
Data source NSS_DB_AD
Change . Help

16. Enter the password and click Logon.

29.03.2017
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17. In the Netop Security Server — Security Server Public Key dialog box, click to Generate New
Public Key.

Metop Security Manager - Security Server Public Key *

® %W

In order to secure a trusted connection between your Hosts and Security Servers, a
Public/Private Key exchange wil take place. Al Security Servers reading this database
will belong to the group identified by the Public Key:

2wiSJ0T4Vio Ypit
; F

Lvd/xall Al
‘adpDiw15gzN3Va+Z
| DnFZ3GIEnv Tn4fds/afm1 v

Generate Ne'I\Puinc Key | Copy to clipboard
Ly

The Hosts must be configured with the Public Key generated above. For production
environments, it is recommended to generate a new Public Key for your Hosts before
deployment, otherwise the default Public Key will be used.

*You should restrict access to reading the Private Key in the database.

If you change the Public Key. you must restart your Security Servers. reconfigure and
restart all your Hosts.

< Back Nexdt > Cancel

18. Click Generate New Public Key.
19. Select the public key generated then click Copy to clipboard.

20. Click Next twice.
21.Inthe Group Name (Private) field enter your domain and re-enter it in the Confirm Group

Name field.

Netop Security Manager - Security Server Group Name X

8 &

If you are using older Hosts, specify a Group Name here. All Security Servers reading this
database will belong to the group specified. Group Name provides backwards
compatibility. It is recommended to update your Hosts and use the Public Key instead.

Group Name (Private) lesvss] |
Corfirm Group Name ‘ooooo ]
Group ID (Public) IZD50802203235E58E579E373305EBS99 ]

The Security Server Group Name is not public. In order to connect to the Server Group,
the Hosts must be configured with the Group ID generated above. You should restrict
access to reading the group name in the database.

Changes to the group name do not take effect until you restart a Security Server. If you
have servers running and you change the group name, you must restart all your Security
Servers and reconfigure all your Hosts.

<Back Cancel

22. Click Next. The Security Server list will be displayed. The name of your Security Server will
appear in the server field.
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Metop Security Manager - Security Server List X

¥ %

Erter the Metop Host |Ds forthe Securty Server(s) in this group. For security reasons, you
must restart all running servers before starting the new server you add here,

Servers Run... Answer... Access Server Key

W2016NSS | [ Add_ || Remove || Edt.. Help

< Back Next > Cancel

23. Click Add to add your Security Server to the database, then click Next.

24. Select Guests enter Directory Services username and password.

Preferred Guest Type X

&

Please select your prefered security mode:

g (O Guests enter Windows usemame and password
m (O Guests enter Netop Guest ID and password

B 8 (O Guests enter RSA SecurlD usemame and passcode
E?‘_‘g (® Guests enter Directory Services usemame and password

Some Hosts are not able to handle Windows users. These hosts will always ask the Guest
to prompt the Netop way.

<Back Nextrx Cancel
s

25. Click Next and select Always the Workstation.
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26. Click

Metop Security Manager - Preferred Host Type

24

Flease select your prefemed Host type:

0 (®) Always the Workstation
A () Netop Host ID

"Enable User Mame' box in the Program Options - Hostname tab

< Back

‘g () Windows User, f one is logged in, otherwise Workstation

In the first mode, you may access a computer if you may access the person who is logged
in, even if access to the workstation itseff is denied. To lock a server, uncheck the Host's

h Cancel

, then close Netop Security Manager.

Open a txt file and paste the Security Server Public Key you have previously saved to clipboard.

29.03.2017
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5. Launch the Security Server module and run the setup wizard

1. From the Windows desktop go to the Start menu and select All Programs > Netop Remote
Control > Security Server.

It is required that you select to Run Host as specific user by checking the Enable box.

2. Enter Windows credentials that have been added to the Local Administrators Group on this

server.

In order for the Metop Security Server to query a Windows server for users
and groups you need to enter a valid user name, password and domain that
gives the Host (Security Server) adequate rights to do so,

—Run Host as spedfic user

¥ Enable

User name: I LocalAdminstrator
Password: I T
Domain: | YourDomain

[~ Automatically change to random password every week

Ok I Cancel Help

3. Click OK. The Netop Security Server Setup Wizard will be displayed.

Metop Remote Control - Setup Wizard &
% A7
] D :5 Welcome to the Netop Remote Control
2 | Setup Wizard
=
5 O
T o=
E D Thiz wizard will guide you through the selection of
A f } certain setup options to make the Metop
T O module ready for use.
3
] =
= or |
=) O Click Mext to proceed.
w  —
=
s
=
=]
-

v
Netop

| Mext = | Cancel

4. Click Next.
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Metop Remote Control - Setup Wizard ﬁ
Wizard Mode v
Select setup type. Net[']p
i+ Default

Select this option to use a default setup.

" Custom
Select this option to enable a custom setup.

= Back | Mext = | Cancel

5. Make sure that the Default option is selected.
6. Click Next.

Metop Remote Control - Setup Wizard ﬂ

Hetop Host Startup Mode v
Select how Metop Host shall be started Net[}p

i+ Start with Windows

Select this option to load and start Metop Host minimized with Windows. Recommended to
enable Log On to Windows by remote control,

" Load manually
Select this option to load Metop Host manually,

< Back | Nﬁat} | Cancel
Lag

Make sure that the option to Start with Windows is selected.
Click Next.

Enter a secure password that can be used later to remote control the Security Server from your
Netop Guest. Make sure to confirm the password.
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Metop Remote Control - Setup Wizard ﬁ

Default Guest Access Password

Specify a password required from all Guests to connect to the Haost. NEtDp

Specify password:

Re-enter password:
|

< Back NED§ = Cancel

10. Click Next.
11. Make sure that you choose not to configure WebConnect by selecting No.

Metop Remote Control - Setup Wizard &

WebConnect
Would you like to connect directly, or using WebConnectMetop Portal? NEtDp

* HNo
Select no if you want this Metop module to connect to other Metop modules directly or
through one or more Metop Gateways.

™ Yes
Select yes if you want this Metop module to connect to other Metop modules using

WebConnect or Netop Portal,
Make sure to select the correct method below.

MNetop Porta J

WebConnect and Metop Portal are services that provide connectivity across the internet.
They do not require direct visibility between end points.

< Back NEE$ = Cancel

12. Click Next.
13. Select the No, | do not want to register my Netop License now option.

29.03.2017
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Metop Remote Control - Setup Wizard ﬁ

Reqgister your Hetop License on-line
Register with the Metop manufacturer to qualify for technical support Net[}p
and receive product news. "

" Yes, Iwant to register my Netop license on-line

Select this option to display the Metop "Register onine” web page on your Internet
browser when dicking Mext.

" Mo, but remind me later
Select this option to prompt me for registration the next time the Metop module is loaded.

* Mo, Ido not want to register my Netop License now

Select this option to register manually by using the reqgistration card included in the Metop
package or register on-ine from the Metop module.

< Back | NER} | Cancel
Loy

14. Click Next.
Metop Remote Control - Setup Wizard &
L =
E ﬁ c;i Setup Wizard completed
2] =]
13
: 9
E D Your Metop madule is now setup and
A n ready for use.
L5 =]
s O
E = To change the setup, use the Metop
o ;l- module Configuration menu items.
=
- O
=
5
=
=]
-

\ Nc_trjp

< Back | FilTig_h | Cancel |

Lag

15. Click Finish.
16. The Netop Security Server is now running. The Netop Security icon appears in the system tray.
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Windows Server 2016 Datacenter Evaluation

Windows License valid for 137 days

17. Right click on the icon and select

18. Go to the

29.03.2017

Security Server Group 1D
Public Key

Ok

Cancel

f Metop Security Server - Running - ﬂ
File View Action Session TJools Help
™ " -,f
> A b . L] o =
MNames ] Messages ] Securty Server ]
General l Connections Histary ] Services ] Communication ]
Status
| Running
Host ID
| W2016NSS
Address
| 192, 168.206.35
192.168.206.35
menu and select . The database setup will be displayed.
Metop Security Server Setup ﬂ
ODBC Setup
Diata Source Mame [DSH] |NSS_DB_SGL J
Uzer (D |
Password - | sssssssessssssssssssssse
Information
Statusz : Errar : Logan errar, check DSH, User D and

Passward,

Help
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19. In the upper-right corner of the page, click the ellipsis button. The Select Data Source page will
be displayed from where you will select the desired database.

Select Data Source &

File Data Source  Machine Data Source

Data Source Mame Type Description
NS5_DB_AD System MNSS_DB_AD

Mew...

A Machine Data Source is specific to this machine, and cannot be shared.
"User" data sources are specific to a user on this machine. "System” data
sounces can be used by all users on this machine, or by a system-wide service.

QK Cancel Help

20. Click the Machine Data Source tab, select the NetOp Security Evaluation data source name
and click OK.

S0L Server Login

x|
Data Source: NSS_DE_AD

[+ se Trusted Connection Cancel
Login [D: nasadmin Help
Password: | Options ==

21. No need to enter credentials; just click OK.
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Metop Security Server Setup ﬂ
ODEBC Setup
Data Source Mame [DSM] |NSS_DB_AD J
Uzer 1D : |nssadmin
Password : | sovoesene
Information
Status : Brovezing far ather Security Servers.
Security Server Group D 2DRDEN22032E5E58ES7TIE 37 3805EB RS
Public: Key :
----- BEGIM PUBLIC KEY----
FIBlAMNE gkghkiG 9wiBADEFAA0CADRAMIIECak CALEALZANT ImypE aP scprE N
+leCoBELAfH iwi A A 0Emed: ICaohk H G v 3FProjyTiesd)r'dS ggwitbkd FIPH B+ PO
k2w T DHZ 2] Toebly] CRZLZR 5 3PFA450eB) /qF SzhfoD w1 MmbslyicZ gdkD
EQMEOSHIAFo08Hp20J 0gE +k 70k BzbLM TIGMqCCT CoR PyYpGLex0SYHWwW 3EWTEBC
FgpR 8aEiPD CACHBEIWE gT B2<cTmk hiw/iBHET i GwhwE D FLWH 9ngBhLTydvRq
Bwrk PRwC ol 4T ndtZwbl 110 sP2R kAT Sudekm+aprp2BewhdimBom) riad+2HE efR C
FMOIDALAR
----- EMD FUBLIC KEY----- I J
Ok Cancel Help
22. Click the button.
23. Wait until you see the Information Status: “Security Server running.”
i

~ODBC Setup
Data Source Mame [DSK] : INetDp_Securit_l,J_EvaIuation _I
UserlD: Iadmin
Pazzword : IIlIllIlIlllllllllllllllllllllll

24. Click

i~ Information
Statug : Security Server running.
Securty Server Group D 2DB0E022082E5E58E573E 37 3R05ERBEST
Public Key :
----- BEGIM PUBLIC KE'Y---- ;l

MIIBliaMNE gkghkiG 9wiBADEFAA0CADBAMIIECgk.CADEAs<2r2MBhmibH vz Emdy
GrtSiPez3/0 9804l 4F aqts2wmil 01 4o piv RGN 8w gl DK S awd dpksfBut (2
1aCF8cClmgWahlpU a7 G Lywd woll M aryF grrgW LILIgGZ e c+osppdFSE Gty
BrkLxGuMvikinBM e+eT Y wCHkSidk z0ma' 4| EBnilGHES 2P/ a3pDim1S gzM 3w a+r

¥ Owik 78+222F 49R dHZwP AP/ S ks OfdobkET) BB DnFZ9GIE nw T ndfds/afm1
uTa3U3E3p QUB TG 3T gHEkz2aLiit M T wit T ++r9b22359fW /9T GMWuGALD ald 05
qRIDADAR

----- EMD PUBLIC KEY -

Ok | Cancel | Help |

25. Restart the Netop Security Server.
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6. Configure the Host to use Security Server

1. Open GUI of the Host you want to use with Security Server.

File  View  Action Session Tools Help
i B | % A | 1R A

Communication | MNames | Messages
General | Connections I History | Services

Status

I Running

rHost ID
|TestHu:ust1

—Address
| 192.168.52.128

192.168.52.128

2. Make a note of the Host ID as it is displayed in the General tab. You might want to use this ID
later when making role assignments in the Security Manager.

3. Onthe main menu click Tools and select the Communication Profiles option. The
Communication Profile Setup will be displayed.

-
Communication Profile Setup - e

Communication Profile List: Close

[] Internet ;I

[] Internet (TCF) Help
[] IPx

[] ISDN (CAPT)

LAN (TCF)

! | |07 NetB1os

[] MetBIOS over TCR/IP {1}
[] MetBIOS aver TCR/IP {4}

gor

[T TCP/IP (TCP IPvE)

Mew | Edit | Delete |
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4. Make sure that the TCP/IP communication profile is selected. Click on it then click the Edit
button.

-
Communication Profile Edit

— Communication Information

Ok
Description of Communication Profile: |_I
[
Cancel |
Communication Device:
ITCP;"IP j [™ Use DialUp Networking
Help |
~TCP/IP
Max packet size (MTL): I 2600 (512 - 5146 bytes) Advanced ... |

r Optimize for internet communication IP Broadcast list .. |

5. Click the IP Broadcast list... button.

_
IP Broadcast List [

 IP broadcast list

Add

Edit

Deleke

&

[ Disable local subnet broadcast

Ok Cancel Help

6. Click the Add button.

IP Broadcast List [

Enter DNS name or IP address:

Ok Cancel
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7. Enter your Security Server's DNS name or I[P address and click OK.

h
IP Broadcast List [

—

—IP broadcast list

Add

Edit

Delete

El

[ Disable local subnet broadcast

Ok I Cancel Help

8. Optionally, you might unselect to Disable local subnet broadcast.

9. Click OK twice then click Close. You will be prompted to restart the Host.

w —— | — -
Information u

e

You must restart the program for the changes to take effect (e.g. click on the
"Restart” button).

10. Click OK.

Eile View Action Session Tools Help
i mp | * o AR | [T 8

Communication I Names I Messages
General | Connections I History I Services

~Status

I Runining

rHost ID
ITestHDstl

 Address
| 192.188.52. 128

132.168.52.128

11. On the main menu, click Actions and select Restart.

12. Once the Host’s status returns to running on the main menu click Tools and select the L.og
Setup option.
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Log Setup

Log Setup | Metop Local I Netop Server I Windows Event Log I SNMP Traps

Log events:

[~ Log Locally

v Log on Netop Server

[™ Log to Windows EventLog
r Log using SNMP Traps

[ Custom Host name for all log events

[ | Add Ttem =l

[ Custom Guest name for Connection and Session log events
[ [add Ttem

13. Select the Log on Netop Server option.
14. Click the Netop Server tab.
| [

Log Setup | Netop Local Netop Server | Windows Event Log | SNMP Traps |

Select Events to view in list Events to log:

@ view all Events Act: Execute Command ﬂ Select Al |

i view Selected Act: File received
™ Connection Act: File Sent Deselect Al |
™ session Act: Gateway Logon
I action Act: Help request cancelled
r SecUrity Act: Help request sent
™ configuration Act: Host Reboot
Act: Host user logged off
Act: Inventory sent
Act: Keyboard and Mouse Assigned
Act: Keyboard and Mouse Revoked LI

—Host ID for log server

I Browse... I

Cancel | Help |

15. Click the Select All button to enable logging of all Netop events.

16. Click the Browse... button.You will be prompted to wait until the Log Servers list will be
displayed. Your Netop Security Server will be shown in the list.
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[ Log Servers ﬂ

e — .
rL I
0Q SErvVer Nnames Select
YOURSERVERMAME
Cancel |

17. Select the server name from the list and click the Select button.

Log Setup | NetopLocal Netop Server | Vindows Event Log | SNMP Traps |

Select Events to view in list Events to log:

% View all Events Act: Execute Command i’ Select Al |
 View Selected Act: File received
[~ Connectian Act: File Sent Deselect All |
[~ Session Act: Gateway Logon
I~ Action Act: Help request cancelled

= Security Act: Help reguest sent

[T Configuration Act: Host Reboot
Act: Host user logged off

Act: Inventory sent
Act: Keyboard and Mouse Assigned
Act: Keyboard and Mouse Revoked ;I

Host ID for log server

| YOURSERVERNAME Browse... |

Cancel | Help |

18. Click OK. The Netop Host is checking if the log server is available.

File  View Action 5Session Tools  Help
i B | * oS S| [T 8

Communication I Names I Messages
General | Connections I History I Services

[ Status

I Running

rHostID
ITestHu:ustl

 Address
| 192.168.52.128

152.168.52128

19. On the main menu click Tools and select the Guest Access Security option.
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Guest Access Privieges | Guest Policy | MAC/IP Address List Setup | Encryption | Smart Card |

~Guest Access Method

Use Netop Security Server i

 Netop Security Server
Public Key:

——BEGIN PUBLIC KEY-— 2]
MIIBLANBgkghkiGoWOBAQEF AAOCAQSAMIIBC K CAQEASX 2r 2MBfhmIMHvzXEm 4y

GrtgiPcza/ 098sgAI4Faqts 2wia 10 14VFoY pit FOXGNEWG4Z0K I5avdpkx fButoz
TaCFacCLwsVAhlpUSUY PGLY 4 oUMaY yFgxrgVUL ILgGZeMe +osppAFSEGtYra

EXkLxGUMy fkiagMe +eTYwCfkSidkz0fW HIEENIGHESZPE 3 3pDivw 15gzN3Va +2r

Y OviK 78 +25 2F 45R dHZxPAP4/SksOfdoMKIZ 18g%j6 IDNFZ9GIEnyTn4f4s fafm 1

UTASUSIZ3pIQ0B0 InG 3TgHkz 3aLijQM 1wntT ++r9bZz959fM/gTGMVLUQuDaII05g

qQIDAQAB

-——END PUBLIC KEY——

20. From the Guest Access Method drop-down list select the Use Netop Security Server option.

21. Copy and paste the Public Key from the Public Key text file that you made while setting up the
Netop Security Manager.

22. Click OK.
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7. Configure the Security Role Assignment

1. Return to the Netop Security Server computer and open the Netop Security Manager.

Netop Security Manager - Logged on to ODBC data source "NetDp_Security_Evaluation™
File Records

Edit Wiew Options Help

=10l x|
B ARE WG D[ FR
| T where | =] [okE <] o=

= I Netop Security Management Guest | Host | Role | B | D
I_—i_l @ Security Settings
=
@ Roles
Security Policies
Elﬂ Logging
ﬁ Security Log
g Metop Log
* @ Active Sessions
= &3 Scheduling
' &% Scheduled Jobs
=1 B, Netop Definitions
;& Guest IDs
jﬂ Guest ID Groups
. B, Host IDs
‘. Host ID Groups
% Metop Properties

[MetOp info] Microsoft Access database server detected: ACCESS

=

Ready

2. On the left tree collapse Netop Definitions and select Guest 1Ds.

Netop Security Manager - Logged on to ODBC data source "NetOp_Security_Evaluation™
File Records Edit View Options Help

EEEIIY I TR

[ where I

=101 x|

Jd | AR N

-1 4
£l Metop Security Management UserMame
Bl @ Security Settings

| Enabled | Password | ForceChange | callback o [Pwd.. | Pwd
T Role Assignments
.@ Roles

i* ¥ Active Sessions

B & scheduling

£ Scheduled Jobs

B &, Netop Definitions
)

ﬂﬁ Guest ID Groups

B, Host IDs

% Host ID Groups

i * MNetop Properties

1

|
Ready

[ I
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3. Right-click on the right side of the window and select New.

4.

29.03.2017

_nix
File Records Edit View Options Help
®ARE SR G ER| |
I~ where | xlJoke o] [e |y
E|_‘ Metop Security Management UserMame | Enabled | Password | ForceChange | Callback | Pwd... | Pwd
= @ Security Settings
T Role Assignments
@ Roles
Security Policies
Eg Logging
I Security Log
B e e ECE—
- §® Active Sessions Edit
E@ Scheduling Dele;el
- €% scheduled Jobs Accesshie Hosts
£l P, Netop Definitions
i ™ Guest IDs
8 Guest ID Groups
i B, HostIDs
¢ 8, Host ID Groups
: h Metop Properties
< | 1]
Define & new Metop Guest ID v
In the first field type a new Guest ID.
Netop Guest ID x|
General | Member of |
! — -
ﬂ NEW GLUEST ID
Description I
Callback rumber |
r—Callback mode — Password
Paszsword I
Caonfirm I
¥ Change at next logon
f* No callback
llegal court ID
History count ID
 Status
Last change I
I Disabled
Last use I
ok | cancel | sy |
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5. Inthe Password area, enter a password and confirm it and make sure to deselect the Change at
next logon option.

x|
General | Member of |
m |TESTUSER
Description I
Callback rumber |
—Calback mode — Password
Passwaord Ii------
Confirm I-------
Change at next |
& No callback L
llegal court I[I
History count Il]
— Status
Last change I
[™ Disabled
Last use I
ok | cancel | ey |
6. Click OK.
7. On the left tree, collapse Security Settings and select Role Assignments.
JRT=TE]

File Records Edit View Options Help
AR S g QR[> EE
[ ‘where I ﬂ I'—'KE ﬂ I“"\"G/° j Q
= % Netop Security Management Guest | Host | Role | Enabled | D Cre
E| @ Security Settings
@ Roles
- [B3l security Polides
E| ﬂ Logaing
Q Security Log
i Q Metop Log
. {8 Active Sessions
B &% Scheduling
' € scheduled Jobs
B M., Netop Definitions
;& Guest IDs
ﬂﬂ Guest ID Groups
i B, Host IDs
!. Host ID Groups
H. MNetop Properties

Ready ’_ l_lﬁ v
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8. Right-click on the right side of the window and select

Metop Security Manager - Logged on to ODBC data source "NetOp_Security_Evaluation™

File Records Edit View Options Help

=0l x|

EAARME S TR %D

[ Where I

i ) PG

= I MNetop Security Management
E @ Security Settings
T Role Assignments
@ Roles
Security Polices
ﬂ Logging
g Security Log
g Metop Log
. {8 Active Sessions
21 €% Scheduling
£ scheduled Jobs
=) B, Netop Definitions
;ﬁ Guest IDs
ﬂﬂ Guest ID Groups
| B, HostIDs
i H Host ID Groups
‘x Metop Properties

Guest

| Fole

| Enabled | jin} | Cre

Inzert 8 new Role Assignment

[ [ Berl 4

In the Select Guest Type dialog box select

and click

Select Guest Type

.4

Please select which type of Guest you wish to insert

@ = Windows Group
m(‘ Guest |D Group
gg ~ RSA SecurlD Group

ﬁ = Directory Services Group

. = Everybody

Press the Back button for details

S ¢~ Windows User
m f* Guest ID

gg ¢~ RSA SecurlD User

%g = Directory Services User

< Back Next >

Cancel

Guest:
Netop Guest ID Group
No name

Host:

No type
No name

Role
No name
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10. The Guest ID you created earlier is selected by default. Click Next.

Insert Netop Guest ID as Guest

11. Select the Host ID Group option and click Next.,

Select Host Type
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12. The UNREGISTERED HOSTS group is selected by default. Click
x|

4 i

Enter first characters below and select from list

Ii Guest:

Netop Guest ID
UNREGISTERED HOST IDS 1: TESTUSER

Host:
Netop Host Group
0: UNREGISTERED HOST IDS

Role
No name

< Back Next > Cancel |

13. The Full Control security role is selected by default. Click
x|

¥ ®

Enter first characters below and select from list

Ii New Guest:
Netop Guest ID
No Access 1: TESTUSER

Standard Role
Unassigned Hosts' Role

Host:
Netop Host Group
0: UNREGISTERED HOST IDS

Role
2: Full Control

<Back [ Fnsh | camcel |

You have now completed your first role assignment for testing.

If you have configured everything correctly will now be able to connect from your Netop Guest to the
Netop Host using Security Server authentication and Security Server logging.
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