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Netop Host on a Terminal Server

This article describes how to install and configure a Netop Host on a terminal server (TS) machine, so
that a Netop Guest running outside the terminal server can connect to any individual session running on
that server.

There are two basic ways for a Netop Host to be available for remote access from a Netop Guest.

The classic way is to let the Host wait for incoming traffic. This method works nicely when the Host runs
in a PC or in the console of a server. But if the Host needs to be accessible in one or more terminal
server sessions you cannot just reach it by address:port. In this case, the Netop Gateway can help
route the Netop traffic between the Hosts running in TS sessions and the Guests that need access to a
specific session. For information on how to use the Host with a Gateway on a TS, see

In order for the Guest to identify the right session to connect to a mechanism must be in place for this.
One method for identification is provided under

Another way to create accessibility to the Hosts is to let the Host use outgoing traffic to a connection
service. The Guest that needs to access the Host will also use the connection service to find the right
Host. Netop provides connections this way through the use of Netop Portal or Netop WebConnect.
These connection services may be available as Netop hosted service, as on-premises self-hosted
service or as a Virtual Private Cloud.

: All Netop Remote Control modules should be installed in the console session of the terminal
server machine. Otherwise, the configuration cannot be done properly.

For information on allowing the Host use outgoing traffic to a connection service, see
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Netop Host on a Terminal Server

On the console session of the terminal server machine, install the Netop Host:

1. the Netop Host and run the .msi file.
2. Run the Setup Wizard making the desired settings. Click in order to go through the wizard.
3. On the wizard last page, make sure to select the
checkbox.
x|

0N

Completing the Netop Remote
Control Host Setup Wizard

Click the Finish button to exit the Setup Wizard.

Ao, P oty St ey
|CJIUCHI10LUDY

W Launch the Metop Remote Control Host product

v
\ Netop
= Back Cancel |
4. Click to complete Host installation. Once the Host installation is complete, the Host

configuration wizard displays and you need to configure the Host, see

1. Run through the Host configuration wizard and select the desired setup options to make the Host
ready for use. On the Netop Host Startup Mode window, make sure to select the
option.

Netop Remote Control - Setup Wizard x|

Netop Host Startup Mode v
Select how MNetop Host shall be started Netop

{¢ Start with Windows

Select this option to load and start Netop Host minimized with Windows. Recommended to
enable Log On to Windows by remote control.

" Load manually
Select this option to load Netop Host manually.

< Back I Next > I Cancel
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2. Complete the wizard configuration clicking the Finish button. The Netop Host is now up and

running.

Netop Host - Running

Session

File Wiew Action

N N

A A N

F -l

Tools

=101

Help

| [¥] & &

Communication
General |

Connections

Messages
I Services

Mames I
Histarny

Status

I Running

—Host ID

|

—Address

3. Goto Tools > Communication Profiles and select only the Terminal Server profile.

Communication Profile Setup P
Communication Profile List: Close
[C] LAN (TCP) -]
[] MetBIOS Help

[] MetBIOS over TCP/IP {0)
[] MetBIOS over TCP/IP (2)
[] MetBIOS over TCR/IP (5)
[] TcriP

|:| TCP/IP (TCP IPvE)
Terminal Server

[] web

Edit

Mew Delete

Click Close.

4. Goto Tools > Program Options. The Host general options display (that is, the General tab). Make
sure to select the Load Host at Windows startup (run as service) option.
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Program Options |

' Remote Printing | Help Reguest | Run As | Directory Services | Web Update
General I Host Name | Connection Motification | Audio-Video Chat

Startup
¥ Start Host when loaded

¥ Load Host at Windows startup (run as service
v Minimize Host when loaded

[" Stealth mode (hide host when started)

~ Connection
™ Minimize Host on connection with Guest
[™ Host top most window on connection with Guest
[~ show file transfer status
™ send keep alive message
v allow multiple simultaneous Guest sessions

™ Retain input state for remaining Guest

oK | Cacel |  Hep |

5. Click the Host Name tab and from the Naming section, select the Use environment variable
option. This will allow you to select an individual name (for example,
Scomputername%\%username?) for each of the TS sessions.

Program Options |

' Remote Printing | Help Request | Run As | Directory Services | Web Update
General Host Name | Connection Metification I Audio-Video Chat

—Maming
= Enter name or leave name field blank

Iﬁ' Use environment variable I

" Use Windows computer name

I %cornputemame%‘l,%semame%l

Mame:

—Mame options
¥ Public Host name
¥ Enable User Name

—Metop Mame Server
Mame Space ID: PLBLIC

0K I Cancel Help

6. Make the proper naming settings and click OK.
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7. Make sure that the Host will start with any new TS session by adding the lines below into the
$systemroot%\Netop.ini file:
[HOST]
RDPAware=1
8. Restart the Netop Helper Service:
Q. Services -0 -
File Action View Help
s EEe= HmE »enw
£ Services (Local) || Name - Description Status Startup Type  Log OnAs “
L Netlogon Maintains a secure channel between this co... Manual Local Syste...
£ MetOp Helper ver. 12,61 (2017132) The Metop Helper Service provides essential ..  Running  Automatic Local Syste...
L Metwork Access Protection Agent The Metwork Access Protection (MAP) agent... Manual Metwork 5...
Lo Network Connections Manages chjects in the Network and Dial-U... Manual Local Syste.., v
Extended )\Standard/
2.3 Install the Gateway

On the console session of the terminal server machine, install the Netop Gateway:

1. Download the Netop Gateway and run the .msi file.
2. Run the Setup Wizard making the desired settings. Click Next to go through the wizard.
3. On the wizard last page, make sure to select the Launch the Netop Gateway product checkbox.

L]

i Netop Gateway - Setup EI

Completing the Netop
Gateway Setup Wizard

4l

~OLIN

Click the Finish button to exit the Setup Wizard.

sivddery pur yeruslioonn) srewey winres
|CJIUCa10LUBY

W Launch the Netop Gateway product

\ Nc:-.tf:-p

= Back I Finish I Cance] |

4. Click Finish to complete the Gateway installation. Once the installation is complete, the
configuration wizard is displayed and you need to configure the Gateway, see Configure the

Gateway.
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1. Run through the configuration wizard and select the desired setup options to make the Host ready
for use. On the Netop Host Startup Mode window, make sure to select the Start with Windows

option.
ﬂ
Netop Host Startup Mode 4
Select how Metop Host shall be started Net{]p
{* Start with Windows
Select this option to load and start Netop Host minimized with Windows. Recommended to
enable Log On to Windows by remote contral,
" Load manually
Select this option to load Metop Host manually.
< Back I MNext > I Cancel |
2. Complete the wizard configuration clicking the button. The Netop Gateway is now up and
running.

3. Goto Tools > Communication Profiles and edit the Netop Portal communication profile:
a. Select Netop Portal and click

b. Enter the Netop Portal URL (that is, portal.netop.com) and the Enrollment Key (the
deployment package identifier). For details on Deployment Packages and enrollment
keys, see the Netop Remote Control Portal User’s Guide

Communication Profile Edit

 Communication Information

I Metop Portal

X
ok I
Communication Profile description:

Cancel
Communication Device:

INeb:p Portal j Help |

- Eabeway Settings
Deyice group; Commection direction

I () Incoming and outgoing cannections

[etop Net (100, 1275 & Incoming connections anl

I 103 o Dutgoing conneckians anly!

~MNetop Portal
Address: I portal.netop.com

Enrollment Key: I

Test |

a. Click

4. Select the following communication profiles: Terminal Server and:LAN (TCP) and/or TCP/IP
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Communication Profile Setup x|
Commurnication Profile List: Close
LAN (TCP) 0 |a
[[] NetBIOS Help

[] NetBIOS ower TCP/TP (0)
[[] MetBIOS over TCR/IP (2)
[] NetBIOS ower TCP/IP (5)
[] TCP/IP (TCP IPve)
TCR/IP
Terminal Server

[] web

MNEw Edit Delete

Click Close.

5. Goto Tools > Program Options. The gateway general options display (that is, the General tab).
Make sure to select the Load Host at Windows startup (run as service) option, this will load the
Gateway at Windows startup.

Program Options x|

' Remote Printing | Help Request | Run As | Directory Services | Web Update
General | Host Name | Connection Notification | Pudio-Video Chat

~Startup
¥ Start Host when loaded
| ¥ Load Host at Windows startup (run as service) |
¥ Minimize Host when loaded
[ Stealth mode (hide host when started)

 Connection
[ Minimize Host on connection with Guest
™ Host top most window on connection with Guest
[ show file transfer status
™ Send keep alive message
¥ Allow multiple simultaneous Guest sessions
[ Retain input state for remaining Guest

ok | Cancel | Heb |

6. Click the Host Name tab and from the Naming section, select the Use environment variable
option. This will allow you to select an individual name for the console session (for example,
$computername%\Gateway) where the Gateway runs.
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Program Options 5[
| Directory Services

| HelpRequest | Runhs |

Remote Printing
General Host Name | Connection Motification I Audio-Video Chat
— MNaming

{” Enter name or leave name field blank

Iﬁ' Use environment variable I
{” Use Windows computer name
II Yocomputername¥a\Gateway I

Name:

—Mame options
[v Public Host name
[¥ Enable User Mame

— MNetop Name Server
Name Space ID: I PUBLIC

oK I Cancel Help

7. Make the proper naming settings and click OK.

8. Restart the Gateway for the settings to take effect.
R
File WView Acton Session Tools Help
E 1 a3 ma sl 2 n
L I [ o 5 ! |@=.|=J
Communication I Mames I Messages I Routing
General Connections I History I Services
~Status
IRunning
Host ID
~Address

2.5 View instances
Restart the Netop Helper service. You should see the Gateway running in the console session and a

Host instance running in each terminal session on the server.
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_lojx

File Options View Help

-Applimﬁnns Processes |Ser~.ri::es I Performance I Metworking I Lsers I

Image ... = | User Mame | Session ID I CPL.II Memary (... | :I

explorer.exe admin 2 an 13,020 K
|sass. exe SYSTEM ] W} 3,520 K
lsm, exe SYSTEM i] oo 1,828 K
MMC, EXE Administ.., 1 W} 3,112 K
msdtc.exe METWO... 0 W} 2,580 K
NGWW32.EXE... MNETWO... 1 oo 0,976 K

MHOSTSVC.EXE

1,720 K

MHSTW3I2.EXE... METWO... 2 (i} 5,124 K
rdpdip.exe admin 2 an 1,240 K
SErvices.exe SYSTEM 0 (i} 3,308 K
SMS5.EXE SYSTEM 0 oo 292K
spoolsy, ExXe SYSTEM i] W} 5,032 K
sSppsvC.exe METWO... 0 (i} 1,652K
svchost.exe SYSTEM i oo 2,772K
svchost.exe METWO... 0 i 264K ¥
1 | »
¥ show processes from all users End Process |
|Prm:esss.=-_s: 40 |CP'U Usage: 0% |Ph3rsi:3l Memary: 25% o

o]

File Options WView Help

-Applimﬁons I Pro::essesl Services | Performance | Metworking Users |

Active

RO-CS-AMLU  RDP-Tcp#0

The session where the Administrator is logged in is the console session (the session directly on the
machine), with the Session ID 1. That is the session where the Gateway process NGWW32.exe is
running.

The session where Admin is logged in is an RDP session (started via Microsoft Remote Desktop), with
the Session ID 2. In this session, a Host process NHSTW32.exe is running.

1. Open the Netop Guest and connect to the terminal server by filling in the TS TCP/IP Address in the
Host section and selecting LAN (TCP) from the Communication profile drop-down.
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# MNetop Guest B L=
File Connection Edit View Tools Help

Ao Y FAR L S 9 E) T Y
[Gd Phonebook " Quick Connect |J}; Connections | 72 History | #% Help Request | 4 Recordings | 6;{ Script | = In\rentoryl

Host Communication profile
TCP/IP Address:
152, 168, 206. 106 [Lan (rce)

Mame {Optional, use with gateway):

T ) (oo ] |

Connect ] [@ Browse Uhd Disconnect “_g Connection P[operties...l

Browse list

HostID + User Mame Phone number Communication Profile

4 | m

r Metop Metwork ,‘ Windows Metwork ,l' Intel vPro ,f

The connection will be established to the Gateway module, and a prompt will be displayed, asking if
you want to remote control the Gateway, or a Host behind it.

2. Either browse for Hosts, or enter the Host ID for the session you want to connect to.

You are connected to a Netop gateway.

Select type of service

() Remote contral gateway

() Connect to spedfic host:

Click OK.

You should see both the console session (the Gateway) and the terminal session running on the
server (the Host).
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#* Netop Guest Ex L=SRET X
Eile Connection Edit Miew Tools Help
£ 3 — e v - r ———
A28 A PP BB 5 Y .9
L) Phonebock | 1 Guick Connect | .y Connections | 2 History | +} Help Request | % Recordings | "7 Scrpt | b Inventory
Hogt Communication profie
TCPJIP Address:
v _LAN (TCP) |
MName (Cpbonal, use with gateway):
WIN-ESHCNIKOGK I ADMIN hd | Edit... New... Dedete
Copnect ‘:I' Browse _l‘-*l Cescpnmect || ;}'Cmchm PT_un-emes..._
Browse list (oreabed 2:24:03 PM)
HostID < Liser Mame Phone number Communication Profilg
o WIN-EHCMEQG S GATEWAY ADMIMISTRATOR LAN (TCP)
s '::; :o:i 1|-e~ﬁi! ol I ADMIMN Lan [TCF)

o {14

[ Metop Metwork | Windows Network | Intel vPro [

3. Double-click on the terminal session ID to connect.

(P Gad % | (g | G

. Alternatively, you can enter the IP address of the terminal server in the TCP/IP Address field
and the name of the session in the Name field to connect directly to the desired terminal session.

1. On the Netop Guest, go to Communication profiles and check the TCP/IP communication profile.
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Communication Profile Setug

Chedk the square box in front of a communication
profile to select it for initialization at program startup.

Communication Profile List:
[] HTTP

[] Infrared

[] Internet

[] Internet (TCP)

[ P
[[] 1SDN (CAPT)

[] LA (TCP)
[] MetBIOS

TCR/IP

1 Tre e (TP TPwEY

e | [ e | [ o |

Restart the Guest. Now the TCP/IP profile will initialize at the Guest start-up.

2. From the Communication Profile drop-down, select the <Any initialized communication> option
and click the Browse button. Depending on your broadcast options on the TCP/IP communication
profile, if the broadcast reaches the terminal server, you should see all Hosts available in your
broadcast segment, including the Gateway console and terminal sessions on that server.

File  Connection Edit View Tools Help
RO MR PIRE% B8 X e R LE EIEE
G Phonebook: Wy Quick Connect | -2}: Connections | 2 Histary I < Help Request | 4 Recordings | “;{ Script I =Y |r|\.'antory|

Host Communication profile

Marme:

[<Any initialized communication >

l Copnect ]@ Browse ] l*-') Disconnect LQ Connection Properties. ..

Browse list (created 3:58:31PM)

HostID ¢ User Name Phone number Communication Profile Information

Se, LAURA2-PC LAURA2 TCP/IP
ey RO-CSYM-MIEN-T2 TCR/IP
g, RO-CSYMAMIEN-T4 TCP/IP
Se, RO-CSYM-WT7-1 TCP/IP
Se, RO-CSYM-W7-2 TCP/IP
S, RO-CSVM-W7-64-1 TCP/IP
e, RO-C5VM-W5ER2-2 ADMINISTRATOR TCP/IP
RO-CSVM-\5BR2-3 TCP/IP
% WIN-E4HCMIKQGK3\ADMIN ADMIN TCPfIP
Sle WIN-E4HCMIKQGK\GATEWAY ADMINISTRATOR TCP/IP
TEST1234 TCPfIP

r Netop Metwork 'l Windows Network ,lr Intel vPro ,f

3. Double-click on the terminal session ID to connect.
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1. Open the Netop Guest and from the Communication Profile drop-down, select Netop Portal. You
will be prompted to enter valid Netop Portal credentials (received from the account administrator):.

% Netop Guest 12 -| Netop Portal (portal.netop.com) X

File Connection Ed
e gy ¥ o

(& Phonebook 1 Q

Host
Name: NETOP

Remote Control [ v

b Inventory

Login..,
ign in to your account

Connect

Browse list

Host ID

]- Netop Network

Once the Portal profile is initialized, if Live Update is enabled, you should see the Gateway in the

browse list. Otherwise, you will need to manually click on the button to get the list of
devices.
2. Usethe button to see all the sessions behind the Gateway.
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* Netop Guest - O *
File  Connection Edit View Tools Help
RO MASE% S8 S e N B IR EEEFLe
[ Phonebook "1 Guick Connect 2k Connections 72 History + Help Request % Recordings i Script b Invertory
Host Communication profile
Mame:

v| | Netop Portal i
Host (Optional, use with gateway):
v] | Edt. | | mMew.. | | Logout

|{5 Connect | @ Browse Gateway | ﬁ-’) Disconnect LgConnecﬁon Properties...

Browse list (created 6:09:36 PM)

Host ID User Mame  # Unigue Host ID IP
I’_"oRO—\!‘.ﬂHW10PRCJ-64 Administrator 587e8fed3c353298... 192.168.201.4

! RO-MRC-VM2008R2\Gateway admin ofeffbf2e5444209d... 192.168.201.16

r Metop Network " Windows Network [ Intel vPro |

[ (8 4

You should see both the console session (the Gateway) and the terminal session running on the
server (the Host).

* Netop Guest - O *
File Connection Edit View Tools Help

RO A SIB™ 0 08 X e N PR FTEE L)

[l Phonebook ' Quick Cornect 2 Connections  # History ¥ Help Request 4% Recordings “;{ Script  5b Inventory

Host Communication profile
Mame:
V| |Netop Portal w
| Edt. | | mew.. | | Logout

| {5 Connect | I@ Browse Gateway |
Gateway browse list {created 6:14: 13 PM)

ﬁ-’) Disconnect | ||_g Connection Properties... |

Host ID User Name ¢ Phone number Communication Profile Information
g@ RO-NRC-VM2008R2\GATEWAY  ADMIN RO-MRC-VM2003R.2\GATEWAY Netop Portal
go RO-MRC-VM2008R2VJISER 1 USER1 RO-MRC-VM2008R2\GATEWAY Metop Portal

r Metop Network " Windows Network | Intel vPro |

[ (8 4

3. Double-click on the terminal session ID to connect.
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¢
.n’
=N )40 %
Netop Host
File Yiew Action Session T
mn* & s
Communication |
General J Connection
[ Status
]Cnnnected
[~ Hoskt ID -

] RO-MRC-¥M2003R. 2 user

rAddress

I

. Alternatively, you can double-click the Gateway in the Netop Portal browse list, and a window
will appear asking you if you want to remote control the Gateway, a specific session behind the
Gateway, or browse for Hosts. You can enter the name of the session in the field to connect directly
to the desired terminal session.

Gateway Connection >

You are connected to a Netop gateway.

Select type of service

(") Remote contral gateway

(®) Connect to spedifichost: | 20-NRC-VM2008R2\USER1 |
(") Browse for hosts

Cancel
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3 Using Standard Netop Host Installation on a Terminal Server

3.1 Install the Netop Host

On the console session of the terminal server machine, install the Netop Host:

1. Download the Netop Host and run the .msi file.
2. Run the Setup Wizard making the desired settings. Click Next to go through the wizard.
3. Select Default and click Next.

Metop Remote Control - Setup Wizard il
Wizard Mode v
Select setup type. Netop
* pefault

Select this option to use a default setup.

" Custom
Select this option to enable a custom setup.

i Back )| MNext > Cancel
4, Select Start with Windows and click Next,
Metop Remote Control - Setup Wizard il
Netop Host Startup Mode 4
Select how Metop Host shall be started Net{)p

* Start with Windows

Select this option to load and start Netop Host minimized with Windows. Recommended to
enahle Log On to Windows by remote control.

" Load manually
Select this option to load Metop Host manually.

< Back Mext = Cancel
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5. Specify a temporary password and click

Metop Remote Contral - Setup Wizard ﬂ

Default Guest Access Password L 4
Specify a password required from all Guests to connect to the Host. Net{)p

Spedfy password:

Re-enter password:

| SRR
< Back Cancel |
6. Select , from the connection method drop-down select and click
Metop Remote Control - Setup Wizard ﬂ
WebConnect

L 4
Would you like to connect directly, or using WebConnect™etop Portal? Net{)p

* Yes

Select yes if you want this Netop module to connect to other Netop madules using
WebConnect or Netop Portal.

Make sure to select the correct method below.

Metop Portal ﬂ

" No
Select no if you want this Metop module to connect to other Netop modules directly or
through one ar more Metop Gateways.

WebConnect and Netop Portal are services that provide connectivity across the internet.
They do not require direct visibility between end points.

<pack [Hext> ] cancel |

7. Enter the enrollment key provided by your Netop Portal administrator and click

27.09.2017

18



Netop Host on a Terminal Server

Metop Remote Control - Setup Wizard ﬂ
WebConnect L 4
Specify the Netop Portal credentials. Net{)p
Address:
| portal.netop.com Test |

Enrollment key:

< Badk Cancel

Your license should have been registered by now; click and

Netop Remaote Control - Setup Wizard ﬂ

Register your Netop License on-line 4
Register with the Netop manufacturer to qualify for technical support Net{)p
and receive product news. -°

" Yes, I want to register my Netop license on-line

Select this option to display the Metop "Register ondine™ web page on your Internet
browser when dicking Next.

" Mo, but remind me later
Select this option to prompt me for registration the next time the Metop module is loaded.

* Mo, I do not want to register my Netop License now

Select this option to register manually by using the registration card induded in the Netop
package or register onine from the Netop module.

< Back Cancel

8. Click the Task tray, right click the Netop icon and select

o & 6

R

Customize...

I
PR NN
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3.2 Connect using the Netop Portal

You are now ready to remote control the terminal server’s console session via the Netop Portal using

either a browser or the Netop Guest application:

=] - ul X
() Netop Remote Control F X
& (= ‘ & Secure |hﬂps:f;‘pcrlal.nstop.com/’a((uun1,’dew(es-(DntroI/ﬁIter‘f&SBstatus%TCbuol%SD:1Biurder"féSBhostName%SD:aSE 1}| Ea ("] 0 ¢ f_,
55 Apps Jenkins MSDN Git [ zoho My Product Keys -1V * Netop Remote Contr  [@P Netop IntelligentInt 2 c++ - "stdustring™ or 4 When to pass parar » Other bookmarks
9 =~ 1
Remote Control | MY DEVICES & Chat with Netop ‘= Purchase Seats” 9/999 Logged in as NRC admin
All Devicesp)
@& Dashboard Devices: Online ® Clear all the filters
CEETINT t Hostname b i Alias T Group T Logged in user T
€ Configuration m @ [ RO-NRC-VM2008R2 ®  RO-NRC-VM2003R2 admin
@ Authentication m ® [J RO-VAW10PRO-64 M ROVAWI0PRO-64 Administrator
#* Netop Guest - O >
File Connection Edit View Tools Help
o = - 0 » B = T
iAo ® R Y- A e at Sl )
[ Phonebook ' Quick Connect 2 Connmections  © History % Help Request % Recordings f@f Script  sb Inventory
Host Communication profile
Mame;
v| | Netop Portal v
| Edt. | MNew.. | Llogout
",} Connect @ Browse oy Disconnect ||_Q Connection Properties... |
Browse list (created 6:29:11 PM)
Haost ID User Mame  / Unigue Host ID P
g@RD-\l'A-WlUPRD-ﬁq' Administrator 587eBfed3c353298... 192.168.201.4
LM RO-MRC-vM2008R2 RN ofaffof2e5444209d... 192.168.201.16
r Netop Network " Windows Network | Intel vPro [
(2 4

Note: The Netop Portal profile will only start in the console session of the server. You will not be able
to use this configuration to control the other terminal server sessions running on the machine.
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