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1 Introduction

This Netop Remote Control Administrator's Guide supplements the Netop Remote Control
User's Guide and contains the following chapters:

o Netop Security Management

e Netop Gateway

e Netop Name Management

¢ Advanced Tools
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Netop Security Management provides centralized control of the Guest access privileges of multiple
Netop Hosts and extended Hosts.

This main section includes these sections:
[ ]

Netop Remote Control can protect computers that run Netop Host or extended Host against
unauthorized access and actions from computers that run Netop Guest. Protection can be managed
locally on each Netop Host by Guest Access Security and centrally for multiple Netop Hosts by

Locally managed Guest Access Security and how Hosts use Netop Security Management is explained
in the

Centrally managed Netop Security Management is explained in this Netop Security Management main
section.

This overview section includes the following sections:
°

Netop Security Management stores Guest access security data for Guest and Host selections in a
central Security Database, which is managed from Netop Security Manager.

Netop Security Server services Host requests for Guest Roles with themselves by managing Guest
authentication, querying the central Security Database for security data, determining the applicable
Role and returning it to the Host to apply it:

Database
Ser\;ce Security
— - Manager
O m §S |_|rrn
~ &
Guest @ Host @/ Security Authentication
Server Service

1. A Guest that connects to a Host will be requested to identify itself by logon credentials.

2. The Host will forward the Guest credentials to Netop Security Server requesting the Role of the
Guest with itself.

3. Netop Security Server will manage Guest authentication and query the Security Database for
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security data.

4. Based on returned security data, Netop Security Server will determine the applicable Role and
return it to the Host.

5. The Host will apply the received Role to the Guest.

Netop Security Management setup falls into three parts:

Security Database setup is managed from Netop Security Manager, which is a database client
program.

The Security Database can reside in any Open Database Connectivity (ODBC) enabled database.
Creating the Security Database creates tables for these data:

e Security Settings including Role Assignments, Roles and Security Policies.
e Logging including Security Log, Netop Log and Active Sessions.
e Scheduling including Scheduled Jobs.

e Netop Definitions including Netop Guest IDs, Netop Guest ID Groups, Netop Host IDs, Netop Host
ID Groups and Netop Properties.

e Windows Definitions including Windows Users, Windows Groups, Windows Workstations, Windows
Workstation Groups and Windows Domains.

e RSA SecurlID Definitions including RSA SecurID Users, RSA SecurlD Groups and RSA SecurID
Properties.

e Directory Services Definitions including Directory Services Users, Directory Services Groups and
Directory Services.

Security Policies specify a Security Server Public Key, lists group members in a Security Server List,
specifies a Preferred Guest Type and a Preferred Host Type and specifies Logging Options.

The key element in Netop Security Management is the Role Assighment that specifies a Guest
selection, a Host selection and the Role of the Guest selection when connected to the Host
selection.

e A Guest selection can be a Netop Guest ID or Netop Guest ID Group, a Windows User or Windows
Group, an RSA SecurID User or RSA SecurID Group, a Directory Services User or Directory Services
Group or everybody (any Guest).

e A Host selection can be a Netop Host ID or Netop Host ID Group, a Windows User, Windows Group,
Windows Workstation, Windows Workstation Group or Windows Domain or everybody (any Host).

e A Role specifies allowed/not allowed/denied Guest actions on the Host and a Host confirm access
selection.

e You can create Role Assighments mutually between multiple Windows Groups and with Windows
Domain computers in a batch operation.
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You can create other Role Assignments one by one.

Netop Security Manager can retrieve Windows user, workstation, group and domain information from
available Windows user and computer management and directory services user and group information
from available Directory Services to create Windows Definitions and Directory Services Definitions
Role Assighments without previously creating Security Database records.

Netop Definitions and RSA SecurlD Definitions records must be created in the Security Database to
create Role Assignments with them.

You can modify two of the four built-in Roles and create additional Roles.

By group memberships, multiple Role Assignments can be available between each Guest and each
Host. The composite of multiple assigned Roles will apply.

Security Database setup is explained in the following sections:

Netop Security Server is an extended Netop Host with the capability to process Host Role requests.
Install Netop Security Server preferably on multiple computers for load balancing and fault tolerance.
Add Netop Security Servers to the Security Server List.

Log Netop Security Servers on to the central Security Database.

Enable Netop Security Server communication with Hosts that use it.

After Security Database Setup and Netop Security Server Setup, Netop Security Management can
run unattended with very limited maintenance demands.

Read the section for guidelines.
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See also

Security Database Setup
Netop Security Server Setup
Netop Security Management

2.2 Load Netop Security Manager

You can install Netop Security Manager from www.Netop.com.

Note: To run Netop Security Management with a local test database, install Netop Security Manager
and Netop Security Server on the same computer. To run Netop Security Management with a
working Security Database, install Netop Security Manager on the workstations of Netop Security
Management administrators. Its full functionality will be available only if installed on a networked
Windows 2003, XP, 2000 or NT computer. The Netop Security Manager program anconfi g. exe will
reside in the directory where Netop Security Manager is installed.

To load Netop Security Manager, select Start > All Programs > Netop Remote Control >
Security Manager or run its program file anconfi g. exe.

Initially, this window will be shown in front of the Netop Security Manager window:

Tip of the Day &|

Guests remote control Hosts, Guests can be Windows
ugzers or usergroups. Hosts can be Windows users,
usergroups, workstations or damains.

| Cose | [ et Tip ] [] Show Tips on StartUp

The pane will show a tip to Netop Security Manager.
Close: Click this button to close the window.
Next Tip: Click this button to show another tip in the pane.

Show tips on startup: Leave this box checked to show this window when loading Netop Security
Manager. Uncheck to not show it. If suppressed, you can show it from the Help menu Tip of the Day
command.

This window will be shown in front of the empty Netop Security Manager window:

Logon to Database &|

E=g [] Create local test database

Data source |Nele_Securily_Evaluation |

Uzemame || |

Pazsward | |

I Logon ] lEhange...] l Help ] [ Eit l

It will log on to a data source to create or open a Netop Security Database in it.
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: Check this box to disable the fields below to create a local test
database on your computer.

If you are loading Netop Security Manager for the first time, we recommend that you
create a local test database to try out Netop Security Manager before creating a working
Security Database. Creating a local test database requires administrator rights on the computer.
Generally, you should not use the local test database as a working Security Database.

: By default, this field will show to log on to the local
test database. To create or log on to a working Security Database, specify the data source name
(DSN) of the database in which the Security Database shall reside or resides.

: Specify in this field the user name required to log on to the database in which the
Security Database shall reside or resides. The local test database requires no user name.

: Specify in this field the matching password. The local test database requires no
password.

: Click this button to show the Windows Select Data Source window to select a data
source whose name will be shown in the Data source field.

Click this button to close the window and the Netop Security Manager window behind it to
unload Netop Security Manager.

: Click this button to log on to the specified data source with one of the following results:

e If the specified data source contains Security Database Tables, the Netop Security Manager
window will be shown.

o If the Create local test database box was checked before clicking Logon, this window will be
shown:

ODBC Microsoft Access Setup

Data Source Marme: |Nele_Security_Evaluation | I g ]
Dezcription: “:Iick OF to get a MetOp Security kManager Data S-:-l
- [ Cancel |
Databaze: C:h ADanware DatabMS55hamewal mdb
Select... l [ Create... ] l Repair... l [ Compact... ]

Syztem D atabase

(®) Mone

() Database:

Optiongs»

It shows that the local test database with the data source name Net op_Security_ Eval uation will
be created in the file aneval . ndb that will reside in the path C:\ Docunents and Settings\All
User s\ Appl i cati on Dat a\ Net op\ NSS. Click to run the Security Database Wizard to create the
local test database.

o If the specified data source contains no Security Database Tables, the Security Database
Wizard will run to create them.

o If the specified data source cannot be opened, this window will be shown:

NetOp Security Manager, f‘57|

i:/] The data source you requested cannot be opened.

T
Click es to select another data source via Windows' ODBC dialogs.
Click Mo to get more information about the data source needed,
Click Cancel exit Metop Security Manager,

I Yes l [ Mo ] ’ Cancel
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It indicates that invalid data source credentials were specified or Security Database Tables are

corrupted. The Security Database Wizard cannot repair corrupted Security Database Tables. If you

cannot repair corrupted Security Database Tables manually, delete them and Load Netop Security
Manager to create Security Database Tables with the Security Database Wizard.

If no Security Database Tables exist when logging on to the Security Database, the Security

Database Wizard will run:

Netop Security Manager - Security Server Public Key

I order bo zecure a trugted connection between your Hoste and Security Servers, a
Public/Frivate Key exchange will take place. All Security Servers reading this databasze
will belong ta the group identified by the Public Key:

MIIBIi&MB gk ghkiG SwDBALDE FAAD CAD BAMIIB Lok CADEAS2r B fhmiM Hyv 2B rmdy
Grt3iPcz9/098: gal 4F agts 2wid) 07 4450 piv PG N 8w gdZ0k.) 5 2w dpk <fB ut(E
laCFEcCLwaVidhIpUBU w7 G LA ol &' wF grigv LI LIgGZeM c+osppAFSEG TS
Bk LuGub kit BN e+re T rwCkBidk 20fW A E BrilG HES P8/ 2 3p0iw] SgeM 3 a+r

YOviK. 78+2:2F 49R dHZwPAP4/S k2O fdob k211 Bg-BID nFZIGIE v T ndfds Aafmi

3

b

%]

8 L5

Generate Mew Public Key ] [ Copy ta clipboard

The Hogts musgt be configured with the Public Key generated abowe. For production
enviranments, it is recommended to generate a new Public Key for vour Hosts before
deployment, othemwize the default Public Key will be used.

You should restrict access ta reading the Private Fey in the database.

I you change the Public Key, wou must restart your Security Servers, reconfigure and
restart all pour Hozts.

[ Mext » ][ Cancel ]

The Public Key is used to secure a trusted connection between your Hosts and Security Servers.

Either use the default Public Key or generate a new Public Key. For production environments, it is

recommended to generate a new Public Key before deploying your Hosts. Whenever you change the

Public Key, you will need to also change the Public Key used on your Hosts.

Click to show this window:
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Netop Security Manager - Security Server Group Name El

- %

|f pou are uzing older Hosts, specify a Group Mame here. Al Security Servers reading this
databaze will belong to the group specified. Group Name provides backwards
carmpatibility. [t is recommended to update your Host: and use the Public Fey instead.

Group Mame [Private] s 0l
Canfirmn Group Name [T Y}
Graup 10 [Public) 20508022082B5E BBESTIE 37 IB0REB RS9

The Security Server Group Mame is not public. In order to connect ta the Server Group,
the Hostz must be configured with the Group [0 generated abowe, vou should restrict
access to reading the group name in the databaze.

Changes to the group name do not take effect until you restart a Security Server. IF pou
have zervers runhing and you chanage the group name, you must restart all your Security
Servers and reconfigure all your Hosts,

[ < Back ” Hewt » ]l Cancel ]

As stated in the text in the window, the Group functionality is displayed for compatibility with
previous version. It is recommended that you update your Hosts and use Public Key instead.

: By default, Net op will be specified in this field. Characters will show as
dots or asterisks. Leave this name to try out Netop Security Management. To create a working
Security Database, specify another private Group name that should be known only among Netop
Security Management administrators.

: Re-specify in this field the private for confirmation.

: This field will show the 32-digit hexadecimal checksum generated from the
private Group name. This is the that must be specified on Hosts that use this security
server group.

Click to show this window:
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NetOp Security Manager - Security Server List

Enter the Metop Host [Ds for the Security Server(s] in this group. For security reasons, you
st restart all running gervers before gtarting the ness zerver pou add here.
Servers Running  Anzwer Access Server 6.5 Requests | Access Server Key
B, CGooD2 7 | Ho
CHO002 [ add | [ Remove | [ Edt.. | [ Hep
[ < Back ” Mewt » ] l Cancel ]

It specifies security server group members and enables Netop Access Server compatibility.

To try out Netop Security Management, click Add to create a record of the Netop Security Manager
computer in the pane as shown in the image. To add further members to the group and enable
Netop Access Server compatibility, see the Security Server List section.

Click to show this window:
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)

Preferred Guest Type

&

Pleaze select vour prefenred zecurity mode;

(%) Guests enter Windows username and password

() Guests enter RSA SecwlD usemame and passcode

(") Guests enter Directory Services username and password

ﬁ-% () Guests enter NetDp Guest 1D and password

Some Hostz are not able to handle Windowves uzers. These hoszte will abwaysz azk the Guest
to prampt the MetOp way.

[ < Back ” Mext » ]l Cancel ]

It specifies the type of credentials that Hosts shall request from connecting Guests.

Select one of these options:

: Hosts shall request Windows credentials
(User name, Password, Domain) (default selection).

: Hosts shall request proprietary Netop credentials
(Guest ID, Password).

: Hosts shall request RSA SecurlD
credentials (User name, (password), PASSCODE) if they can.

: Hosts shall request Directory
Services credentials via LDAP (User name, password, Directory Server).

Non-Windows Guests such as Linux or Mac do not support Windows Definitions, RSA SecurID
Definitions or Directory Services Definitions and can request only Netop credentials. If Netop
Security Management shall support such Guests, Role Assignments based on Guest Netop Definitions
must be available in the Security Database.

Click to show this window:
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)

Netop Security Manager - Preferred Host Type

&

Pleaze select vour preferred Host tppe:

‘g (%) Windows User, if one is logged in, otherwise \Workstation

& () dalways the \work station
P“ ) Netop Host 1D

In the first mode, you may access a computer if you may access the pergon who iz logged
i, even if access to the workstation itzelf is denied. To lock a server, uncheck the Host's
‘Enable Uzer Hame' bos in the Program O ptions - Hostname tab

[ < Back ” Finigh ]l Cancel ]

It specifies how Hosts shall identify themselves to the Netop Security Server.
Select one of these options:
: Hosts shall identify themselves by

any logged on Windows User or if no user is logged on by the Windows computer name
(default selection).

: Hosts shall always identify themselves by the Windows computer
name.

: Hosts shall identify themselves by their Netop Host ID. This is the value defined
within the Host application itself. By default, this value matches the computer name.

Non-Windows Hosts such as Linux or mac do not support Windows Definitions and will always
identify themselves by their Netop Host ID. If Netop Security Management shall support such Hosts,
Role Assighments based on their Host Netop Definitions must be available in the Security Database.

Click to end the Security Database Wizard to show the Netop Security Manager window.
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Netop credentials

Netop Definitions

RSA SecurlD credentials

RSA SecurID Definitions
Directory Services credentials
Directory Services Definitions
Windows User

Windows Workstation

Netop Host ID

2.3 Netop Security Manager Window

After logon to the Security Database, this window will be shown:

NetOp Security Manager - Logged on to ODBC data source “MetOp_Security_Evaluation™ |Z E|E|

File Records Edit Wiew Cphions Help
8D EE %
['where )ggg

= & MetOp Security Management | Guest | Host | Role | Enabled | ID | Created | CreatedBy | Modified | ModifiedBy

= @ Security Settings

I Role Assignments

@ Rales

Security Policies
= El Logging

£| Security Lag

£| MetOp Log

8 Active Sessions
=-€% scheduling

&8 Scheduled Jobs
=l Windows Definitions

m Users

Wy Groups

L/ ‘Workstations

B5) workstation Groups
G Daomains

[MetOp info] Microsoft Access database server detected: ACCESS

Ready

It contains these elements:
e Title Bar

e Menu Bar

e Toolbar

e Filter and Fetching Bar

e Records panel with a left Selection Pane and a right Records Pane

e Message Panel

e Status Bar

See also

Security Database
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2.3.1 Title Bar

This is the Netop Security Manager Window title bar:

3=

MetOp Security Manager - Logged on to ODBC data source “NetOp_Security_Evaluation®
It will show the name of the logged on to data source.

See also

Netop Security Manager window
2.3.2 Menu Bar

This is the Netop Security Manager window menu bar:

IFiIe Records Edit  Wiew Options Help I

It contains these menus:

e File Menu

Records Menu
e Edit Menu

e View Menu

e Options Menu
e Help Menu

See also

Netop Security Manager window

2.3.2.1 File Menu

This is the Netop Security Manager window File menu:

2N Records Edit Wiew Oplions  Help

Exit: Select this command or a window control Close control to close the Netop Security Manager
window and unload Netop Security Manager.

See also

Netop Security Manager window
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2.3.2.2 Records Menu

This is the Netop Security Manager window Records menu:

Eile ERecords] Edit View Options Help

Security Settings »
Lzgging »
Scheduling »
Metop Definitions [
Windows Definitions r
R5A SecurlD Definitions r
Directory Services Definitions »
Import data

Reset All

Crop All Tables

Expanding commands manage Security Database records as explained in Manage Security Database
Contents.

Import data: Select this command to import roles an definitions from an xml file; for more
information see Importing Roles and Definitions.

Reset All: Select this command to show a confirmation window to confirm deleting all Security
Database Tables and run the Security Database Wizard to create empty Security Database
Tables.

EXTREME CAUTION: Selecting this command may waste hours of work and leave Netop Security
Servers unable to service Netop modules that depend on them until security data have been re-
created. Select this command only if you are absolutely certain that you want to start all over
creating security data.

Drop All Tables: Select this command to delete all data in existing database tables. The setup
wizard will start automatically upon the next restart.

See also

Netop Security Manager window
Security Database Setup
Security Database Tables
Security Database Wizard
Netop Security Servers

2.3.2.3 Edit Menu
This is the Netop Security Manager window Edit menu:
File FRecords NEs[8 View Options Help

Copy  Chrl+C

Copy Ctri+C: Select text in the Message Panel and select this command or press CTRL+C to copy
the selection to the clipboard.
See also

Netop Security Manager window
Message Panel
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This is the Netop Security Manager window menu:

File Records Edit BUEES Options  Help

Mo toskar

v Security Settings Large koolbar
v Logging amall koalbar
v Scheduling

MetOp Definitions

v Windows Definitions

R34 SecurID Definitions

Directary Services Definitions
v Messages

Clear Messages (CErl+M)
v Status Bar

: This command expands into the commands:

: Select this command to hide the toolbar.
: Select this command to show large icons in the toolbar.

: Select this command to show small icons in the toolbar (default selection).
: Select this command to check mark/uncheck it to show/hide the Selection
Pane Security Settings branch (default: check marked to be shown).

; Select this command to check mark/uncheck it to show/hide the Selection Pane
Logging branch (default: check marked to be shown).

; Select this command to check mark/uncheck it to show/hide the Selection Pane
Scheduling branch (default: check marked to be shown).

: Select this command to check mark/uncheck it to show/hide the Selection
Pane Netop Definitions branch (default: unchecked to be hidden).

; Select this command to check mark/uncheck it to show/hide the
Selection Pane Windows Definitions branch (default: check marked to be shown).

; Select this command to check mark/uncheck it to show/hide the
Selection Pane RSA SecurID Definitions branch (default: unchecked to be hidden).

: Select this command to check mark/uncheck it to show/hide
the Selection Pane Directory Services Definitions branch (default: unchecked to be hidden).

: Select this command to check mark/uncheck it to show/hide the Message Panel
(default: check marked to be shown).

: Select this command or press CTRL+M to delete the Message
Panel contents.

; Select this command to check mark/uncheck it to show/hide the Status Bar.
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This is the Netop Security Manager window menu:

File Records Edit View Ne/EEEEN Help

Program Oplions ...

; Select this command to show this window:

Program Options @
Mumber of records to fetch at a time [0-50, 0=all] a0

Automatic refresh

[] Confirm successful changes
[]50L debug meszages

| Walidate LDAF connections at startup

[ oK ] l Cancel

: Netop Security Manager fetches
Security Database records to the Records Pane in batches. Specify in the field a number in the
range (default: 50).

: Leave this box checked to automatically refresh the Records Pane
contents whenever a record is changed (default: checked).

Refresh will discard the Records Pane contents and fetch Security Database records.
Refresh manually by clicking the and button or pressing F5.

: Check this box to show a window to confirm each successful
Records Pane record change (default: unchecked).

: Check this box to show SQL debug messages in the Message Panel
(default: unchecked).

: Leave this box checked to prevent any authentication

problems when using Directory Services as your preferred Guest-Type (default: checked).

When this option is selected, any LDAP connections that fail to validate during startup will result

in @ message similar to the one below:
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i~ ™y
Validate LDAP connections |

The following LDAP connections failed. Pleaze werify your settings.
I you are uzing Active Directon with one or more trusted domaing, you should uee Encrypted bind.

The username must include the agzociated domain name, for example, usermame@domain or domainiusermame
[Domain can be the NetBIOS or FODMN name].

If Encrppted bind iz dizabled, use domainiugemame [Domain should be the HetBIOS name] or the Distinguished
Mame, cn=ugername,ou=container,dc=domain

ServiceM ame LDAPServer UzerDn
mydomaind 192168.210 admin
< | 1 | »
Do ot show this again l E dit l I Ok I
L 'y

The dialog shows the failed connections and enables you to edit them.

Note: When using Active Directory with one or more trusted domains, it is essential to use an
Encrypted bind under the Credentials tab. The credentials must also be entered using an accepted
format as shown in the following table:

Encrypted bind Non-Encrypted bind

user nane@onai n domai n\ user nanme

domai n\ user nane cn=user nane, ou=cont ai ner, dc=donai n

With Encrypted bind, domain can be NetBIOS or FQDN name.
With Non-Encrypted bind, domain must be NetBIOS name when not using the Distinguished Name

See also

Netop Security Manager window
Security Database

Records Pane

Security Database Setup

Filter and Fetching Bar

Message Panel

2.3.2.6 Help Menu
This is the Netop Security Manager window Help menu:

File FRecords Edit View Options

Cnline Help

Tip of the Day

Help on Yiewing

Abiouk MekOp Security Manager

Online Help: Select this command or press F1 to open the Netop Security Manager Help
system on the topic of the currently or most recently shown Records Pane.

Help on Viewing: Select this command to open the Netop Security Manager Help system on
the View and Manage Data topic.

Tip of the Day: Select this command to show the Tip of the Day window.

About Netop Security Manager: Select this command to show this window:
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About Netop Security Manager u
11.01 (2012082]

; Coppright [C) 2001-2003

This window specifies the Netop Security Manager version and build number (in parentheses).

Note: These numbers will be asked for if you request support for Netop Security Manager.

See also

Netop Security Manager window
Records Pane
View and Manage Data

Tip of the Day
2.3.3 Toolbar

From the expanding View menu toolbar command, you can hide/show the Netop Security Manager
window toolbar and select two toolbar sizes:

Small Toolbar (default selection):
B8O R %> EH

Large Toolbar:

b @ % EE NS FF

Note: To include Netop Definitions buttons in the toolbar, while the Netop Definitions branch is
shown in the Selection Pane select in the View menu Small Toolbar or Large Toolbar.

The toolbar can contain these buttons:

m

; Click this button, press F2 or select the Role Assignment menu New command to
New Role show the Role Assignment Wizard.

Assignment

(F2)

ﬂ Click this button, press F3 or select the Netop Guest ID menu New command to
New show the Netop Guest ID window.

Netop Guest
ID (F3)

m Click this button, press F4 or select the Netop Guest ID Group menu New
New command to show the Netop Group window.

Netop Guest

ID Group (F4)

P"‘ Click this button, press F6 or select the Netop Host ID menu New command to
New show the Netop Host ID window.

Netop Host ID

(F6)
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E’New

Netop Host ID
Group (F7)

]
New Role

(F9)

+ New
Scheduled Job
(F10)

Edit

Selected (Ctrl
+E)

e,
De/ete

Selected (Ctrl
+D)

[+
B Large
Icons

n—
n—
B= Small

Icons

L=L=-
L=b=-
L-o=/ /st

Click this button, press F7 or select the
command to show the window.

Click this button, press F9 or select the
window.

menu

Click this button, press F10 or select the
show the .

menu

command to show the

menu

command to

Select a Records Pane record and click this button, press CTRL+E or select the

menu

command to show the record editing window.

Select a Records Pane record and click this button, press CTRL+D or select the

menu
deleting the record.

Click this button to make it appear pressed in to show
horizontal rows of large icons.

Click this button to make it appear pressed in to show
horizontal rows of small icons.

Click this button to make it appear pressed in to show
vertical columns of small icons.

Click this button to make it appear pressed in to show
table with details in columns (default selection).
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This is the window filter and fetching bar:

|| Dhee 3l ¥ ¥

It can specify a filter criterion and contains a button and if more records than are shown in
the are available in the Security Database and record

fetching buttons.

: Check this box to enable the drop-down boxes to the right to specify a filter criterion that
will be applied when fetching records from the Security Database (default: unchecked).

The list of the left drop-down box list will contain the Records Pane show column names.
Select a column name in the list to show it in the field to filter fetched records by the selected
name column.

The list of the middle drop-down box contains these operators:

e LI KE: Selects records that in the selected column contain the string of characters that is
specified in the right drop-down box field (default selection).

e = Selects records that in the selected column contain a numerical value that is equal to the
numerical value that is specified in the right drop-down box field.

e >: Selects records that in the selected column contain a numerical value that is larger than the
numerical value that is specified in the right drop-down box field.

e <. Selects records that in the selected column contain a numerical value that is smaller than the
numerical value that is specified in the right drop-down box field.

The list of the right drop-down box will contain strings of characters and numerical values that have
been specified before (default: none). Select a string or value in the list to show it in the field or
specify a new string or value in the field.

Strings of characters can contain wildcard characters. Use the wildcard characters specified
by the Security Database data source type.

Click this button or press F5 to discard all records and fetch from the
Refresh Security Database applying any filter criterion specified to the left up to the number of
records specified in the window to the
EOne This button will be shown if more records than are shown in the are
available in the Security Database. Click it or press CTRL+PAGEDOWN to fetch from the
More . . : N -
Security Database applying any filter criterion specified to the left up to the number of
Lot R .
records specified in the window to the
EIA/I This button will be shown if more records than are shown in the are
Remaini available in the Security Database. Click it or press ALT+PAGEDOWN to fetch from the

ng Security Database applying any filter criterion specified to the left all remaining records to
the .
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This is the window records panel left selection pane:

=) T MNebOp Security Management

= @ Security Settings

F Role Assignments

.@ Raoles

Security Policies
=4 Loaging

£| Security Log

£| MetOp Log

% Active Sessions
=& scheduling

&0 scheduled Jobs
= Zl Windows Definitions

m Users

W Groups
b/ "Workstations
2w workstation Groups

CI Damains

It contains Records Pane commands in a tree structure.

By default, the Selection Pane will below the Netop Security Management root element show
, , and branches in this order.
, and branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

Collapse or expand branches by clicking the buttons.

Select an expanded branch command to dim its icon and bold its name to show its records in the

This is the window records panel right records pane:
Guesk Host Raole Enabled I Created
#% Damain Adrins, DAR. .. Domain Admins,DaN... B Full Contral 1 2006-03-24 10:15:19
#% Damain Adrins, DAR. .. Domain Users,DAN... B Full Control  + 2 2006-03-24 10:15:19
@Dumain Users,DAMNW, .. g Domain Admins, DAN.., @ Standard Rale 3 2006-03-24 10:15:119
#% Damain Users, DANW. ., Domain Users,DAN... &) StandardRole 4 2006-03-24 10:15:19
< »

It will show records according to the Selection Pane selection. To show another records pane,
select it in the Selection Pane.

Click a toolbar show button to change how records will be shown. , and
buttons will show records as icons. The button will show records in a table with details
in columns. Column names are Security Database table column names that cannot be changed.

Showing a records pane, records will be fetched from the Security Database according to
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window and settings to become shown in the

The contents of the individual records panes are explained in the Manage Security Database
Contents section in the menu order.

This is the window message panel:

[MetOp info] Microsoft Access database server detected: ACCESS =

It will be shown unless hidden from the View menu command. It will show Netop Security
Manager messages and can, if selected in the window, also show SQL debug
messages.

Drag the lower border of the Netop Security Manager window to adjust the height of the message
panel. You can scroll the message panel show with its scrollbars.

Select the View menu command or press CTRL+M to delete all message panel
messages.

In the message panel, select text or in the message panel context menu select to select
the entire message panel contents and in the Edit menu or context menu select or press CTRL

+C to copy selected text to the clipboard.

This is the window status bar:
I|Reau:|v I
It will be shown unless hidden from the menu command.

When the mouse pointer is over a menu command or a toolbar button, the left end of the status bar
will show a hint to the command or button.
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This section explains how to manage the contents of a Netop Security Database from
. It includes these sections:

If you are new to Netop Security Management, we recommend that you read the
before creating Security Database contents.

This guide will introduce you to the main tasks of making your Security Database ready to service
Netop Remote Control modules installed on the computers of your organization. It contains these
sections:

Before creating any other Security Database contents, you should review the Security Policies
created in the Security Database Wizard to align them with the desired Netop Security Management
setup.

The selected and will determine which basic Guest and
Host records must be created.

If Netop Security Management shall run in a Windows domain environment, typically set the
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to

If your organization applies a policy of RSA SecurlD authentication, set the
to

If your organization applies a policy of Directory Services authentication, select the
to

Regarding , in a Windows domain environment typically select
to enable applying Host computer user dependent Role
Assignments. To apply only Host computer dependent Role Assignments, select

If you are connecting to non-Windows Hosts such as Linux or Mac, you should use
as preferred

The main objective of creating Security Database contents is to create mutual Role Assignments
between all users and computers that shall be serviced by Netop Security Management.

You can swiftly create Role Assignments mutually between multiple Windows Groups as Guest and
Host selection and with Windows Domain computers as Host selection in a batch operation from the
menu command.

You can create Role Assignments one by one between any Guest selection and any Host selection
from the menu command or the toolbar button.

While Role Assignments with Windows Definitions and Directory Services Definitions records do not
require that Guest and Host selection records have been created, Role Assignments with Netop
Definitions and RSA SecurID Definitions require that Guest and Host selection records have been
created.

Netop Security Manager comes with four built-in Roles of which two can be edited. You can create

additional Roles from the menu or from the toolbar button.
Security Database data can be shown in the window records panel that
contains a left and a right . Click an element in the

to show its records in the

By default, the will not show
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and elements. You can show them from the menu.
Records can be shown as icons ( , or ), but typically they will be
shown in a table with in columns. table contents match the contents of Security

Database Tables.

Records are fetched from the security database in lots, the size of which can be set in the
window. If the Security Database contains more records than are currently in

the , two yellow buttons will be showed next to the and Fetching Bar
button:
3l ¥l ¥
Click the left button with a down pointer or press CTRL+PAGEDOWN to fetch another
lot into the . Click the right button with a down pointer and a line or
press ALT+PAGEDOWN to fetch all remaining records into the
Click the button to clear the to fetch a new lot of records. In the

window, you can select to refresh automatically when the contents have
been changed.
You can sort data ascending or descending by clicking a column heading. Sorting
initiates a new fetching of records from the Security Database.
You can filter records by specifying a filter criterion in the and
Filtering initiates a new fetching of records from the Security Database.
To edit a record, double-click it, select the record type menu command, click
the toolbar button or press CTRL+E.
To delete a record, select the record type menu command, click the toolbar

button or press CTRL4D.

Other options are available in some record type menus.

specify temporary enabling of groups (Windows Groups, Netop Guest ID Groups or
Netop Host ID Groups) once or according to a weekly schedule. Create Scheduled Jobs to allow
Guest connections to Hosts only in specified time intervals.
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2.4.1.5 Security Log

Administrator actions from Netop Security Manager will be logged in the Security Database. You
can show these loggings in the Security Log to track when changes were made to the Netop
Security Management setup. You can clean up the Security Log manually from the Security Log
menu and automatically from the Logging Options window.

See also

Security Database

Security Log
Logging Options

2.4.1.6 Netop Log

Netop modules can log their Netop events in the Security Database. You can show these loggings in
the Netop Log. You can clean up the Netop Log manually from the Netop Log menu and
automatically from the Logging Options window.

See also

Security Database Setup

Netop Log
Logging Options

2.4.1.7 Active Sessions

Provided that Hosts log their session events in the Security Database, the Active Sessions
Records Pane will show which sessions are currently running with logging Hosts. Active Sessions
records will refresh automatically every ten seconds. You can refresh manually from the Active
Sessions menu or from the Filter and Fetching Bar Refresh button. You can clean up Active
Sessions records automatically from the Logging Options window.

See also

Security Database Setup
Active Sessions

Records Pane

Filter and Fetching Bar
Logging Options

2.4.2 Security Settings

You can manage Security Settings records from the Records menu Security Settings submenu:

[ Records | Edit View Options Help

Security Settings J Role Assignment 2
Logging » Reole L
Scheduling L

Metop Definitions »

Windows Definitions L

RSA SecurlD Definitions r

Directory Services Definitions J

Import data

Reset All

Drop All Tables

which contains these commands:
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¢ Role Assighment
¢ Role

You can also manage Security Settings records from the Selection Pane Security Settings
branch:

EI@ Security Setkings
¢ % Role Assignments

@ Foles

which includes these commands:
¢ Role Assignments

¢ Roles

e Security Policies

Note: By default, the Selection Pane below the Netop Security Management root element will
show Security Settings, Logging, Scheduling and Windows Definitions branches in this order.
Netop Definitions, RSA SecurlID Definitions and Directory Services Definitions branches will be
hidden. You can hide/show branches by selecting View menu branch name commands.

See also

Records Menu

Role Assignment

Role

Selection Pane
Security Settings
Security Policies
Logging

Scheduling

Windows Definitions
Netop Definitions

RSA SecurlD Definitions
Directory Services Definitions
View Menu

2.4.2.1 Role Assignment

Select the Selection Pane Security Settings branch Role Assignments command to show this
Records Pane:

Guesk Host Rale Enabled I Created

#% Domain Admins, DAN. .. Domain Admins,DaN... 8 Full Contral + 1 2006-03-24 10:15:19 o
@Dnmain &dmins,0aN,.. ®5 Domain Users,DaM... 3 Full Contral \/ z Z006-03-24 10:15:19
@Dnmain Users,Dany, .. #5 Domain Admins, DAaN. .. @ Standard Role \/ 3 Z006-03-24 10:15:19
@Dnmain Users,Dany. .. #5 Domain Users,DAM.,. @ Standard Role \/ 4 Z006-03-24 10:15:19
i| | ] i.

Note: By default, the Selection Pane below the Netop Security Management root element will show
Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop
Definitions, RSA SecurlID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

It will show Role Assignments as named icons or table records. The Details selection will show
table records with these column contents:

e Guest: Guest selection icon and name.
e Host: Host selection icon and name.

e Role: Role icon and name.

7 December 2017 33



Netop Remote Control Administrator's Guide

e Enabled: Check mark (enabled) or red dot with white X (disabled).
e ID: Record number (records will be numbered starting from 1).

o Created: Creation time stamp in format YYYY- M\ DD HH: M\t SS.

CreatedBy: Creator Windows user name.

Modified: Modification time stamp in format YYYY- Mi DD HH: MMt SS.
o ModifiedBy: Modifier Windows user name.

Manage Role Assignments from the Records menu Role Assignment submenu:

IRecmds] Edit View Options Help

Security Settings L Role Assignment » Mew ... F2
Legging 2 Role L Mew batch ...
Scheduling L Edit ...

Metop Definitions 2 Delete

Windows Definitions r Clear

RSA SecurlD Definitions 2

Directory Services Definitions *

Irnport data

Reset All

Drop All Tables

- or from the matching Role Assignments Records Pane context menu:

Mew ... Fz
Mew batch ...
Edit ...

Delete

Clear

It contains these commands:
o New

o New Batch

o Edit

¢ Delete

o Clear

Note: For a quick start, create Role Assignments between Windows groups and with Windows
Domains from the New Batch command.

See also

Selection Pane
Security Settings
Records Pane

Logging

Scheduling

Windows Definitions
Netop Definitions

RSA SecurlID Definitions
Directory Services Definitions
View Menu

Toolbar

Role
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Select the Role Assignment menu command, click the toolbar button
with a traffic light or press F2 to run the wizard to show this window:
( Select Guest Type @1

&

Please select which type of Guest you wish to insert
Guest:

Everybody

1 Windows Group 1 Windows User

YWindows group

) RSA SecurlD Group No name

1 RSA SecurlD User

") Guest ID Group ﬁ% ) Guest ID
Host:
'8

~ Directory Services Group _ Directory Services User

Role

No name
@ Everybody

@ > oy S

Press the Back button for details

[ <Back |[ Net> | [ Cancel

L #

This wizard will create a Role Assignment record.
Click to show an explanation.

Wizard windows will show options to the left and specifications to the right. Suggested or completed
specifications will be shown in black text. Missing specifications will be indicated by red text.

This window will select a Guest type (suggested: ). Select a Guest type option to
the left to show it in the right specification after clicking

If on a Windows 2000+ computer you select or , the matching
window will be shown after clicking . When you have selected a Windows
account, the window will be shown.

If you select , then the window will be shown after clicking
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( Select Host Type ﬁw

Select Host Type —
Everybody
) Windows Group ‘g ) Windows User
Host:
- _) Workstation Groups () Waorlkstation Windows group
No name
@-:-Domain Pg‘-:-HostlD
Role
[l h “) Host ID Group @ @) Directory Services No name
1 - e Organizational Unit
[l . Everybody

| <Back |[ Net> | [ Cancel

L #

= Tip: Choosing Directory Services options

If you choose a Guest or Host type which is a Directory Service user, group or organizational unit
and your Directory Service connection uses Active Directory, the following dialog box in the
wizard shows an LDAP (Lightweight Directory Access Protocol) search field.

Use the filter option to quickly locate the Active
Directory object you are looking for rather than browse | g T
the entire Active Directory. F——

ser Al

Insert = Diractary Services User 2z a

Guest:
Directary Services uger

Using the filter will also improve the ability to locate
objects within an Active Directory that has page size
limitations. Active Directory controls the maximum
number of objects that can be returned in a single
search using LDAP and this value is set to 1000
objects, by default.

Host:
‘Waorkatation
No name

Asle
No name

T CN=zar12.00-0U1 LC=tea. DC
3 Cleuser]13,0U=0U1 CO=test D=

« Back 1 Nea = Cancal

Otherwise, this window will be shown after clicking
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)

Insert Windows Group as Guest

¥ <

Damain

Guest:
Windows group
1080: Documentation
Group DANWARE
Host:
Windows user
Mo name
The zelected Windows group will automatically be
inzerted in the databagze tables, vou need not inzert it
manually
Role
Mo name
[ < Back “ Mext > l [ Cancel
It will specify a Guest selection.
If a Windows account was selected in a window, disabled left drop-down box
fields will show the domain and account and the right specification will show the account

name prefixed by its relative identifier number (RID) and the domain name.

Otherwise, enabled selection elements will be shown to the left. Only Windows accounts or names of
records that have been created in Netop Security Manager will be available for selection. Select
actively an element to specify it in the right specification immediately or after clicking

When you have made a valid selection, click to show this window:

Select Host Type - @

Select Host Type Guest:
Everybody
@' ‘g () Windows User
Host:
LTE i i
' *) Workstation Groups ) Workstation Windows group
[l = No name
@-:-Domain Pg‘-:-HostlD
Role
h. “) Host ID Group @ () Directory Services No name
- e Organizational Unit
. Everybody
]
N
|
|
i <Back | Net> | | Cancel

'.
L
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It will select a Host type (suggested: Windows Group). Select a left Host type option to show it in
the right Host specification after clicking Next.

Note: If Everybody was selected in the Select Guest Type window, all users will be disabled in this
window. However, if you select Everybody in this window, all users will be enabled in the Select
Guest Type window.

If on a Windows 2000+ computer you select Windows User or Windows Group, the matching
Windows Select... window will be shown after clicking Next. When you have selected a Windows
account, the Insert <Account type> as Host window will be shown.

If you select Everybody, the Insert Role Assignment window will be shown after clicking Next.

Otherwise, this window will be shown after clicking Next:

Insert Windows Group as Host le

¥ <

Domain Guest:

Windows group
1080: Documentation
Group DANWARE

Host:
Windows group
1080: Documentation

The selected Windows group will autornatically be DANWARE
inzerted in the database tables. You need nat inzert it
manually

Role
No name

[ < Back “ Next » l[ Cancel

It will specify a Host selection.

If a Windows account was selected in a Windows Select... window, disabled left drop-down box
fields will show the domain and account and the right Host specification will show the account name
prefixed by its relative identifier number (RID) and the domain name.

Otherwise, enabled selection elements will be shown to the left. Only Windows accounts or names of
records that have been created in Netop Security Manager will be available for selection. Select
actively an element to specify it in the right Host specification immediately or after clicking Next.

Note: If Netop Guest ID or Netop Guest ID Group was selected in the Select Guest Type window
and Netop Host ID Group was selected in the Select Host Type window, the Insert Netop Host
ID Group as Host window will include the option Unregistered Host IDs that enables a Role
Assignment with Host IDs for which no record exists in Netop Security Manager. Selecting this
option that is provided for compatibility with older versions Netop Access Server is not
recommended.

When you have made a valid selection, click Next to show this window:
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Insert Role Assignment

&

Enter firzt characters below and select from list

Full Control

Mo Access

Standard Role
Unagzigned Hosts' Role

i [ Hewr ] Guest:

Windows group
1080: Documentation
DANWARE

Host:

Windows group
1080: Documentation
DANWARE

Role
2: Full Control

[ < Back “

Finizh l [ Cahicel ]

)

It will specify the Role that will apply to the created Role Assignment.

Enter first character below and select from list []1: In the field, replace * designating any

characters by the first letters of a Role name to show in the pane below only Role names that begin

with these letters.

New: Click this button to show the Netop Security Role window to create a Role.

In the pane, select a Role name to show it in the right Role specification prefixed by the Role record

number.

Finish: This button will become enabled when a valid Role Assignment has been specified. Click it to
end the wizard to create the Role Assignment record.

See also

Role Assignment

Toolbar

Role

Netop Security Role window
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Select the Role Assignment menu command to run the wizard to show this
window:
Initial Setup of Guests and Hosts gl
Select a Domain and aWindows group in that Domain, Mest, select a Role. Now, if you press the Add button, the selected Windows
aroup will get the rights from the zelected Role against all other groups you add.
Windows user Role Domain
Dlemistn G Damain 0:tobe uzed as Host  DANWARE
Daomain Admins - 2 Full Control DANWARE
DANWARE v Domain Ugers 3 Standard Role DaNWARE
Windows Group Add
Domain Users v -
Fiale
Standard Fole v
< >
[ Mewt » l [ Cancel ]
This wizard will create Role Assignments between multiple and

and edit built-in Roles in a batch operation. The left section contains selection drop-down
boxes and the right pane will contain selection records (initially none).

: The list of this drop-down box will contain the names of the Windows domains
recognized by the Netop Security Manager computer. Select a domain name in the list to show it in
the field.

: The list of this drop-down box will contain the names of the Windows groups in
the domain selected in the Domain drop-down box and . Select a
Windows group to create Role Assignments with this Windows Group as Guest and Host selections.
Select to create Role Assignments with the Windows Domain
selected in the drop-down box as selection.

will apply to Hosts that identify themselves to Netop Security
Server as a workstation, not as a user, see Preferred Host Type.

: The list of this drop-down box will contain the names of the roles specified in the

Records Pane. Select a role in the list to show it in the field to apply it to a drop-
down box selection as selection with all Windows and
records in the right pane as selection. This selection will not apply to a
drop-down box selection.

: Click this button to add a selection in the left drop-down boxes as a record in the right pane.

: Select a record in the right pane and click this button to delete it.

The right pane will show records of selected and in a table
with these column contents:

. : Group/domain icon and name or Domain.

. : Fora record the Role record and values. For a

record the Role
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Note: A Windows Group record Role will apply to the Windows Group as Guest selection
with all Windows Group and Windows Domain pane records as Host selection.

e Domain: Windows Group or Domain record Windows Domain name.

Note: Role Assignment records and selected Windows Group and Windows Domain records
will be created in the Security Database if they do not already exist.

Click Next to show this window:

Initial Setup of Roles |z|

®

The Full Contral and the Mo Access Roles are static roles which cannot be edited or delsted.

Standard Fiole The Standard Role iz initially configured to allov guests bo monitor hoste and chat with them, Remote
contraol, audio chat and remaote printing is initially configured to be dizallowed. v'ou may chooze o alker
theze zettings now or later.

If zomeone attempts to access a Host, which iz not registered in the database, an errar will be returned.
If pow check a bow in the Allow column in the Unagzzigned Hoste' Role, no emor will occwn, and the
rights from this Rale will be granted.

IUnagzsigned Hosts' Role

[]Clear all existing Fole assignments before making these new ones

[ < Back ” Finigh l[ Cancel ]

In this window, you can review or edit two of the four built-in Roles and select to replace existing
Role Assignments.

Standard Role: Click this button to show the Netop Security Role window to review or edit the
built-in Standard Role.

Unassigned Hosts” Role: Click this button to show the Netop Security Role window to review or
edit the built-in Unassigned Hosts’ Role.

Clear all existing role assignments before making these new ones: Check this box to replace
all existing Role Assignments by those created in the Initial Setup of Guests and Hosts window.

Click Back to return to the Initial Setup of Guests and Hosts window.

Click Finish to end the wizard to apply selections.

See also

Role Assignment

Windows Group

Windows Domain

Role

Preferred Host Type
Records Pane

Security Database Setup
Netop Security Role window
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2.4.2.1.3 Edit

Select a Role Assignment record and select the Role Assignment menu Edit command, click the
toolbar Edit Selected button, press CTRL+E or double-click a Role Assignment record to show this
window:

NetOp Properties for Role Assignment E|
2. Guest  Domain Admins DANWARE |
Host | Domain ddmins DANWARE |
0id role |Fu|| Control |
Mew rale Full Control
No Access
Standard Role

Unagzigned Hosts' Role

[ Item iz dizabled with MetOp

I [1]8 ] [ Cancel ]

It edits a Role Assignment record.

Guest, Host, Old Role []: These disabled fields will show the record Guest selection name, Host
selection name and Role name.

New role []1: This pane will show the names of available Roles. Select one to replace the record
Role.

Record is disabled: Check this box to disable the record (default: unchecked). Netop Security
Management will not use a disabled Role Assignment record.

Note: Netop Security Management will not use a Role Assignment record that uses a disabled Guest
or Host selection record.
See also

Role Assignment
Toolbar
Role

2.4.2.1.4 Delete

Select Role Assignment records and select the Role Assignment menu Delete command, click the
toolbar Delete Selected button or press CTRL+D to show a confirmation window to confirm deleting
them.

Note: Role Assignment records of deleted Guest or Host selection records will be deleted.

See also

Role Assignment
Toolbar
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2.4.2.15 Clear

Select the Role Assignment menu Clear command to show a confirmation window to confirm
deleting all Role Assignment records.

Caution! If no Role Assighment records exist, the Unassigned Hosts' Role will apply to all existing
Guest and Host selections.
See also

Role Assignment
Role

2.4.2.2 Role

Select the Selection Pane Security Settings branch Roles command to show this Records Pane:

RoleMame Rctl Kevb  Lckm Blnk. Clip Boot Chat Audi Send Recw R
& Full Control A N Y A N N A A O A
& No Access x> X X X X X X X X X X
& standard Role v X x X X X v X x WA
{2} Unassigned Hosts' Role ¢ * * * * * * * * * *
< il | L&

Note: By default, the Selection Pane below the Netop Security Management root element will show
Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop
Definitions, RSA SecurID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

It will show Roles as named icons or table records. The Details selection will show table records
with these column contents:

m

RoleName Role icon and name.

Retl Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Remote
control (View).

Keyb Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Use keyboard
and mouse.

Lckm Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Lock
keyboard and mouse.

Blnk Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Blank the
screen.

Clip Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Transfer
clipboard.

Boot Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Execute
command.

Chat Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Request
chat.

Audi Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Request

audio-video chat.
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Allow (check mark)/Do
video.

Allow (check mark)/Do
Host.

Allow (check mark)/Do
from Host.

Allow (check mark)/Do
programs.

Allow (check mark)/Do
print.

Allow (check mark)/Do
management.

Allow (check mark)/Do
inventory.

Allow (check mark)/Do
message.

Allow (check mark)/Do
Guest session.

not

not

not

not

not

not

not

not

not

allow (red X)/Deny (red dot white X) Request

allow (red X)/Deny (red dot white X) Send files to

allow (red X)/Deny (red dot white X) Receive files

allow (red X)/Deny (red dot white X) Run

allow (red X)/Deny (red dot white X) Redirect

allow (red X)/Deny (red dot white X) Remote

allow (red X)/Deny (red dot white X) Retrieve

allow (red X)/Deny (red dot white X) Send

allow (red X)/Deny (red dot white X) Join multi

Allow (check mark)/Do not allow (red X)/Deny (red dot white X) Act as multi

Guest session administrator.

Allow (check mark)/Do not allow (red X/Deny (red dot white X) Demonstrate

Allow (check mark)/Do not allow (red X/Deny (red dot white X) Tunnel

(list of allowed ports to be used through tunnel) Allowed Tunnel ports

(list of blocked ports that cannot be used through tunnel) Blocked Tunnel

ports

Confirm access: No (red X), Yes (check mark) or Yes, with exception (check

mark).

Exception applies (check mark)/Exception does not apply (red X).

Exception applies (check mark)/Exception does not apply (red X).

Exception applies (check mark)/Exception does not apply (red X).

Fixed role, Role can be modified, but not deleted or <User specified>.

Creation time stamp in format YYYY- M\ DD HH: MVt SS.

Creator Windows user name.

Modification time stamp in format YYYY- M\t DD HH: MVt SS.
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Modifier Windows user name.
Record number (records will be numbered starting from 1).

Initially, four built-in exist:

. : Allows all available Guest actions. Fixed that can be neither modified nor
deleted.

. : Allows no Guest actions. Fixed that can be neither modified nor deleted.

o : Allows selected Guest actions (initially Remote control (view), Request chat and
Receive files from Host). can be modified but not deleted.

. : Will apply if no is assigned between existing Security Database
records of a Guest selection and a Host selection. Allows selected Guest actions (initially none).
can be modified but not deleted.

Manage from the menu submenu:

Records | Edit View Optiocns Help
Security Settings 2 Role Assignment L
Logging r Role » Mew ...
Scheduling 3 Edit ...
Metop Definitions * Delete
Windows Definitions 2
R5A SecurlD Definitions *
Directory Services Definitions 2
Import data
Reset All

Drop All Tables

- or from the matching Records Pane context menu:

MNew ...
Edit ...
Delete

It contains these commands:
[ ]
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Select the Role menu New command, click the toolbar New Role button with a padlock or press F9 to
show this window:

Metop Security Role &J

@ Mame Mew Rale

Description

Peimiszions | Confim Access

Allow Deny

Remote contral [view) =
Usze keyboard and mousze

oO

Lock keyboard and mouse
Elank the screen
Transzfer the clipboard
Execute command [Restart, ...]
Request chat
Request audio chat
Request video
Send files to host
Fieceive files from host
Run programs
Redirect print
Remaote manage
Retrieve inventony
Demonstrate
Send meszage
Jain multi Guest session

Aot as multi Guest session Administrator

Ooooocoooooocoooo
o e O

Tunnef

[ Ok ] [ Cancel ]

% A

It specifies a Role record.
Name: []: This field will contain the Role name.

Description: []: This field can contain a Role description that will be shown in the Role Records Pane
Description column.

Allow: Check a box to allow the action to a Guest connected to a Host. Uncheck to not allow.
Remote control sub-action check boxes will be enabled only if the Remote Control (View) box is
checked. If multiple Role Assignments apply, an action being allowed in any applicable Role
Assignment will override this action not being allowed in other applicable Role Assignment.

Deny: Check a box to deny the action to a Guest connected to a Host. Uncheck to not deny.
Remote control sub-action check boxes will be enabled only if the Remote Control (View) box is
unchecked. If multiple Role Assighments apply, an action being denied in any applicable Role
Assignment will override this action being allowed in other applicable Role Assignment.

Click the Confirm Access tab to finalize the role:
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Metop Security Role @

@ Hame Mew Fald

Drescription

Permizsions | Confirm Access

[7] Force dizable t

[] Enable
Except when Evenif?

Computer locked
Mo uzer logged on

Guest uger logged on

1 Ovemides all other roles

[ Ok ] l Cancel l

L A

In addition to the Allow and Deny options you can select the Enable check box to enable Confirm
Access for the role. This means that a user on the Host side of a remote control session must
confirm access. When you select the Enable check box, the below listed exceptions become
available for selection, so that optionally you can modify Enable - Confirm Access. You can select
Confirm Access - Except when - Computer locked, No user logged on, and/or Guest user logged on
(same user logged on on both sides).

However, you might belong to various user groups with different roles. The rights of all roles that
you belong to will apply in combination. If the Confirm Access - Even if - Computer locked, No user
logged on and/or Guest user logged on options are set in this role, these options will then override
the Except when options in all other roles.

If you are for instance an enterprise administrator you want to be able to carry out your work
without Confirm Access. To override any roles that involve Confirm Access, you can select the
Force disable check box.

View the applicable Role of a Guest with a Host in the Who May Remote Control Whom (Accessible
Hosts) and Who May Remote Control Whom (Permitted Guests) windows.

Click OK to close the window to create the Role record in the Role Records Pane.
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Who May Remote Control Whom (Accessible Hosts)
Who May Remote Control Whom (Permitted Guests)

2.4.2.2.2 Edit

Select a Role record and select the Role menu Edit command, click the toolbar Edit Selected
button, press CTRL+E or double-click a Role record to show its properties in the Netop Security
Role window to edit them.

Note: You cannot edit the built-in Role records Full Control and No Access. Role Assignments will
apply the edited properties of an edited Role record.

See also

Role
Toolbar

Netop Security Role window
Role Assignment

2.4.2.2.3 Delete

Select Role records and select the Role menu Delete command, click the toolbar Delete Selected
button or press CTRL+D to show a confirmation window to confirm deleting them.

Note: You cannot delete the built-in Role records Full Control, No Access, Standard Role and
Unassigned Hosts’ Role. Role Assignments that use a deleted Role record will be deleted.
See also

Role
Toolbar
Role Assignments

2.4.2.3 Security Policies

Select the Selection Pane Security Settings branch Security Policies command to show this
Records Pane:

Parameter Sekting
Security Server Public Key HAAAE
Security Server Group Name (backwards compatibility) HAAAE
SEcurity Server Group Lisk
F‘referred Guesk Type Q Windows user
Preferred Hosk Twpe m MTuser if logged...
Eclean up log entries older than 7 days
ﬂclean up active session entries older than 4 hours
ElRun scheduler Yes

Note: By default, the Selection Pane below the Netop Security Management root element will show

Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop

Definitions, RSA SecurID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

It will show Security Policies as named icons or table records. The Details selection will show table
records in a table with these column contents:

e Parameter: Security Policy icon and name/description.
e Setting: (Icon and) value.
You cannot sort records.

To manage a Security Policy, double-click its record to show the matching window as explained in
these sections:

e Security Server Public Key
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Note: Group Name functionality has been replaced by Public Key functionality. Group Name has

been left in the system for backward compatibility only and we strongly recommend that you use

Public Key and update your Netop Hosts.

e Security Server List

e Preferred Guest Type

e Preferred Host Type

e Logging Options

Note: To adopt Security Policy changes, Netop Security Servers must log off from and on to the
Security Database.

See also

Selection Pane

Security Settings

Records Pane

Logging

Scheduling

Windows Definitions

Netop Definitions

RSA SecurID Definitions
Directory Services Definitions
View Menu

Security Policies

Details

Netop Security Server Setup
Security Database Setup

2.4.2.3.1 Security Server Public Key
Select this Security Policies record:
Security Server Public Key bk

and click the toolbar Edit Selected button, press CTRL+E or double-click the record to show this
window:

Netop Security Manager - Security Server Public Key ['X|

In arder to secure a trusted connection bebween your Hosts and Securnity Servers, a
Public/Frivate K.ey exchange will take place. All Security Servers reading thiz databasze
will belong ta the group identified by the Public Key:

m
m
@
=
o
o
m
[
5]
b
m
i
>

MIIBIAMEB gk ghkiG 3w0BALE FAADCAL BAMIIB Cak CAQE AN 35if<I 9R 170 zU gy
DHrZ-oE 56K Ba3p3gh M 7y 7iPzE PaB 2 ni0 Frwi)UeybhioG B /d2LES s\l gD/
O0z4HvI2gL SPY pe2u) dewBT /LGN D 4cdkloQ4BEY UndhfcmtinBHMOOIOCoFR
&7 316k ELZ7BE Y HfigFtL O 2gpidwl bol 53001 d/iMbk R za96deGIT SRJRCEMEM

EWw feol6fPl otz GePZE LAS2wU TYRZBViMIfurdE b 7HSIIM 21 d2aR kCEhLU M i mgP e

Generate Mew Public Key ] [ Copy ta clipboard

The Hogts musgt be configured with the Public Key generated abowe. For production
enviranments, it is recommended to generate a new Public Key for vour Hosts before
deployment, othenwize the default Public F.ey will be uzed.

You should restrict access ta reading the Private Fey in the database.

I you change the Public Key, wou must restart your Security Servers, reconfigure and
restart all pour Hozts.

[ ok | [ Cancel
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From this window you can copy the Public Key to make it available to Hosts. If the Public Key is
changed, you must restart Security Servers, reconfigure and restart Hosts.

Select this Security Policies record:

Security Server Group Mame (backwards compatibility) Akkokck
and click the toolbar button, press CTRL+E or double-click the record to show this
window:

Metop Security Manager, - Security Server Group Name §|

8 5

I you are using older Hosts, specify a Group Name here. Al Security Servers reading this
databaze will belong to the group specified. Group Mame provides backwards
compatibility. It iz recommended to update your Hosts and uge the Public Key instead.

Group Mame [Private) TIIT
Confirm Group Mame ssnne
Group 1D [Public) 2D508022082B5E HBE579E 373B05EBE39

The Security Server Group Mame is not public. In order to connect ta the Server Group,
the Hostz must be configured with the Group [0 generated abowe, vou should restrict
access to reading the group name in the databaze.

Changes ta the group name do not take effect until you restart a Security Server. IF you
hawve zervers running and you change the group name, you must restart all pour Security
Servers and reconfigure all your Hosts.

[ 0K ][ Cancel ]

As stated in the text in the window, the Group functionality is displayed for compatibility with
previous version. It is recommended that you update your Hosts and use Public Key instead.

: By default, is specified in this field. Characters will show as dots
or asterisks. For a working security database, you should specify another private Group name that
should be known only among Netop Security Management administrators.

: Re-specify in this field the private for confirmation.

: This field will show the 32-digit hexadecimal checksum generated from the
private . This is the that must be specified on Hosts that use this security
server group.

From this window or from the Security Database Wizard Security Server Group Name window,

you can copy the public to make it available to Hosts. If the private and
consequently the public is changed, Hosts that use this security server group must
change their specified accordingly.
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Select this Security Policies record:

|Securit~;.-' Server Group Lisk

and click the toolbar button, press CTRL+E or double-click the record to show this
window:
NetOp Security Manager - Security Server List §|

8 L5

Enter the MetOp Host [Ds for the Security Server(s] in this group. For security reasons, you
Lzt restart all running servers before starting the new server you add here.

Servers Running | Answer Access Server 6.5 Requests | Access Server Key

B, c6000z €3 B Mo

CEONZ &dd | [ Remove | [ Edi.. |[ Help |

Cloze

It specifies security server group members and Netop Access Server compatibility.

A similar window is shown in the Security Database Wizard.

The pane will show records of the security server group Netop Security Servers in a table with these
column contents:

. : Host icon and Netop Security Server Host ID.

o : Security server status: Question mark: Unknown, Check mark: Logged on to the
security database, Red dot with white X: Not logged on to the security database.

. : Traffic light icon and Yes if Netop Access Server
compatible, No if not Netop Access Server compatible.

. : Access Server key (authentication key) of a Netop Access Server
compatible Netop Security Server.

: The field will initially show the Netop Security Manager computer name. Specify in the field
the of a Netop Security Server that shall be a member of the group and click to add
its record in the pane.

: Select a record in the pane and click this button to remove it.

: Select a record in the pane and click this button to show this window:
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NetOp Security Manager - Server Properties gl

CG0oaz

*r'ou will need to logoff and logon to the databage in the
zerver before these changes become effective.

[]Enable NetOp 6.5 Access Server compatibility

Access Server Keyp

I Ok ] [ Cancel ]

It enables Netop Access Server compatibility.

Enable Netop 6.5 Access Server compatibility: Check this box to enable Netop Access Server
compatibility.

Note: Netop Access Server compatibility is required only if Hosts of a version lower than 7.0 must be
supported by Netop Security Management.

Access Server Key []: Specify in this field the Access Server Key (authentication key) that this
Netop Security Server shall use for authenticating Netop Access Server users.

See also

Security Policies
Toolbar
Security Database Wizard

2.4.2.3.4 Preferred Guest Type
Select this Security Policies record:
|F‘reFerred Guest Type @ Windows user

and click the toolbar Edit Selected button, press CTRL+E or double-click the record to show this
window:
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)

NetOp Security Manager

M| Smart I:ard|

&

Please select your prefenred security mode:

() Guests enter Windows usemame and password

m () Guests enter NetDp Guest 1D and password

(") Guests enter BSA SecurlD usemame and passcode

() Guests enter Directory Services usermame and password

Same Hosts are nat able to handle Windows users. These hostz will always ask the Guest
to prompt the MetOp way.

[ QK. H Cancel ] Apply

It has a Preferred Guest Type tab and a Smart Card tab.

Preferred Guest Type Tab

This tab specifies the type of logon credentials that Hosts shall request from connecting Guests if
they can.

Note: A window with the same contents is shown in the Security Database Wizard.
Select one of these options:

Guests enter Windows user name and password: Hosts shall request Windows credentials (User
name, Password, Domain) if they can (default selection).

Guests enter Netop Guest ID and password: Hosts shall request Netop credentials (Guest ID,
Password).

Guests enter RSA SecurlD user name and PASSCODE: Hosts shall request RSA SecurlD
credentials (User Name, (Password), PASSCODE) if they can.

Guests enter Directory Services user name and password: Hosts shall request directory
services credentials (User Name, Password, Directory Server) if they can.

Non-Windows Guests such as Linux and Mac do not support Windows Definitions, RSA SecurID
Definitions or Directory Services Definitions and can request only Netop credentials. If Netop
Security Management shall support such Gusts, Role Assignments based on Guest Netop Definitions
must be available in the Security Database.
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Smart Card Tab

NetOp Security Manager

)

Frefened Guest Type | Smart Card
Windows Security M anagement

To uze Smart Card for Windows Security Management authentication, select an oplion
belovs and on the Preferned Guest Tepe tab zelect Guests enter Windows uzername and
password

(#) Newver log in with Smart Card
(7 dlways log in with Smart Card

() Allow login with Smart Card or credentials [name., password and domain]

Directony Services

To uze Smart Card for Directary Services authentication, select options below and an the
Frefened Guest Type tab select Guests enter Directon Services ugemame and pazzword

(%) Never log in with Smart Card
() Always log in with Smart Card

() Allow login with Smart Card or credentials [name, password and directory server)

Certificate field identifying the uzer logging in:
(%) Subject field

() Subject altemnative name field [must contain a user principal name [UPM])

The certificate field matches this Directory Services attibute:

Leave blank to match a uzer object distinguished name

[ oK H Cancel ]

This tab specifies Guest Smart Card logon options.

Windows Security Management
Select one of these options:
: Enable only credentials logon (default selection).
: Enable only Smart Card logon.
: Enable

credentials and Smart Card logon.

Directory Services
Select one of these options:

: Enable only credentials logon (default selection).

: Enable only Smart Card logon.

Enable credentials and Smart Card logon.

Select one of these options:
: Retrieve the user identification from the subject field (default selection).

: Retrieve the user
identification from the alternative field.

Specify in the field the directory services attribute type name of the certificate field contents only if
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different from a user object distinguished name type.

Select this Security Policies record:

|F‘reFerred Host Type @ MTuser if logged. ..
and click the toolbar button, press CTRL+E or double-click the record to show this
window:

MetOp Security Manager - Preferred Host Type §|

. 2

Pleaze select vour prefenred Hogt bppe:

‘g (%) windows User, if one is logged in, otherwise \Work station

In the first mode, you may access a computer if pou may access the person who iz logged
in, even if access to the workstation itzelf is denied. Tolock a server, uncheck the Host's
‘Enable User Mame' box in the Program Options - Hosthame tab

[ 0K ][ Cancel ]

It specifies how Hosts shall identify themselves to Netop Security Server if they can.
A similar window is shown in the Security Database Wizard.
Select one of these options:

: If they can, Hosts shall identify
themselves by any logged on Windows User or if no user is logged on by the Host computer Windows
Workstation (default selection).

: If they can, Hosts shall always identify themselves by the Host computer
Windows Workstation.

: Hosts shall identify themselves by their Netop Host ID.

Non-Windows Hosts such as Linux and Mac do not support Windows Definitions and will always
identify themselves by their Netop Host ID. If Netop Security Management shall support such Hosts,
Role Assighments based on their Host Netop Definitions must be available in the Security Database.
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Select one of these Security Policies records:

Eclean up log entries older than 7 days
Elclean up active session entries older than 4 hours
EIRun scheduler Yes
and click the toolbar button, press CTRL+E or double-click the record to show this
window:
Logging Options §|

N

The log iz zerviced every midnight. Some records are kept, zome are written ta a file in the
MetOp directon of the Security Server which performs the job.

Clean up log entriez older than [ dayz

Clean up active seszion entries alder than 4 haur

A zcheduler in each security zerver manages jobs and databaze cleanup. Thiz allovs you
to dizable the schedulers

Fiun Schedulsr

If you change the above setting, vou must restart all the zecurity servers, far which you
wizh to alter their scheduler thread behaviour

I Ok H Cancel ]

It specifies logging options.

: Specify in this field a number (default: 7) for the days
after which log records shall be deleted.

Specify 0 (zero) to not clean up logs automatically.

: Specify in this field a number (default: 4)
for the hours after which Active Sessions records shall be deleted.

: Uncheck this box to disable scheduling including cleanup and Scheduled Jobs
(default: checked).
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Active Sessions
Scheduled Jobs

2.4.3 Logging

You can manage Logging records from the Records menu Logging submenu:

[Recmds] Edit View Options Help

Security Settings k

Legging [ Security Log L
Scheduling k Metop Log »
Metop Definitions [ Active Sessions L
Windows Definitions r

RS54 SecurlD Definitions L

Directory Services Definitions k

Irmport data

Reset All

Drop All Tables

- or from the Selection Pane Logging branch:

Elﬂ Logging
{ ,E' Security Log
-§ Metop Log

----- W Active Sessions

that include these commands:

e Security Log

¢ Netop Log

s Active Sessions

Note: By default, the Selection Pane will show the Logging branch. You can hide and show it from
the View menu Logging command.

See also

Records Menu
Selection Pane

Logging
View Menu
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command to show this Records Pane:

Select the Selection Pane branch
Created CreatedBy  Skatus | Action Ciperand Ciperator | P1 -
X 2006-03-25 15:55... g « Ok Logoni4) 2} 0 200
0 2006-03-24 23:45... g ¥ Ok Logoff(s) 2} o 2} o
{3 2006-03-24 21:19... «cg ~ Ok Update(3) & Rale 23 Standard Rale
{=y2006-03-24 21:19... g « Ok Update(3) & Role 2) 3 Standard Role
{=2006-03-24 21:19... g ¥ Ok Update(3) & Role 23 standard Role
¥ 2006-03-24 21:15... cg « Ok Delete(2) & Role 2) s Jensen
&l Z006-03-24 21:14... g ¥ Ok Insertil) & Role 2 s Jensen
47 2006-03-24 18:37... g ~ Ok Logoni4) 2} o 2o
G 2006-03-24 17:23... cg « Ok Logoffis) 20 o 2) 0
&2006—03—2413:49... g ~ Ok Insertil} 1':’] Domain @ 1 DANWARE
%2006-03-2413:29... cg ‘/ ok Insert{1) T Role assignment @ 5 GID: 3 GTYP...
%2006-03-2413:29... cg ‘/ Ok Insert (1) Wwindaows group @ 1080  Documentati...
&2006—03—2410:15... g ~ Ok Inserti1l T Role assignment @ 3 GID 1 GTVP...
%2006-03-2410:15... cg ‘/ ok Insert{1) T Role assignment z GID: 2 GTYP...

By default, the Selection Pane below the Netop Security Management root element will show

A

and

’ and
You can hide/show branches by selecting View menu branch name commands.

branches in this order.

branches will be hidden.

It will show security database actions as named icons or table records. The Details selection will
show table records with these column contents:

. : Action type icon and time stamp in format YYYY- MM DD HH: M\t SS.

. : Creator Windows user or workstation name.

: Check mark and Ok (success) or red dot with white X and Err

<Nunber > (failure).

. : Action type description and number.
. : Record type icon and description (question mark balloon and 0 if not a record).
. . Question mark balloon and record number (O if not a record).
. : Parameter 1 (action specification).
Manage from the menu submenu:
Records | Edit Wiew Options Help
Security Settings [
Legging 2 Security Log J Delete Older Than ...
Scheduling [ Metop Log » Clear Log
Metop Definitions 2 Active Sessions [
Windows Definitions ]
RS54 SecurlD Definitions ]
Directory Services Definitions L

Irnport data
Reset All
Crop All Tables

or from the matching

Delete Older Than ...
Clear Log

Records Pane context menu:

: Select a

7 December 2017

record and select this command to show a
confirmation window to confirm deleting records older than the selected record.
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Clear Log: Select this command to show a confirmation window to confirm deleting all Security Log
records.

Note: The log will be cleaned up automatically according to specified Logging Options.

See also

Selection Pane

Logging

Records Pane

Security Settings
Scheduling

Windows Definitions
Netop Definitions

RSA SecurlD Definitions
Directory Services Definitions
View Menu

Details

Records Menu

Logging Options

2.4.3.2 Netop Log

Select the Selection Pane Logging branch Netop Log command to show this Records Pane:

Created EventType Host  Description  DElErrar | ProtocolError | Serialo

Note

Note: By default, the Selection Pane below the Netop Security Management root element will show
Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop
Definitions, RSA SecurID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

It will show records of Netop events on Netop modules that log on a Netop Security Server that
belongs to the Security Database Security Server group. Events can be shown as named icons or
table records. The Details selection will show table records with these column contents:

e Created: Netop log icon and time stamp in format YYYY- M\ DD HH: M\t SS.

e EventType: Event code.

e Host: Logging Netop module name.

e Description: Event arguments. Will show ??? if the event has no arguments.
e DtlError: Will show 0 as error logging is not implemented.

e ProtocolError: Will show 0 as error logging is nhot implemented.

e SerialNo: Logging Netop module event number.

Note: Netop event logging is explained in the User's Guide.
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Manage Netop Log records from the Records menu Netop Log submenu:

File IRecmds] Edit Wiew Options Help

Security Settings
Lagging

Scheduling

Metop Definitions
Windows Definitions
RSA SecurlD Definitions

Import data
Reset All
Drop All Tables

Security Log
Metop Log

Active Sessions

4

4

Delete Qlder Than ...

Clear Log

Directery Services Definitions

or from the matching Netop Log Records Pane context menu:

Delete Older Than ...
Clear Log

Delete Older Than...: Select a Netop Log record and select this command to show a confirmation

window to confirm deleting records older than the selected record.

Clear Log: Select this command to show a confirmation window to confirm deleting all Netop Log

records.

Note: The log will be cleaned up automatically according to specified Logging Options.

See also

Selection Pane

Logging

Records Pane

Security Settings

Logging

Scheduling

Windows Definitions

Netop Definitions

RSA SecurlD Definitions
Directory Services Definitions

View Menu

Security Database Setup
Security Server group
Details

Records Menu

Logging Options
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2.4.3.3 Active Sessions

Select the Selection Pane Logging branch Active Sessions command to show this Records Pane:

GQuest Host | SessionTwpe | Starked
BND active sessions makching your Filker, ...

Note

Note: By default, the Selection Pane below the Netop Security Management root element will show
Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop
Definitions, RSA SecurID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

It will show Active Sessions records based on Netop Log Host session event records.

Note: Active Sessions records will be shown only to the extent that Netop Hosts log session
events on a Netop Security Server that belongs to the Security Database Security Server group. If
Netop Host session event loggings are incomplete, Active Sessions records may be inaccurate.

Active Sessions can be shown as named icons or table records. The Details selection will show
table records with these column contents:

e Guest: Session type icon and Netop Log Description column value of a Netop Host session event
record.

e Host: Netop Log Host column value of a Netop Host session event record.
e SessionType: Session type name derived from the Netop Log Netop Host session event record.
e Started: Session start time stamp in format YYYY- Mt DD HH: MM SS

Manage Active Sessions records from the Records menu Active Sessions submenu:

|Ei|e | Records | Edit View Options Help

Security Settings »

Legging » Security Log »

Scheduling [ Metop Log 2

Metop Definitions » Active Sessions k Refresh
Windows Definitions r

RSA SecurlD Definitions k

Directory Services Definitions L

Import data

Reset All

Drop All Tables

or from the matching Active Sessions Records Pane context command:

Refresh: Select this command, press F5 or click the Filter and Fetching Bar Refresh button to
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retrieve fresh Security Database data to refresh Active Sessions records.

Note: Active Sessions records will be refreshed automatically every ten seconds and will be
cleaned up automatically according to specified Logging Options.

See also

Selection Pane

Logging

Records Pane

Security Settings
Scheduling

Windows Definitions
Netop Definitions

RSA SecurlD Definitions
Directory Services Definitions
View Menu

Netop Log

Security Database Setup
Security Server group
Details

Records Menu

Filter and Fetching Bar
Logging Options

2.4.4 Scheduling

You can manage Scheduling records from the Records menu Scheduling submenu:

|Eile IRecnrd-s] Edit View Options Help

Security Settings L

Logging 2

Scheduling L Jobs k
Metop Definitions 2

Windows Definitions r

REA SecurlD Definitions 2

Directory Services Definitions *

Import data

Reset All

Drop All Tables

that contains this command:
¢ Jobs
You can also manage Scheduling records from the Selection Pane Scheduling branch:

E@ Scheduling
- f scheduled Jobs

which includes this matching command:

e Scheduled Jobs

Note: By default, the Selection Pane will show the Scheduling branch. You can hide and show it
from the View menu Logging command.

See also

Records Menu
Selection Pane
Scheduled Job
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Scheduling
View Menu

2.4.4.1 Scheduled Job

Select the Selection Pane Scheduling branch Scheduled Jobs command to show this Records
Pane:

Description  GroupID | Domain | StartTime  EndTime  Flags | ID | Created  CreatedBy  Modified  ModifiedB,

<l i | B

Note: By default, the Selection Pane below the Netop Security Management root element will show
Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop
Definitions, RSA SecurlID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

It will show Scheduled Job records that will enable a group record temporarily within a specified
period, optionally according to a weekly schedule.

Scheduled Jobs can be shown as named icons or table records. The Details selection will show
table records with these column contents:

m

Description Scheduled Job icon and optionally a description.
GroupID Group type icon and name and group record ID column value.
Domain Group record Domain column value, if a Windows group.
StartTime Start time stamp in format YYYY- M\t DD HH: M\t SS.
EndTime End time stamp in format YYYY- M\t DD HH: MMt SS.

Flags Weekly schedule hexadecimal humber.

ID Record number (records will be numbered starting from 1).
Created Creation date stamp in format YYYY- MVt DD HH: MM SS.
CreatedBy Creator Windows user name.

Modified Modification date stamp in format YYYY- MM DD HH: M\t SS.
ModifiedBy Modifier Windows user name.

Manage Scheduled Job records from the Records menu Jobs submenu:
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|Eile IRecolds] Edit View Options Help

lobs

Security Settings »
Logging L
Scheduling »
Metop Definitions L
Windows Definitions r
RSA SecurlD Definitions »
Directory Services Definitions »
Import data

Reset All

Drop All Tables

MNew ...
Details
Edit ...
Delete

or from the matching Scheduled Job Records Pane context menu:

Mew ...
Details
Edit ...
Delete

It contains these commands:
¢ New

o Details

o Edit

¢ Delete

See also

Selection Pane
Scheduling

Records Pane

Security Settings
Loggin

Windows Definitions
Netop Definitions

RSA SecurlID Definitions
Directory Services Definitions
View Menu

Details

Records Menu
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Select the Jobs menu command, click the toolbar Job button with a clock or
press F10 to run the wizard to show this window:
Temporary Access §|

m g YWindows group

Thiz dialog allows vou to zpecify time-windoves for when a group iz enabled or dizabled,

From
Drescription I To
“'ou can grant temporary access for a Windows group defined in the Windows User Need two dates.

tdanager or you can uze a NetOp Group.

(*) Windows Group
() Guest ID Group
() Host 1D Group

I Mext » l[ Cancel

This wizard will create a Scheduled Job record.

Wizard windows will show options to the left and specifications to the right. Suggested or completed
specifications will be shown in black text. User messages will be shown in blue text.

This window specifies an optional Scheduled Job description and selects a group type.

: Optionally, specify in this field a Scheduled Job description that will be shown in the
Scheduled Job Records Pane column.

Select one of these options:
: Create a Windows Group Scheduled Job (default selection).
: Create a Netop Guest ID Group Scheduled Job.
: Create a Netop Host ID Group Scheduled Job.

If on a Windows 2000+ computer you select , the Windows window
will be shown after clicking Next. When you have selected a Windows group, the
window will be shown.

Otherwise, this window will be shown when you click
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Select Windows Group

L4

Domain

windows Group

The "Windows uzers in the aroup vou zelect here will be enabled at the start time(s] you
zelect next. The group will be dizabled again at the end time(z). 'ou must remermber alzo
ta ingert the Role Assignments, which pou wish thiz Group to be able to obtain.

l < Back “ MNext > l[ Cancel

YWindows group
Documentation
DANWARE

From

To

MNeed two dates.

)

It specifies a Scheduled Job group selection.

If a Windows group was selected in a Windows
box fields and the right

window, the disabled left drop-down

specification will show the domain and group name.

Otherwise, a drop-down box whose list contains available Security Database group record names will

be shown to the left. Actively select a list name to show it in the field to specify it to the right

immediately or after clicking

Click to show this window:

Start Date and Time

The Group iz to be enabled
(%) Ohce on () Checked weekdays starting
Ewen
| 3/26/2005 v
at | B:00:00 A0 k. |
[ < Back “ Mext » l [ Cancel ]

NetOp Guest ID Group
MY GUEST GROUP

From
Sun Mar 26 2006 07:00:00
To

MNeed two dates.

3

It specifies a Scheduled Job start date and time and optionally a weekly schedule.

Select one of these options:

: Specify one date and time interval (default selection).
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: Enable the section to specify a weekly schedule in a date and
time interval.

o : Click the button of this drop-down box to show a calendar. Select a date in the
calendar to show it in the field or edit the date in the field (default: today).

o : Select time elements and change them with the up/down buttons or edit the time in
the field (default: 7: 00: 00 AM).

: Check weekday boxes to enable at the specified time on checked weekdays.

Click to show this window:
End Time X
NetOp Guest ID Group
MY GUEST GROUP
The Group iz to be disabled again on [or on selected days until] From
Sun Mar 26 2006
To
| 412377005 3 | Every Sun Apr 23 2006
Manday Mon 07:00:00 — 18:00:00
s BODODPM B Tuesday Tue 07:00:00 — 18:00:00
[#] wWednesday YWed 07:00:00 — 18:00:00
Thursday Thu 07:00:00 — 18:00:00
Friday Fri 07:00:00 — 18:00:00
[]5aturday Sat
Sun
[ 5unday
Ok
l < Back “ Finizh l [ Cancel l

r2h Aproi Apr 08 Apr 15 Apr 22

It specifies a Scheduled Job end date and time, if selected in a weekly schedule.

. : Click the button of this drop-down box to show a calendar. Select a date in the
calendar to show it in the field or edit the date in the field (default: 28 days from today).

. : Select time elements and change them with the up/down buttons or edit the time in
the field (default: 6: 00: 00 PM).

: This section will be enabled if a weekly schedule was selected in the Start Date and Time
window. Check weekdays to disable at the specified time on checked weekdays.

Start Date and Time and End Time window checked weekdays must match. If a valid weekly
schedule has been created, a bar in a lower extension of the window will show it graphically. If your
selections are valid, the button will be enabled.

Click to end the wizard to create the specified Scheduled Job record.
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Windows Group

Netop Guest ID Group
Netop Host ID Group
Security Database Setup

2.4.4.1.2 Details

Select a Scheduled Job record and select the Scheduled Job menu Details command to show records
of the individual Scheduled Job actions. The Details selection will show table records with these
column contents:

m

ExecuteAt Scheduled Job icon and time stamp in format YYYY- MMt DD HH: M\t SS.
Action Check mark 7: Enable or red dot with white X &: Disable.

Operand Group record GroupName column value.

Operator If Windows group, group record RID column number. If Netop group, group

record ID column value.

P1 Group record GroupName column name.

P2 If Windows group, group record Domain column value.
JobID Scheduled Job record ID column value.

ID Record number (records will be numbered starting from 1).
Created Creation time stamp in format YYYY- MV DD HH: M\t SS.
CreatedBy Creator Windows user name.

Right-click in the Records Pane and select Back or press CTRL+BACKSPACE to show unexpanded
Scheduled Job records.

See also

Scheduled Job
Details
GroupName
RID

ID

Domain
Records Pane

2.4.4.1.3 Edit

Select a Scheduled Job record and select the Scheduled Job menu Edit command, click the toolbar
Edit Selected button, press CTRL+E or double-click a Scheduled Job record to show the record
properties in the Scheduled Job wizard to edit them.

See also

Scheduled Job
Toolbar
Scheduled Job wizard
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2.4.4.1.4 Delete

Select Scheduled Job records and select the Scheduled Job menu Delete command, click the
toolbar Delete Selected button or press CTRL+D to show a confirmation window to confirm deleting
them.

See also

Scheduled Job
Toolbar

2.4.5 Netop Definitions

You can manage Netop Definitions records from the Records menu Netop Definitions submenu:

|Eile | Records | Edit View Options Help

Security Settings 2

Legging k

Scheduling 2

Metop Definitions k Guest ID r
Windows Definitions 2 Guest ID Group L
RSA SecurlD Definitions r Host ID k
Directory Services Definitions 2 Host ID Group L
Import data Metop Properties »
Reset All

Drop All Tables

or from the Selection Pane Netop Definitions branch:

=&, NetOp Definitions
:L& Guest IDs
jﬂ Guest ID Groups
B, Host IDs

b h Hast ID Groups

...... ﬂ MetOp Properties

which includes these commands:
¢ Netop Guest IDs

¢ Netop Guest ID Groups

o Netop Host IDs

e Netop Host ID Groups

¢ Netop Properties

Note: By default, the Selection Pane will not show the Netop Definitions branch. You can show
and hide it from the View menu Netop Definitions command. Using Netop Definitions, Netop
Security Management will identify a connecting Guest by the Netop Guest ID it specifies when
logging on to the Host and a connected to Host by the Host ID specified on the Host.

See also

Records Menu
Selection Pane

Netop Definitions
Netop Guest IDs
Netop Guest ID Groups
Netop Host IDs

Netop Host ID Groups
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Netop Properties
View Menu

2.4.5.1 Netop Guest ID

Click the Selection Pane Netop Definitions branch Guest IDs command to show this Records Pane:

Userhame = Enabled  Password  ForceChange  Callback ID 0 PwdWrong  Pwdhum PwdChanged | PwdUsed
SAMY G, E oMo &M, 1 0 ) 2006-03-2...  2006-0...
£ il | &

Note: By default, the Selection Pane below the Netop Security Management root element will show
Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop
Definitions, RSA SecurlID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

It will show Netop Guest IDs as icons or table records. The Details selection will show table
records with these column contents:

_

UserName Netop Guest ID icon and name.

Enabled Check mark (enabled) or red dot with white X (disabled).

Password Yellow key and asterisks (password specified) or white key and
No Password (no password specified)

ForceChange Check mark (Guest user must specify a new password at next
logon) or nothing (password is OK).

Callback White phone and No callback (callback is not implemented in
Netop Security Management).

ID Record number (records will be numbered starting from 1).

PwdWrong Number of wrong passwords in last logon attempt.

PwdNum Number of recent passwords that cannot be reused.

PwdChanged Last password change time stamp in format YYYY- M\t DD
HH: MM SS.

PwdUsed Last password use time stamp in format YYYY- MVt DD HH: M\t SS.

Description

Created
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CreatedBy Creator Windows user name.
Modified Modification time stamp in format YYYY- M\t DD HH: MM SS.
ModifiedBy Modifier Windows user name.

Manage Netop Guest ID records from the Records menu Guest ID submenu:

|Eile | Records | Edit View Options Help

Security Settings 2

Legging 3

Scheduling 2

Metop Definitions L Guest ID » Mew ...

Windows Definitions 2 Guest ID Group L Edit ...

R5A SecurlD Definitions k HostID r Delete

Directory Services Definitions 3 HostID Group J Accessible Hosts ...
Import data Metop Properties »

Reset All

Drop All Tables

or from the matching Netop Guest ID Records Pane context menu:

Mew ...
Edit ...
Delete
Accessible Hosts .

It contains these commands:
¢ New

o Edit

¢ Delete

e Accessible Hosts

See also

Selection Pane

Netop Definitions
Records Pane

Security Settings
Logging

Scheduling

Windows Definitions
Netop Definitions

RSA SecurlID Definitions
Directory Services Definitions
View Menu

Details

Records Menu
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2.45.1.1 New
Select the Netop Guest ID menu New command, click the toolbar New Netop Guest ID button with
a Netop Guest icon or press F3 to show this window:

NetOp Guest ID &l

General | Member Df|

m | MEW GUEST ID

Dezcription | |

Callback number | |

Callback mode Password

Change at nest logon

Confirm

(%) Mo calback
llleqal count III
Histary count
e B
[] Dizabled
I QK. l [ Cancel ] Apply

Note: To show toolbar Netop Definitions buttons, while the Selection Pane shows the Netop
Definitions branch select the View menu Large Toolbar or Small Toolbar command.

This window specifies a Netop Guest ID record. It has two tabs:
e General tab

¢ Member Of tab

General Tab
This tab specifies general Netop Guest ID record properties.

[<Netop Guest ID name>]: If creating a Netop Guest ID record, replace the default NEW GUEST
ID field contents by the name by which the record Guest shall identify itself. If editing a Netop
Guest ID record, you can edit the Netop Guest ID name.

Description []: Optionally, specify in this field a description that will be shown in the Netop Guest
ID Records Pane Details show Description column.

Callback Number []: This field will be disabled as callback options are currently not implemented in
Netop Security Management.

Callback Mode
No callback: This option will always be selected to apply no callback.

Status
Record is disabled: Check this box to disable the record (default: unchecked).

Note: Netop Security Management will not use a Role Assignment record that uses a disabled Guest
or Host selection record.
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Password
This section specifies Netop password properties.

: If creating a Netop Guest ID record, this field will be empty. Optionally, specify a
password. Characters will showas dots or asterisks. If editing a Netop Guest ID record, this field will
typically show dots or asterisks signifying that a password is specified. You can edit the password.

: Re-specify in this field a new password for confirmation.
Netop passwords must satisfy Netop Guest ID Password Properties.

: If creating a Netop Guest ID record, this box will be checked to request
that the Guest user changes the password at next logon after which the box will become
unchecked. You can uncheck and check the box.

: This disabled field will show the number of unsuccessful password attempts in the
last Guest logon.

: This disabled field will show the number of used passwords that cannot be
reused.

: This disabled field will show the last time the password was changed.

: This disabled field will show the last time the password was used.

Member Of Tab
This tab specifies the Netop Guest ID Group records of which this Netop Guest ID record is a
member:

NetOp Guest ID &|

General | Member of
Please be aware that the group memberships are in effect immediately, and

that they are not brought back to the initial zettings if you press cancel.

MY GUEST GROUP

Add ... l l Remove ]

l oK ” Cancel l

This tab specifies the Netop Guest ID Group records of which this Netop Guest ID record is a
member:

The pane will show the names of Netop Guest ID Group records of which this Netop Guest ID record
is @ member (initially none).

: Click this button to show this window:
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Add NetOp Guest ID to NetOp Guest ID Group E|

I Ok ][ Cancel ]

It adds this Netop Guest ID record as a member of Netop Guest ID Group records.

The pane will show the names of Netop Guest ID Group records of which this Netop Guest ID record
is not a member.

Select in the pane Netop Guest ID Group record names and click OK to close the window to add this
Netop Guest ID record as a member of selected Netop Guest ID Group records.

Remove: Select Netop Guest ID Group record names in the pane and click this button to remove
this Netop Guest ID record as a member of selected Netop Guest ID Group records.

See also

Netop Guest ID

Toolbar

Netop Definitions

Selection Pane

View Menu

Records Pane

Details

Role Assignment

Netop Guest ID Password Properties
Netop Guest ID Group

2.4.5.1.2 Edit

Select a Netop Guest ID record and select the Netop Guest ID menu Edit command, click the
toolbar Edit Selected button, press CTRL+E or double-click a Netop Guest ID record to show its
properties in the Netop Guest ID window to edit them.

Note: Role Assignments will apply the edited properties of an edited Guest or Host selection record.

See also

Netop Guest ID
Toolbar

Netop Guest ID window
Role Assignment
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2.45.1.3 Delete

Select Netop Guest ID records and select the Netop Guest ID menu Delete command, click the
toolbar Delete Selected button or press CTRL+D to show a confirmation window to confirm deleting
them.

Note: Role Assignment records that use a deleted Guest or Host selection record will be deleted.

See also

Netop Guest ID
Toolbar
Role Assignment

2.4.5.1.4 Accessible Hosts

Select a Netop Guest ID record and select the Netop Guest ID menu Accessible Hosts command to
show the Who May Remote Control Whom (Accessible Hosts) window.

See also

Netop Guest ID
Who May Remote Control Whom (Accessible Hosts) window

2.4.5.2 Netop Guest ID Group

Click the Selection Pane Netop Definitions branch Guest ID Groups command to show this Records
Pane:

GroupMame  Enabled  Description 1D Created CreatedBy = Modified ModifiedBy
By G, 1 2006-03-26 16:58:17 g 2006-03-26 16:56:17 g

Note: By default, the Selection Pane below the Netop Security Management root element will show
Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop
Definitions, RSA SecurlID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

It will show Netop Guest ID Groups as icons or table records. The Details selection will show table
records with these column contents:

_

GroupName Netop Guest ID Group icon and name.

Enabled Check mark (enabled) or red dot with white X (disabled).
Description Optional Netop Guest ID Group description.

ID

Record number (records will be numbered starting from 1).
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Created
CreatedBy
Modified

ModifiedBy

Manage Netop Guest ID Group records from the Records menu Guest ID Group submenu:

Creation time stamp in format YYYY- M\t DD HH: M\t SS.
Creator Windows user name.
Modification time stamp in format YYYY- MM DD HH: M\t SS.

Modifier Windows user name.

|Eile IRecmds] Edit View Options Help

Security Settings r

Logging 3

Scheduling r

Metop Definitions 3 Guest ID L

Windows Definitions * Guest ID Group k Mew ...
RSA SecurlD Definitions 3 HostID L Edit ...
Directory Services Definitions * Host ID Group k Delete
Import data Metop Properties k Members ...
Reset All

Drop All Tables

- or from the matching Netop Guest ID Group Records Pane context menu:

Mew ...
Edit ...
Delete

Members ...

It contains these commands:
¢ New

o Edit

o Delete

¢ Members

See also

Selection Pane

Netop Definitions

Records Pane

Security Settings

Logging

Scheduling

Windows Definitions

RSA SecurlID Definitions
Directory Services Definitions

View Menu
Details
Records Menu
Members
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2.4.5.2.1 New

Select the Netop Guest ID Group menu New command, click the toolbar New Netop Guest ID
Group button with a double Netop Guest icon or press F4 to show this window:

NetOp Group |X|

m | MNEW METOP GUEST ID GROLIFY

Description | |

[T item iz dizabled with MetOp

[ oK ] ’ Cancel l

Note: To show toolbar Netop Definitions buttons, while the Selection Pane shows the Netop
Definitions branch select the View menu Large Toolbar or Small Toolbar command.

This window specifies a Netop Guest ID Group record.

[<Netop Guest ID Group name=>]: If creating a Netop Guest ID Group record, replace the default
NEW NETOP GUEST ID GROUP field contents by the desired group name. If editing a Netop Guest
ID Group record, you can edit the Netop Guest ID Group name.

Description []: Optionally, specify in this field a description that will be shown in the Netop Guest
ID Group Records Pane Details show Description column.

Record is Disabled: Check this box to disable the record (default: unchecked).

Note: Enabled group member records will remain enabled. Netop Security Management will not use a
Role Assignment record that uses a disabled Guest or Host selection record.

See also

Netop Guest ID Group
Toolbar

Netop Definitions
Selection Pane

View Menu

Records Pane

Details

Role Assignment

2.4.5.2.2 Edit

Select a Netop Guest ID Group record and select the Netop Guest ID Group menu Edit command,
click the toolbar Edit Selected button, press CTRL+E or double-click a Netop Guest ID Group record
to show its properties in the Netop Group window to edit them.

Note: Role Assignments will apply the edited properties of an edited Guest or Host selection record.

See also

Netop Guest ID Group
Toolbar

Netop Group window
Role Assignments
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2.4.5.2.3 Delete

Select Netop Guest ID Group records and select the Netop Guest ID Group menu Delete command,
click the toolbar Delete Selected button or press CTRL+D to show a confirmation window to confirm
deleting them.

Note: Group member records will not be deleted. Role Assignments that use a deleted Guest or Host
selection record will be deleted.
See also

Netop Guest ID Group
Toolbar
Role Assignments

2.4.5.2.4 Members

Select a Netop Guest ID Group record and select the Netop Guest ID Group menu Members
command to show this window:

MY GUEST GROUP x]

;&MY GUEST

I Close ] [ Add l l Remove ]

It manages Netop Guest ID Group record Netop Guest ID record members.
The title bar will show the Netop Guest ID Group name.
The pane will show Netop Guest ID Group record Netop Guest ID record member icons and names.

Add: Click this button to show this window:
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MY GUEST GROUP x]

MG

l oK ] [ Cancel l

It adds Netop Guest ID record members to the selected Netop Guest ID Group record.
The title bar will show the Netop Guest ID Group name.

The pane will show icons and names of Netop Guest ID records that are not members of the Netop
Guest ID Group record.

Select in the pane Netop Guest ID records and click OK to add them as members of the Netop Guest
ID Group record.

Remove: Select in the pane Netop Guest ID records and click this button to remove them as
members of the Netop Guest ID Group record.
See also

Netop Guest ID Group
Netop Guest ID

2.4.5.3 Netop Host ID

Click the Selection Pane Netop Definitions branch Host IDs command to show this Records Pane:

Hosthlame | Enabled  ID Description  Created CreatedBy  Modified ModifiedBy
B Ly HOST 1 2006-03-27 12:22:59 g 2006-03-27 12:23:12 g

Note: By default, the Selection Pane below the Netop Security Management root element will show

Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop

Definitions, RSA SecurlID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.
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It will show Netop Host IDs as named icons or table records. The Details selection will show table
records with these column contents:

m

HostName Netop Host ID icon and name

Enabled Check mark (enabled) or red dot with white X (disabled).
ID Record number (records will be humbered starting from 1).
Description Optional Netop Host ID description.

Created Creation time stamp in format YYYY- M\t DD HH: MVi SS.
CreatedBy Creator Windows user name.

Modified Modification time stamp in format YYYY- Mt DD HH: MVt SS.
ModifiedBy Modifier Windows user name.

Manage Netop Host ID records from the Records menu Host ID submenu:

File IRecmds] Edit Wiew Options Help

Security Settings 2

Legging *

Scheduling 2

Metop Definitions * Guest ID »

Windows Definitions [ Guest ID Group »

R5A SecurlD Definitions 2 Host ID r Mew ...

Directery Services Definitions [ Host ID Group » Edit ...

Import data Metop Properties [ Delete

Reset All Permitted Guests...
Drop All Tables

- or from the matching Netop Host ID Records Pane context menu:

Mews ...
Edit ...
Delete
Permitted Guests. ..

It contains these commands:
¢ New

o Edit

¢ Delete

¢ Permitted Guests

See also

Selection Pane
Netop Definitions
Records Pane
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Security Settings

Logging

Scheduling

Windows Definitions

RSA SecurlID Definitions
Directory Services Definitions
View Menu

Details

Records Menu

Permitted Guests

2.4.5.3.1 New

Select the Netop Host ID menu New command, click the toolbar New Netop Host ID button with a
Netop Host icon or press F6 to show this window:

NetOp Host ID X

General | Member Df|

,! ;s [NEw HOST ID

Drescription | |

[T item iz dizabled with MetOp

[ QK. ][ Cancel ] Apply

Note: To show toolbar Netop Definitions buttons, while the Selection Pane shows the Netop
Definitions branch select the View menu Large Toolbar or Small Toolbar command.

This window specifies a Netop Host ID record. It has two tabs:
e General tab

¢ Member Of tab

General Tab
This tab specifies general Netop Host ID record properties.

[<Netop Host ID name>]: If creating a Netop Host ID record, replace the default NEW HOST ID
field contents by the Host ID by which the record Host will identify itself to Netop Security Server.
If editing a Netop Host ID record, you can edit the Netop Host ID name.

Description []: Optionally, specify in this field a description that will be shown in the Netop Host ID
Records Pane Details view Description column.

Record is disabled: Check this box to disable the record (default: unchecked).

Note: Netop Security Management will not use a Role Assignment record that uses a disabled Guest
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or Host selection record.

Member Of Tab

The functionality of this tab is similar to the functionality of the Netop Guest ID window Member
Of tab.

See also

Netop Host ID
Toolbar

Netop Definitions
Selection Pane

View Menu

Records Pane

Details

Role Assignment

Netop Guest ID window

2.45.3.2 Edit

Select a Netop Host ID record and select the Netop Host ID menu Edit command, click the toolbar
Edit Selected button, press CTRL+E or double-click a Netop Host ID record to show its properties in
the Netop Host ID window to edit them.

Note: Role Assignments will apply the edited properties of an edited Guest or Host selection record.

See also

Netop Host ID
Toolbar

Netop Host ID window
Role Assignments

2.45.3.3 Delete

Select Netop Host ID records and select the Netop Host ID menu Delete command, click the
toolbar Delete Selected button or press CTRL+D to show a confirmation window to confirm deleting
them.

Note: Role Assignment records that use a deleted Guest or Host selection record will be deleted.

See also

Netop Host ID
Toolbar

Role Assignment

2.4.5.3.4 Permitted Guests

Select a Netop Host ID record and select the Netop Host ID menu Permitted Guests command to
show the Who May Remote Control Whom (Permitted Guests) window.

See also

Netop Host ID
Who May Remote Control Whom (Permitted Guests) window
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2.4.5.4 Netop Host ID Group

Click the Selection Pane Netop Definitions branch Host ID Groups command to show this Records
Pane:

Grouphlane Enabled = Description = ID  Created CreatedBy  Modified ModifiedEy
ﬁM\" HOS, .. w/ 1 2006-03-27 12:23:29 og 2006-03-27 12:23:29 og
Note

Note: By default, the Selection Pane below the Netop Security Management root element will show
Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop
Definitions, RSA SecurlID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

It will show Netop Host ID Groups as nhamed icons or table records. The Details selection will show
table records with these column contents:

m

GroupName Netop Host ID Group icon and name

Enabled Check mark (enabled) or red dot with white X (disabled).
Description Optional Netop Host ID Group description.

ID Record number (records will be numbered starting from 1).
Created Creation time stamp in format YYYY- M\t DD HH: M\t SS.
CreatedBy Creator Windows user name.

Modified Modification time stamp in format YYYY- M\t DD HH: M\t SS.
ModifiedBy Modifier Windows user name.

Note: A default Netop Host ID Group named Unregistered Host IDs with ID = 0 will not be shown
in the pane. This group that is included for Netop Access Server compatibility enables an old version
Access Server enabled Netop Host for which no Netop Host ID record exists to use an Access
Server enabled Netop Security Server. You can create Role Assignments with this Netop Host ID
Group only with Netop Guest ID and Netop Guest ID Group records. You should not use this
Netop Host ID Group for any other purpose than importing an old version Netop Access Server
setup, see AMPLUS. EXE.

Manage Netop Host ID Group records from the Records menu Host ID Group submenu:
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|Eile IRecolds] Edit View Options Help

Security Settings L

Logging 2

Scheduling L

Metop Definitions 2 Guest ID [

Windows Definitions r Guest ID Group k

RSA SecurlD Definitions 3 HostID L

Directory Services Definitions * Host ID Group k Mew ...
Irnport data Metop Properties L Edit ...
Reset All Delete
Drop All Tables Members ...

- or from the matching Netop Host ID Group Records Pane context menu:

Mew ...
Edit ...
Delete
Members ...

It contains these commands:
¢ New

o Edit

o Delete

¢ Members

See also

Selection Pane
Netop Definitions
Records Pane
Security Settings
Logging

Scheduling
Windows Definitions

Netop Definitions

RSA SecurlID Definitions
Directory Services Definitions
View Menu

Details

Netop Host ID

Netop Guest ID Group
Role Assignment
AMPLUS.EXE

Records Menu

Members

2.4.5.4.1 New

Select the Netop Host ID Group menu New command, click the toolbar New Netop Host ID Group
button with a double Netop Host icon or press F7 to show the Netop Group window whose
functionality is similar with Netop Guest ID Groups and Netop Host ID Groups.

Note: To show toolbar Netop Definitions buttons, while the Selection Pane shows the Netop
Definitions branch select the View menu Large Toolbar or Small Toolbar command.

See also
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Select a Netop Host ID Group record and select the Netop Host ID Group menu command, click
the toolbar button, press CTRL+E or double-click a Netop Host ID Group record to
show its properties in the window to edit them.

Role Assignments will apply the edited properties of an edited Guest or Host selection record.

Select Netop Host ID Group records and select the Netop Host ID Group menu command,
click the toolbar button or press CTRL+D to show a confirmation window to confirm
deleting them.

Group member records will not be deleted. Role Assignments that use a deleted Guest or Host
selection record will be deleted.

Select a Netop Host ID Group record and select the Netop Host ID Group menu command
to show the window whose functionality is similar with Netop Guest ID
Groups and Netop Host ID Groups.

Click the Selection Pane branch element to show this Records
Pane:
Property Setting  Created CreatedBy  Modified

%Minimum passward length (0-16) 0 Z2006-03-23 11:23:46 g 2006-03-23

%NetOp password synkax error Mo 2006-03-23 11:23:146 g 2006-03-23

%Password history length {0-10) ] 2006-03-23 112346 g 2006-03-23

%Passwords lifetime {0-99 dawvs, 0 = infinite) ] 2006-03-23 112346 g 2006-03-23

%Luck accounts after password Failures (0-10, 0 =never) 0O 2006-03-23 11:23:46 g 2006-03-23

%ank accounts if not used Far (0-99 days, 0 = infinite) 0 Z2006-03-23 11:23:46 g 2006-03-23

< >
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Note: By default, the Selection Pane below the Netop Security Management root element will show

Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop

Definitions, RSA SecurlID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View Menu branch name commands.

It will show Netop Properties as named icons or table records. The Details selection will show
table records with these column contents:

m

Property Key icon and property description.

Setting Property value.

Created Creation time stamp in format YYYY- M\t DD HH: Mvt SS.
CreatedBy Creator Windows user name.

Modified Modification time stamp in format YYYY- M\t DD HH: Mvt SS.
ModifiedBy Modifier Windows user name.

Note: You cannot sort records.

Manage Netop Properties records from the Records Menu Netop Properties submenu:

Eile Recmds] Edit ¥iew Options Help

Security Settings [

Legging k

Scheduling L

Metop Definitions » Guest ID k

Windows Definitions L Guest ID Group 2

RSA SecurlD Definitions k HostID r

Directory Services Definitions L Host ID Group 2

Import data Metop Properties » Edit ...
Reset All

Drop All Tables

- or from the matching Netop Properties Records Pane context command:

Select this command, click the toolbar Edit Selected button, press CTRL+E or double-click any
Netop Properties record to show this window:
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NetOp Guest ID Password Properties

(X
= A

MetOp Pazsword Syntas

Minimum pagzword length [0-1E8)
Pazzward hiztary length [0-10] I:l

[ Must begin and end with a character and include a digit

MWetOp Pazzword Lifetime

Fazzwords lifetirme [0-99 days. O = infinite) I:I
Lock accounts if not uzed for [0-99 days, 0 = infinite) I:l
Lock accounts after pazsword Failures (0-10, 0 = never) I:I

I Ok ] [ Cancel ]

It specifies Netop password properties.

Netop password syntax

Minimum password length (0-16) []: Specify in the field a number in the range for the minimum
number of characters in the password (default: 0).

Password history length (0-10) [1: Specify in the field a number in the range for the number of
recent passwords that cannot be reused (default: 0).

Must begin and end with a character and include a digit: Check this box to require that the
password begins and ends with a letter character and includes a numeral character (default:
unchecked).

Note: If password syntax requirements are increased, current passwords that do not satisfy the
increased requirements will remain valid until changed.

Netop password lifetime

Password lifetime (0-99 days, O=infinite) []: Specify in the field a number in the range for the
maximum number of days the password can be used before it must be changed (default: 0).

Lock accounts if not used for (0-99 days, O=infinite) []: Specify in the field a number in the
range for the number of days after which a Netop Guest ID record will be disabled if not used
(default: 0).

Lock accounts after password failures (0-10, O=never) []: Specify in the field a number in the
range for the number of unsuccessful password attempts after which the Netop Guest ID record will
be disabled (default: 0).

See also

Selection Pane
Netop Definitions
Records Pane
Security Settings
Logging

Scheduling
Windows Definitions

Netop Definitions
RSA SecurID Definitions
Directory Services Definitions
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View Menu
Details

Records Menu
Toolbar

Netop Guest ID

2.4.6 Windows Definitions

You can manage Windows Definitions records from the Records menu Windows Definitions
submenu:

|Eile IRecmd-s] Edit View Options Help

Security Settings »

Logging 2

Scheduling »

Metop Definitions 2

Windows Definitions r Windows User r
RSA SecurlD Definitions 2 Windows Group L
Directory Services Definitions » Workstation »
Import data Workstation Groups L
Reset All Domain k
Drop All Tables

- or from the Selection Pane Windows Definitions branch:

Elﬂl Windows Definitions
b Users

Graups
b Workstations
YWarkstation Groups

that include these commands:

« Windows User

¢ Windows Group

o Windows Workstation

¢ Windows Workstation Group
« Windows Domain

Note: By default, the Selection Pane will show the Windows Definitions branch. You can hide and
show it from the View menu Windows Definitions command. Using Windows Definitions, Netop
Security Management will identify a connecting Guest by the Windows User name it specifies when
logging on to the Host and a connected to Host by its computer Windows logon user name if it
identifies itself as a user or by its Windows computer name if it identifies itself as a workstation,
see Preferred Host Type.

See also

Records Menu
Selection Pane
Windows Definitions
Windows User
Windows Group
Windows Workstation
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Windows Workstation Group
View Menu
Preferred Host Type

2.4.6.1 Windows User

Select the Selection Pane Windows Definitions branch Users element to show this Records Pane:

RID | UserMame Domain  Enabled  ID 0 Created CreatedBy = Modified  ModifiedBy

Note: By default, the Selection Pane below the Netop Security Management root element will show
Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop
Definitions, RSA SecurlID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

It will show Windows Users as named icons or table records. The Details selection will show table
records in a table with these column contents:

m

RID Windows User icon and Windows relative identifier number.
UserName Windows User name.

Domain Windows User domain name.

Enabled Check mark (enabled) or red dot with white X (disabled).

ID Record number (records will be numbered starting from 1).
Created Creation time stamp in format YYYY- M\t DD HH: M\t SS.
CreatedBy Creator Windows user name.

Modified Modification time stamp in format YYYY- M\t DD HH: MV SS.
ModifiedBy Modifier Windows user name.

Manage Windows User records from the Records menu Windows User submenu:
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|Eile IRecm{:ls] Edit View Options Help

Security Settings L

Legging 2

Scheduling L

Metop Definitions 2

Windows Definitions r Windows User r Mew ...

R5A SecurlD Definitions 3 Windows Group J Edit ...

Directory Services Definitions * Waorkstation » Delete

Import data Workstation Groups J Accessible Hosts ...
Reset All Comain » Permitted Guests...
Drop All Tables

- or from the matching Windows User Records Pane context menu:

Mews ...
Edit ...
Delete
Accessible Hosts .
Permitted Guests, ..

It contains these commands:
o New

o Edit

o Delete

s Accessible Hosts

o Permitted Guests

Note: To create Role Assignments with domain Windows Users, records do not need to exist in the
Windows User Records Pane if the Netop Security Manager computer is connected to the Windows
User domain network.

See also

Selection Pane
Windows Definitions
Records Pane

Security Settings
Logging

Scheduling

Windows Definitions
Netop Definitions

RSA SecurlID Definitions
Directory Services Definitions
View Menu

Details

Records Menu
Accessible Hosts
Permitted Guests

Role Assignments

2.4.6.1.1 New

Select the Windows User menu New command to create Windows User records.

If Netop Security Manager runs on a Windows 2000+ computer, the Windows Select User window
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will be shown to select a user to create a Windows User record.

If Netop Security Manager runs on another Windows computer, this window will be shown:

Insert Windows user E3
g Domainl j
Usernare [T ~ |

Inzerting an “windows uzer makes thiz uzer known to NetOp az an individual uzer,
20 he or zhe can obtain additional individual rights.

You need not insert individual Windows users. [t is enough ta insert an Windows
group which the Windows uger iz a member of.

You do not create any new users here, pou only give NetOp a reference to an
existing "Windows uzer, known by hiz or her unique BID number in the domain.

[ Account is disabled for NetDp use

| Inzert Selectedl | Inzert Al Usersl Cancel |

It creates Windows User records.

: The list of this drop-down box will contain the names of Windows domains recognized by
the Netop Security Manager computer. Select a name in the list to show it in the field.

: The list of this drop-down box will contain the names of users in the Windows domain
selected in the Domain drop-down box. Select a name in the list to show it in the field.

: Check this box to disable created records (default: unchecked).

Netop Security Management will not use a Role Assighment record that uses a disabled Guest
or Host selection record.

: Click this button to create a Windows User record of the user selected in the
drop-down box.

: Click this button to create Windows User records of all users in the Windows
domain selected in the drop-down box.
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2.4.6.1.2 Edit

Select a Windows User record and select the Windows User menu Edit command, click the toolbar
Edit Selected button, press CTRL+E or double-click a Windows User record to show this window:

NetOp Properties for Windows user, &|

g Domain | DANWARE |

Usemame |CQ |

[ Item iz dizabled with MetOp

I Ok ] [ Cancel ]

It enables editing the properties of the selected Windows User record.

Domain []: This disabled field will show the Windows User record Domain column value.
Username []: This disabled field will show the Windows User record UserName column value.
Record is disabled: Check this box to disable the record (default: unchecked).

Note: Netop Security Management will not use a Role Assignment record that uses a disabled Guest
or Host selection record.

See also

Windows User
Toolbar
Role Assignment

2.4.6.1.3 Delete

Select Windows User records and select the Windows User menu Delete command, click the toolbar
Delete Selected button or press CTRL+D to show a confirmation window to confirm deleting them.

Note: Role Assignment records that use a deleted Guest or Host selection record will be deleted.

See also

Windows User
Toolbar
Role Assignment
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Select a Windows User, Netop Guest ID, RSA SecurlID User or Directory Services User record and
select the matching menu command to show this window:

Who may Remote Control Whom

; Thiz tree view shows a Guest as its roat item. You can get infarmation on which Hosts he/she can
access and which rights can obtained to each Host,

Groups and Domainz do not expand by default. Pleaze double click or press the right arow key ta
expand Groups and Domains.

+ Everpbody d ~ Fict
" coDAMNWARE + Keyh
=+ Documentation + Lekm
= #F Documentation DANWARE + Blnk
4} chDANWARE < Cip

5 ck DANWARE ‘/ Boot
#7 popg.DANWARE  Chat
#7 pal DAMNWARE w/.l’-‘l.udi
7 gz DANWARE

oo DAMWARE +/ Send

VERE w/ Recy

& v DANWARE +/ RunP

5 o DANWARE + Pt

£ 1.DANWARE ¥ Mana

& pon DANWARE ¥ Inve

£ Ik DANWARE + Smzsg

7 o DANWARE ~ Mici
#7 fja.DANWARE ~ Madm

+ Momal Users ¥ Conf

-+ Domain Users

+ webMail Users
# Cocr Mles

Cloze

To show this window for an individual selection for which Role Assignments are available only
with group records, create the individual selection record manually.

It will show the Role Assignments of an individual Guest selection record (Windows User, Netop
Guest ID, RSA SecurlD User or Directory Services User) and its applicable Role rights with any
individual Host selection record (Windows User, Windows Workstation or Netop Host ID) with which
Role Assighments exist in the security database.

The left pane will show a tree structure with check marked named branches of the selected Guest
selection record and the groups of which it is a member. A [+] button indicates that Role
Assignments exist in the branch. Click a [+] button, press the right arrow key or double-click the
branch name to expand a branch. Click a [-] button, press the left arrow key or double-click the
branch name to collapse a branch. You can move the selection with the up/down arrow keys.

You can expand groups into their individual Host selection records. A fully expanded branch will show
icons and names of individual Host selection records with which Role Assignments exist in the
security database.

Select an individual Host selection record to show in the right pane the applicable Role rights of the
selected Guest selection record with this Host selection record. Right pane icons and abbreviations
are explained in Role.
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Select a Windows User, Windows Workstation or Netop Host ID record and select the matching
menu command to show this window:

Who may Remote Control Whom

; Thiz tree view thows a Host as its roat item. *rou can get infarmation on which Guests have access
to it and which rightz each Guest can obtain,

Groups and Domainz do not expand by default. Pleaze double click or press the right arow key ta
expand Groups and Domains.

+ Everpbody ”~ + Rctl
" coDAMNWARE + Keyh
=+ Documentation + Lekm
= #F Documentation DANWARE + Blnk

45 b DANWARE < Clp

5 ck DANWARE ‘/ Boot
#7 popg.DANWARE  Chat
#7 pal DAMNWARE w/.l’-‘l.udi
7 gz DANWARE \/ Send

+ Recv
\/FlunF'
\/F'mt
+ Mana
\/Inve
4 + Smag
& o DANWARE ¥ Mioi
5 ria.DANWARE + Madm

+ Momal Users ¥ Conf
-+ Domain Users

+ webMail Users
# Fucnline v,

Cloze

To show this window for an individual selection for which Role Assignments are available only

with group records, create the individual selection record manually.

It will show the Role Assignments of an individual Host selection record (Windows User, Windows

Workstation or Netop Host ID) and the applicable Role rights of any individual Guest selection record

(Windows User, Netop Guest ID, RSA SecurID User or Directory Services User) with which Role
Assignments exist in the security database.

The left pane will show a tree structure with check marked named branches of the selected Host
selection record and the groups of which it is a member. The + button indicates that Role
Assignments exist in the branch. Click the + button, press the right arrow key or double-click the
branch name to expand a branch. Click the - button, press the left arrow key or double-click the
branch name to collapse a branch. You can move the selection with the up/down arrow keys.

You can expand groups into their individual Guest selection records. A fully expanded branch will
show icons and names of individual Guest selection records with which Role Assignments exist.

Select an individual Guest selection record to show in the right pane the applicable Role rights of
this Guest record with the selected Host selection record. Right pane icons and abbreviations are
explained in Role.
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2.4.6.2 Windows Group

Select the Selection Pane Windows Definitions branch Groups command to show this Records
Pane:

RID | GroupMame  Domain  Enabled  ID Created CreatedBy  Modified  ModifiedBy
#% 1., Document.., DAM.., 3 20060324 13:20:05 o 2006-,,,  og
5.. Dornain &...  DaN... w/ 2 Z2006-03-24 10:12:33  og 2006-,,, cog
5.. Dornain ... DaM... \/ 1 2006-03-24 10:12:33 g 2006-... cg

Note: By default, the Selection Pane below the Netop Security Management root element will show
Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop
Definitions, RSA SecurlID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

It will show Windows Groups as named icons or table records. The Details selection will show
table records with these column contents:

m

RID Windows Group icon and Windows relative identifier number.
GroupName Windows Group name.

Domain Windows Group domain name.

Enabled Check mark (enabled) or red dot with white X (disabled).

ID Record number (records will be numbered starting from 1).
Created Creation time stamp in format YYYY- M\t DD HH: M\ SS.
CreatedBy Creator Windows user name.

Modified Modification time stamp in format YYYY- M\t DD HH: MVt SS.
ModifiedBy Modifier Windows user name.

Manage Windows Group records from the Records menu Windows Group submenu:
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|Erhe [Recmds] Edit View Options Help

Security Settings »

Logging L

Scheduling »

Metop Definitions L

Windows Definitions k Windows User r

RSA SecurlD Definitions L Windows Group 3 MNew ...
Directory Services Definitions » Workstation » Edit ...

Irnport data Workstation Groups 2 Delete
Reset All Camain r

Drop All Tables I

- or from the matching Windows Group Records Pane context menu:

Mew ...
Edit ...
Delete

It contains these commands:
¢ New
o Edit

e Delete

Note: To create Role Assighments with domain Windows Groups, records do not need to exist in the
Windows Group Records Pane if the Netop Security Manager computer is connected to the domain

network.

See also

Selection Pane
Windows Definitions
Records Pane

Security Settings
Logging

Scheduling

Netop Definitions

RSA SecurlID Definitions
Directory Services Definitions
View Menu

Details

Records Menu

Role Assignments

2.4.6.2.1 New

Select the Windows Group menu New command to create Windows Group records.

If Netop Security Manager runs on a Windows 2000+ computer, the Windows Select Group window

will be shown to select a user group to create a Windows Group record.

If Netop Security Manager runs on another Windows computer, this window will be shown:
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Insert Windows Group E
g Dramain I j
Govp [T - |

Inzerting anwindows group makes thiz group known to HetOp, 2o it can be uzed
in Role Assignments.,

WWhen pou assign a Role to an *Windows group, all ugers within that group may
obtain rightz from the Role,

You do not create any new groups here, you only give NetOp a reference to an
existing Windows group, known by its unigue RID number in the domain.

[" Group is disabled for MetDp Lse

| Inzert Selectedl |InsertAII Grnupsl Cancel |

It creates Windows Group records.

: The list of this drop-down box will contain the names of Windows domains recognized by
the Netop Security Manager computer. Select a name in the list to show it in the field.

: The list of this drop-down box will contain the names of groups in the Windows domain
selected in the drop-down box. Select a user group name in the list to show it in the field.

: Check this box to disable created records (default: unchecked).

Netop Security Management will not use a Role Assignment record that uses a disabled Guest
or Host selection record.

: Click this button to create a Windows Group record of the group selected in the
drop-down box.

: Click this button to create Windows Group records of all groups in the domain

selected in the drop-down box.

Select a Windows Group record and select the menu command, click the
toolbar button, press CTRL+E or double-click a Windows Group record to show this
window:

NetOp Properties for Windows Group

@ Domain | DANWARE

Group |Domain Users

[T item iz dizablad with MetOp

I ak. ] [ Cancel ]

It enables editing the properties of the selected Windows Group record.

7 December 2017 97



Netop Remote Control Administrator's Guide

Domain []: This disabled field will show the Windows Group record Domain column value.

Group []: This disabled field will show the Windows Group record GroupName column value.
Record is disabled: Check this box to disable the record (default: unchecked).

Note: Enabled group member records will remain enabled. Netop Security Management will not use a
Role Assignment record that uses a disabled Guest or Host selection record.

See also

Windows Group
Toolbar
Role Assignment

2.4.6.2.3 Delete

Select Windows Group records and select the Windows Group menu Delete command, click the
toolbar Delete Selected button or press CTRL+D to show a confirmation window to confirm deleting
records.

Note: Group member records will not be deleted. Role Assignments that use a deleted Guest or Host
selection record will be deleted.
See also

Windows Group
Toolbar
Role Assignments

2.4.6.3 Windows Workstation

Select the Selection Pane Windows Definitions branch Workstations command to show this Records
Pane:

Computertlame  Comain - Enabled  ID Created  CreatedBy  Modified  ModifiedEy

Note

Note: By default, the Selection Pane below the Netop Security Management root element will show
Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop
Definitions, RSA SecurlID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

It will show Windows Workstations as named icons or table records. The Details selection will
show table records with these column contents:

_

ComputerName Windows Workstation icon and Windows computer name.
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Domain

Enabled

ID

Created

CreatedBy

Modified

Modified

Manage Windows Workstation records from the Records menu Workstation submenu:

Windows Workstation domain name.

Check mark (enabled) or red dot with white X (disabled).

Record number (records will be numbered starting from 1).

Creation time stamp in format YYYY- M\t DD HH: M\t SS.

Creator Windows user name.

Modification time stamp in format YYYY- MMt DD HH: MVt SS.

By Modifier Windows user name.

|Erha | Records | Edit View Options Help

Security Settings

Legging

Scheduling

Metop Definitions

Windows Definitions

RSA SecurlD Definitions
Directory Services Definitions
Import data

Reset All

Drop All Tables

Windows User
Windows Group
Workstation
Waorkstation Groups

Domain

Mew ...
Edit ...
Delete

Permitted Guests...

- or from the matching Windows Workstation Records Pane context menu:

Mew ..
Edit ...
Delete
Permitked

Guests, .,

It contains these commands:

¢ New
« Edit

¢ Delete

¢ Permitted Guests

Note: To create Role Assighments with domain Windows computers, records do not need to exist in
the Windows Workstation Records Pane if the Netop Security Manager computer is connected to the
domain network.

See also

Selection

Pane

Windows Definitions

Records Pane
Security Settings

Logging

Scheduling

Netop Def

initions

RSA SecurID Definitions
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Select the Windows Workstation menu command to create Windows Workstation records.

If Netop Security Manager runs on a Windows 2000+ computer, the Windows
window will be shown to select a Windows computer to create a record of it in the Windows
Workstation Records Pane.

If Netop Security Manager runs on another Windows computer, this window will be shown:

Insert Workstation E3
3 Domainl ﬂ
workstation [ R ~ |

Ingerting a Workgtation enables NetOp to give additional nights to Guests who wish
to access it, compared to the rights aranted to the Domain.

You zhould only inzert individual workstations in zpecial cazes. [tiz a lot gimpler to
azzing rightz to entire Domaing.

[T wiorkstation is disabled for MetDp use

|InsertSeIected| | Iknzert Al I Cancel |

It creates Windows Workstation records.

: The list of this drop-down box will contain the names of Windows domains recognized by
the Netop Security Manager computer. Select a name in the list to show it in the field.

: The list of this drop-down box will contain the names of computers in the Windows
domain selected in the drop-down box. Select a name in the list to show it in the field.

: Check this box to disable created records (default: unchecked).

Netop Security Management will not use a Role Assignment record that uses a disabled Guest
or Host selection record.

: Click this button to create a Windows Workstation record of the workstation
selected in the drop-down box.

: Click this button to create Windows Workstation records of all computers in the domain
selected in the drop-down box.
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2.4.6.3.2 Edit

Select a Windows Workstation record and select the Windows Workstation menu Edit command,
click the toolbar Edit Selected button, press CTRL+E or double-click a Windows Workstation record
to show this window:

NetOp Properties for, Workstation E|
‘7 Doman | DANWARE |
‘wiork station | CGO002 |
Member of Domain Computers

[1item iz dizablad with MetOp

I 0K ] [ Cancel ]

It enables editing the properties of the selected Windows Workstation record.
Domain []: This disabled field will show the Windows Workstation record Domain column value.

Workstation []: This disabled field will show the Windows Workstation record ComputerName
column value.

Member of []: This disabled pane will show the Windows Workstation Group records of which the
selected Windows Workstation record is a member.

Item is disabled with NetOp: Check this box to disable the record (default: unchecked).

Note: Netop Security Management will not use a Role Assignment record that uses a disabled Guest
or Host selection record.

See also

Windows Workstation
Toolbar

Windows Workstation Group
Role Assignment

2.4.6.3.3 Delete

Select Windows Workstation records and select the Windows Workstation menu Delete command,
click the toolbar Delete Selected button or press CTRL+D to show a confirmation window to confirm
deleting records.

Note: Role Assignment records that use a deleted Guest or Host selection record will be deleted.

See also

Windows Workstation
Toolbar
Role Assignment
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2.4.6.3.4 Permitted Guests

Select a Windows Workstation record and select the Windows Workstation menu Permitted
Guests command to show the Who May Remote Control Whom (Permitted Guests) window.
See also

Windows Workstation
Who May Remote Control Whom (Permitted Guests) window

2.4.6.4 Windows Workstation Group

Select the Selection Pane Windows Definitions branch Workstation Groups command to show
this Records Pane:

Grouphlame Domain En... IO Created CreatedBy
%Domain Computers  DAMNWARE ‘/ 1 2006-03-28 134935 g
= | ] L2l
Note

Note: By default, the Selection Pane below the Netop Security Management root element will show
Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop
Definitions, RSA SecurlID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

It will show Windows Workstation Groups as named icons or table records. The Details selection
will show table records with these column contents:

m

GroupName Windows Workstation Group icon and Windows computer name.
Domain Windows Workstation Group domain name.

Enabled Check mark (enabled) or red dot with white X (disabled).

ID Record number (records will be numbered starting from 1).
Created Creation time stamp in format YYYY- M\t DD HH: M\t SS.
CreatedBy Creator Windows user name.

Modified Modification time stamp in format YYYY- M\t DD HH: M\t SS.
ModifiedBy Modifier Windows user name.

Manage Windows Workstation Group records from the Records menu Workstation Group
submenu:
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|Erfe [Recmds] Edit View Options Help

Security Settings
Logging

Scheduling

Metop Definitions
Windows Definitions
RSA SecurlD Definitions

Irnport data
Reset All
Drop All Tables

Directory Services Definitions

Windows User
Windows Group
Workstation
Workstation Groups

Domain

Mew ...
Edit ...
Delete

- or from the matching Windows Workstation Group Records Pane context menu:

Mew ...
Edit ...
Delete
Members ...

It contains these commands:
¢ New

o Edit

o Delete

¢ Members

Note: To create Role Assignments with domain Windows computer groups, records do not need to
exist in the Windows Workstation Group Records Pane if the Netop Security Manager computer is
connected to the domain network. However, Windows Workstation Group records will initially have

no Windows Workstation record Members.

See also

Selection Pane
Windows Definitions
Records Pane
Security Settings
Logging

Scheduling
Netop Definitions

RSA SecurID Definitions
Directory Services Definitions

View Menu

Details

Records Menu
Members

Role Assignments
Windows Workstation

2.4.6.4.1 New

Select the Windows Workstation Group menu New command to create Windows Workstation Group

records.

If Netop Security Manager runs on a Windows 2000+ computer, the Windows Select Group window
will be shown to select a computer group to create a Windows Workstation Grouprecord.

If Netop Security Manager runs on another Windows computer, this window will be shown:

7 December 2017

103



Netop Remote Control Administrator's Guide

Insert Windows Group E
g Dramain I j
Govp [T - |

Inzerting anwindows group makes thiz group known to HetOp, 2o it can be uzed
in Role Assignments.,

WWhen pou assign a Role to an *Windows group, all ugers within that group may
obtain rightz from the Role,

You do not create any new groups here, you only give NetOp a reference to an
existing Windows group, known by its unigue RID number in the domain.

[" Group is disabled for MetDp Lse

| Inzert Selectedl |InsertAII Grnupsl Cancel |

It creates Windows Workstation Group records.

: The list of this drop-down box will contain the names of Windows domains recognized by
the Netop Security Manager computer. Select a name in the list to show it in the field.

: The list of this drop-down box will contain the names of groups in the Windows domain
selected in the drop-down box. Select a group name in the list to show it in the field.

: Check this box to disable created records (default:
unchecked).

Netop Security Management will not use a Role Assignment record that uses a disabled Guest
or Host selection record.

: Click this button to create a Windows Workstation Group record of the computer
group selected in the drop-down box.

: Click this button to create Windows Workstation Group records of all groups in
the domain selected in the drop-down box.

A Windows Workstation Group record will initially have no Windows Workstation record
members. You can add members from the Members command.

Select a Windows Workstation Group record and select the menu
command, click the toolbar button, press CTRL+E or double-click a Windows
Workstation Group record to show this window::
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NetOp Properties for Windows Group

g Dormain | DANWARE |

Group |D0main Computers |

[T item iz dizablad with MetOp

I Ok ] l Cancel ]

It enables editing the properties of the selected Windows Workstation Group record.

Domain []: This disabled field will show the Windows Workstation Group record Domain column
value.

Group []: This disabled field will show the Windows Workstation Group record GroupName column
value.

Item is disabled with NetOp: Check this box to disable the record (default: unchecked).

Note: Enabled group member records will remain enabled. Netop Security Management will not use a
Role Assignment record that uses a disabled Guest or Host selection record.

See also

Windows Workstation Group
Toolbar
Role Assignment

2.4.6.4.3 Delete

Select Windows Workstation Group records and select the Windows Workstation Group menu
Delete command, click the toolbar Delete Selected button or press CTRL+D to show a confirmation
window to confirm deleting them.

Note: Group member records will not be deleted. Role Assignments that use a deleted Guest or Host
selection record will be deleted.
See also

Windows Workstation Group
Toolbar
Role Assignments
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2.4.6.4.4 Members
Select a Windows Workstation Group record and select the Windows Workstation Group menu
Members command to show this window:

Domain Computers\DANWARE &|

& CEOO0ADANWARE

I Cloze ] [ Add l Remove

It manages Windows Workstation Group record Windows Workstation record members.

The title bar will show the selected Windows Workstation Group record GroupName and Domain
column values.

The pane will show Windows Workstation record members identified by their ComputerName and
Domain column values.

Add: Click this button to show this window:

Domain Computers\DANWARE - Add E|

{7} C&0002 7 HEFO0T
SiY D RE 7 ACCESS
{7y DANWARESECURITY | | 15 apan0i
&7 £PO00T
7 CACO02
7 CBO002
7 CBHP2 B

7 CC1
&I L2

&7 CG0002

7 060003

&/ CKO0D1

7 CKO002

of CKVPCNSSW2K
ol CKWINSP

&7 CR_IBMT43

o DANWARE-TS-1
&/ DEV-BLD-RHS
o7 DEVFS-2

& DEV-RHT

&/ DEV-RHS

o7 DEYV-5YR-004

|

| £

l oK ] [ Cancel l

It adds domain computers as members of the selected Windows Workstation Group record.
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The title bar will show the selected Windows Workstation Group record GroupName and Domain
column values.

The left pane will shows icons and names of domains recognized by the Netop Security Manager
computer. Select a domain to show its computers in the right pane.

Select domain computers and click OK to close the window to add selected computers as members
of the Windows Workstation Group record.

Note: If Windows Workstation records of computers added as members of a Windows Workstation
Group do not exist in the Security Database, they will be created.

Remove: Select Windows Workstation records in the pane and click this button to remove them as
members of the selected Windows Workstation Group record.
See also

Windows Workstation Group
Windows Workstation
Security Database

2.4.6.5 Windows Domain

Select the Selection Pane Windows Definitions branch Domains command to show this Records
Pane:

Domaintame  Enabled  ID | Created CreatedBy  Modified  ModifiedBy
T DANWARE 1 2006-.. «g 2006-... g

Note: By default, the Selection Pane below the Netop Security Management root element will show
Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop
Definitions, RSA SecurID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

It will show Windows Domains as icons or table records. The Details selection will show table
records with these column contents:

_

DomainName Windows Domain icon and name.

Enabled Check mark (enabled) or red dot with white X (disabled).
ID Record number (records will be numbered starting from 1).
Created Creation time stamp in format YYYY- M\t DD HH: Mvt SS.
CreatedBy Creator Windows user name.

Modified Modification time stamp in format YYYY- M\t DD HH: M\t SS.
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ModifiedBy

Modifier Windows user name.

Manage Windows Domain records from the Records menu Domain submenu:

|Eile | Records | Edit View Options Help

Drop All Tables

Security Settings [

Legging b

Scheduling [

Metop Definitions »

Windows Definitions J Windows User

RSA SecurlD Definitions » Windows Group
Directory Services Definitions [ Workstation

Import data Workstation Groups
Reset All Domain

- or from the matching Windows Domain Records Pane context menu:

MNew ...
Edit ...
Delete

It contains these commands:
¢ New
o Edit

¢ Delete

Note: To create Role Assignments with Windows domains, records do not need to exist in the

Edit ...
Delete

Windows Domain Records Pane if the Netop Security Manager computer is connected to the domain

network.

See also

Selection Pane

Windows Definitions

Records Pane

Security Settings

Logging

Scheduling

Netop Definitions

RSA SecurlID Definitions
Directory Services Definitions

View Menu
Details

Records Menu
Role Assignments
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2.4.6.5.1 New

Select the Windows Domain menu New command to show this window:

Insert Reference to Domain E|

9 Donain | ~ |

Inzerting a Domain makes it known to MetDp, so it can be uzed in Role
Azzighments.

"When pou assign rights to a Domain, you azsign theze rights to all \Workstations,
which belong ta that Domain

The domain already existz, and which Worlstations are a member of the Domnain is
no concern of NetOp's.

[T item iz dizablad with MetOp

I Inzert Selected l [ Inzert all Domaing ] [ Cancel

It creates Windows Domain records.

Domain []: The list of this drop-down box will contain the names of Windows domains recognized by
the Netop Security Manager computer. Select one to show it in the drop-down box field.

Item is disabled with NetOp: Check this box to disable created records (default: unchecked).

Note: Netop Security Management will not use a Role Assignment record that uses a disabled Guest
or Host selection record.

Insert Selected: Click this button to create a Windows Domain record of the domain selected in
the Domain drop-down box.

Insert All Domains: Click this button to create Windows Domain records of all domains in the
Domain drop-down box list.
See also

Windows Domain
Role Assignment
Domain

2.4.6.5.2 Edit

Select a Windows Domain record and select the Windows Domain menu Edit command, click the
toolbar Edit Selected button, press CTRL+E or double-click a Windows Domain record to show this
window:

NetOp Properties for Domain [‘5_<|

@ Doman | DANWARE |

[ Item iz dizabled with MetOp

I 0K ] [ Cancel ]

It enables editing the properties of the selected Windows Domain record.
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Domain []: This disabled field will show the selected Windows Domain record DomainName column
value.

Item is disabled with NetOp: Check this box to disable the record (default: unchecked).

Note: Enabled domain Windows Workstation records will remain enabled. Netop Security
Management will not use a Role Assignment record that uses a disabled Guest or Host selection
record.

See also

Windows Domain
Toolbar

Windows Workstation
Role Assignment

2.4.6.5.3 Delete

Select Windows Domain records and select the Windows Domain menu Delete command, click the
toolbar Delete Selected button or press CTRL4+D to show a confirmation window to confirm deleting
them.

Note: Domain Windows Workstation records will not be deleted. Role Assignments that use a deleted
Guest or Host selection record will be deleted.

See also

Windows Domain

Toolbar

Windows Workstation

Role Assignments

2.4.7 RSA SecurlD Definitions

You can manage RSA SecurlID Definitions records from the Records menu RSA SecurlD
Definitions submenu:

|Eiie IRecurds] Edit View Options Help

Security Settings L

Logging 2

Scheduling L

Metop Definitions 2

Windows Definitions r

REA SecurlD Definitions 2 Users 2
Directory Services Definitions * Groups *
Import data Properties 3
Reset All

Drop All Tables

- or from the Selection Pane RSA SecurlID Definitions branch:

= % RSA SecurID Definitions

----- sers
..... Groups
i Properties

that include these commands:
o RSA SecurlID Users
¢ RSA SecurlID Groups
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¢ RSA SecurlID Properties

Note: By default, the Selection Pane will not show the RSA SecurID Definitions branch. You can
show and hide it from the View menu RSA SecurID Definitions command. Using RSA SecurID
Definitions, Netop Security Management will identify a connecting Guest by the RSA SecurID User
name it specifies when logging on to the Host.

See also

Records Menu
Selection Pane

RSA SecurlID Definitions
RSA SecurlID Users

RSA SecurlID Groups
RSA SecurlD Properties
View Menu

2.4.7.1 RSA SecurlD User

Select the Selection Pane RSA SecurlID Definitions branch RSA SecurID Users command to show this
Records Pane:

Usertame Enabled  ID Created  CreatedBy  Modified  ModifiedBy

Note

Note: By default, the Selection Pane below the Netop Security Management root element will show

Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop

Definitions, RSA SecurlID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

It will show RSA SecurID Users as named icons or table records. The Details selection will show
table records with these column contents:

m

UserName RSA SecurID User icon and name.

Enabled Check mark (enabled) or red dot with white X (disabled).
ID Record number (records will be numbered starting from 1).
Created Creation time stamp in format YYYY- M\t DD HH: M\ SS.
CreatedBy Creator Windows user name.

Modified Modification time stamp in format YYYY- M\t DD HH: MVt SS.
ModifiedBy Modifier Windows user name.

Manage RSA SecurlID User records from the Records menu RSA SecurlID User submenu:
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|Eile IRecolds] Edit View Options Help

Security Settings

Logging

Scheduling

Metop Definitions

Windows Definitions

RSA SecurlD Definitions
Directory Services Definitions
Irnport data

Reset All

Drop All Tables

4

Users
Groups
Properties

k

Mew ...
Edit ...
Delete

Accessible Hosts ..

or from the matching RSA SecurID User Records Pane context menu:

Mew ...
Edit ...
Delete
Accessible Hosts | .

It contains these commands:
¢ New

o Edit

o Delete

e Accessible Hosts

See also

Selection Pane

RSA SecurlID Definitions
Records Pane

Security Settings
Logging

Scheduling
Windows Definitions

Netop Definitions

RSA SecurlID Definitions
Directory Services Definitions
View Menu

Details

Records Menu

Accessible Hosts
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2.4.7.1.1 New

Select the RSA SecurID User menu New command to show this window:

'8

Mame

[ Item iz dizabled with MetOp

The data you enter here iz independent of the data in the RSA/ACE
A zerver. |t is your own decizsion if you wizh to coordinate the two sets
of data. HetOp does pt. not provide any means for this

I [1]8 l l Cancel l

It creates or edits an RSA SecurID User record.

Name []: Specify in this field the RSA SecurID User name. It will become the RSA SecurlID User
record UserName column name.

Item is disabled with NetOp: Check this box to disable the record (default: unchecked).

Note: Netop Security Management will not use a Role Assignment record that uses a disabled Guest
or Host selection record.

See also

RSA SecurlID User
UserName
Role Assignment

2.4.7.1.2 Edit

Select an RSA SecurlD User record and select the RSA SecurlID User menu Edit command, click the
toolbar Edit Selected button, press CTRL+E or double-click an RSA SecurlID User record to show its
properties in the RSA SecurID User window to edit them.

Note: Role Assignments will apply the edited properties of an edited Guest or Host selection record.

See also

RSA SecurID User
Toolbar

RSA SecurID User window
Role Assignments

2.4.7.1.3 Delete

Select RSA SecurlD User records and select the RSA SecurlID User menu Delete command, click
the toolbar Delete Selected button or press CTRL+D to show a confirmation window to confirm
deleting them.

Note: Role Assignment records that use a deleted Guest or Host selection record will be deleted.

See also

RSA SecurID User
Toolbar
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Role Assignment

2.4.7.1.4 Accessible Hosts

Select an RSA SecurlD User record and select this command to show the Who May Remote
Control Whom (Accessible Hosts) window.

See also

RSA SecurID User
Who May Remote Control Whom (Accessible Hosts) window

2.4.7.2 RSA SecurlD Group

Select the Selection Pane RSA SecurID Definitions branch RSA SecurlID Groups command to show
this Records Pane:

Grouphlame  Enabled  ID Created  CreatedBy  Modified  ModifiedBy

Note: By default, the Selection Pane below the Netop Security Management root element will show
Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop
Definitions, RSA SecurlID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

It will show RSA SecurID Groups as named icons or table records. The Details selection will show
table records with these column contents:

m

GroupName RSA SecurID Group icon and name.

Enabled Check mark (enabled) or red dot with white X (disabled).
ID Record number (records will be numbered starting from 1).
Created Creation time stamp in format YYYY- M\t DD HH: M\t SS.
CreatedBy Creator Windows user name.

Modified Modification time stamp in format YYYY- M\t DD HH: MV SS.
ModifiedBy Modifier Windows user name.

Note: A built-in RSA SecurID Group named All RSA SecurlID Users with ID = 0 will not be shown in
the pane.

Manage RSA SecurID Group records from the Records menu RSA SecurlID Group submenu:
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|Eile IRecolds] Edit View Options Help

Security Settings »

Logging L

Scheduling »

Metop Definitions L

Windows Definitions r

RSA SecurlD Definitions » Users 2

Directory Services Definitions » Groups * MNew ..
Irnport data Properties 3 Edit ...
Reset All Delete
Drop All Tables Mernbers ...

- or from the matching RSA SecurlD Group Records Pane context menu:

Mew ...
Edit ...
Delete
Members ...

It contains these commands:
¢ New

o Edit

o Delete

¢ Members

Note: Initially, an RSA SecurlD Group record will have no RSA SecurlD User record members. Add
members from the Members command.

See also

Selection Pane

RSA SecurlID Definitions
Records Pane

Security Settings
Logging

Scheduling
Windows Definitions

Netop Definitions

Directory Services Definitions
View Menu

Details

1D

Records Menu

Members

RSA SecurID User
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2.4.7.2.1 New

Select the RSA SecurID Group menu New command to show this window:

Graup

[ Item iz dizabled with MetOp

The data you enter here iz independent of the data in the RSA/ACE
A zerver. |t is your own decizsion if you wizh to coordinate the two sets
of data. HetOp does pt. not provide any means for this

I [1]8 l l Cancel l

It creates or edits an RSA SecurlID Group record.

Group []: Specify in this field the RSA SecurID Group name. It will become the RSA SecurID Group
record GroupName column name.

Item is disabled with NetOp: Check this box to disable the record (default: unchecked).

Note: Enabled group member records will remain enabled. Netop Security Management will not use a
Role Assignment record that uses a disabled Guest or Host selection record.

See also

RSA SecurID Group
Role Assignment

2.4.7.2.2 Edit

Select an RSA SecurID Group record and select the RSA SecurlID Group menu Edit command, click
the toolbar Edit Selected button, press CTRL+E or double-click an RSA SecurID Group record to
show its properties in the RSA SecurlID Group window to edit them.

Note: Role Assignments will apply the edited properties of an edited Guest or Host selection record.

See also

RSA |

2.4.7.2.3 Delete

Select RSA SecurlID Group records and select the RSA SecurID Group menu Delete command, click
the toolbar Delete Selected button or press CTRL+D to show a confirmation window to confirm
deleting them.

Note: Group member records will not be deleted. Role Assignments that use a deleted Guest or Host
selection record will be deleted.
See also

RSA SecurID Group
Toolbar
Role Assignment
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2.4.7.2.4 Members

Select an RSA SecurlD Group record and select the RSA SecurID Group menu Members command
to show this window:

MY RSA SECURID GROUP &|

I Close ] [ Add l l Remove ]

It manages RSA SecurID Group record RSA SecurID User record members.
The title bar will show the selected RSA SecurID Group record GroupName column name.
The pane will show RSA SecurlD User record members identified by their UserName column name.

Add: Click this button to show this window:

MY RSA SECURID GROUP E|

l oK ] [ Cancel l

It adds RSA SecurlID User record members to the selected RSA SecurID Group record.

The title bar will show the RSA SecurID Group GroupName column name.
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The pane will show icons and names of RSA SecurlD User records that are not members of the RSA
SecurlD Group record.

Select in the pane RSA SecurID User records and click OK to add them as members of the RSA
SecurID Group record.

Remove: Select in the pane RSA SecurID User records and click this button to remove them as
members of the RSA SecurlD Group record.
See also

RSA SecurID Group
RSA SecurID User

2.4.7.3 RSA SecurlD Properties

Select the Selection Pane RSA SecurID Definitions branch RSA SecurlID Properties command to
show this Records Pane:

Property Setting  Created | CreatedBy  Modified  ModifiedBy
I:ﬁUseshacIDLJ\JNetOpF‘assn-\u:nru:ls 1 2006-... «cg 2006-... cqg

Note: By default, the Selection Pane will below the Netop Security Management root element show
Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop
Definitions, RSA SecurlID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

It will show one RSA SecurlID Property as a named icon or a table record. The Details selection
will show one table record with these column contents:

e Property: RSA SecurlID Property icon and Use shadow Netop passwords.
Setting: 0 (disabled) or 1 (enabled).

Created: Creation time stamp in format YYYY- MM DD HH: MM SS.

CreatedBy: Creator Windows user name.

Modified: Modification time stamp in format YYYY- MM DD HH: MMt SS.
e ModifiedBy: Modifier Windows user name.

Manage the RSA SecurlID Property record from the Records menu RSA SecurlID Properties
submenu:

|Ei|e [Recmds] Edit View Options Help

Security Settings »

Logging J

Scheduling »

Metop Definitions J

Windows Definitions »

RSA SecurlD Definitions L Users 3

Directory Services Definitions » Groups *

Import data Properties 2 Edit ...
Reset All

Drop All Tables
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or from the matching RSA SecurlD Properties Records Pane context command:

Select this command or double-click the RSA SecurID Property record to show this window:

MetOp RSA SecurlD Properties |E|
=

Enable MetOp password checking for RSA SeculD users

L Ok J [ Cancel l

Enable Netop password checking for RSA SecurlID users: Leave this box checked to request a
Netop password in addition to the RSA SecurID user name and PASSCODE from a connecting Guest
to apply triple-factor security (default: checked).

Note: To apply triple factor security authentication, create for each RSA SecurID User record a
shadow Netop Guest ID record whose UserName column name is the RSA SecurID User record
UserName column name to apply the Netop Guest ID record Password column value for additional
RSA SecurID User authentication.

See also

Selection Pane

RSA SecurlID Definitions
Records Pane

Security Settings
Logging

Scheduling
Windows Definitions

Netop Definitions

Directory Services Definitions
View Menu

Details

Records Menu

RSA SecurID User

Netop Guest ID

UserName

Password
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2.4.8 Directory Services Definitions

You can manage Directory Services Definitions records from the Records menu Directory
Services Definitions submenu:

[Records | Edit View Options Help

Security Settings 2

Lagging ]

Scheduling 2

Metop Definitions [

Windows Definitions 2

RSA SecurlD Definitions k

Directory Services Definitions 2 Users [

Reset All Groups »

Crop All Tables Services L
Organizational Units »

- or from the Selection Pane Directory Services Definitions branch:

=] EL_“ Directory Services Definitions

ﬂ Users
- ™ Groups
u..;_l Directory Services

‘@ Organizational Units

which contains these commands:
¢ Directory Services Users

¢ Directory Services Groups

¢ Directory Services

o Organizational Units

Note: By default, the Selection Pane will not show the Directory Services Definitions branch. You
can show and hide it from the View menu Directory Services Definitions command. Using
Directory Services Definitions, Netop Security Management will identify a connecting Guest by the
Directory Services User name it specifies when logging on to the Host.

See also

Records Menu

Selection Pane

Directory Services Definitions
Directory Services Users
Directory Services Groups
Directory Services

View Menu
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2.4.8.1 Directory Services User

Select the Selection Pane Directory Services Definitions branch Directory Services Users
command to show this Records Pane:

DK Service  Enabled | ID  Created CreatedBy = Modified  ModifiedBy
mcn=administratnrJcn=userstc=tdom,... tdarm \/ 1 2006-... g 2006-... g

Note: By default, the Selection Pane will below the Netop Security Management root element show

Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop

Definitions, RSA SecurlID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

It will show Directory Services Users as named icons or table records. The Details selection will
show table records with these column contents:

_

DN Directory Services User icon and distinguished name.
Service Directory Service record ServiceName column value.
Enabled Check mark (enabled) or red dot with white X (disabled).
ID Record number (records will be numbered starting from 1).
Created Creation time stamp in format YYYY- MV DD HH: M\t SS.
CreatedBy Creator Windows user name.

Modified Modification time stamp in format YYYY- M\t DD HH: MM SS.
ModifiedBy Modifier Windows user name.

Manage Directory Services User records from the Records menu Directory Services User
submenu:

Eile IRecmds] Edit View Options Help

Security Settings r

Legging 3

Scheduling r

Metop Definitions 3

Windows Definitions r

RSA SecurlD Definitions 3

Directory Services Definitions * Users * Mew ...

Import data Groups 2 Edit ...

Reset All Services r Delete

Drop All Tables Organizational Units [ Accessible Hosts ...

or from the matching Directory Services User Records Pane context menu:
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Mew ...
Edit ...
Delete
Accessible Hosts | .

It contains these commands:
¢ New

o Edit

o Delete

s Accessible Hosts

Note: To create Role Assignments with Directory Services Users, records do not need to exist in the
Directory Services Users Records Pane if the relevant directory service is specified in the Directory
Service Records Pane and is available.

See also

Selection Pane

Directory Services Definitions
Records Pane

Security Settings

Logging

Scheduling
Windows Definitions

Netop Definitions

RSA SecurlID Definitions
View Menu

Details

Directory Service
Records Menu
Accessible Hosts

Role Assignment
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Select the menu command to show this window:

Insert Directory Services Liser §|

8 €

You need not manually insert ugers and groups in the database before creating role
azzignmentz. Thig dialog merely inzertz a probably unuzed record. Thiz dialog iz
provided for completeness

m
=

5

QU=Citrix Uzers, DC=tdam,DC=local

& CW=Computers,DC=tdom,DC=local
QU=DISABLED_Domain_Controllers,DC=tdom DC=local
OU=Domain Controllers,DC=tdom, D C=local
OU=Mested,DC=tdom,D C=local
Q=Roarming,DC=tdam D C=local

0=Sample0U DC=tdom, DC=lozal

QU=5chaoal O, DC=tdam,DC=local

0l=Special sypstems D C=tdom DC=local
QU=tdom,DC=tdom,DC=lacal

OU=TEST Rollout,DC=tdom,DC=local
CW=lzers,DC=tdom. D C=local

3 CN=aah CN=sers DC=tdam DC=local v

[N e e e T T

[ Item iz dizabled with MetOp

Cloze

It creates Directory Services User records.

The pane will show users in available Directory Services. Select a user and click to create a
Directory Services User record.

: Check this box to disable the record (default: unchecked).

Netop Security Management will not use a Role Assignment record that uses a disabled Guest
or Host selection record.

Select a Directory Services User record and select the menu
command, click the toolbar button, press CTRL+E or double-click a Directory Services
User record to show this window:
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Directory Services User

7 3

Service Mame |t|:||:|rn |

Mame | ch=adminiztrator, cn=users, do=tdom de=local |

[T item iz dizablad with MetOp

[ Ok ] [ Cancel ]

It enables editing the properties of the selected Directory Services User record.

Service Name []: This disabled field will show the Directory Services User record Service column
value.

Name []: This disabled field will show the Directory Services User record DN column name.

Item is disabled with NetOp: Check this box to disable the record (default: unchecked).

Note: Netop Security Management will not use a Role Assignment record that uses a disabled Guest
or Host selection record.

See also

Directory Services User
Toolbar

DN

Role Assignment

2.4.8.1.3 Delete

Select Directory Services User records and select the Directory Services User menu Delete
command, click the toolbar Delete Selected button or press CTRL+D to show a confirmation window
to confirm deleting them.

Note: Role Assignment records that use a deleted Guest or Host selection record will be deleted.

See also

Directory Services User
Toolbar
Role Assignment

2.4.8.1.4 Accessible Hosts

Select a Directory Services User record and select this command to show the Who May Remote
Control Whom (Accessible Hosts) window.
See also

Directory Services User
Who May Remote Control Whom (Accessible Hosts) window
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2.4.8.2 Directory Services Group

Select the Selection Pane Directory Services Definitions branch Directory Services Groups
command to show this Records Pane:

DM Service  Enabled  ID Created CreatedBy  Modified  ModifiedBy

Note: By default, the Selection Pane will below the Netop Security Management root element show
Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop
Definitions, RSA SecurlID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

It will show Directory Services Groups as named icons or table records. The Details selection will
show table records with these column contents:

_

DN Directory Services Group icon and distinguished name.
Service Directory Service record ServiceName column value.
Enabled Check mark (enabled) or red dot with white X (disabled).
ID Record number (records will be numbered starting from 1).
Created Creation time stamp in format YYYY- MV DD HH: M\t SS.
CreatedBy Creator Windows user name.

Modified Modification time stamp in format YYYY- M\t DD HH: MM SS.
ModifiedBy Modifier Windows user name.

Manage Directory Services Group records from the Records menu Directory Services Group
submenu:
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File [Records | Edit View Options Help

Security Settings
Legging
Scheduling
Metop Definitions

Irmport data
Reset All
Drop All Tables

Windows Definitions
RS54 SecurlD Definitions

Directory Services Definitions

Users
Groups
Services

Organizational Units

Mew ...

Edit ...
Delete

or from the matching Directory Services Group Records Pane context menu:

Mew ...
Edit ...
Delete

It contains these commands:

¢ New
o Edit

e Delete

Note: To create Role Assignments with Directory Services Groups, records do not need to
exist in the Directory Services Group Records Pane if the relevant directory service is
specified in the Directory Service Records Pane and is available.

See also

Selection Pane

Directory Services Definitions

Records Pane

Security Settings
Logging

Scheduling

Windows Definitions
Netop Definitions

RSA SecurlID Definitions
View Menu

Details

Directory Service
Records Menu

Role Assignment
Directory Services Group
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Select the menu command to show this window:

Insert Directory Services Group

8 s

You need not manually insert ugers and groups in the database before creating role
azzignmentz. Thig dialog merely inzertz a probably unuzed record. Thiz dialog iz
provided for completeness

=% [

id Ch=Builtin,DC=tdarm,DC=local

[Z3 OU=Citrix Users,DC=tdom,DC=local
i# CW=Computers,DC=tdom,DC=local
£ OU=DISABLED_Domain_Contrallers.DC=tdom. D C=local
3 OU=Domain Controllers, D C=tdom, D C=local
21 OU=Mested,DC=tdom 0 C=local
Q=Roarming,DC=tdam D C=local
0=Sample0U DC=tdom, DC=lozal
QU=5chaoal O, DC=tdam,DC=local
OU=5pecial systems DC=tdarm D C=local
QU=tdom,DC=tdom,DC=local
OU=TEST Rollout,DC=tdom,DC=local
& CW=Users,DC=tdom DC=local

-
-
-
-1
-1
-1

[ Item iz dizabled with MetOp

Cloze

It creates Directory Services Group records.

The pane will show groups in available Directory Services. Select a group and click to create a
Directory Services Group record.

: Check this box to disable the record (default: unchecked).

Enabled group member records will remain enabled. Netop Security Management will not use a
Role Assignment record that uses a disabled Guest or Host selection record.

Select a Directory Services Group record and select the menu
command, click the toolbar button, press CTRL+E or double-click a Directory Services
Group record to show this window:
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f|

3
8 e

|

|

Directory Services Group

Service Mame |t|:||:|rn

Mame | ch=daomain users, ch=uzers, do=tdom, de=local

[ Item iz dizabled with MetOp

I 0K ] [ Cancel ]

It enables editing the properties of the selected Directory Services Group record.

Service []: This disabled field will show the Directory Services Group record Service column value.
Name []: This disabled field will show the Directory Services Group record DN column name.

Item is disabled with NetOp: Check this box to disable the record (default: unchecked).

Note: Enabled group member records will remain enabled. Netop Security Management will not use a
Role Assignment record that uses a disabled Guest or Host selection record.

See also

Directory Services Group
Toolbar

DN

Role Assignment

2.4.8.2.3 Delete

Select Directory Services Group records and select the Directory Services Group menu Delete
command, click the toolbar Delete Selected button or press CTRL+D to show a confirmation window
to confirm deleting them.

Note: Group member records will not be deleted. Role Assignments that use a deleted Guest or Host
selection record will be deleted.
See also

Directory Services Group
Toolbar
Role Assignment

2.4.8.3 Directory Service

Select the Selection Pane Directory Services Definitions branch Directory Services element to show
this Records Pane:

ID ServiceMame  Dnshame  Enabled  Port S50 BaseDW  UserDn Password  UserSearchFilber  Userabkrit

< | >

Note: By default, the Selection Pane will below the Netop Security Management root element show
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Security Settings, Logging, Scheduling and Windows Definitions branches in this order. Netop
Definitions, RSA SecurID Definitions and Directory Services Definitions branches will be hidden.
You can hide/show branches by selecting View menu branch name commands.

It will show Directory Services as named icons or table records. The Details selection will show
table records with these column contents:

_

ID
ServiceName
DnsName
Enabled

Port

SSL

BaseDN

UserDN

Password
UserSearchFilter
UserAttribFilter
UserBrowseFilter
GroupSearchFilter
GroupAttribFilter
GroupBrowseFilter
OuSearchFilter
Created
CreatedBy
Modified

ModifiedBy

Record number (records will be numbered starting from 1).
Directory Service name.

Directory Server DNS name or IP address.

Check mark (enabled) or red dot with white X (disabled).
TCP/IP port number.

Check mark (use secure connection) or red X (do not use
secure connection).

Base distinguished name.

Searching user distinguished name.

Searching user password shown as asterisks.

User search filter.

User attribute filter.

User browse filter.

Group search filter.

Group attribute filter.

Group browse filter.

Organizational unit search filter.

Creation time stamp in format YYYY- M\t DD HH: MMt SS.
Creator Windows user name.

Modification time stamp in format YYYY- MM DD HH: M\t SS.

Modifier Windows user name.

Manage Directory Service records from the Records menu Directory Service submenu:
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[Records | Edit View Options Help

Security Settings

Legging

Scheduling

Metop Definitions

Windows Definitions

R5A SecurlD Definitions
Directory Services Definitions
Reset All

Drop All Tables

or from the matching Directory Service Records Pane context menu:

Mewy ..,
Edit ...
Delete

It contains these commands:
o New
« Edit

¢ Delete

See also

Selection Pane
Directory Services Definitions

Llsers
Groups
Services

Organizational Units

Records Pane
Security Settings
Logging

Scheduling
Windows Definitions

Netop Definitions

RSA SecurlID Definitions
View Menu

Details

Records Menu
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Select the menu command to run the wizard to create
a record. This window will be shown:
rLo-cate ﬁﬁ

B L

Address (DMS name or IP address hosting the Directory Service)

192.162.2.10

TCP/IP port number to connect to. LDAP prescrbes 385 for standard,
and 686 for secure connections

383 |:| Use a secure connection
L Base DN
: de=mydomain2 de=local
||
Test
< Back [ MNext > ] [ Cancel

L 4

It specifies the Directory Service connection.
: Specify in this field the Directory Service computer DNS name or IP address.

: Specify in this field 389 for a standard LDAP connection or 686 for a
secure LDAP connection (default: 389).

: Check this box to use a secure connection.
: Specify in this field the distinguished name from which a search shall start.

: Click this button to test the connection to show a test result message.

Click to show this window:
Credentials @
[] Anorymous bind
Encrypted bind
User Name mmydomain2'admin
Password .............l
[l Confirm SRERERERERENS
|
i Test
| <Back | Ned> | | Cancel

. A

It specifies Directory Service logon credentials.

: Check this box to disable the other fields to log on without credentials.
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Note: If you log on without credentials, you can typically not search a Directory Service for user
and group information.

Encrypted bind: When using Active Directory with one or more trusted domains, it is essential to
use an Encrypted bind.

Note:

The credentials must also be entered using an accepted format as shown in the following table:

Encrypted bind Non-Encrypted bind

user nane@onai n domai n\ user nane

domai n\ user nane cn=user nane, ou=cont ai ner, dc=donmi n

With Encrypted bind, domain can be NetBIOS or FQDN name.
With Non-Encrypted bind, domain must be NetBIOS name when not using the Distinguished Name

User DN []: Specify in this field the distinguished name by which Netop Security Management shall
search for user and group information.

Password []: Specify in this field the matching password. Characters will show as dots or asterisks.
Confirm []: Re-specify in this field the password for confirmation.
Test: Click this button to test Directory Service logon to show a test result message.

Click Next to show this window:

' h'
Filters 5

i User search fitter [objectClass=user)

Uzer attribute sAMAccount Name

User browse fitter ({objectClass=user)iobjectClass=organizatior

Group search fitter {objectClass=group)

Uzer member of attribute memberf |

Group browse filter ({objectClass=group)jobjectClass=organizatic

0L search fitter {objectClass=organizational Linit)

Apply default values for specific service ]
| <Back || Net> | | Cancel |

L5 -

It specifies Directory Service filters that speed up the search for user and group information.

Click the Apply Default Values for Specific Service button to show this window:
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.l !
Select Directory Service ﬁ

8 N

Select a Directony Service from the lizt below, [F pour Directony
Service iz not lizhed, the values can be filled in manually

[Micrnsofl Active Directary -

[ Ok ]I Cancel J

L 4

The drop-down box list contains names of commonly used Directory Service types. Select a name in
the list to show it in the field (default: ). Click to close the window
to show the default filters of the selected Directory Service type in the window fields. If
selecting a Directory Service type does not generate usable filters, specify or modify filters:

: Specify in this field the user object class.
: Specify in this field the user logon name attribute.
: Specify in this field the user and organizational unit object classes.
: Specify in this field the group object class.
: Specify in this field the group member attribute.
: Specify in this field the group and organizational unit object classes.
: Specify in this field the organizational unit object class.

Click to show this window:

Radius Server &J

- T

lse Radius Server

Host 192.168.1.10|
Port 1812
Shared Secret

Test

| <Back || MNed> | | Cancel |

L 4

This window is used to enable authentication against RADIUS (Remote Authentication Dial In User
Service) environments.

RADIUS is a client/server protocol that is often used to centrally validate remote users and authorize
their access to existing network resources integrating well with existing technologies including VPN,
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RAS, Active Directory and Token based authentication solutions.

Using RADIUS with Netop Remote Control allows the Security Server to authenticate remote support
sessions via compatible multi-factor authentication methods, where the Guest user needs to provide
their username and password along with a one-time generated passcode that can be derived from a
variety of sources including hardware devices or SMS tokens.

In order to use the RADIUS implementation the Security Server should be configured to use
Directory Services authentication. This requires that the Preferred Guest type is set to ‘Guests enter
Directory Services username and password’ in the Security Policies section of the Security Manager.

Also, in order for the Guest to enter their token passcode when authenticating, the
option should be enabled. This is available in a section under the Directory
Services definitions.

Click to show this window:

i "
Service Mame ﬁ

8 L,

When you refer to this Directory Service, you will be using an alias name,
which you can choose and modify as you please here

MName mydomain2

ttem is disabled with Netop

| <Back |[ Fnsh | [ Cance |

L 4

It specifies the Directory Service name and status.

: Specify in this field the service name that will become the Directory Service record
column name.

: Check this box to disable the record (default: unchecked).

Netop Security Management will not search a Directory Service whose record is disabled.

: Click this button to end the wizard to create the Directory Service
record.
Select a Directory Service record and select the menu command, click the
toolbar button, press CTRL+E or double-click a Directory Service record to show this
window:
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r ™
Directary Service - mydomainl g

Locate | Credentials | Fiters | Service Name

4 L

Address (DNS name or IP address hosting the Directory Service)

192.168.2.10|

TCP/IP port number to connect to. LDAP prescribes 385 for standard,
and 686 for secure connections

| 389 lUse a secure connection I
Base DN
do=mydomain1.dc=local
[ ok ][ Conced J[ mooy |
W #

This window has four tabs that match Directory Service wizard windows. Edit the tab contents to
edit the Directory Service record.

Note: Directory Service searches will apply the edited properties of a Directory Service record.

See also

Directory Service
Toolbar
Directory Service wizard

2.4.8.3.3 Delete

Select Directory Service records and select the Directory Service menu Delete command, click the
toolbar Delete Selected button or press CTRL+D to show a confirmation window to confirm deleting
them.

See also

Directory Service
Toolbar

2.4.8.4 Organizational Units

Under Directory Services Definitions click Organizational Units to show this Records Pane:

DN Service Enabled ) Created CreatedBy Modified ModifiedBy

< I 3

It will show Directory Services Organizational Units as named icons or table records. The Details
selection will show table records with these column contents:

_

DN The DN (Distinguished Name) is the name that uniquely
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Service
Enabled
ID

Created
CreatedBy
Modified

ModifiedBy

identifies an entry in the directory.
Directory Service record ServiceName column value.

Check mark (enabled) or red dot with white X (disabled).

Record number (records will be numbered starting from 1).

Creation time stamp in format YYYY- M\t DD HH: MM SS.
Creator Windows user name.
Modification time stamp in format YYYY- M\t DD HH: MM SS.

Modifier Windows user name.

Manage Organizational Units records from the Records menu:

[Recmds] Edit MNiew Options Help

Security Settings

Legging

Scheduling

Metop Definitions

Windows Definitions

R5A SecurlD Definitions
Directory Services Definitions
Reset All

Drop All Tables

Users ]

Groups 2

Services ]

COrganizational Units * Mew ..
Edit ...
Delete

or from the shortcut menu in the pane.
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2.4.8.4.1 New

On the Records menu, point to Directory Services Definitions, then Organizational Units and
click New.

Fa —— - ™,
Insert Organizational Unit u

g 3

tanually add Organizational Units

---u-_e_l mydamain
B mudomain2

[ Item iz dizabled with Metop

| - )

Browse the domain tree to locate the object you want to add.

2.4.8.4.2 Edit
1. Select the record you want to edit in the Organizational Units pane.

2.0n the Records menu, point to Directory Services Definitions, then Organizational Units
and click Edit.

2.4.8.4.3 Delete
1. Select the record you want to delete in the Organizational Units pane.

2.0n the Records menu, point to Directory Services Definitions, then Organizational Units
and click Delete.

2.4.8.5 Properties

Double-click the Request Token Passcode property to open this window:

i '
Directory Services Definitions Properties ﬁ

[] Fequest Token Passcode

[ 0K ] [ Cancel ]

L "y

This option is used with a RADIUS server (Remote Authentication Dial In User Service) and should be
enabled in order for the Guest to enter their token passcode when authenticating.
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If you find it easier to create roles and definitions outside of the Security Manager, for example if
data exists in another system that allows export, you can import data from an external file.

For Netop Definitions role assignments can also be created as part of the import: the import file will
hold Netop Host information like name, description, type and role and the import will create Netop
Host IDs and subsequently role assignment.

The import file must be in xml format.

To avoid having to edit a raw xml file, you can find a sample xn file named net op_i nport. xmnl in
the following directory on the Security Server:

%pr ogranftil es% Net op\ Net op Renpte Control\ Security Server
Although it is recommended to use Excel to edit and modify the import file to suit your specific
requirements, the import file must be saved in xnl format.

About the xml file content

The xnm file has 20 fixed headings which must be row headings in the xml file, using rows A through
T.

All headings must be present in the xnl file even though you may not be using all sections for the
import. If the headings are not complete, the import will fail.

= Column headings

A Guest Name

B Guest Password

C Guest RID

D Guest Domain

E Guest Description

F Guest Group Name
G Guest Group RID

H Guest Group Domain
I Guest Group Description
J Guest Type

K Host Name

L Host RID

M Host Domain

N Host Description

0] Host Group Name

7 December 2017 138



Netop Remote Control Administrator's Guide

m Column headings

P Host Group RID

Q Host Group Domain

R Host Group Description
S Host Type

T Role

The following sections describe which columns are used for each authentication method.
2.4.9.1 Netop Definitions

To import Netop Definitions and create role assignments, specific columns must be used. The
required columns are listed below along with descriptions of the value each field must have as well
as examples of these values.

Note that Role Assignments are only created when the Role column is populated with a valid entry
(the role has to already exist)

For Netop Guest:

Required Guest Name Guest Password Guest Description Guest Type

column

Value <Netop Guest <Netop Guest <Netop Guest Netop Guest
name> password> description>

Example guest07 SecretPassword01 Guest07 description Netop Guest

For Netop Guest Group:

Required Guest Group Name Guest Group Description Guest Type

column

Value <Netop Guest group <Netop Guest Group Netop Guest Group
name>

Example groupl?7 Group17 description Netop Guest Group

For Netop Host:
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Required Host Name Host Description Host Type
column

Value <Netop Host name> <Netop Host description>  Netop Host
Example us-acc-03 Katie's laptop in US Netop Host

Account Dept

For Netop Host Group:

Required Host Group Name Host Group Description Host Type

column

Value <Netop Host group <Netop Host group Netop Host Group
name> description>

Example US Accounts US Account Department Netop Host Group

Netop Guest and Group (will insert Netop Guest, Netop Guest Group and create the Group
membership):

Required Guest Name Guest Guest Guest Guest Guest Type
column Password Description Group Group
Name Description
Value <Netop Guest <Netop Guest <Netop Guest <Netop <Netop Netop Guest
name> password> description> Guest group Guest group
name> description>
Example guest07 SecretPasswo Guest07 groupl?7 Groupl7 Netop Guest
rd01 description description

Netop Role Assignment (will insert Netop Guest, Guest Group, Netop Host, Host Group and create
Role Assignments):
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Requir Guest Guest Guest Guest Host Host Host Role
ed Name Password Descriptio Type Name Descripti Type
colum L 2Ll
n
Value: <Netop <Netop <Netop Netop <Netop <Netop Netop role
Guest Guest Guest Guest Guest Host Host Host (2=full
name> password> description> name> descriptio control)
n>
Value: <Netop <Netop Netop <Netop <Netop Netop role
Guest Guest Guest group Guest Host Host Host (2=full
Group group description> Group group group Group control)
name> name> descriptio
n>
Examp guest07 SecretPas Guest07 Netop us-acc- Katie's Netop 2
le: sword01 description  Guest 03 laptop in  Host
Guest us
Account
Dept
Examp groupl?7 Groupl7 Netop us us Netop 2
le: description  Guest Accounts Account Host
Guest Group Departme Group
group nt

Note: All headings must be present in the xm file even though you may not be using all sections for
the import. If the headings are not complete, the import will fail.

2.4.9.2 Directory Services Definitions

To import Directory Services Definitions and create role assignments specific columns must be used.
The required columns are listed below along with descriptions of the value each field must have as
well as examples of these values.

Create one row for each user and one row for each group.

Required Guest Name Guest Domain Guest Type

column

Value: user <Directory Services User <Directory Services ID> LDAP User
DN>

Value: group <Directory Services Group <Directory Services ID> LDAP Group
DN>

Value: OU <Directory Services <Directory Services ID> LDAP OU
Organisational Unit DN>
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Example: user ~CN=lohn smth, 1 LDAP User
ou=devel opnent,

ou=dal | as, ou=t exas,

dc=nyconpany,
dc=l ocal
Example: group CN=tx-dallas- 1 LDAP Group

devel opnent ,
ou=securitygroups,
ou=dal | as, ou=texas,
dc=nyconpany,

dc=l ocal

Example: OU  ouztexas, 1 LDAP OU
dc=nyconpany,
dc=l ocal

Note: All headings must be present in the xnml file even though you may not be using all sections for
the import. If the headings are not complete, the import will fail.

2.4.9.3 Windows Definitions

To import Windows Definitions and create role assignments specific columns must be used. The
required columns are listed below along with descriptions of the value each field must have as well
as examples of these values.

For Windows user, Guest:

Required Guest Name Guest RID Guest Domain Guest Type
column
Value <Windows user <ObjectSID from <AD domain> Windows User
name> AD>
Example josm S-1-5-21- mydomain Windows User
2118863332-
1524444778-
903097961-7496
- OR -

For Windows user, Host:

Required Host Name Host RID Host Domain Guest Type

column

Value <Windows user <ObjectSID from <AD domain> Windows User
name> AD>
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Example josm S-1-5-21- mydomain Windows User
2118863332~
1524444778-
903097961-7496

For Windows group, Guest:

Required Guest Name Guest RID Guest Domain Guest Type
column
Value <Windows user <ObjectSID from <AD domain> Windows Group
name > AD>
Example josm S-1-5-21- mydomain Windows Group
2118863332-
1524444778-
903097961-7496
- OR -

For Windows group, Host:

Required Host Name Host RID Host Domain Guest Type
column
Value <Windows user <ObjectSID from <AD domain> Windows Group
name > AD>
Example development S-1-5-21- mydomain Windows Group
2118863332~
1524444778-

903097961-16347

For Windows workstation (can participate only as Host):

Required column Host Name Host Domain Host Type

Value <Workstation name> <AD domain> Windows Workstation
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Example TX-DALLAS-JOSM mydomain Windows Workstation

For Windows workstation groups (can participate only as Host):

Required column Host Name Host Domain Host Type

Value <Workstation name> <AD domain> Windows Workstation
Group

Example TX-DALLAS-JOSM mydomain Windows Workstation
Group

For Windows domain (can participate only as Host):

Required column Host Name Host Domain Host Type
Value <Workstation name> <AD domain> Windows Domain
Example TX-DALLAS-JOSM mydomain Windows Domain

Note: All headings must be present in the xnml file even though you may not be using all sections for
the import. If the headings are not complete, the import will fail.

2.4.9.4 RSA SecurlD Definitions

To import RSA Definitions and create role assignments specific columns must be used. The required
columns are listed below along with descriptions of the value each field must have as well as
examples of these values.

RSA User (can participate only as Guest):

Required column Guest Name Guest Type
Value <RSA user name> RSA User
Example RSA user 7 RSA User
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RSA group (can participate only as Guest):

I O

Required column Guest Group Name Guest Type
Value <RSA group name> RSA Group
Example RSA group 3 RSA Group

RSA User, RSA Group (can participate only as Guest):

I D OO

Required column Guest Name Guest Group Name Guest Type
Value <RSA user name> <RSA group name> RSA User
Example RSA user 7 RSA group 3 RSA User

Note: All headings must be present in the xnl file even though you may not be using all sections for
the import. If the headings are not complete, the import will fail.

2.5 Security Database Tables

The Security Database Wizard will create these security database tables:
e DWBATH: Scheduled Jobs
e DWCONN: Active Sessions

e DWDOMN: Windows Domain
DWDONE: Security Log
DWEVNT: Netop Log

DWGRUH: Netop Host ID Group

DWGRUP: Netop Guest ID Group
DWHOGR: Netop Host ID Group Members
DWHOST: Netop Host ID

e DWLDAPGRP: Directory Service Group

e DWLDAPPROP: Directory Service Properties
e DWLDAPSERV: Directory Service
DWLDAPUSR: Directory Service User

DWMAIN: Role Assignment
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DWNTGR: Windows Group

e DWNTUS: Windows User
e DWPOLI: Security Policies
e DWPKI: Public/Private Keys

e DWPROP: Netop Properties

e DWROLE: Roles
e DWRSAGRP: RSA SecurID Group
e DWRSAPROP: RSA SecurlD Properties

e DWRSAUSR: RSA SecurID User

e DWRSGM: RSA SecurID Group Members

e DWSERV: Netop Security Servers

e DWTODO: Scheduled Job Actions

e DWUSER: Netop Guest IDs

e DWUSGR: Netop Guest ID Group Members
¢ DWWKGM: Members of Workstation Groups
e DWWKSG: Workstation Groups

e DWWKST: Workstations

See also

Security Database Wizard

2.5.1 DWBATH: Scheduled Job

Security Database Tables store Scheduled Job data in this table that has this key structure:

Key Explanation

I D Int Record number (PRI MARY KEY)
ege

Desc Cha Optional description
ript r
ion (64

Cate Int Group type number
gory ege

G ou Int Record number in group table
plD ege

Doma Cha Domain name (if applicable)

in r
(25
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Star Cha Start time stamp in format YYYY- MMt DD HH: MMt SS

tTim r
e (20
)
EndT Cha End time stamp in format YYYY- Mt DD HH: MMt SS
ime (2
0)
Flag Int Weekly settings number
s ege

r

Crea Cha Creation time stamp in format YYYY- Mt DD HH: MM SS

t ed r
(20
)
Crea Cha Creator Windows user name
tedB r
y (64
)
Modi Cha Modification time stamp in format YYYY- M\t DD HH: MVt SS
fied r
(20
)
Modi  Cha Modifier Windows user name
fied r
By (64
)
See also

Security Database Tables
Scheduled Job

2.5.2 DWCONN: Active Sessions

Security Database Tables store Active Sessions data in this table that has this key structure:

Key m Explanation

Char
Guest (254) Log record arguments
Char .
Host (254) Logging Netop module name
zesswnTyp Integer Session type number
Started Char (20) Start time stamp in format YYYY- MVt DD HH: M\t SS
See also

Security Database Tables
Active Sessions
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2.5.3 DWDOMN: Windows Domain

Security Database Tables store Windows Domain data in this table that has this key structure:

Key m Explanation

ID Integer Record number (PRIMARY KEY)

DomainNam Char .
Domain name

e (254)
Enabled Integer 0 = Disabled, 1 = Enabled
Created Char (20) Creation time stamp in format YYYY- M\i DD HH: MMt SS

CreatedBy Char (64) Creator Windows user name
Modified Char (20) Modification time stamp in format YYYY- MVt DD HH: MMVt SS
ModifiedBy Char (64) Modifier Windows user name

See also

Security Database Tables
Windows Domain

2.5.4 DWDONE: Security Log

Security Database Tables store Security Log data in this table that has this key structure:

Key m Explanation

Created Char (20) Creation time stamp in format YYYY- MVt DD HH: Mt SS

CreatedBy Char (64) Creator computer or Windows user name

Status Integer Action result number (0 = OK, 1=Error)
Action Integer Action type number
Operand Integer Action executed on number

Operator Integer Action executed by number

P1 E:Zhsa;) Parameter 1 (additional action specification)
ID Integer Record number (PRIMARY KEY)

See also

Security Database Tables
Security Log

2.5.5 DWEVNT: Netop Log

Security Database Tables store Netop Log data in this table that has this key structure:

Key m Explanation

ID Integer Record number (PRIMARY KEY)
Created Char (20) Creation time stamp in format YYYY- MM DD HH: MMt SS
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EventType Char (10) Log record event code
SerialNo Integer Log record event number of each logging Netop module
DtlError Integer DTL error number (0 = no error)

ProtocolErro

i Integer Protocol error number (0 = no error)

Host Char(32) Logging Netop module name
_— Char
Description (160) Log record arguments

See also

Security Database Tables
Netop Log

2.5.6 DWGRUH: Netop Host ID Group

Security Database Tables store Netop Host ID Group data in this table that has this key structure:

Key m Explanation

ID Integer Record number (PRIMARY KEY)

GroupName Char (32) Netop Host ID group name (UNIQUE)

Description Char (64) Optional description

Enabled Integer 0 = Disabled, 1 = Enabled

Created Char (20) Creation time stamp in format YYYY- M\i DD HH: MMt SS
CreatedBy Char (64) Creator Windows user name

Modified Char (20) Modification time stamp in format YYYY- MVt DD HH: MMt SS
ModifiedBy Char (64) Modifier Windows user name

See also

Security Database Tables
Netop Host ID Group

2.5.7 DWGRUP: Netop Guest ID Group

Security Database Tables store Netop Guest ID Group data in this table that has this key structure:

Key m Explanation

ID Integer Record number (PRIMARY KEY)

GroupName Char (32) Netop Guest ID group name (UNIQUE)

Description Char (64) Optional description

Enabled Integer 0 = Disabled, 1 = Enabled

Created Char (20) Creation time stamp in format YYYY- M\t DD HH: MMt SS
CreatedBy Char (64) Creator Windows user name

Modified Char (20) Modification time stamp in format YYYY- M DD HH: MMt SS
ModifiedBy Char (64) Modifier Windows user name
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See also

Security Database Tables

Netop Guest ID Group

2.5.8 DWHOGR: Netop Host ID Group Members

Security Database Tables store Netop Host ID Group Netop Host ID member data in this table that

has this key structure:

Key m Explanation

HostID Integer
Grpld Integer
Created Char (20)
CreatedBy Char (64)
Modified Char (20)
ModifiedBy Char (64)

See also

Security Database Tables

Netop Host ID Group
Netop Host ID

Netop Host ID table record number (PRIMARY KEY)
Netop Host ID Group table record number (PRIMARY KEY)
Creation time stamp in format YYYY- Mt DD HH: MMV SS

Creator Windows user name
Modification time stamp in format YYYY- MV DD HH: MMt SS

Modifier Windows user name

2.5.9 DWHOST: Netop Host ID

Security Database Tables store Netop Host ID data in this table that has this key structure:

Key m Explanation

ID Integer

HostName  Char (32)
Description Char (64)
Enabled Integer

Created Char (20)
CreatedBy Char (64)
Modified Char (20)
ModifiedBy Char (64)

See also

Security Database Tables

Netop Host ID

7 December 2017

Record number (PRIMARY KEY)

Netop Host ID name (UNIQUE)

Optional description

0 = Disabled, 1 = Enabled

Creation time stamp in format YYYY- M\i DD HH: MMt SS
Creator Windows user name

Modification time stamp in format YYYY- M\t DD HH: MM SS

Modifier Windows user name
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2.5.10 DWLDAPGRP: Directory Service Group

Security Database Tables store Directory Services Group data in this table that has this key
structure:

Key m Explanation

ID Integer Record number (PRIMARY KEY)
Char T
DN (254) Distinguished name (UNIQUE)
Service Integer Directory Service table record number
Enabled Integer 0 = Disabled, 1 = Enabled
Created Char (20) Creation time stamp in format YYYY- MVt DD HH: Mt SS

CreatedBy Char (64) Creator Windows user name
Modified Char (20) Modification time stamp in format YYYY- MVt DD HH: MMt SS
ModifiedBy Char (64) Modifier Windows user name

See also

Security Database Tables
Directory Services Group

2.5.11 DWLDAPPROP: Directory Service Properties

Security Database Tables store Directory Service properties data in this table that has this key
structure:

Key m Explanation

Property Integer Record number (PRIMARY KEY)

. Char
Setting (254) Parameter value
Created Char (20) Creation time stamp in format YYYY- MM DD HH: Mt SS

CreatedBy Char (64) Creator Windows user name
Modified Char (20) Modification time stamp in format YYYY- M\i DD HH: MMt SS
ModifiedBy Char (64) Modifier Windows user name

See also

Security Database Tables
Directory Service

2.5.12 DWLDAPSERYV: Directory Service

Security Database Tables store Directory Service data in this table that has this key structure:

Key m Explanation

ID Integer Record number (PRIMARY KEY)
ServiceName Char (32) Alias name for the service (UNIQUE)
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DnsName

Port
SSL

BaseDN

UserDN

Password
Enabled

Char
(254)

Integer
Integer

Char
(254)

Char
(254)

Char (16)

Integer

UserSearchFilter Char (60)
UserAttribFilter Char (60)

UserBrowseFilter

Char
(200)

GroupSearchFilt Char (60)

er

GroupAttribFilter Char (60)
GroupBrowseFilt Char

er

(200)

OuSearchFilter Char (60)

Created
CreatedBy
Modified
ModifiedBy

Char (20)
Char (64)
Char (20)
Char (64)

Domain Name System

IP port number for the SSL connection
0 = Disabled, 1 = Enabled

Base distinguished name

Distinguished name for user object used for searching

Password for user object used for searching
Anonymous bind 0 = Disabled, 1 = Enabled
Filter to limit search for user objects

Attribute that holds the user name

Filter to limit search for user objects and container objects

Filter to limit search for group objects

Attribute that holds the group name

Filter to limit search for group objects and container objects

Filter to limit search for container objects

Creation time stamp in format YYYY- MM DD HH: MM SS
Creator Windows user name

Modification time stamp in format YYYY- MM DD HH: M\t SS

Modifier Windows user name

Security Database Tables store Directory Services User data in this table that has this key

structure:

ID

DN

Service
Enabled
Created
CreatedBy
Modified
ModifiedBy

Integer Record number (PRIMARY KEY)

Char
(254)

Integer

Distinguished name (UNIQUE)

table record number

Integer 0 = Disabled, 1 = Enabled
Char (20) Creation time stamp in format YYYY- M\t DD HH: MMt SS

Char (64) Creator Windows user name
Char (20) Modification time stamp in format YYYY- M\i DD HH: MMt SS

Char (64) Modifier Windows user name
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See also

Security Database Tables
Directory Services User

2.5.14 DWLDAPRADIUS: RADIUS settings

Security Database Tables store RADIUS (Remote Authentication Dial In User Service) data in this
table that has this key structure:

m Explanation

Key
ID Integer Record number (PRIMARY KEY)
Char
Host (254) RADIUS host name / IP
sheraeseer | CiEr Shared Secret for the RADIUS server
et (254)
Port Integer Port used by the RADIUS server
Created Char (20) Creation time stamp in format YYYY- Mt DD HH: MM SS
CreatedBy Char (64) Creator Windows user name
Modified Char (20) Modification time stamp in format YYYY- M\i DD HH: MMt SS

ModifiedBy Char (64) Modifier Windows user name

See also

Security Database Tables
Directory Services User

2.5.15 DWMAIN: Role Assignment

Security Database Tables store Role Assignment data in this table that has this key structure:

m Explanation

Key

ID Integer Record number (UNIQUE)

GuestID Integer Guest selection table record number (PRIMARY KEY)
GuestType Integer Guest selection type number (PRIMARY KEY)

HostID Integer Host selection table record number (PRIMARY KEY)
HostType Integer Host selection type number (PRIMARY KEY)

RoleID Integer Roles table record number in

Enabled Integer 0 = Disabled, 1 = Enabled

Created Char (20) Creation time stamp in format YYYY- Mt DD HH: MM SS
CreatedBy Char (64) Creator Windows user name

Modified Char (20) Modification time stamp in format YYYY- MVt DD HH: MMt SS
ModifiedBy Char (64) Modifier Windows user name

See also

Security Database Tables
Role Assignment
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2.5.16 DWNTGR: Windows Group

Security Database Tables store Windows Group data in this table that has this key structure:

Key m Explanation

ID Integer Record number (PRIMARY KEY)
RID Integer Domain RID number (UNIQUE)
Char .

GroupName (254) Windows group name

. Char .
Domain (254) Domain name (UNIQUE)
Enabled Integer 0 = Disabled, 1 = Enabled
Created Char (20) Creation time stamp in format YYYY- MMt DD HH: Mt SS

CreatedBy Char (64) Creator Windows user name
Modified Char (20) Modification time stamp in format YYYY- Mt DD HH: MMt SS
ModifiedBy Char (64) Modifier Windows user name

See also

Security Database Tables
Windows Group

2.5.17 DWNTUS: Windows User

Security Database Tables store Windows User data in this table that has this key structure:

Key m Explanation

ID Integer Record number (PRIMARY KEY)
RID Integer Domain RID number (UNIQUE)
Char .

UserName (254) Windows user name

. Char .
Domain (254) Domain name (UNIQUE)
Enabled Integer 0 = Disabled, 1 = Enabled
Created Char (20) Creation time stamp in format YYYY- M\t DD HH: MMt SS

CreatedBy Char (64) Creator Windows user name
Modified Char (20) Modification time stamp in format YYYY- MVt DD HH: MMVt SS
ModifiedBy Char (64) Modifier Windows user name

See also

Security Database Tables
Windows User
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2.5.18 DWPOLI: Security Policies

Security Database Tables store Security Policies data in this table that has this key structure:

Key m Explanation

Parameter Char (32) Parameter name (PRIMARY KEY)

Setting Char (32) Parameter value

Created Char (20) Creation time stamp in format YYYY- M\i DD HH: MMt SS
CreatedBy Char (64) Creator Windows user name

Modified Char (20) Modification time stamp in format YYYY- Mt DD HH: MMt SS
ModifiedBy Char (64) Modifier Windows user name

See also

Security Database Tables
Security Policies

2.5.19 DWPKI: Public/Private Keys

Security Database Tables store keys for RSA encryption algorithm used in communication handshake
mechanism between Netop Security Server and Netop Host in this table that has this key structure:

ID Integer Record number (PRIMARY KEY)

MS Access: Memo Public Key
Oracle: NChar(1000)
Publickey DB2: Varchar(1000)
MSSQL and UNKNOWN:
Char(1000)

MS Access: Memo Private key
Oracle: NChar(2000)

PrivateKey DB2: Varchar(2000)
MSSQL and UNKNOWN:

Char(2000)
Created Char(20) Creation time stamp in format YYYY- Mt DD HH: MMV SS
CreatedBy Char(64) Creator Windows user name
- Modification time stamp in format YYYY- M DD
Modified Char(20) HH MM SS
ModifiedBy Char(64) Modifier Windows user name

See also

Security Database Tables
Security Policies
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2.5.20 DWPROP: Netop Properties

Security Database Tables store Netop Properties data in this table that has this key structure:

Key m Explanation

Property Integer Parameter name (PRIMARY KEY)

. Char
Setting (254) Parameter value
Created Char (20) Creation time stamp in format YYYY- M\i DD HH: MMt SS

CreatedBy Char (64) Creator Windows user name
Modified Char (20) Modification time stamp in format YYYY- M DD HH: MMt SS
ModifiedBy Char (64) Modifier Windows user name

See also

Security Database Tables
Netop Properties

2.5.21 DWROLE: Role

Security Database Tables store Role data in this table that has this key structure:

Key m Explanation

ID Integer Record number (PRIMARY KEY)

RoleName Char (32) Role name (UNIQUE)

Rctl Integer Remote control value: 0 = Do not allow, 1 = Allow, 2 = Deny

Keyb Integer Use keyboard and mouse value: 0 = Do not allow, 1 = Allow, 2 = Deny
Blnk Integer Blank screen value: 0 = Do not allow, 1 = Allow, 2 = Deny

Lckm Integer Lock keyboard value: 0 = Do not allow, 1 = Allow, 2 = Deny

Boot Integer Restart Host value: 0 = Do not allow, 1 = Allow, 2 = Deny

Clip Integer Transfer clipboard value: 0 = Do not allow, 1 = Allow, 2 = Deny
Send Integer Send files to Host value: 0 = Do not allow, 1 = Allow, 2 = Deny
Recv Integer Receive files from Host value: 0 = Do not allow, 1 = Allow, 2 = Deny
Prnt Integer Redirect print value: 0 = Do not allow, 1 = Allow, 2 = Deny

Chat Integer Request chat value: 0 = Do not allow, 1 = Allow, 2 = Deny

Audi Integer Request audio chat value: 0 = Do not allow, 1 = Allow, 2 = Deny
RunP Integer Run program value: 0 = Do not allow, 1 = Allow, 2 = Deny

Conf Integer Value for confirm: 0 = no, 1 = always, 2 =logged on

Description Char (64) Optional description

Created Char (20) Creation time stamp in format YYYY- M\i DD HH: MMt SS
CreatedBy Char (64) Creator Windows user name

Modified Char (20) Modification time stamp in format YYYY- M\i DD HH: MMt SS
ModifiedBy Char (64) Modifier Windows user name

Mana Integer Remote management value: 0 = Do not allow, 1 = Allow, 2 = Deny
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Inve Integer Inventory scan value: 0 = Do not allow, 1 = Allow, 2 = Deny
Smsg Integer Send message value: 0 = Do not allow, 1 = Allow, 2 = Deny
Mjoi Integer Join multi Guest session value: 0 = Do not allow, 1 = Allow, 2 = Deny
Madm Integer Act as multi Guest session Administrator value: 0 = Do not allow, 1 =

Allow, 2 = Deny

See also

Security Database Tables
Role

2.5.22 DWRSAGRP: RSA SecurlD Group

Security Database Tables store RSA SecurID Group data in this table that has this key structure:

Key m Explanation

ID Integer Record number (PRIMARY KEY)
Char
GroupName (254) Group name (UNIQUE)
Enabled Integer 0 = Disabled, 1 = Enabled
Created Char (20) Creation time stamp in format YYYY- M\i DD HH: MMt SS

CreatedBy Char (64) Creator Windows user name
Modified Char (20) Modification time stamp in format YYYY- MVt DD HH: MMt SS
ModifiedBy Char (64) Modifier Windows user name

See also

Security Database Tables
RSA SecurID Group

2.5.23 DWRSAPROP: RSA SecurlD Properties

Security Database Tables store RSA SecurlD Properties data in this table that has this key
structure:

Key m Explanation

Property Integer Record number (PRIMARY KEY)

. Char
Setting (254) Parameter value
Created Char (20) Creation time stamp in format YYYY- MMt DD HH: Mt SS

CreatedBy Char (64) Creator Windows user name
Modified Char (20) Modification time stamp in format YYYY- M DD HH: MMt SS
ModifiedBy Char (64) Modifier Windows user name

See also

Security Database Tables
RSA SecurlD Properties
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2.5.24 DWRSAUSR: RSA SecurlD User

Security Database Tables store RSA SecurID User data in this table that has this key structure:

Key m Explanation

ID Integer Record number (PRIMARY KEY)
Char
UserName (254) User name (UNIQUE)
Enabled Integer 0 = Disabled, 1 = Enabled
Created Char (20) Creation time stamp in format YYYY- M\i DD HH: MMt SS

CreatedBy Char (64) Creator Windows user name
Modified Char (20) Modification time stamp in format YYYY- MVt DD HH: MMVt SS
ModifiedBy Char (64) Modifier Windows user name

See also

Security Database Tables
RSA SecurID User

2.5.25 DWRSGM: RSA SecurlD Group Members

Security Database Tables store RSA SecurID Group RSA SecurID User member data in this table that
has this key structure:

Key m Explanation

UserID Integer RSA SecurlD Users table record number (PRIMARY KEY)
GroupID Integer RSA SecurlD Groups table record number (PRIMARY KEY)
Created Char (20) Creation time stamp in format YYYY- MM DD HH: Mt SS

CreatedBy Char (64) Creator Windows user hame
Modified Char (20) Modification time stamp in format YYYY- MVt DD HH: MM SS
ModifiedBy Char (64) Modifier Windows user name

See also

Security Database Tables
RSA SecurID Group
RSA SecurlD User

2.5.26 DWSERV: Netop Security Servers

Security Database Tables store Security Server List data in this table that has this key structure:

Key m Explanation

Char Server name (PRIMARY KEY)

ServerName (254)
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ServerType Integer

ASkey Char (32)
IsRunning Integer

Created Char (20)
CreatedBy Char (64)
Modified Char (20)
ModifiedBy Char (64)

See also

Security Database Tables

Security Server List

0 = Security Server only, 1 = Access Server compatible, 999 = Security
Server group

Access Server key (if applicable)

0 = not running, 1 = running

Creation time stamp in format YYYY- M\i DD HH: MMt SS
Creator Windows user name

Modification time stamp in format YYYY- M\t DD HH: MM SS

Modifier Windows user name

2.5.27 DWTODO: Scheduled Job Actions

Security Database Tables store Scheduled Job actions data in this table that has this key structure:

Key m Explanation

ID Integer
JobID Integer
ExecuteAt Char (20)
Action Integer
Operand Integer

Operator Integer

Char
# (254)
Char
= (254)

Created Char (20)
CreatedBy Char (64)

See also

Security Database Tables

Scheduled Job

Record number (PRIMARY KEY)

Scheduled Job table record number

Execute time stamp in format YYYY- MM DD HH: MM SS
Action type number

Record number in group table

Action executed by number

Parameter 1 (additional action specification)

Parameter 2 (additional action specification)

Creation time stamp in format YYYY- M\i DD HH: MMt SS

Creator Windows user name

2.5.28 DWUSER: Netop Guest ID

Security Database Tables store Netop Guest ID data in this table that has this key structure:

Key m Explanation

ID Integer
UserName Char (32)
Description Char (64)
Enabled Integer
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Record number (PRIMARY KEY)
Netop Guest ID name (UNIQUE)
Optional description

0 = Disabled, 1 = Enabled
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Password
PwdUsed
PwdChanged
PwdWrong
PwdNum
PwdO
Pwd1
Pwd2
Pwd3
Pwd4
Pwd5
Pwd6
Pwd7
Pwd8
Pwd9

ForceChange
Callback

CBmode
Created
CreatedBy
Modified
ModifiedBy

Char (32)
Char (20)
Char (20)
Integer

Integer

Char (32)
Char (32)
Char (32)
Char (32)
Char (32)
Char (32)
Char (32)
Char (32)
Char (32)
Char (32)
Integer

Char
(254)

Integer

Char (20)
Char (64)
Char (20)
Char (64)

Checksum of password

Password last use time stamp in format YYYY- M DD HH: MMt SS
Password last change time stamp in format YYYY- Mt DD HH: MM SS
Number of wrong passwords entered

Number of recent passwords that cannot be used

Old password checksum

Old password checksum

Old password checksum

Old password checksum

Old password checksum

Old password checksum

Old password checksum

Old password checksum

Old password checksum

Old password checksum

0 = password change not required, 1 = password change required
Fixed callback phone number

Callback mode: 0 = No, 1 = Fixed, 2 = Roving

Creation time stamp in format YYYY- M\t DD HH: MMt SS

Creator Windows user name

Modification time stamp in format YYYY- MVt DD HH: MMt SS

Modifier Windows user name

Security Database Tables store Netop Guest ID Group Netop Guest ID member data in this table that
has this key structure:

UsrID
Grpld
Created
CreatedBy
Modified
ModifiedBy

Integer
Integer
Char (20)
Char (64)
Char (20)
Char (64)

7 December 2017

table record number (PRIMARY KEY)
table record number (PRIMARY KEY)
Creation time stamp in format YYYY- M\t DD HH: MMt SS
Creator Windows user name
Modification time stamp in format YYYY- MM DD HH: MMVt SS

Modifier Windows user name
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Netop Guest ID
2.5.30 DWWKGM: Windows Workstation Group Members

Security Database Tables store Windows Workstation Group Windows Workstation member data in
this table that has this key structure:

Key m Explanation

WkstID Integer Windows Workstation table record number (PRIMARY KEY)
Grpld Integer Windows Workstation Group table record number (PRIMARY KEY)
Created Char (20) Creation time stamp in format YYYY- M\t DD HH: MMt SS

CreatedBy Char (64) Creator Windows user name
Modified Char (20) Modification time stamp in format YYYY- Mt DD HH: MMt SS
ModifiedBy Char (64) Modifier Windows user name

See also

Security Database Tables
Windows Workstation Group
Windows Workstation

2.5.31 DWWKSG: Windows Workstation Group

Security Database Tables store Windows Workstation Group data in this table that has this key
structure:

Key m Explanation

ID Integer Record number (PRIMARY KEY)
GroupName E:QSaAI) Windows group name
Domain iz Domain name (UNIQUE)
(254)
Enabled Integer 0 = Disabled, 1 = Enabled
Created Char (20) Creation time stamp in format YYYY- MMt DD HH: Mt SS

CreatedBy Char (64) Creator Windows user name
Modified Char (20) Modification time stamp in format YYYY- M\i DD HH: MMt SS
ModifiedBy Char (64) Modifier Windows user name

See also

Security Database Tables
Windows Workstation Group

2.5.32 DWWKST: Windows Workstation

Security Database Tables store Windows Workstation data in this table that has this key structure:

Key m Explanation
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ID Integer Record number (PRIMARY KEY)
ComputerName ftha;) Workstation name (UNIQUE)
Dormain i Domain name (UNIQUE)
(254)
Enabled Integer 0 = Disabled, 1 = Enabled
Created Char (20) Creation time stamp in format YYYY- M\t DD HH: MMt SS
CreatedBy Char (64) Creator Windows user name
Modified Char (20) Modification time stamp in format YYYY- M\t DD HH: MM SS
ModifiedBy Char (64) Modifier Windows user name
See also

Security Database Tables
Windows Workstation

2.6 Netop Security Server Setup

You can install Netop Security Server from www.netop.com.

Note: To run Netop Security Management with a local test database, install Netop Security Manager
and Netop Security Server on the same computer. To run Netop Security Server with a working
Security Database, for fault tolerance and load balancing install Netop Security Server preferably on
multiple network server computers that run continuously. The Netop Security Server program file
NSSWB2. EXE will reside in the directory where Netop Security Server is installed.

To load Netop Security Server, select Start > All Programs > Netop Remote Control > Security
Server or run its program file NSSV\82. EXE.

The Netop Security Server window:

Netop Security Server - Running !EE
File  Wiew  Action  Zession  Jools  Help
. A n
i ED | y % | HE& A
I tMeszages I Security Server
Connections I Hiztary I Semwices I Communication
—Skatus
IRunning
Hosk ID
~hAddress
[ | 1045620+

- resembles the Netop Host window. See the User's Guide. Set up Netop Security Server as a
Host just like Netop Host.

Note: The Netop Host Help system will be available on-line from the Netop Security Server window.

Select the Tools menu Security Server Setup command to show this window:
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Metop Security Server Setup E

ODBC Setup
Data Source Mame [DSM] |

User D : |

Pazzword : |

Information

Statug : Security Server wnning.

Security Server Group D 2DEDE0220528 5E HBERTIE 37 3805EBEST
Public: Key :

----- BEGIM PUBLIC KEY--— J
FIIBIMB gk ghkiG 9wiBADE FAADCAD BAMIIBC CAQEAYD d3g v 4E=FTzTBUB]
DEUGpoldiza0T vPHMuk2ym1 DEY 2E shyPoyvBa) ki+vGnldsMZynlaly T GERR ouENF
2i45UE G 5T pp0Q 4dR maljoF b btwblk E pklsPrlajF eFI3T dvbk AmpudgEsk

Robt5s 2n/ fnghegDmy UG 11 30 gUtp 1 YEZR Ohlowh ol EEF smbPEDos bR 02 2e
2BHRxbYI U mRE W 3P T PF7HER w0 pZatygD BIG pgOpE oT HiM akd 0805 kD A=RADCHW
rHCe0BTRd8Ljog) 0 qz59eM yxpl O qwZhe B 38k 0dIsM B0 ink 43U Dyk aE HF U]
gwIDADAR

----- EMD PUBLIC KEY----

[
Ok Cancel Help

It logs Netop Security Server on to a Security Database.

ODBC Setup

Fields will be disabled when logged on to a Security Database.

: Specify in this field the path, if applicable, and data source
name of the Security Database that you want to log on to (default:

the local test database). Click to show the Windows
data source to show its path and name in the field.

: Specify in this field the Security Database logon user name. The local test database

requires no user name.

I

window to select a

: Specify in this field the Security Database logon password. The local test database

requires no password.

: Click this button to log on to/log off from the Security Database.

Information

: The Security Database logon status will be shown.
Security Database.

: The 32-digit hexadecimal

when Netop Security Server is logged on to the Security Database.

means logged on to the

will be shown

You cannot copy the Security Server Group ID from this window but from the

window.

This section includes these topics:

7 December 2017

163



Netop Remote Control Administrator's Guide

Security Database Setup
Security Server Group Name window

2.6.1 Security Server Tab

The Netop Security Server window tab panel contains an additional Security Server tab:

| Gerneral || Connections || Hiztam || Services | Communication |
| Names | Messages | Securty Server

Security Server Status

| Security Server running.

Mame 7 Started Skatus
Ci0onz 03-31-2006 11:26 Security Server running.

It will show the Netop Security Server and Netop Security Server Group status.

Security Server Status []: This disabled field will show the Netop Security Server Security
Database logon status.

The pane will show records of group security servers in a table with these column contents:
e Name: Host ID.

e Started: Security Database logon date and time.

e Status: Security Database logon status

Note: On this tab, Security server running means that the security server is logged on to the
security database. It has no relation to the security server communication status that will be shown
in the title bar.

See also

Netop Security Server window
Netop Security Server Setup
Netop Security Server Group
Security Database Setup
Communication Setup

2.6.2 Run As Tab

If Netop Security Server runs on a computer on which no user is logged on, which is typically the
case with server computers, it will have no rights to query a domain controller for Windows user and
group information. To achieve these rights, Netop Security Server must run as a Windows account
with these rights.

Click the toolbar Program Options button or select the Tools menu Program Options command to
show the Program Options window. Select the Run As tab:
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| General || Host Name || Caornection Motification || Audioideo Chat |
| Femate Printing || Help Request | RunAs | Directory Services || ‘weh Updale|

Run Host as specific user
[JEnable

Autarnatically change to randam password every week

[ 0K H Cancel ][ Help ]

It enables running Netop Security Server as a specified Windows account.
Enable: Check this box to enable the fields below (default: unchecked).
User name: []: Specify in this field a Windows user name.

Password: []: Specify in this field the matching password.

Domain: []: Specify in this field the matching domain.

Automatically change to random password every week: Check the box to randomly change the
password immediately and on a weekly basis to automatically satisfy a password change policy.

Caution! Do not check this box if the specified Windows user name is used by a person, as the
person will not know the randomly generated password. Typically, create a Windows user account
exclusively for this purpose.

See also

Netop Security Server Setup

2.6.3 Communication Setup
Netop Hosts can request security roles for connecting Guests from Netop Security Server by
networking communication devices (TCP/IP, IPX or NetBIOS).

To respond to such requests, communication profiles that match the communication profiles used by
requesting Hosts must be enabled on Netop Security Server.

In a typical setup, the TCP/IP communication profile that by default is enabled will satisfy this
demand.

Manage Netop Security Server communication profiles from the toolbar Communication Profiles
button or Tools menu Communication Profiles command Communication Profile Setup window.
See the User's Guide.

Note: The Netop Host Help system will be available on-line from the Netop Security Server window.

See also

Netop Security Server Setup
Netop Security Server window
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This main section includes these sections:

To use Netop Security Management, this must be in place:

1

.You must configure a Security Server Database with a Public Key. This will be used to generate a

Private Key to help secure a trusted connection between your Hosts and Security Servers.

. At least one Netop Security Server must be in the Security Server List and if also Netop Access

Server enabled Hosts shall be serviced, at least one Netop Security Server in the group must be
Access Server enabled.

.Role Assignments for all relevant Guests with all Hosts that use Netop Security Server must exist

in the security database.

. If using Windows Definitions, Netop Security Servers with no user logged on to the computer must

run as a Windows user account.

.Netop Security Servers must be logged on to the Security Database.

. Netop Security Server communication status must be using communication profiles that

match the communication profiles used by the Hosts using it.

. Hosts must select and specify the specified in the

Security Database.

When this is in place, Netop Security Management can run unattended to service security role
requests from Hosts.

When installing a new Netop Remote Control version or build, follow this update instruction:

1.
2.
3.
4.

Unload all Netop Security Managers and security server group Netop Security Servers.
Reinstall all Netop Security Managers and Netop Security Servers without loading them.
Load one Netop Security Manager to automatically update security database tables.

Load and start all Netop Security Servers.

7 December 2017 166



Netop Remote Control Administrator's Guide

Do not enable scheduled Web Update on Netop Security Servers.

All cooperating Netop Security Managers and Netop Security Servers should use the same version
and build to avoid database conflicts.

Administrators should frequently test Netop Security Management performance to see if any settings
need to be adjusted.

From time to time, administrators must work with Netop Security Manager to manage Scheduled
Jobs and adjust Role Assignments with organizational changes.

Netop Security Servers should be adequately protected against unauthorized direct and remote
access.

The Security Database should also be adequately protected. Advanced database systems typically
have their own security schemes.

The connection between Hosts and Security Servers is secured by using a unique Public Key.The
Public Key must be generated in the Security Manager and implemented on the Hosts before
deployment.

Netop Security Servers generally need only read access to Security Database Tables. However, all
Netop Security Servers must have write access to DWDONE: Security Log and DWEVNT: Netop Log
tables to log events and to DAWUSER: Net op Guest | D to apply password changes.

Netop Security Management administrators need rights to change the contents of Security
Database Tables, in particular the right to delete records from DWDONE: Security Log and DWEVNT:
Net op Log tables to clean up logs.

Netop Security Management has been tested only with a limited range of database systems.
Therefore, it may be that administrators will experience problems if implementing Netop Security
Management with a database system with which it was not tested.

Although Netop’s responsibility ends with the ODBC interface, we are interested in learning about
difficulties in implementing Netop Security Management with different database systems so that we
can assist users that encounter similar problems.

Netop Security Management includes these additional tools:
°
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¢ NETOPLOG.ZIP
2.7.5.1 AMPLUS.EXE

AMPLUS. EXE can import a Netop Access Server setup into a Security Database.

From the Netop Access Server Configuration window Main Setup window, you can export
Guests, Hosts and Access Profiles into these comma separated values (csv) configuration files:

m Record Syntax

HOST. TXT <Host | D>, <Comment >, <Host | D G oup>

GUEST. TXT <Guest | D>, <Coment >, <Guest | D G oup>, <Passwor d>, <Admi ni strator Y/ N>,
<Enabl ed Y/ N>, <ForceChange Y/ N>

PROFI LE. TXT <Guest |D G oup>, <Host I D Group>, <Rctl Y/ N> <Keyb Y/ N> <Lckm Y/
N>, <Boot Y/ N>,
<Bl nk Y/ N>, <Prnt Y/ N>, <Clip Y/ N> <Chat Y/ N> <Audi Y/ N>, <Send Y/
N>, <Recv Y/ N>,
<Conf Y/ N L>, <RunP Y/ N>, <Mana Y/ N>, <l nve Y/ N> <Smsg Y/ N>, <M oi Y/ N>,
<Madm Y/ N>

AMPLUS. EXE can import Netop Definitions structured like this into the Security Database by using
this command syntax:

AMPLUS -F <lnport file nane>
Specify the import file like this:

LOGON <ODBC data source name> <User nanme> <Passwor d>
| MPORT
LOGOFF
EXIT
Save the import file as e.g. AMPLUS. | MP.

Place the import file and the GUEST. TXT, HOST. TXT and PROFI LE. TXT configuration files in the Netop
Security Server program directory where AMPLUS. EXE resides and run this command:

AMPLUS - F AMPLUS. | MP
This will import the Netop Definitions into the Security Database.
See also

Security Database Setup
Netop Definitions

2.7.5.2 AMPLUS.ZIP
Netop Security Server and Netop Security Manager use the same interface to the database.

ANMPLUS. ZI P contains the C++ source for use with this API.

2.7.5.3 NETOPLOG.ZIP
NETOPLOG. ZI P contains tools for creating your own Netop logging DLL file.

7 December 2017 168



Netop Remote Control Administrator's Guide

This main section explains the functionality of

is a Netop Host with the added capability of routing Netop communication between
different communication devices.

This main section contains these sections:

Netop Gateway can receive Netop communication that uses one communication device and send it
using another communication device. This ability enables Netop Gateway to provide communication
between Netop modules that use mutually incompatible communication devices, typically to connect
Netop modules inside a network or terminal server environment with Netop modules outside a
network or terminal server environment.

Netop Gateway functionality categorizes communication devices into these groups:

. communication devices:

. communication devices can communicate among multiple computers in a network or
terminal server environment by analogy with communication among people in a conference.
Netop supports the Networking communication devices , , and

. communication devices:

. communication devices can communicate between two computers that are
connected by a telephone connection or another type of one-to-one communication link such
as infrared. Netop supports the Point-to-point communication devices ( ),

, and ( ).

. communication devices can communicate between two computers
across a network. Netop supports the Network point-to-point communication devices

( ) and ( ).

Netop communication devices are explained in the
This section includes these sections:
[ ]

Netop Gateway on a network computer can route Netop communication between a network
computer or terminal server environment Netop module that uses an inside communication devices
and a Netop Gateway connected Netop module that uses an outside communication device:

7 December 2017 169



Netop Remote Control Administrator's Guide

Outside Module Galoway " tfiside Module

Incoming

Outgoing

You can edit each Netop Gateway communication profile that uses an outside communication device
to support only incoming (outside to inside) communication or only outgoing (inside to outside)
communication or in some cases also both at the same time.

Two Netop Gateways that communicate by an outside communication device can route
communication between Netop modules on separate networks or in separate terminal server
environments. Netop Gateway at one end will route outgoing communication and Netop Gateway at
the other end will route incoming communication.

Network 1 _———1__f Network 2 \Q
Module 1 Gateway 1 Gateway ZW Module 2
A
& Outgoing to Incoming >

This setup is typically used between geographically separated corporate entities that communicate
by a secure connection directly or across the Internet.

Netop Gateway can route Netop communication between Netop modules that use mutually
incompatible Networking communication devices.
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3.1.4 Typically Disabled: Incoming to Outgoing

Typically, Netop Gateway cannot route Netop communication between two outside communication
devices on the same Netop Gateway or through two Netop Gateways on a network.

This ability is intentionally disabled, as it can cause an uncontrolled propagation of network
communication (broadcast storm).

You can apply Netop.ini file DTL section settings that will enable Netop Gateway incoming
communication to be routed outgoing through another network Netop Gateway.

See also

Netop Gateway
Qutside Communication Device

Settings
Incoming and Outgoing

3.2 Netop Gateway Setup

You can install Netop Gateway from www.netop.com.

If the network is protected by a perimeter firewall, to avoid compromising firewall security install
Netop Gateway in the firewall demilitarized zone.

To load Netop Gateway, select Start > All Programs > Netop Remote Control > Gateway or run
its program file NGWAB2. EXE.

The Netop Gateway window:

Eile View Action Session Tools Help
irmp LA e A AP

Communication I Names | Messages I Routing
General | Connections | Histoy | Services

[ Status

I Running

Host ID
| RO-BUC-0ABO

 Address
| 192,168,200, 200

192.169.200.200 | &

- resembles the Netop Host window. See the User's Guide. Set up Netop Gateway as a Host just
like Netop Host.

Note: The Netop Host Help system will be available on-line from the Net op Gat eway window.

To enable Netop Gateway Functionality, set up communication and security as explained in these
sections:

¢ Communication Setup

e Security Setup

See also

Netop Gateway

Netop Gateway and Firewall
Netop Gateway Setup

Netop Gateway Functionality
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Networks are typically protected by a perimeter firewall. To avoid compromising firewall security,
Netop Gateway must be installed in the firewall demilitarized zone (DMZ) as illustrated in the example
below:

QOutside Inside
Gateway
192 168.16.3 192 168.20.4
Receive pori-5678 Receive port67E9
TCP or LDP LUDPF
192.168.0.1 D 192.168.20.5

Receive port: 1234 Receive port: 7820

Guest Firerevall

The outside Netop Guest with IP address 192. 168. 0. 1 listens on receive port 1234 with the
communication devices TCP/IP (TCP) and/or TCP/IP (UDP).

Netop Gateway is installed on a computer in the firewall DMZ with two IP addresses, 192. 168. 16. 3
that listens on receive port 5678 with the communication devices TCP/IP (TCP) and TCP/IP (UDP),
and 192. 168. 20. 4 that listens on receive port 6789 with the communication device TCP/IP (UDP).

The inside Netop Host with IP address 192. 168. 20. 5 listens on receive port 7890 with the
communication device TCP/IP (UDP).

Referring to this setup, these firewall rules must be implemented:
1. Routing shall be allowed between 192. 168. 0. 1: 1234 and 192. 168. 16. 3: 5678 using TCP or UDP.

2. Routing shall be allowed between 192. 168. 20. 4: 6789 and 192. 168. 20. 5: 7890 using UDP.

Implement firewall rule 1 and test it by connecting from the outside Netop Guest to Netop Gateway.

Implement firewall rule 2 and test it by unloading Netop Gateway, loading Netop Guest on the Netop
Gateway computer and connecting from the Netop Gateway computer Netop Guest to the inside
Netop Host.

On the Netop Gateway computer, unload Netop Guest and reload Netop Gateway. Test both
connections by connecting from the outside Netop Guest to the inside Netop Host.

To connect by TCP, use the relevant communication profile that uses TCP. To connect by UDP,
enable the relevant communication profile that uses UDP at loading and connect using the
communication profile to request that Netop Gateway routes
the communication to enabled networking communication profiles.

Test that you cannot connect from the outside Netop Guest to the inside Netop Host if Netop
Gateway is stopped (communication is disabled).

WebConnect 2 enabled Gateway

If connecting through the Gateway using WebConnect 2, no incoming ports need to be open in the
firewall, no firewall rules apply.

Outbound communication to the WebConnect 2 service is TCP: 443 and/or HTTP: 80.
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Netop Gateway communicates with other Netop modules through communication hardware

connected to the Netop Gateway computer. To service Netop modules on network computers, the
Netop Gateway computer must have at least one network connection. To service Netop modules on
computers communicating through Point-to-point connections, matching communication equipment
must be connected to the Netop Gateway computer.

If multiple external modem connections are demanded for availability and load balancing, multiple
Netop Gateways with each one or multiple modems will typically be installed on larger networks.

Click the toolbar
command to show this window:

Communication Profile Se

Communication Profile List:

[[] ISDM (CAPT)

LAN {TCF)

[[] MetBIOS

[] NetBIOS over TCR/IP (D)
[] MNetBIOS over TCPIP (5)
[[] TCP/IP (TCP IPv&)
TCP/IP

[] web

WebConnect 2.0

This window is explained in the

button or select the

Netop Gateway will automatically assign to each enabled communication profile a Netop Net Number

that will be shown to the right.

You can create or edit communication profiles in the Netop Gateway

window:

Communication Profile Edit

Communication Infarmation

Descripkion of Communication Profile:

Cammunication Device:
|TCP,|'IP (TCP) w | [use Dial-Up Metwaorking

Gateway Settings

MetOp Met (10..127):

Zonneckion direction

TCF

(%) Incoming connections anly

O Qutgaing connections only

Ok

Cancel

Help

Advanced ...

Dptimize Far inkernat communicakion
Encapsulate in HTTP

3
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The upper and lower sections of this window are explained in the . The middle
section is included only with Netop Gateway.

Gateway settings

: This field will be disabled if an inside communication device is selected in the
section drop-down box or if Incoming
connections only is selected in the Connection direction section. Otherwise, it will show the Device
Group name of the communication profile selected in the window
when the window was showed, initially GATEWAY. You can specify
another device group name in the field (max. 10 characters).

Device Group names should identify the outside communication profile type to users that
connect to Netop Gateway from the network or the terminal server environment.

: This field will be empty unless a communication profile that was assigned
a Netop Net Number is being edited. Optionally, specify in the field a number in the specified range
to assign this Netop Net Number to the communication profile. If unspecified, Netop Gateway will
automatically assign an unused Netop Net Number to the communication profile when selected to
become enabled in the window.

Rules apply to assigning Netop Net Number to communication profiles.

Connection direction

This section will be disabled if an inside communication device is selected in the Communication
information section Communication device drop-down box.

Select one of these options:

: Select this option to allow incoming as well as outgoing
connections (default selection unless TCP/IP (TCP) or TCP/IP (TCP IPv6), see the note below).

This option will be disabled if TCP/IP (TCP) or TCP/IP (TCP IPv6) is selected in the
section drop-down box.

: Select this option to allow only incoming connections (default
selection if TCP/IP (TCP) or TCP/IP (TCP IPv6), see the note above).

: Select this option to allow only outgoing connections.

To enable Netop Gateway incoming communication to be routed outgoing through another network
Netop Gateway, add this section to the Net op. i ni file:

[ DTL]

GWRestri ct edBr oadcast =0

GWAl | owFul | Br oadcast =1
This section includes these sections:

7 December 2017 174



Netop Remote Control Administrator's Guide

Specify a name to identify a Netop Gateway outside communication profile to enable
network Netop modules to connect outgoing through a network Netop Gateway by this
communication profile. You can specify any unique name of up to 10 characters, typically the name
of the communication device used by the communication profile. If different Netop Gateway outside
communication profiles available on the same network use the same communication device, add
further distinctions to each name.

Specify the same Device Group name for multiple functionally identical Netop Gateway outside
communication profiles on the same network to enable connecting through any available Netop
Gateway. Typically, network administrators will specify which Device Group names shall be used.

Network Netop modules can specify or browse for and select a name to use any
available network Netop Gateway with an outgoing communication profile with the desired
functionality.

Functionally identical analog modems are connected to multiple Netop Gateway computers on a
network. Network administrators decide that these connections shall form a named

to assign the name to the communication profiles of all these
connections:

Gateway 3 Gateway 4

A network Netop module that using a communication profile that uses the communication
device specifies or selects the will connect through the first found Netop
Gateway that has an outside communication profile with the Device name available.

Netop assigns numbers to Netop Gateway communication profiles to distinguish them
from each other. If Netop Gateway runs on multiple computers on a network, these rules apply:

1.The number assigned to any Netop Gateway communication profile that uses a specific
configuration of a networking communication device must be the same on the entire network.

2.The number assigned to any Netop Gateway communication profile that uses an
outside communication device must be unique on the entire network and different from the
number assigned to any Netop Gateway communication profile that uses a networking
communication device.

If the Netop net numbers assigned manually or automatically do not satisfy these rules, they
must be changed to satisfy the rules.

Network administrators have decided on these networking communication profile
numbers:
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e 100: TCP/IP
e 101: IPX
e 102: NetBIOS

All network Netop Gateways must use these networking communication profile numbers
and any network Netop Gateway communication profile that uses an outside communication device
must use a unique number that is different from these numbers.

03—

Metwark

100: TCRIP =
Gateway 1 101 IEX Gateway [

102 NetBIOS

Gateway 3 Gateway 4

The Netop window tab panel tab has an additional column
that will show the numbers of enabled communication profiles.

Netop Gateway security can protect the network against unauthorized access through a Netop
Gateway on which incoming communication profiles are enabled. Netop Gateway security applies not
only to Netop Guests that connect to start a session or execute an action with a network Netop
Host but also to Netop Hosts that connect to request help from a network Netop Guest.

You can set up Netop Gateway security in the window that on Netop
Gateway in addition to the usual tabs includes a tab:
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Guest Access Security il

| Guest Access Privilegesl Gatewap Access Privileges | Guest Policy || MACAP Addrezs List Setup || Enciyption || Smart Card|

Gateway access method

iGrant all Guests default access privileges w |

Default access privileges assigned
Allow guest to Password

B routed via the gateway Password: | |

Confirm passward: | |

Call back.

(%) Mo call back

() Call back ko

() Raowing call back,

[ 0K ] l Cancel ] l Help ]

Note: The Guest Access Security window is explained in the User's Guide.

This tab specifies Netop Gateway security settings.

Gateway access method
The list of the drop-down box contains these options:

e Grant all Guests default access privileges (default selection)

e Grant each Guest individual access privileges using Netop authentication

e Grant each Guest individual access privileges using Windows Security Management

Select an option in the list to show it in the field. With each selection, the section below will have
different contents that are explained in the sections linked to above.

See also

Netop Gateway
Incoming and Outgoing
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3.2.3.1 Grant all Guests Default Access Privileges

With this selection on the Netop Gateway Guest Access Security window Gateway Access
Privileges tab, this Default access privileges assigned section will be shown:

Guest Access Security El

| Guest Access Privilegesl Gatewap Access Privileges | Guest Policy || MACAP Addrezs List Setup || Enciyption || Smart Card|

Gateway access method

Grant all Guests default access privileges

Default access privileges assigned
Allow guest to Password

B routed via the gateway Password: | |

Confirm password: | |

Call back.

(%) Mo call back

() Call back ko

() Raowing call back,

0k ] l Cancel ] l Help

It contains these sections:

Allow Guest to

Be routed via the Gateway: This box will be checked and disabled signifying that this Security Role
property always applies.

Password

Password: []: Specify in this field a password of up to 16 characters to enable password protection
(default: none). Characters will be shown as dots or asterisks.

Confirm password: []: Re-specify in this field the password for confirmation.

Note: Clear both fields to disable password protection.

Call back
Select one of these options:

No call back: Do not apply call back (default selection).

Call back to: []: Specify in the field a telephone number or IP address to make the Netop Gateway
disconnect and connect to the specified telephone number or IP address.

Note Call back to a specified telephone number or IP address will enable connections only from the
specified Netop module address. Other Netop module address restriction options are explained in the
User's Guide.

Roving call back: This selection will request that the connecting Netop module specifies a
telephone number or IP address to call back to. When received, the Netop Gateway will disconnect
and connect to the specified telephone number or IP address.
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Note: Roving call back is typically used to make connection costs payable by the Netop Gateway
organization, e.g. when a traveling employee connects to the home computer.

When a Netop module connects through a Netop Gateway on which Grant all Guests default access
privileges is selected, if a password is specified Netop Gateway will request it. If no password is
required or if the connecting Netop module specifies the correct password, Netop Gateway will route
the connection.

See also

Netop Gateway
Gateway Access Privileges

Security Role

3.2.3.2 Grant Each Guest Individual Access Privileges Using Netop Authentication

With this selection on the Netop Gateway Guest Access Security window Gateway Access
Privileges tab, this Individual Guest access privileges assigned section will be shown:

Guest Access Security &l

Guest Access Privilegesl Gatewap Access Privileges | Guest Policy | MACAP Addreszs List Setup | Encroption | Smart Card

Gateway access method

|Grant each Guest individual access privileges using MebOp authentication w

Individual Guests access privileges assigned

Password

— E—
e B

Zall back
(#) Mo call back

Octboso [ |

() Raoving call back

= Allow routing
Lg& My GLUEst

[ add security role ]

[ Delete ] [ Add Guest

ok ] l Cancel ] l Help

It contains a pane, buttons and sections.

The pane will show Security Role folders that expand into records of Guest Profiles that have been
assigned the Security Role.

By default, the pane will show the Security Role folder Allow routing that does not expand into any
Guest Profile records. In the image above, a Guest Profile record has been added to the Allow
routing Security Role folder for illustration. Double-click a Security Role folder to close (collapse) or
open (expand) it to show records of Guest Profiles that have been assigned this Security Role. You
can move Guest Profile records up and down, also between Security Role folders, by drag and drop.

If you select a Security Role folder, the Allow Guest to section will be shown to the right.

If you select a Guest Profile record, the Password and Call back sections will be shown to the
right. In these sections, you can change these properties of the selected Guest Profile record.

Right-click in the pane to show this context menu:
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Add security role
Add Guest
Delete

Rename

Note: Add Security Role will be included in the menu only if a Security Role folder is selected.
Add Security Role
Select this command or click the Add Security Role button below to show this window:

Security Role &|

Mame of Security role

Mame of Security role: | |

Allow guest to

Be routed wia the gateway

I Ok ] [ Cancel ] ’ Help ]

It specifies the properties of a Security Role.
Name of Security Role: []: Specify in this field the Security Role name.

Allow Guest to: This section will always contain a disabled checked box that is labeled Be routed
via the Gateway signifying that this Security Role property always applies.

Note: To organize Guest Profile records in different Security Role folders, you may want to create
differently named Security Roles. However, all Netop Gateway Security Roles will have the same
property.

Add Guest
Select this command or click the Add Guest button below to show this window:

Guest Profile &|

Guest name
Ok,

Guest I0: |

i

Cancel
Password

Password: Help

It specifies the properties of a Guest Profile.

Guest ID: []: Specify in this field the name by which the connecting Netop module will identify itself
to the Netop Gateway.

Note: Even a Netop Host or extended Host that requests help through a Netop Gateway must
identify itself by a Guest ID.

Password: See Password.

Delete: Select in the pane a Security Role folder or a Guest Profile record and select this command
or click the Delete button below to show a confirmation window to confirm deleting it.

Caution! Deleting a Security Role folder will delete all Guest Profile records into which it expands.

Rename: Select in the pane a Security Role folder or a Guest Profile record and select this
command to show this window:
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Rename security role:

Allow rouking |

Rename security role/Guest: []: You can edit the name in the field to rename the selected
Security Role folder or Guest Profile record.

When a Netop module connects through a Netop Gateway that uses Grant Each Guest Individual
Access Privileges Using Netop Authentication, Netop Gateway will request Netop credentials
(Guest ID and Password). If the returned credentials match the credentials of a Guest Profile,
Netop Gateway will route the connection.

See also

Netop Gateway

Gateway Access Privileges
Security Role

Allow Guest to

Password

Call back

3.2.3.3 Grant Each Guest Individual Access Privileges Using Windows Security Management

With this selection on the Netop Gateway Guest Access Security window Gateway Access
Privileges tab, this Individual Guest access privileges assigned section will be shown:

Guest Access Security El

| Guest Access Privilegesl Gatewap Access Privileges | Guest Policy || MACAP Addrezs List Setup || Enciyption || Smart Card|

Gateway access method
|Grant each Guest individual access privileges using Windows Security Management w |
Individual Guests access privileges assigned
= Allow routing Bonain
t& rs (Builk-in accaunt)
€ Administrator
RAS
i Get call back information From wWindows WT
Remaote Access Service (RAS)
Zall back
(#) Mo call back
T
() Roving call back.
[ Aadd security role ] [ Add Group ] [ Windows User Manager
[ Delete ] [ Add User ]

Ok ] l Cancel ] l Help

It contains a pane, buttons and sections.

The pane will show Security Role folders that expand into records of Windows Groups and Users that
have been assigned the Security Role.
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By default, the pane will show the Security Role folder that does not expand into any
Windows Group or User records. In the image above, one Windows Group record and one Windows
User record have been added to the Security Role folder for illustration. Double-click
a Security Role folder to close (collapse) or open (expand) it to showrecords of Windows Groups
and Users that have been assigned this Security Role. You can move Windows Group and User
records up and down, also between Security Role folders, by drag and drop.

If you select a Security Role folder, the to section will be shown to the right.

If you select a Windows Group or User record, the , and sections and the
button will be shown to the right.

Right-click in the pane to show this context menu:

Add security role
Add User

Add Group
Delete

Rename

Add Security Role and Rename will be included in the menu only if a Security Role folder is
selected.

Add Security Role

Select this command or click the button below to show the
window to add a Security Role folder in the pane.

To organize User and Group records in different Security Role folders, you may want to create
differently named Security Roles. However, all Netop Gateway Security Roles will have the same
property.

Add User
Select this command or click the button below to show on a Windows 2000+ computer
the Windows window to select one or multiple Windows users of which records will be

added to the selected Security Role folder or the Security Role folder of the selected Windows User
or Group record.

On a Windows NT or 9x computer, this window will be shown:

Choose account
YWhat domain iz the account in:
| i
Select the account to add:
| i
[ | Cancel | Help |

: The list of this drop-down box will show the names of the
domains recognized by the Netop Gateway computer. Select one in the list to show it in the field.

: The list of this drop-down box will contain the names of the
Windows users in the domain whose name is shown in the Which domain is the account in drop-
down box field. Select one in the list to show it in the field.

Click to add a record of the selected Windows user to the selected Security Role folder or the
Security Role folder of the selected Windows User or Group record.

Add Group
Select this command or click the button below to show on a Windows 2000+ computer
the Windows window to select one or multiple Windows groups of which records will
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be added to the selected Security Role folder or the Security Role folder of the selected Windows
User or Group record.

On a Windows NT or 9x computer, the window showing groups instead of users
will be shown to add a Group record in the pane.

: Select a Security Role folder or a User or Group record in the pane and select this command
or click the button below to show a confirmation window to confirm deleting the selected
folder or record.

Caution! Deleting a Security Role folder will delete all User and Group records in it.

Rename: Select a Security Role folder and select this command to show the Rename window to
rename it.

Domain
This section will show a description the domain of the selected Windows User or Group record.

RAS

This section will be included only if Netop Gateway runs on a Windows 2003, XP, 2000 or NT
operating system computer.

: Check this box to
use call back information stored in Windows NT Remote Access Service (default: unchecked).

Call back
This section will not be included if the RAS section box is checked. See

: This button will be included only if the Netop Gateway runs on a Windows
2003, XP, 2000 or NT operating system computer. Click it to show the Windows user manager
window according to the rights of the user logged on to Windows on the Netop Gateway computer
to manage Windows users and groups.

When a Netop module connects through a Netop Gateway that uses

, Netop Gateway will request Windows
credentials ( and ). Netop Gateway will query Windows Security
Management for vaI|dat|on of the returned credentials and for information on the group memberships
of the identified user. If the identified user matches a User or Group record, Netop Gateway will
route the connection.

Communication Setup is straightforward if only one Netop Gateway is available on the network.
Name Device Groups to enable network users to select the right communication device for their
outgoing connections.

If multiple Netop Gateways are available on a network, pay attention to selecting valid Netop Net
Numbers.

To protect the network against unauthorized access through Netop Gateway, create a Security
Setup.

The window tab panel includes a tab:
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Eile View Action 5ession Tools Help
irEAp | LR Pt M EI PN

General I Connections I History I Services |
Communication I Names I Messages Routing

Time % | User Mame | Status | Communicat

192.168.200.200

It will show only incoming routing through Netop Gateway.
The pane will contain table records with these column contents:

e Time: Connect icon, date and time.

User Name: Connect logon user name if authenticated, otherwise empty.

Status: Authenticating if Security Setup specified authentication is incomplete, otherwise
Routing.

e Communication Profile: Outside communication profile name.
Netop Gateway capacity is limited by the number of enabled outside communication profiles, as each
outside communication profile can support only one connection at a time.

Running a remote support session through a Gateway using WebConnect 2

Note: To achieve a remote support session via a gateway using WebConnect, the Guest and the
Gateway need to be configured with credentials from the same account.

To achieve a remote support session from the Netop Guest through a gateway, the Guest user
needs to:

1. Select the specific Gateway and click the Browse Gateway button.
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T=h A P AR e R T T

T S eem L 3 VR AT —) e [Ty [ e— ey re—

ol Comrureshor o
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st Ao, L e gy

o S

L L

e o s g et B ¥

. Fam e

[ vonteptontmerts | "vorntioms Farsmmes, | oawt vien |

The Gateway browse list displays the list of Hosts behind the gateway.

2. To connect to a specific host available through the selected Gateway, either double-click on the
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specific Host or select the Host in the list and click Connect.

See also

Communication Setup
Netop Gateway

Device Groups
Incoming and Outgoing
Netop Net Numbers
Security Setup

Netop Gateway window
Outside
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This main section explains Netop Name Management and Netop Name Server functionality.

Netop Name Server is a Netop Host with the added capability of resolving Netop names into IP
addresses.

This main section contains these sections:
[ ]
[ ]

Netop Name Management enables swift Netop connections across large segmented networks
including the Internet.

Using the communication device TCP/IP, Netop Name Management enables connecting across large
segmented networks by easily remembered Host names or Host user names instead of hard-to-
remember IP addresses or by creating elaborate IP broadcast lists.

The TCP/IP communication device is explained in the

Netop Name Management uses one or for load balancing and fault tolerance preferably two Netop
Name Servers to resolve Netop names into IP addresses that can be used for connecting across any
TCP/IP network including the Internet.

Using Netop Name Management, you can connect by these Netop module names:

. (Host ID), if specified
. , if enabled
. (help provider name), if enabled

Netop users select to use Netop Name Server in communication profiles that use the
communication device by specifying one or two Netop Name Servers. See the , Dialog
box help, Guest dialog boxes, Advanced TCP/IP Configuration. If selected, a yellow pages icon will
be shown in the Netop module window status bar.

Netop Name Servers store name information in name spaces. A name space is a virtually private

segment of the Netop Name Server database that is available only to Netop modules that specify

the matching . Users that want to connect to each other by using Netop Name

Management must agree to specify the same on the window
tab. See the

When communicating, Netop modules that use Netop Name Server automatically identify themselves
to their specified Netop Name Servers by all their available names and their specified

When a Netop module that uses Netop Name Server connects by specifying a Netop name
(automatically accompanied by a ), one of the selected Netop Name Servers will
resolve the specified name, if found in the specified hame space, into the matching IP address and
return it to the connecting Netop module to automatically connect by the resolved IP address.

Netop Name Servers will at a specified Client refresh rate request that Netop modules that use it
refresh stored name information. Stored name information that has not been refreshed within a
specified will automatically be deleted. This ensures that the stored name
information will be current at all times except for Netop modules that changed names or stopped
communicating since their name information was last refreshed.
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Netop offers the free service of two Netop Name Servers that are accessible across the Internet.
Netop Name Server is also available for local installation for the exclusive use by an organization.

4.2 Netop Name Server Setup

You can install Netop Name Server from www.netop.com.

To load Netop Name Server, select Start > All Programs > Netop Remote Control > Name

Server or run its program file NNSV\82. EXE.

The Netop Name Server window:

=, MetOp Name Server - Running

File View Action Session Tools Help
> u|n|| 5@ ]9
Mames || Meszages || MHame Server |

General | Connections | History | Services |  Communication |
Skatus
|Running |
Hask 1T
i |
Address
| 152.168.102.72 |

[ | MNS:Onames | 19216810272

- resembles the Netop Host window. See the User's Guide. Set up Netop Name Server as a Host

just like Netop Host.

Note: The Netop Host Help system will be available on-line from the Netop Name Server window.

To edit Netop Name Server properties, in the Program Options window select the Netop Name

Server tab:
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Program Options E|

| AudioYideo Chat || Remate Printing || Help Request |

| General | Host Mame (| Connection Matification |
MetDp Mame Server | Runds | Diectoy Services | ‘Web Update |

Mekop Marme Server setkings

Make this Hosk a MebOp Mame Server

Client refresh rate: 5 Minute(s)

Server life kime: g Minute(s)

Clear database upon startup

I Ok l [ Cancel ] [ Help

It specifies Netop Name Server settings.

Make this Host a Netop Name Server: Leave this box checked to enable Netop Name Server
functionality and the commands below (default: checked).

Client refresh rate: [] Minutes: Specify in this field a number in the range 1 to 99 (default: 5).
Server life time: [] Minutes: Specify in this field a number in the range 1 to 99 (default: 6).

Note: The Client refresh rate value determines the interval at which Netop modules must refresh
their name data. The Server life time value determines the maximum age of name data. The Server
life time value should be slightly larger than the Client refresh rate value.

Clear database upon startup: Leave this box checked to delete all name data when Netop Name
Server is restarted (default: checked).

Note: The Netop Name Server database uses a Netop proprietary format. You cannot access the
database separately.

To communicate with Netop modules, at least one communication profile that uses the TCP/IP
communication device must be enabled. You can enable multiple differently named communication
profiles that use different configurations of the TCP/IP communication device to accommodate
Netop modules that use different configurations of the TCP/IP communication device.

Note: The TCP/IP communication device is explained in the User's Guide.

The Netop Name Server window tab panel includes a Name Server tab:
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=, MetOp Name Server - Running

File View Action Session Tools Help

- ~
= n|| 5@ &[] F]E]2]
General Connections History Servicez Communication
Mames Meszages Mame Server

Mame Server Skatus

Mumber of registered names

192.168.102.92
It will show the Netop Name Server status.
: This disabled field will show if the
box is checked and if unchecked.

: This disabled field will show the number of hames currently stored
in the Netop Name Server database.

When set up and started (communication enabled), Netop Name Server can operate fully
automatically and unattended.

The field contents provide an indication of the condition of the
Netop Name Server.

Each Netop module may account for multiple names, e.g. for Netop Guest multiple help service
names and for Netop Host its Host ID and its Windows or network logon user name. IP addresses will
not be counted as names.

If you restart Netop Name Server with the box checked, the name
count should increase from zero and stabilize after the time set for

If users have problems connecting to Netop modules in remote network segments, check that the
same Netop Name Servers are used and that exactly the same is specified at both
ends and that communication profiles match between the Netop modules and with the specified
Netop Name Servers.

Firewall Problems

To connect through a firewall, the firewall must allow communication through the TCP/IP ports used
by Netop Name Server communication.

Some firewalls change the port humber of outgoing communication to a random port number to
protect network computers against unwanted incoming communication. Consequently, Netop Name
Server will receive and store an invalid port number.

In that case, on Netop modules in the window check the
box and in the field specify the port number that
shall be used for connecting.

The window is explained in the
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Number of registered names
Clear database upon startup
Client refresh rate
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This main section explains advanced tools for Netop Remote Control running on Windows operating
systems.

It contains these sections:
[ ]

Microsoft Windows Terminal Server enable terminal users to log on to the terminal server and run
installed applications in a terminal server session.

Netop Remote Control can be run in terminal server sessions and connect to other Netop Remote
Control modules running in sessions on the same terminal server, another terminal server, or other
networked computers.

This section contains these sections:

On a terminal server, you must install Netop Remote Control from the utility
. To avoid problems, any already installed Netop modules should be unloaded
during installation.

You can install Netop Guest, Netop Host and Netop Gateway. If Netop modules should communicate
with Netop modules outside the TSE, you must install Netop Gateway.

You cannot install Netop Security Server or Netop Name Server on a terminal server.

In most respects, TSE Netop modules work like network computer Netop modules that communicate
by a networking communication device. However, there are important differences because TSE
elements reside on the same computer and share the same computer resources.

This section includes these sections:
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In a TSE, the terminal server console and client sessions share the terminal server computer name
and network address.

Netop Host will not be allowed to start communicating if another Netop Host communicates by the
same name. Therefore, Netop Hosts should not be named by the Windows computer name (the
default selection that is recommended for a network computer Netop Host), but preferably by the
USERNAME environment variable that will name Netop Host by the user name. See the

, Host dialog box help, Program Options, Host Name tab.

Client session Netop Guests should also use different Guest IDs because using the same may under
certain circumstances cause communication mix-up. See the , Dialog box help, Guest
dialog boxes, Program Options, Logon tab.

Netop modules communicate inside a TSE by the Terminal Server communication device that is
available only on terminal servers. See the , Dialog box help, Guest dialog boxes,
Communication Profile Edit.

Between a client session Netop module and a Netop module running on a computer outside the TSE,
the preferred communication mode is through a Netop Gateway running on the terminal server.

This section contains these sections:

To enable communication between TSE Netop modules and Netop modules on computers outside the
TSE, load and start Netop Gateway on the terminal server console.

For inside communication, enable a communication profile that uses the
communication device.

For outside communication, enable communication profiles that match the communication profiles
used by outside Netop modules.

Be aware of the Netop Gateway Communication Setup and Security Setup requirements.

To connect from a Netop Guest to an outside Netop Host through a Netop Gateway:
e On Netop Guest, enable the communication profile.

e On Netop Gateway, enable for example the TCP/IP communication profile for outside
communication in addition to the Terminal Server communication profile for inside communication.

e On Netop Host, enable the same communication profile as the Netop Gateway outside
communication profile, i.e. TCP/IP.
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e Connect from Netop Guest using

You can also connect directly out of the TSE using a communication profile that uses a point-to-
point communication device, for example TCP.

You can connect to Netop modules in a TSE only through a terminal server console

Connect by a communication profile that matches the outside communication profile.

To connect by networking communication devices:
¢ On Netop Guest, enable for example the TCP/IP communication profile.

e On Netop Gateway, enable the same communication profile, i.e. TCP/IP, for outside communication
in addition to the Terminal Server communication profile for inside communication.

e On Netop Host, enable the communication profile.

e Connect from Netop Guest using

To connect by networking communication devices:
e On Netop Host, enable for example the TCP/IP communication profile.

e On Netop Gateway, enable the same communication profile, i.e. TCP/IP, for outside communication
in addition to the communication profile for inside communication.

e On Netop Guest, enable the communication profile.

e Connect from Netop Host using

Connecting between Netop modules in different TSEs combines the requirements of Connect out of a
TSE and Connect into a TSE.

The following Net op. i ni file DTL section settings that will enable incoming to outgoing
communications must be applied on all Gateways:

[ DTL]
GWAI | owFul | Broadcast =1
GnRestri ct edBr oadcast =0

TSE client session Netop modules have mostly the same functionality as a network computer Netop
modules. However, certain functionalities are different because Netop modules run on the same
computer.
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cannot be implemented the Netop way in a TSE and is therefore disabled.

If implemented, would restart the terminal server computer, which would in most
cases be most undesirable. Therefore, this functionality is disabled.

These window tab settings can restart the Netop Host
computer:

e In the section selecting

e In the section selecting

On a TSE client session Netop Host, both of these settings will cause the client session user to be
logged off from the terminal server.

Remote printing features make little sense in a TSE and are disabled.

Client session Netop configuration files are stored in user profile directories.

The terminal server console and client session Netop modules share the same computer resources,
namely the terminal server computer resources, limited only by restrictions applied to the users
logged on to the terminal server.

This applies to files, installed programs and peripherals such as outside connections and printers.
Consider this carefully, particularly when specifying and
settings for TSE Netop modules.

The Netop Guest ActiveX component allows programmers to add Netop Guest remote control
functionality to an area in a file.

This section includes the following sections:
[ ]
[ ]

To run the Netop Guest ActiveX component on a computer that uses a Microsoft Windows operating
system, these system requirements apply:

e Computer: Pentium
e Memory: 32 MB
e Platform: Windows 2000 SP 4 or later

To use the Netop Guest ActiveX component, it must be embedded in a graphical area in a file that
can be displayed in a container application. Users with ActiveX programming skills can embed Netop
Guest ActiveX component in a file based on the included Programmer Information.

The Netop Guest ActiveX component is delivered with a demo that shows you how the Netop Guest
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ActiveX component works. Run the register.bat file and then the NGuest X- denp. exe file to start the

demo:

#+ NGuestX-demo
File Language Keyboard Other Session Wiew Help

E Current connection b
CurrentCommProfile -1
CurrentHostAddress
CurrentPortMurnber -1

Currentizatesayaddress
CurrentHEkpProceyAddress

CurrentiaraphicsMode 1
CurrentaraphicsMaxColors -1
CurrentCompressionLevel -1
CurrentEncryplionPreferred - 1
IsOpen False
IsConnected False
SessionSkatus 0
HostScreenwidth -1
HostSicreenHeight -1
IsMultiguestadminOnHost  False
MumiuestsOnHosk -1
ChatFort {Height=15, Weig
ElNext connection
ZommProfile a
Hostaddress
Porthumber a
Gatewayiddress
HttpProxyAddress
CompressionLevel 0
EncryptionPreferred ]
Pt S ¥ P [a]

V

N@‘?OP

NETOP™

RemoteControl A

Remote IP address or computer name:

D Connect via Metop Gateway:

|:| Use custom port number:

Communication

Communication profile: TCP b

650z

Use HTTP Procoy:

OnConnectWindow({Handled=fal=e)
OnConnectWindow{Handled=fal=se)

a)

when connected, press Al-Ckrl-End in remoke control
window to disconnect.

L Conneck J,_ Cancel

] ,_ Properties. .

IReady

The Netop Guest ActiveX component is embedded in the white area.

1. Click anywhere in the white area to display the NGuestX Connect dialog box.

2.Click the Properties button to display the NetopX Connection Properties dialog box.

Note: You can also open the NetopX Connection Properties dialog box by right-clicking anywhere

in the white area.

3. Click the About tab, click the Change button and specify a license key.

4. Click OK in the NGuestX License dialog box and the NGuestX Connection Properties dialog box

to close these.

You are now ready to connect to a Host from the NGuestX Connect dialog box.

See also

NGuestX Connect Dialog Box

NGuestX Connection Properties Dialog Box

Programmer Information
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Click an area that contains Netop Guest ActiveX component to display this dialog box:

NGuestX Connect §|

RemoteControl v

Remate IP address or computer name:

|:| Connect via Metop Gateway:

Comrunication

Communication profile: TCP hd

|:| Use cuskam port number

& WWhen connected, press Alt-Ckrl-End in remoke control
\y window ko disconnect,

I Conneck H Cancel ][ Properties. . ]

From this dialog box you can connect to a Netop Host on a remote computer.
: Specify the Netop Host IP address or Host name.

: To connect via a Netop Host network Netop Gateway, select this
check box and specify the Netop Gateway computer IP address in the field.

Communication

The options available in the section vary depending on the communication profile
you select.

: Select the communication profile you want to use:

: Connection port address. When the
check box is selected, the port is used for gateway. Enter a number between 1 and 65535. If the
check box is not selected, the port number is used for connecting to a remote Host. When the
communication profile is changed, the port is automatically updated with the default value for the
selected communication profile:

« TCP - 6502
* UDP - 6502
* HTTP - 80

: This check box is available only when the communication profile is HTTP. Select
to use HTTP Proxy. Specify the IP address or Host name of the HTTP profile in the field below the
check box.
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: This Specifies the address of the WebConnect service, i.e. the
Connection Manager that facilitates the WebConnect connection. In the credentials fields below
specify specify the credentials by which the Netop module should identify itself when connecting to
the Netop WebConnect service. Specify a WebConnect service recognized account and the
corresponding password and domain.

: Click this button to display the dialog box.
When you click OK, a logon dialog box is displayed. Specify the credentials required by Netop Host.

When connected, the clicked area will be replaced by the Netop Host computer screen image.

Use the dialog box to change properties for either the current
connection when connected, or for the next connection, if not connected.

Right-click an area that contains the Netop Guest ActiveX component, or in another NGuestX dialog
box, click the button to display this dialog box:

Bl NGuestX Connection Properties

Remote desktop kevboard | Mouse || Compression | Encrypion | Disp % *
Deskkop

Select the preferable graphic mode:

(*) Command mode (recommended)

Typically Faster buk some Hosk screen image dekails can be losk or
corrupked,

() Accelerated bitmap

Typically slower, buk transfers Host image details correcthy,

(") Normal bitmap

Select this if vou are having problems transferring the Host screen
image.

Limit number of bitmap colors:

Optimizations

Disable Host deskkop Features to increase the performance:

(#) Full optimization

(") Custom optimization:

[ o [ coe

It contains the following tabs:
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: This button will be enabled if property changes have not been saved. Click the button to
save property changes without closing the dialog box.

This is the dialog box tab:

Bl NGuestX Connection Properties

Remote deskiop kKeyboard | Mouse || Compression | Encryption | Disp 4 *
Deskiop

Select the preferable graphic mode:

(*) Command mode (recommended)

Typically Faster buk some Host screen image details can be lost or
corrupked,

(") Accelerated bitmap

Typically slower, but transfers Host image details correctly,

(") Normal bitmap

Seleck this if wou are having problems transferring the Host screen
image.

Limit nurnber of bitmap colors:

Optimizations

Disable Host deskiop Features to increase the performance:

(*) Full optimization

{:} Custom optimization:

oK l [ Cancel

Select your preferred graphic mode for connections:

: Select this option to transfer the Host screen image as commands. Host screen
transfer stores the screen image in cache memory and transfers only image changes to save
transmission bandwidth and optimize update speed.

: Select this option to transfer the Host screen image as accelerated bitmap.
The transfer is slower than command mode, but details are displayed with more accuracy.

: Select this option to transfer the Host screen image as bitmap. The transfer is
slower than accelerated bitmap mode, but you can use this mode if accelerated bitmap mode causes
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problems. You can limit the number of display colors to save transmission bandwidth by selecting a
setting on the drop-down list.

Optimizations
Increase the performance by disabling Host desktop features:

: Select this option to disable every feature under for the
current or next connection.

: Select this option to disable/enable features to customize the optimization.

This is the dialog box tab:

B NGuestX Connection Properties

Remote desktop | Keyboard | Mouse | Compression | Encryption | Disp £ *
Kevboard mode

(*) Remote keyboard
Send all Guest computer kewstrokes bo the Host computer,

(") Local keyboard
Send Guest computer keystrokes except special kevstroke

combinations to the Hosk computer,

(") No keyboard control
Send no Guest computer kevboard events to the Haost,

[Juse Guest keyboard layout

If Guest and Host computer keyboard layvouts are different, some
Guest computer keystrokes mayw come out vwirong on the Hosk
computer. To avoid this, select this check box,

Key mappings
Customize special keystrokes:

Connection Status dialog: Chrl alt |End b
el + Al + Del trl sk [
Chrl + Esc Chrl alt |E
&l + Tab Ctrl ae (T 5

Reset ko defaulks

o [ coed |

Use the tab to select keyboard mode and customize shortcuts for special keystrokes.

Keyboard mode
Select a keyboard mode option.

Note that selecting the option may have undesired effects on the Host
computer, as special keystroke combinations will also be sent to the Host computer.

If Guest and Host computer keyboard layouts are different, you should also select the Use Guest
keyboard layout check box to avoid problems.

Key mappings
You can customize special keystroke combinations.
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Assign desired keystroke combinations by selecting check boxes and selecting a character in the
drop-down list.

By default, CTRL+Z is assigned to Zoom in and out (switch between the Remote Control window and
full screen).

This is the dialog box tab:

Bl NGuestX Connection Properties

Remate desktop | Kevboard | Mouse | Campression | Encrvption | Displ 4 *

Mouse mode:

(%) Remote mouse

Send all Guest computer mouse events (clicks, drags and maoves)
to the Host computer,

() Local mouse

Send only Guest computer mouse clicks and drags to the Host
computer ko save transmission bandwidth,

") No mouse control

Send no Guesk computer mouse events ko the Host,

[ 5haw remote mause events,
Moke: The Guest mouse pointer must be in the Remote Contral
window,

[ o [ coe

Use the tab to select mouse mode, i.e. which mouse events should be sent to the Host
computer. Sending fewer mouse events saves transmission bandwidth.

Select the check box to display Host computer mouse movements on
the Guest computer screen. The Guest computer mouse pointer must be in the Remote Control
window.
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This is the dialog box tab:

Bl NGuestX Connection Properties

Remote desktop || Keyboard | Mouse | COMPression | Epcryption || Disp ¢ *

Mekop can compress transmitted data to speed up transmission across
slove communication links, However, data compression takes time,

(%) Automatic compression {(Recommended)

Select the compression automatically based on the properties of
the used communication profile.

(:) Mo compression

Recommended For Fast communication links,

(:) Low compression

Recommended Far medium Fast communication links.

) High compression

Recommended for slow communication links,

oK l [ Cancel

The Netop ActiveX Guest can compress transmitted data to speed up transmission across slow
communication links. However, data compression takes time.

Select one of these options:

: Selects the compression based on the properties of
the used communication profile. In most cases, this will provide the fastest transmission.

: Typical selection for fast communication links.
: Typical selection for medium fast communication links.

: Typical selection for slow communication links.
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This is the

Bl NGuestX Connection Properties

Remote desktop || Keyboard | Mouse | Compression | Encryplion | pisp ¢ *

Preferred encrypkion type;

") No encryption
Does nok encrypt daka buk ensures session uniqueness.,

(%) Netop 6.5 compatible encryption

Mekop Remote Control version 6.5 compatible encrvption,

() Data integrity
werifies data integrity.
() Keyboard

Encrypts and verifies keyboard, mouse, logon and password data,

() Keyboard and data integrity

Encrypts kevboard, mouse, logon and password data and verifies
data inteqrity.

() High

Encrypts and verifies integrity of all data at a high security level,

() ¥ery high

Encrypts and verifies inkegrity of all daka at a very high security
lewel,

- The comrmunication with Netop Host can be protected by
\!J) encrypting kransmitted data, IF the preferred encryption type
is enabled on Guest and Host, it will be applied.

oK l [ Cancel

dialog box

Select preferred encryption type.

Communicating Netop modules will automatically negotiate to encrypt communication by an

tab:

The communication between Netop modules can be protected by encrypting transmitted data.

encryption type that is enabled on both modules. Netop modules on which no common encryption

type is enabled cannot communicate.
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This is the dialog box tab:

Bl NGuestX Connection Properties

Keyboard | Mouse | Compression | Encryption | Display | Host protectic € *
Remote screen area
(%) Display the entire remote screen
() Display only specified rectangle of the remote screen

Left: Width:
Top: Height:

() Display only specified Host monitar
Manikar 10

Host screen display properties

Host wirdows fit:
@ Fit window ko Host screen

O Fit Host screen to window
() Do nat fit
Enable auto scroll

Scroll the remaote deskkop automatically when mouse comes close
to the contral borders,

oK l [ Cancel

Remote screen area
Select an option for how large an area of the Host screen should be displayed. Display the entire
Host screen or specify a limited area of the Host screen.

In case of more than one Host monitor, specify which monitor should be displayed.

Host screen display properties

: Resize the Remote Control window to fit the 1:1 scale Host screen
image within its display panel. If the Host screen image has more pixels than the maximized Remote
Control window display panel, the display panel will have scrollbars.

: Scale the Host screen image to fit within the Remote Control window
display panel.

: Display the part of the 1:1 scale Host screen image that will fit within the Remote
Control window display panel. If the Host screen image has fewer pixels than the display panel, it will
be surrounded by black borders. If the Host screen image has more pixels than the display area, the
display panel will have scrollbars.

: Scroll the Host screen image automatically when the mouse pointer comes
close to the window borders.
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This is the dialog box tab:

Bl NGuestX Connection Properties

Mause || Compression | Encryption || Display | Host protection | about | ¢ *

Lock Hosk
[]Lock keyboard and mouse on Host
[]Elank screen on Host

[]Prevent Further connections ko Hosk

Auto kake conkrol
Take keyboard and mouse contral automatically

When several Guests are connected to the same Host, only one of
these Guests contrals the Host's keyboard and mouse. When this
option is enabled, the Guest requests the control over the Host
kevboard and mouse autamatically on keyboard or mouse hit,

oK l [ Cancel

Lock Host

Select options to prevent Host users and other Guest users from interfering with ongoing Remote
Control sessions.

Auto take control

Select the check box to allow all Guests to
take over keyboard and mouse control automatically during multi Guest sessions by using the
keyboard or mouse.
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5.2.4.8 About Tab
This is the NGuestX Connection Properties dialog box About tab:

Bl NGuestX Connection Properties Z”:lgl

Maouse | Compression || Encryption | Display || Host protectinnl About 4 ¥

MNetop MGuestX 9.5 {Z009.323)

2009 Netop Business Solutions a/3. Al
rights reserved. Portions used under license
from third parties, Mekop is a trademark of
MNetop Business Solutions AfS,

License

Current license: Standalone license key

Language

Inkerface language: |English I |

Ok, ” Cancel l apply

In addition to viewing the version and build of the Netop Guest ActiveX component and copyright
information, you can change the license and interface language of the component from the About

tab.
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Click the Netop Host computer screen image and press the hotkey
(default: CTRL+ALT+END) to display the following dialog box:

B Connection Status E“E|El

General | Session administration

Cannection

Session status: Running
Duration: 4 min 50 sec
Remate control: Enabled
Chat: Disabled
| Disconnect | [ Propetties. .. ] [ Save log...

Close

General Tab
The tab displays general connection information and contains the following buttons:

: Click this button to start a chat with the Host user. You can save the chat from the
dialog box for documentation purposes.

: Click this button to disconnect from the Host.

: Click this button to display the dialog box and edit
remote desktop, keyboard, mouse, compression, encryption, display and Host protection properties
and change the license key or language. See

: Click this button to save a communication log.
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I Connection Status

General | Session administration

Guests

Tokal Guests connected to Host:

Suspend Further connections

|

Sending the Suspend command causing Host Suspend

to deny any Further Guest connections,
Resume

Disconnect Guests

Disconnect all Guests except this ane fram Disconnect Guests
the Host,

Take kevboard and mouse contral

Request Host ko pass control over keyvboard

Take control
and mouse to this Guest, ClAERLA

Close

Session administration tab
Use the Session administration tab to manage multi Guest sessions:

Guests: The field displays the total number of Guests connected to the Host.

Suspend further connections: Click the Suspend button to prevent further connections to the
Host. Click the Resume button to allow further connections to the Host again.

Disconnect Guests: Click the Disconnect Guests button to disconnect all other Guests from the
Host.

Take keyboard and mouse control: Click the Take control button to take control of the keyboard
and mouse on the Host computer.

5.2.6 Programmer Information

This section includes the following sections:

e NGuestXLib:: INGuestXCtrlEvents

INGuestXEventParam

INGuestXFont

INGuestXRcArea

INGuestXShortcut

NGuestX Messages
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Event handler interface for INGuestX class.

Public member functions

HRESULT NGuestXLib::_INGuestXCtrlEvents::OnOpenPre ()

Fired when the NGA instance is about to open by | NGuest XCtr | : : Open() method.

The event is not fired when the instance is already opened when | NGuest XCtr| : : Open() is called.
The event is always followed by OnCl osePost () event.

When the event is fired, the | NGuest XCtr | :: | sOpen property is always f al se.

HRESULT _INGuestXCtrlEvents::0OnOpenPost ([in] VARIANT_BOOL Ok)
Fired when the NGA instance has been opened by | NGuest XCtr | :: Open() method.

When the event is fired, | NGuest XCt r| : : | sOpen property is true if the instance was opened
successfully. It is safe to call the | NGuest XCtr | :: Cl ose() in response to OnOpenPost (true).

Ok - status of Open request

e true - the NGA was opened successfully

e fal se - failed to open NGA instance.

HRESULT NGuestXLib::_INGuestXCtrEvents::OnClosePre ()

Fired when the NGA instance is about to close by | NGuest XCtr | :: Cl ose() method.

The event is not fired when the instance is already closed when | NGuest XCtr| :: Cl ose() is called.
There will be OnCl osePost () event fired for each OnCl osePre() event.

When the event is fired, | NGuest XCtr| : : | sOpen is always t r ue.

HRESULT NGuestXLib::_INGuestXCtrlEvents::OnClosePost ([in] VARIANT_BOOL Ok)
Fired when the NGA instance has been closed by | NGuest XCtrl:: Cl ose() method.

When the event is fired, | NGuest XCtr| : : | sOpen property is false if the instance was closed
successfully. It is safe to call the | NGuest XCtr | :: Open() in response to OnCl osePost (true).

Ok - status of Cl ose() request
e true - the NGA was closed successfully

e fal se - failed to close NGA.

HRESULT NGuestXLib::_INGuestXCtrlEvents::OnConnectPre ()

Fired if a new connection should be established in response to | NGuest XCtrl :: Begi nSessi on()
function.

The event is fired before any long lasting network operations started.

HRESULT NGuestXLib::_INGuestXCtrlEvents::OnConnectPost ([in] VARIANT_BOOL Ok)

Fired after OnConnect Pre() when a connection was established successfully or NGA failed to
establish a new connection.
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Ok - operation status
e true - the connection established successfully

e fal se - failed to establish a connection

HRESULT NGuestXLib::_INGuestXCtrlEvents::OnDisconnectPre ()

Fired after OnEndSessi onPre() in response to EndSessi on() if the connection should be terminated
because there is nho more active session.

HRESULT NGuestXLib::_INGuestXCtrlEvents::OnDisconnectPost ()
Fired after OnDi sconnect Pre() method when NGA has been disconnected from Host.

HRESULT NGuestXLib::_INGuestXCtrEvents::0OnBeginSessionPre ([in] LONG Type)

The very first event that can be fired in response to | NGuest XCtr| : : Begi nSessi on() before any
long lasting network operations started.

Type - session type
e | NGuest XCtrl:: SessionType Renot eControl - Remote control
e | NGuest XCirl :: Sessi onType_ Chat - Text chat

HRESULT NGuestXLib::_INGuestXCtrEvents::OnBeginSessionPost ([in] LONG Type, [in]
VARIANT _BOOL Ok)

Fired after OnBegi nSessi onPre() when a session was established successfully or NGA failed to
establish a new session.

When a new connection is created after | NGuest XCt r | : : Begi nSessi on( ), after having
OnBegi nSessi onPre() event, the authentication event should be expected (e.g. OnLogi nPasswor d,
OnLogi nNet op, etc).

It is safe to open a new session of another type in response to this event only if a
| NGuest XCt r | : : Begi nSessi on() was called with active connection. Otherwise it will be safe to
start a session only after authentication, i.e. in response to OnSessi onStarted() event.

Type - session type

e | NGuest XCtrl:: SessionType_Renot eControl - Remote control
e | NGuest XCtrl :: Sessi onType_Chat - Text chat

Ok - status of BeginSession request

e true - the session established successfully

e fal se - failed to establish a session

HRESULT NGuestXLib::_INGuestXCtrEvents::OnEndSessionPre ([in] LONG Type)

Fired when NGA was requested to close a session by | NGuest XCtr| : : EndSessi on() method before
any long lasting network operations started.

Type - session type

e | NGuest XCtrl:: SessionType_Renot eControl - Remote control

e | NGuest XCtrl :: Sessi onType_Chat - Text chat
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HRESULT NGuestXLib::_INGuestXCtrlEvents::OnEndSessionPost ([in] LONG Type, [in]
VARIANT_BOOL Ok)

Fired after OnEndSessi onPre() when the session was closed by | NGuest XCt r| : : EndSessi on() .

It is safe to open a new session of the same type in response to this event.

Type - session type

e | NGuest XCtr| :: Sessi onType_ Renot eCont rol - Remote control
e | NGuest XCtrl :: Sessi onType_Chat - Text chat

Ok - status of EndSession request

e true - the session closed successfully

e fal se - failed to close a session

HRESULT NGuestXLib::_INGuestXCtrlEvents::OnSessionStarted ([in] LONG Type)
Fired after the session went into the running state after having established a new connection.

Type - session type
e | NGuest XCtrl:: SessionType RenoteControl - Remote control

e | NGuest XCitrl :: Sessi onType_Chat - Text chat

HRESULT NGuestXLib::_INGuestXCtrlEvents::OnEndedByHost ()
Fired when a session and connection was ended by Host.

OnErrorMsg() event will be fired with message #7?? after this event.

HRESULT NGuestXLib::_INGuestXCtrEvents::OnConnectionLost ()
Fired after connection was lost.

OnErrorMsg() event will be fired with message #?? after this event.

HRESULT NGuestXLib::_INGuestXCtrlEvents::OnLoginPassword ([in] LONG Reason, [in]
INGuestXEventParam * EventParam)

Fired when Netop password should be sent to Host.

Built-in dialog will be shown to prompt password. Event handler can suppress the built-in logon
dialog and send password with | NGuest XCtrl :: SendLogi nPasswor d() method.

To cancel logon | NGuest XCt r | : : EndSessi on() function can be called.

e Reason - The why this prompt is needed

e Event Par am- event parameter object. Handler can change its property Handled to true to
suppress the default action.

HRESULT NGuestXLib::_INGuestXCtrlEvents::OnLoginNetOp ([in] LONG Reason, [in] VARIANT_BOOL
bNss, [in] INGuestXEventParam * EventParam)

Fired when Netop Guest ID and password should be sent to Host.
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Built-in dialog will be shown to prompt for ID and password. Event handler can suppress the built-in
logon dialog and send password with | NGuest XCtrl :: SendLogi nNet Op() method.

To cancel logon | NGuest XCtr | : : EndSessi on() function can be called.

e Reason - The why this prompt is needed

e bNss - If the Host is configured for Netop Security Server authentication. When a Host is
configured for Nss authentication Guest can change by sending new password with
| NGuest XCtr | :: SendLogi nNet Op() method.

e Event Par am- event parameter object. Handler can change its property Handled to true to
suppress the default action.

HRESULT NGuestXLib::_INGuestXCtrlEvents::OnLoginWindows ([in] LONG Reason, [in]
INGuestXEventParam * EventParam)

Fired when Windows logon, domain and password should be sent to Host.

Built-in dialog will be shown to prompt for logon, domain and password. Event handler can suppress
the built-in logon dialog and send password with | NGuest XCtr | : : SendLogi nW ndows() method.

To cancel logon | NGuest XCt r| : : EndSessi on() function can be called.

e Reason - The why this prompt is needed
e Event Par am- event parameter object. Handler can change its property Handled to true to
suppress the default action.

HRESULT NGuestXLib::_INGuestXCtrlEvents::OnLoginLdap ([in] LONG Reason, [in]
INGuestXEventParam * EventParam)

Fired when LDAP server name, logon and password should be sent to Host.

Built-in dialog will be shown to prompt for server name, logon and password. Event handler can
suppress the built-in logon dialog and send password with | NGuest XCt r| : : SendLogi nLdap()
method.

To cancel logon | NGuest XCtr | : : EndSessi on() function can be called.

e Reason - The why this prompt is needed
e Event Param- event parameter object. Handler can change its property Handled to true to
suppress the default action.

HRESULT NGuestXLib::_INGuestXCtrlEvents::OnLoginRsa ([in] LONG Reason, [in] LONG Shadow,
[in] INGuestXEventParam * EventParam)

Fired when logon name, RSA SecurlD passcode and password should be sent to Host.

Built-in dialog will be shown to prompt for logon, RSA passcode and password. Event handler can
suppress the built-in logon dialog and send password with | NGuest XCt r | : : SendLogi nRsa() method.

To cancel logon | NGuest XCt r | : : EndSessi on() function can be called.

e Reason - The why this prompt is nheeded
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e Shadow - 1 if a Netop password is required in addition to the RSA SecurlD PASSCODE.
e Event Par am- event parameter object. Handler can change its property Handled to true to

suppress the default action.

HRESULT NGuestXLib::_INGuestXCtrlEvents::OnLoginFailed ([in] LONG Reason)
Fired when the logon has been failed.

?? Is it safe to open a new session.

e Reason - the reason why logon has failed.

HRESULT NGuestXLib::_INGuestXCtrlEvents::OnEnterRsaPincode ([in] LONG Reason, [in] LONG
Mode, [in] BSTR SuggestedPin, [in] LONG MinLen, [in] LONG MaxLen, [in] VARIANT_BOOL
AllowNonNumeric, [in] INGuestXEventParam * EventParam)

Fired when the server side requires RSA SecurID pin code.

Built-in dialog will be shown to prompt RSA SecurID pin code. Event handler can suppress the built-in
logon dialog and send password with | NGuest XCtr | :: SendLogi nRsaPi n() method.

Reason - The why this prompt is needed

Mode - 0 = fixed, 1,2 = selectable (2 has no suggestion).

Suggest edPi n - The suggested pin code if any. May be NULL.

M nLen - The minimum length for a valid pin code.

MaxLen - The maximum length for a valid pin code.

Al I owNonNuneri ¢ - True if characters other than 0-9 are allowed

Event Par am- event parameter object. Handler can change its property Handled to true to
suppress the default action.

HRESULT NGuestXLib::_INGuestXCtrlEvents::OnHostScreenSizelnfo ([in] LONG Width, [in] LONG
Height)

Fired when the size of the remote screen is changed.

e W dt h - new width of the remote screen

e Hei ght - new height of the remote screen

HRESULT NGuestXLib::_INGuestXCtrEvents::OnHostMultiGuestInfo ([in] LONG Event, [in] LONG
NumGuests, [in] LONG Error)

Fired when multi Guest parameters have been updated on Host.

Event - bitwise combination of the MultiguestEvent_t flags:
e | NGuest XCtrl::Miltiguest Event I nput Assi gned - This Guest is assigned input control
e | NGuest XCtrl::Miltiguest Event | nput Revoked - This Guest is revoked input control

e | NGuest XCtrl::MiltiguestEvent | nputDenied - This Guest requested input control but it was
denied. See error for optional error code.
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e | NGuest XCtrl::Miltiguest Event Connecti onsChanged - Number of session changed

e | NGuest XCtrl::MiltiguestEvent Milti Sessi onsSuspended - More sessions suspended
e | NGuest XCtrl::Miltiguest Event Milti SessionsAl | owed - More sessions allowed

e | NGuest XCtrl::MiltiguestEvent_Milti SessionsDenini ed - Change of sessions denied

NumGuest - new number of connected Guest (only on
| NGuest XCtrl:: Ml tiguest Event _Connecti onsChanged event)

Error - additional information (only for | NGuest XCtr | :: Mul ti guest Event | nput Deni ed and
I NGuest XCtrl::MiltiguestEvent Ml ti Sessi onsDeni ni ed events).

HRESULT NGuestXLib::_INGuestXCtrEvents::OnEraseBackground ([in] LONG hWnd, [in] LONG hDC,
[in] INGuestXEventParam * EventParam)

Fired when NGA control background should be erased.

If there is an RC session the background is erased by black color. When there is no
RC session the default NGA bitmap is shown.

e hWd - NGA window handler
e hDC - device context for erase background windows message
e Event Par am- event parameter object. Handler can change its property Handled to true to

suppress the default action.

HRESULT NGuestXLib::_INGuestXCtrEvents::OnChatMessageln ([in] BSTR Msg, [in] INGuestXFont
* Font, [in] INGuestXEventParam * EventParam)

Fired on incoming chat message.

Show the message in the chat dialog if the one is opened.

e Msg - received chat message
e Event Par am- event parameter object. Handler can change its property Handled to true to
suppress the default action.

HRESULT NGuestXLib::_INGuestXCtrEvents::OnChatMessageOut ([in] BSTR Msg, [in] INGuestXFont
* Font, [in] INGuestXEventParam * EventParam)

Fired on outgoing chat message.

The event fired after | NGuest XCt r| : : SendChat Message() was called. The message can be
different from one passed to | NGuest XCtr | : : SendChat Message() method because "<PC Nanme>"
string is inserted.

Show the message in the chat dialog if the one is opened.

e Vsg - received chat message

e Event Par am- event parameter object. Handler can change its property Handled to true to
suppress the default action.
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HRESULT NGuestXLib::_INGuestXCtrEvents::OnErrorMsg ([in] LONG MsgNo, [in] BSTR Message,

[in] INGuestXEventParam * EventParam)
Fired before any NGA error message is shown.

Built-in error message box is shown. Event handler can suppress the message box.

MsgNo - id of message format string

Message - message to be shown

Event Par am - event parameter object. Handler can change its property Handled to true to suppress

the default action.

HRESULT NGuestXLib::_INGuestXCtrEvents::OnInfoMsg ([in] LONG MsgNo, [in] BSTR Message,
[in] INGuestXEventParam * EventParam)

Fired before any NGA information message is shown.

Status changed in the built-in window if the window is open.

e MsgNo - id of message format string
e Vessage - message to be shown

e Event Par am- event parameter object. Handler can change its property Handled to true to
suppress the default action.

HRESULT NGuestXLib::_INGuestXCtrlEvents::OnConnectWindow ([in] INGuestXEventParam *
EventParam)

Fired when user left clicks on ActiveX area when there is no active connection.

Built-in dialog will be shown to setup a new connection. Event handler can suppress the built-in
dialog.

e Event Par am- event parameter object. Handler can change its property Handled to true to
suppress the default action.

HRESULT NGuestXLib::_INGuestXCtrlEvents::OnStatusWindow ([in] INGuestXEventParam *
EventParam)

Fired when user pressed the keyboard shortcut for connection status window when there is an
active connection.

Built-in Connection Status dialog will be shown. Event handler can suppress the built-in dialog.

e Event Par am- event parameter object. Handler can change its property Handled to true to
suppress the default action.

HRESULT NGuestXLib::_INGuestXCtrlEvents::OnPropertyWindow ([in] INGuestXEventParam *
EventParam)

Fired when user right clicks on ActiveX area when there is no active connection.
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Built-in Connection Properties dialog will be shown. Event handler can suppress the built-in dialog.

e Event Par am- event parameter object. Handler can change its property Handled to true to
suppress the default action.

HRESULT NGuestXLib::_INGuestXCtrEvents::OnChatUIStart ([in] INGuestXEventParam *
EventParam)

Fired when a Chat UI should be shown.

Show the chat window.

e Event Par am- event parameter object. Handler can change its property Handled to true to
suppress the default action.

HRESULT NGuestXLib::_INGuestXCtrEvents::OnChatUIEnd ()
Fired when a Chat UI should be hidden.

NGA hides the chat window if the one is opened.

HRESULT NGuestXLib::_INGuestXCtrEvents::OnInfoWindow ([in] LONG Reason, [in]
INGuestXEventParam * EventParam)

Fired when an info window should be shown.

Open the modal info window to show info messages.

e Reason - one of the | NGuest XCtr| :: | nf oW ndowReason_t constants

HRESULT NGuestXLib::_INGuestXCtrEvents::OnLicenseRequired ([in] LONG MsgNo, [in] BSTR
Message, [in] INGuestXEventParam * EventParam)

Fired when current license does not allow to start the connection initiated either via GUI or
Begi nSessi on() method.

Default ActiveX handler shows the License GUI window. Default GUI can be suppressed by setting
the property Handled of the param object to TRUE in application event handler.

This event will be fired continuously until either the license will be accepted by the ActiveX or the
connection will be canceled by setting the property Canceled of the param object to TRUE.

Open the modal license dialog window to enter the license.

e MsgNo - id of message format string

e Vessage - Either contains the description that a license is required for non web connect
connections or the Sentinel error why current license key cannot be used.

e Event Par am- event parameter object. Handler can change its property Handled to true to
suppress the default action. Handler can change its property Cancel ed to t rue to terminate
connection process. Property Cancel ed is checked only if Handl ed was set to t rue.
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Netop Guest ActiveX Interface.

Member enumeration

enum INGuestXCtrl: : CommProfile_t
Communication profile.

CommProfile _TCP 0 - "LAN (TCP)" profile.
CommProfile HTTP 1 - "HTTP" profile.
CommProfile UDP 2 - "UDP" profile.

CommPr of i | e_WebConnect 3 - "WebConnect" profile.

enum INGuestXCtrl::SessionType_t
Session types.

Sessi onType_Renpt eControl 1 - Remote Control Session.

Sessi onType_ Chat 4 - Chat Session.

enum INGuestXCtrl: :MouseMode_t
Mouse mode.

MouseMode Local 0 - Only send click and drag to Host.
MbuseMbde Renpte 1 - Send all mouse events to Host.

MouseMbde _None 2 - Do not send mouse events to Host.

enum INGuestXCtrl: :KeyboardMode_t
Keyboard mode.

Keyboar dvbde_Local 0 - Do not send special keystrokes.
Keyboar dvbde Renpte 1 - Send all keystrokes to Host.

Keyboar dvbde None 2 - No keyboard control.

enum INGuestXCtrl::StretchMode_t
Remote desktop stretch mode.

Stretch FitWndowTlToHost 0O - Do not stretch, show in actual size.
Stretch_Fit Host ToW ndow 1 - Stretch Host window to fit control.

Stretch_FitNone 2 - Do not stretch.

enum INGuestXCtrl::GraphicsMode_t
Graphics mode.
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Graphi csMbde Hook 0 - Command (hook) mode.
Graphi csMbde_AccBi t map 1 - Accelerated bitmap.

Graphi csMode_Nor nal Bi t map 2 - Normal bitmap.

enum INGuestXCtrl::MaxColors_t
The limits of colors bitmap graphic modes.

Enumerator:
MaxCol ors_Actual 0 - Actual Colors.
MaxCol ors 256 1 - 256 colors.

MaxCol ors_16 2 - 16 colors. MaxColors_2 3 - 2 colors.

enum INGuestXCtrl: :CompressionLevel_t
The connection compression level.

Enumerator:

Conpressi onLevel Auto 0 - Compression level selected automatically.
Conpressi onLevel None 1 - None.

Conpr essi onLevel _Low 2 - Low.

Conpr essi onLevel _Hi gh 3 - High.

enum INGuestXCtrl::EncryptionLevel_t
The connection encryption level.

Enumerator:

EncryptionLevel Conpatible 0 - Compatible.

EncryptionLevel None 1 - None.

EncryptionLevel Datalntegrity 2 - Datalntegrity.

EncryptionLevel _Keyboard 3 - Keyboard.

EncryptionLevel Datal ntegrityAndKeyboard 4 - DatalntegrityAndKeyboard.
EncryptionLevel Hi gh 5 - High.

EncryptionLevel _VeryHi gh 6 - Very High.

enum INGuestXCtrl: :DesktopOptimization_t
The remote desktop optimization flags.

Enumerator:

Deskt opOpti m zati on_Di sabl eEverythi ng 0x00000001 - Disable everything.

Deskt opOpti m zati on_Di sabl eWal | paper 0x00000002 - Disable wallpaper.

Deskt opOpti m zation_Di sabl eScreenSaver 0x00000004 - Disable screen saver.

Deskt opOpti m zati on_Di sabl eAni nati on 0x00000008 - Disable animation.

Deskt opOpti m zation_Di sabl eFul | W ndowDr ag 0x00000010 - Disable full window drag.

Deskt opOpti n zati on_Di sabl eMenuAni nati on 0x00000020 - Disable menu animation / not
supported by current API.

Deskt opOpti m zati on_Di sabl eConboboxAni nati on 0x00000040 - Disable combobox animation /
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not supported by current API.

Deskt opOpti m zati on_Di sabl eSmoot hScrol I'i ng 0x00000080 - Disable smooth scrolling / not
supported by current API.

Deskt opOpti m zati on_Di sabl eGradi ent Capti on 0x00000100 - Disable gradient caption / not
supported by current API.

Deskt opOptim zati on_Di sabl eAct i veDeskt op 0x00000200 - Disable active desktop.
Deskt opOpti m zati on_Di sabl eMenuFade 0x00000400 - Disable menu fade / not supported by
current API.

Deskt opOpti m zati on_Di sabl eSel ecti onFade 0x00000800 - Disable selection fade / not
supported by current API.

Deskt opOpti m zati on_Di sabl eTool ti pFade 0x00001000 - Disable tooltip fade / not supported by
current API.

Deskt opOpti m zati on_Di sabl eMenuDr opShadowEf f ect 0x00002000 - Disable drop shadow effect
on menus / not supported by current APL.

Deskt opOpti m zati on_Di sabl eFont Smoot hi ng 0x00004000 - Disable font smoothing feature / not
supported by current API.

Deskt opOpti mi zation_Di sabl eVi st aAer o 0x00008000 - Disable Windows Vista Aero / not
supported by current API.

Deskt opOpti m zati on_Di sabl eOver | appedCont ent 0x00010000 - Disable overlapped content /
not supported by current API.

Deskt opOptim zati on_Di sabl eVi st aAni mat i ons 0x00020000 - Disable all animations on Vista /
not supported by current API.

enum INGuestXCtrl::Language_t
User interface languages.

Language_English 1033 - English.
Language French 1036 - French.
Language_Cernman 1031 - German.
Language_Spani sh 1034 - Spanish.
enum INGuestXCtrl::LicenseType_t

License type.

Li censeType_None 0 - No license.
Li censeType_Network 1 - Network license.
Li censeType_ St andal one 2 - Standalone license.

Li censeType_Fil e 3 - Standalone license from file.

anonymous enum

NGA UNKNOWN -1 - Unknown property value

enum INGuestXCtrl::MultiguestEvent_t
Multi Guest event flags.
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Mul ti guest Event | nput Assi gned 0x00000001 - This Guest is assigned input control
Mul ti guest Event _| nput Revoked 0x00000002 - This Guest is revoked input control

Mul ti guest Event | nput Deni ed 0x00000004 - This Guest requested input control but it was
denied.

Mul t i guest Event Connecti onsChanged 0x00000008 - Number of session changed
Mul ti guest Event _Mul ti Sessi onsSuspended 0x00000010 - More sessions suspended
Mul ti guest Event _Mul ti Sessi onsAl | owed 0x00000020 - More sessions allowed

Mul ti guest Event _Mul ti Sessi onsDeni ni ed 0x00000040 - Change of sessions denied

enum INGuestXCtrl::SessionStatus_t
Session status.

SessionStatus | dle 0 - Idle SessionStatus_Connecting 1 - Connection started
Sessi onSt at us_Openi ng 2 - Connected, opening a session

Sessi onSt at us_Aut henti cating 3 - Session can be opened, authenticating
SessionStatus_Starting 4 - Authenticated, initializing RC/Chat

Sessi onSt at us_Runni ng 5 - Session initialized SessionStatus_Closing 6 - Closing

enum INGuestXCtrl: :InfoWindowReason_t
Info window reason.

I nf oW ndowReason_Connecting 1 - Starting a new connection

I nf oW ndowReason_Connected 2 - When info window was closed for gateway authentication and
now it should be reopened to display the progress of connecting to a Host behind the gateway.

I nf oW ndowReason_Cancel Logi n 3 - Cancel logon button is pressed
I nf oW ndowReason_Di sconnecting 4 - Disconnecting from Host

I nf oW ndowReason_Cl osi ng 5 - Closing ActiveX instance

enum INGuestXCtrl: :ErrorCode_t
Error codes.

NGA OK 0 - Ok NGA_ERROR 1 - General error (NSDK Dw: :Error code)
NGA ERR BASE 0x1000 - Base for NGA errors
NGA ERR | NVALI D _PARAVETER 0x1001 - Invalid parameter

NGA_ERR_| NVALI D_STATUS 0x1002 - A session or instance cannot be opened or closed because of
the current status

NGA ERR _NOT_OPENED 0x1003 - The NGA instance is not opened
NGA ERR PERM SSI ON_DENI ED 0x1004 - User does not have the right to complete the operation

NGA ERR NO SESSI ON 0x1005 - There is no session of appropriate type to complete the operation
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Member functions
HRESULT INGuestXCtr::Open ([out, retval] LONG * result)
Opens NGA control instance.

Opens NGA control instance and change IsOpen property if opened successfully. Instance should be
open to create sessions.

This method is synchronous.

e NGuest XLi b:: | NGuest XCtrl Events:: OnOpenPre()
® NGuest XLi b:: _I NGuest XCtr| Event s: : OnOpenPost ()

NGuest XLi b:: | NGuest XCtr| Event s:: OnOpenPr e event is always followed by
NGuest XLi b:: I NGuest XCtr| Event s: : OnOpenPost () event.

The events are not fired if the instance is already opened.

e 0 - opened successfully (NGA_OK)
e 1 - failed to open instance (NGA_ERROR)

e NGA_ERR_| NVALI D_STATUS - the instance is already opened

HRESULT INGuestXCtr::Close ([out, retval] LONG * result)
Close NGA control instance.

Ends all active sessions, disconnects from the Host, closes the NGA control instance and changes
IsOpen property if closed successfully.

This method is synchronous.

e NGuest XLi b:: I NGuest XCtr| Events:: OnCl osePre()
® NGuest XLi b:: _| NGuest XCt r| Event s: : OnCl osePost ()

NGuest XLi b:: | NGuest XCtr| Event s: : OnCl osePr e event is always followed by
NGuest XLi b: : _| NGuest XCtr| Event s: : OnCl osePost () event.

The events are not fired if the instance is already closed.
After having the Cl ose() method called, the Open() method can be called once again.

This method is called automatically when ActiveX window is being destroyed.

e 0 - closed successfully (NGA_OK)
e 1 - failed to close the instance. The instance is not closed and cannot be opened.

e NGA ERR | NVALI D_STATUS - the instance is already closed

HRESULT INGuestXCtr::BeginSession ([in] LONG SessionType, [out, retval] LONG * result)
Initiates a new session.

This function can be used to start a chat session or to resume an RC session when the connection
is active or to start a new connection with chat or RC session.

When there is no active connection, the new connection will be established with a Host specified by
HostAddress, PortNumber, GatewayAddress, HttpProxyAddress, CommProfile properties.
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If there is already an active connection, this function either opens a new chat session or resumes
an RC session.

The function is asynchronous. The following events can be fired during and after calling this method:

1.NGuest XLi b: : | NGuest XCtr| Events: : OnBegi nSessi onPre()
2.NGuest XLi b: : I NGuest XCtr| Event s: : OnConnect Pre()
3.NGuest XLi b: : _I NGuest XCt r| Event s: : OnConnect Post ()
4.NGuest XLi b: : | NGuest XCtr| Event s: : OnBegi nSessi onPost ()
5.NGuest XLi b:: I NGuest XCtr| Event s: : OnSessi onSt art ed()

NGuest XLi b: : _I NGuest XCtr | Event s: : OnConnect Pre(),

NGuest XLi b: : _I NGuest XCt r| Event s: : OnConnect Post () and

NGuest XLi b:: | NGuest XCtr| Event s:: OnSessi onSt arted() are fired only when a new connection
is established.

When there was an active connection, only
NGuest XLi b: : | NGuest XCtr| Event s: : OnBegi nSessi onPre() and
NGuest XLi b:: | NGuest XCt r| Event s: : OnBegi nSessi onPost () events are fired.

NGuest XLi b:: | NGuest XCtr| Event s:: OnConnect Pre() is always followed by
NGuest XLi b: : _I NGuest XCtr| Event s: : OnConnect Post () .

There is always NGuest XLi b: : | NGuest XCtr| Event s: : OnBegi nSessi onPost () for each
NGuest XLi b: : I NGuest XCt r | Event s: : OnBegi nSessi onPre() .

None of these events may be produced if the Begi nSessi on() returns an error.
It is safe to call this function only in certain states:

e When there is no connection (session status: i dl e). For example, it is safe to call
Begi nSessi on() in response to the last connection
NGuest XLi b:: | NGuest XCtr| Event s: : OnEndSessi onPost () event. A new connection will be
created.

e When there is a running Rc or chat session (session status: running) to open a session of another
type. For example, it is safe to call Begi nSessi on(chat) in response to
NGuest XLi b:: | NGuest XCtr| Events:: OnSessi onStarted(rc) or
NGuest XLi b:: | NGuest XCt r| Event s: : EndSessi onPost (chat, true). A new Rc or Chat session
will be opened using the current connection.

In other cases such as when a connection is closing, or when a connection is starting, or when Host
requested authentication this function will return an error.

For example in the following code:

nga- >Open() ;

nga- >Begi nSessi on( Rc) ;

nga- >Begi nSessi on( Chat ) ;
the Begi nSessi on(Chat) in most cases will return error because connection and Rc session is not
established yet.

Parameters:

Sessi onType - a session to open:

e Sessi onType_ Renpt eControl - Remote control (SU_RemoteControl)

e SessionType Chat - Text chat (SU_Chat)

Returns:

e 0 - success (NGA_OK).

e 1 - failed to start session (NGA_ERROR).

e NGA ERR | NVALI D PARANETER - either some of the connection properties or the parameter are
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invalid.
e NGA _ERR | NVALI D_STATUS
e session of this type is already opened
e NO session can be started at this moment
e NGA ERR NOT_ OPENED - the NGA instance is not opened with Open() method.
e NGA ERR _PERM SSI ON_DENI ED - a second session cannot be opened because the user has no

permissions on Host to open a session of the given type.

HRESULT INGuestXCtr::EndSession ([in] LONG SessionType, [out, retval] LONG * result)
Ends an active session of the given type.

If there is no more active session, this function disconnects the NGA instance from Host.
The function is asynchronous. The following events can be produced after calling this method:

1.NGuest XLi b: : | NGuest XCtr| Events: : OnEndSessi onPre()

2.NGuest XLi b: : | NGuest XCtr| Event s: : OnDi sconnect Pre()

3.NGuest XLi b: : _I NGuest XCtr| Event s:: OnDi sconnect Post ()

4.NCuest XLi b:: _I NGuest XCtr| Event s: : OnEndSessi onPost ()

NGuest XLi b: : | NGuest XCtr| Event s:: OnDi sconnect Pre() and

NGuest XLi b:: | NGuest XCtr| Event s:: OnDi sconnect Post () are fired only when the instance is
disconnected from Host.

When there is still an active connection, only
NGuest XLi b: : _I NGuest XCtr| Event s: : OnEndSessi onPre() and
NGuest XLi b: : | NGuest XCtr| Event s: : OnEndSessi onPost () events are fired.

NGuest XLi b:: | NGuest XCtr| Event s: : OnDi sconnect Pre() is always followed by
NGuest XLi b:: | NGuest XCtr| Events: : OnDi sconnect Post () .

There is always NGuest XLi b:: | NGuest XCtr| Event s: : OnEndSessi onPost () for each
NGuest XLi b: : | NGuest XCt r| Event s: : OnEndSessi onPre().

None of these event can be produced if the function returns an error.
It is safe to call this function only in certain states:

e There is an active connection and running session of the given type (session status: running). For
example in response to the NGuest XLi b:: | NGuest XCtr| Event s: : OnSessi onSt arted() event.

e There is already an active connection but the session is not authenticated yet (session status:
authenticating). For example in response to
NGuest XLi b: : _I NGuest XCt r | Event s: : OnBegi nSessi onPost event.

In other states (e.g. connecting, closing) the function will return an error.
For example in the following code:

/'l nga is not connected yet
i f (nga->Begi nSession(Rc) == 0) // start new connection
nga- >EndSessi on( Rc)
the EndSessi on( Rc) will return an error because the Rc session wasn't opened yet.

SessionType - a session to open
e Sessi onType_Renpt eControl - Remote control (SU_RemoteControl)

e SessionType Chat - Text chat (SU_Chat)

e 0 - success (NGA_OK)
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1 - failed to close session (NGA_ERROR)

NGA ERR | NVALI D_PARAMETER - the parameter is invalid
e NGA ERR | NVALI D_STATUS

e there is no opened session of specified type

e session can not be finished at this moment

e NGA ERR _NOT_OPENED - the NGA instance is not opened with Open() method.

HRESULT INGuestXCtr::SendLoginPassword ([in] BSTR Pwd, [out, retval] LONG * result)
Sends the password credentials to Host.

This function shall only be called on NGuest XLi b: : | NGuest XCtr| Event s: : OnLogi nPasswor d()
event.

The function is asynchronous.

Pwd - The password must not be NULL and not longer than 16 characters.

0 - success (NGA_OK)
1 - failed to send a command (NGA_ERROR)

NGA ERR | NVALI D _PARAMETER - the parameter is invalid

NGA ERR_NOT_OPENED - the NGA instance is not opened with Open() method.

NGA ERR | NVALI D_STATUS - the authentication cannot be sent at this moment.

HRESULT INGuestXCtrl::SendLoginNetOp ([in] BSTR Guestld, [in] BSTR Pwd, [in] BSTR
NewPassword, [out, retval] LONG * result)

Sends the Netop credentials to Host.
This function shall only be called on NGuest XLi b: : | NGuest XCtr| Event s: : OnLogi nNet op() event.

The function is asynchronous.

Guest | d - The user ID must not be NULL and not longer than 32 characters.

e Pwd - The password must not be NULL and not longer than 16 characters.

e 0 - success (NGA_OK)
1 - failed to send a command (NGA_ERROR)

NGA_ERR | NVALI D_PARAVETER - a parameter is invalid

NGA ERR NOT_OPENED - the NGA instance is not opened with Open() method.

NGA ERR | NVALI D_STATUS - the authentication cannot be sent at this moment.

HRESULT INGuestXCtr::SendLoginWindows ([in] BSTR Userld, [in] BSTR Domain, [in] BSTR Pwd,
[out, retval] LONG * result)

Sends Windows system credentials to Host.

This function shall only be called on NGuest XLi b:: | NGuest XCtr| Event s: : OnLogi nNet Op() event.

The function is asynchronous.
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User | d - The user ID must not be NULL and not longer than 512 characters.

Donmei n - The domain must not be NULL and not longer than 512 characters.

e Pwd - The password must not be NULL and not longer than 512 characters.

0 - success (NGA_OK)
1 - failed to send a command (NGA_ERROR)

NGA ERR | NVALI D PARAMETER - a parameter is invalid

NGA ERR _NOT_OPENED - the NGA instance is not opened with Open() method.
e NGA ERR | NVALI D_STATUS - the authentication cannot be sent at this moment.

HRESULT INGuestXCtrl::SendLoginLdap ([in] BSTR Server, [in] BSTR User, [in] BSTR Pwd, [out,
retval] LONG * result)

Sends LDAP credentials to Host.
This shall only be called on NGuest XLi b:: | NGuest XCtr| Event s: : OnLogi nLdap() event.

The function is asynchronous.

Server - The server ID must not be NULL and no longer than 512 characters.

User - The user ID must not be NULL and no longer than 512 characters.

Pwd - The password must not be NULL and no longer than 512 characters.

0 - success (NGA_OK)
1 - failed to send a command (NGA_ERROR)

NGA ERR | NVALI D_PARAMETER - a parameter is invalid

NGA ERR NOT_OPENED - the NGA instance is not opened with Open() method.

NGA ERR | NVALI D STATUS - the authentication cannot be sent at this moment.

HRESULT INGuestXCtrl::SendLoginRsa ([in] BSTR Userld, [in] BSTR Pco, [in] BSTR Pwd, [in]
BSTR NewPassword, [out, retval] LONG * result)

Sends RSA credentials to Host.
This function shall only be called on NGuest XLi b: : | NGuest XCtr| Event s: : OnLogi nRsa() event.

The function is asynchronous.

User | d - The user ID must not be NULL and no longer than 32 characters.

Pco - The RSA SecurlD passcode must not be NULL and no longer than 16 characters.

Pwd - The optional password. May be be NULL. Must be no longer then 16 characters.

e 0 - success (NGA_OK)
1 - failed to send a command (NGA_ERROR)

NGA ERR | NVALI D _PARANMETER - a parameter is invalid.
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e NGA ERR NOT_ OPENED - the NGA instance is not opened with Open() method.

e NGA ERR | NVALI D _STATUS - the authentication cannot be sent at this moment.

HRESULT INGuestXCtrl::SendLoginRsaPin ([in] BSTR Pin, [out, retval] LONG * result)
Sends RSA SecurlD pin code to Host.

Sends an RSA SecurID pin code. This shall only be called on
NGuest XLi b:: | NGuest XCtr| Event s: : OnEnt er RsaPi ncode() event.

The function is asynchronous.

Pi n - The pin code.

0 - success (NGA_OK)
1 - failed to send a command (NGA_ERROR)

NGA ERR | NVALI D PARAMETER - a parameter is invalid.
e NGA ERR NOT_ OPENED - the NGA instance is not opened with Open() method.

e NGA ERR | NVALI D_STATUS - the authentication cannot be sent at this moment.

HRESULT INGuestXCtrl::CancelLogin ([out, retval] LONG * resuit)
Cancels the authentication on a Gateway or Host.

Can be used to cancel the authentication on a gateway or Host. When canceling the authentication
on Host, the NGuestXLib::_INGuestXCtrlEvents::OnLoginFailed() is fired.

This function should be called on in response to OnLogin events:

e NGuest XLi b:: I NGuest XCtr| Event s:: OnLogi nPasswor d()

e NGuest XLi b:: I NGuest XCtrl Events:: OnLogi nNet Op()

® NGuest XLi b:: I NGuest XCtrl Events:: OnLogi nW ndows ()

® NGuest XLi b:: _| NGuest XCt r| Event s: : OnLogi nLdap()

® NGuest XLi b:: I NGuest XCtr| Event s: : OnLogi nRsa()

® NGuest XLi b:: I NGuest XCtr| Event s: : OnEnt er RsaPi ncode()

e 0 - success (NGA_OK)
e 1 - failed to send a command (NGA_ERROR)
e NGA ERR NOT_OPENED - the NGA instance is not opened with Open() method.

e NGA ERR | NVALI D _STATUS - the authentication cannot be canceled at this moment.

HRESULT INGuestXCtr::SendRefreshScreen ([out, retval] LONG * result)
Forces the Host to resend its screen.

This function forcefully refreshes RC screen.

e 0 - success (NGA_OK)

e 1 - failed to send a command (NGA_ERROR)
e NGA ERR | NVALI D_STATUS - there is no running Rc session.
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HRESULT INGuestXCtr::SendCtrlAltDel ([out, retval] LONG * result)
Sends Ctrl-Alt-Del keystroke to Host.

This function sends both key down and up scancodes.

0 - success (NGA_OK)
1 - failed to send a command (NGA_ERROR)

NGA ERR _NO_SESSI ON - there is no running Rc session.

NGA ERR NOT_OPENED - the NGA instance is not opened with Open() method.

HRESULT INGuestXCtr::SendCtrlEsc ([out, retval] LONG * result)
Sends Ctrl-Esc keystroke to Host.

This function sends both down and up scancodes.

0 - success (NGA_OK)
1 - failed to send a command (NGA_ERROR)

NGA ERR _NO_SESSI ON - there is no running Rc session.

NGA ERR NOT_OPENED - the NGA instance is not opened with Open() method.

HRESULT INGuestXCtr::SendAltTab ([in] VARIANT_BOOL bSendAltUp, [out, retval] LONG * result)
Sends Alt+Tab keystroke to Host.

Function sends scancodes for Alt-Tab key down and key up. To prevent the function from sending
Alt key up scancode the bSendAltUp parameter can be set to FALSE.

bSendAl t Up - when false the function does not send Alt up scancode.

e 0 - success (NGA_OK)
1 - failed to send a command (NGA_ERROR)

NGA ERR NO SESSI ON - there is no running Rc session.

NGA ERR NOT_OPENED - the NGA instance is not opened with Open() method.

HRESULT INGuestXCtrl::SendAltShiftTab ([in] VARIANT _BOOL bSendAltUp, [out, retval] LONG *
result)

Sends Alt-Shift-Tab keystroke to Host.

Function sends scancodes for Alt-Shift-Tab key down and key up. To prevent the function from
sending Alt key up scancode the bSendAltUp parameter can be set to FALSE.

UpDown - If TRUE, send down+up scancodes, otherwise only down.

e 0 - success (NGA_OK)

e 1 - failed to send a command (NGA_ERROR)
e NGA _ERR_NO _SESSI ON - there is no running Rc session.
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e NGA ERR NOT_ OPENED - the NGA instance is not opened with Open() method.

HRESULT INGuestXCtrl::SendAltUp ([out, retval] LONG * result)
Sends Alt key up scan code to Host.

This function can be use to send a key up scan code for Alt button to Host when the Alt up scan
code was not sent by SendAltTab() or SendAltShiftTab().

e 0 - success (NGA_OK)
1 - failed to send a command (NGA_ERROR)

NGA ERR NO SESSI ON - there is no running Rc session.

NGA ERR NOT_ OPENED - the NGA instance is not opened with Open() method.
HRESULT INGuestXCtr::SendGoSolo ([out, retval] LONG * result)

Sends the Go Solo command to Host.

e 0 - success (NGA_OK)

1 - failed to send a command.

NGA ERR NOT_OPENED - NGA instance is not opened

NGA ERR NO SESSI ON - there is no session of the appropriate type.

NGA ERR PERM SSI ON_DENI ED - returned when the Guest is not an Administrator (Power User) and
hence don't have the right for this command.

HRESULT INGuestXCtr::RequestKeyboardAndMouseControl ([out, retval] LONG * result)
Sends Request Keyboard And Mouse Control command to Host.

0 - success (NGA_OK)

1 - failed to send a command.

NGA ERR _NOT_OPENED - NGA instance is not opened

NGA ERR NO SESSI ON - there is no session of the appropriate type.

NGA ERR PERM SSI ON_DENI ED - returned when the Guest is not an Administrator (Power User) and
hence doesn't have the right to this command.

HRESULT INGuestXCtr::SendGuardHost ([in] VARIANT_BOOL Guard, [out, retval] LONG * result)
Sends Guard command to Host.

Guard true - to prevent further Guest connections false - to enable further Guest connections

0 - success (NGA_OK)
1 - failed to send the command (NGA_ERROR)

NGA ERR_NOT_OPENED - NGA instance is not opened

NGA ERR _NO SESSI ON - there is no session of the appropriate type.

NGA ERR PERM SSI ON_DENI ED - returned when the Guest is not an Administrator (Power User) and
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hence doesn't have the right to this command.

HRESULT INGuestXCtrl::SendChatMessage ([in] BSTR Message, [out, retval] LONG * result)
Sends chat message to Host.

Message - a chat message to send to Host.

Font - a font of chat message

0 - success (NGA_OK)

1 - failed to send a command.

NGA ERR NOT OPENED - NGA instance is not opened.

NGA ERR NO SESSI ON - there is no chat session.

HRESULT INGuestXCtrl::SetCustomString ([in] LONG Stringld, [in] BSTR Str, [out, retval] LONG *
result)

Overrides the given GUI string.

Stringld - The Id of GUI string to override.

Str - New GUI string. Passing a NULL string will remove the overridden string.

0 - success (NGA_OK)
1 - failed to send a command (NGA_ERROR)

NGA ERR | NVALI D_PARAVETER - unknown string id

HRESULT INGuestXCtr::GetKeyboardShortcut ([in] LONG ShortcutType, [out, retval]
INGuestXShortcut ** result)

Keyboard shortcut interface.

This method can be used to set/get ActiveX keyboard shortcuts, for example "Send Alt-Ctrl-Del to
Host", "Send Ctrl-Esc to Host", etc.

Short cut Type - the ID of the shortcut to return (one of the | NGuest XShortcut:: Shortcut Type t
constants)

button assignments for the given shortcut. See for more details.

Properties

LONG INGuestXCtrl: : CurrentCommProfile [get]
The communication profile of the current connection, read only.

When there is no active connection the NGA UNKNOWN is always returned.

BSTR INGuestXCtrl::CurrentHostAddress [get]
The Host address of the current connection, read only.

When there is no connection, the empty string is returned.
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LONG INGuestXCtrl::CurrentPortNumber [get]
The port number of the current connection, read only.

The value 0 means that default port for current communication profile should be used.

When there is no active connections, NGA UNKNOWN is returned.

BSTR INGuestXCtrl::CurrentGatewayAddress [get]
The address of the gateway for the current connection, read only.

When there is no active connection, the empty string is returned.

BSTR INGuestXCtr::CurrentHttpProxyAddress [get]
The address of HTTP proxy for the current connection, read only.

When there is no connection, the empty string is returned.

LONG INGuestXCtrl::CurrentGraphicsMode [get]
The graphic mode of the current connection, read only.

One of the Graphi csMode t constant can be assigned to this property.

When there is no active connection, the NGA UNKNOVWN is returned.

LONG INGuestXCtrl::CurrentGraphicsMaxColors [get, set]
The limit of bitmap mode colors for the current connection, read/write.

One of the MaxCol ors_t constant can be assigned to this property.

Used only for bitmap modes (e.g. when G- aphi csVbde property is either Gr aphi csVbde_AccBi t map
or Gr aphi csMbde_Nor nal Bi t map).

When there is no active connection, the NGA UNKNOWN is returned.

LONG INGuestXCtrl::CurrentCompressionLevel [get, set]
The compression level of the current connection, read/write.

One of the Conpressi onLevel t constants can be assigned to this property.

When there is no active connection, the NGA UNKNOWN is returned.

LONG INGuestXCtrl::CurrentEncryptionPreferred [get]
The encryption level of the current connection, read/write.

One of the Encrypti onLevel _t constants can be assigned to this property.

When there is no active connection, the NGA UNKNOWN is returned.

VARIANT_BOOL INGuestXCtrl::IsOpen [get]
Whether the instance of NGA was opened successfully by Open() function, read only.

VARIANT_BOOL INGuestXCtrl::IsConnected [get]
Whether the instance of NGA is connected to remote Host, read only.

Property is true when there is an active session (chat or RC).

LONG INGuestXCtrl::SessionStatus [get]
Current status of RC session, read only.
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Can be one of the Sessi onSt at us_t constants. When the NGA instance is not open, status is

Sessi onStatus_|Idle.

LONG INGuestXCtrl: :HostScreenWidth [get]
The current width of the remote desktop, read only.

When there is no active RC session, the NGA UNKNOWN is returned.

LONG INGuestXCtrl::HostScreenHeight [get]
The current height of the remote desktop, read only.

When there is no active RC session, the NGA UNKNOWN is returned.

VARIANT_BOOL INGuestXCtrl::IsMultiguestAdminOnHost [get]
Whether the current RC session has multi Guest admin role on Host, read only.

When there is no active session, the false is returned.

LONG INGuestXCtrl: : NumGuestsOnHost [get]
The number of Guests connected to Host, read only.

When there is no active session, the NGA UNKNOWN is returned.

INGuestXFont INGuestXCtrl::ChatFont [get]
Get chat font interface, read only.

LONG INGuestXCtrl::CommProfile [get, set]
Communication profile for a next connection.

One of the CommProfile_t constants can be assigned to this property.
ComrProfil e TCP

Begi nSessi on() method uses this profile when establishing a new connection.

BSTR INGuestXCtr::HostAddress [get, set]
The address of remote Host for a next connection.

Begi nSessi on() method uses this address when establishing a new connection.

empty string

LONG INGuestXCtrl::PortNumber [get, set]
Port number for a next connection.

The value 0 means that default port for current communication profile should be used.
Begi nSessi on( ) method uses this property when establishing a new connection.

0

BSTR INGuestXCtrl::GatewayAddress [get, set]
Address of gateway for a next connection.

When empty string is specified the gateway is not used. This property is ignored when UDP
communication profile is selected.

Begi nSessi on() method uses this address when establishing a new connection.

empty string
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BSTR INGuestXCtrl::HttpProxyAddress [get, set]
Address of HTTP proxy for a next connection.

The proxy address is ignored when UDP or TCP communication profile is selected.

Begi nSessi on() method uses this address when establishing a new connection.
empty string

LONG INGuestXCtrl::CompressionLevel [get, set]

The compression level for a next connection.

One of the Conpressi onLevel t constants can be assigned to this property.

Begi nSessi on() method uses this mode when establishing a new connection.

Conpressi onLevel Auto - select compression level automatically

LONG INGuestXCtrl::EncryptionPreferred [get, set]
The encryption level for a next connection.

One of the Encrypti onLevel t constants can be assigned to this property.
Begi nSessi on() method uses this mode when establishing a new connection.

EncryptionLevel _Conpatibl e - Netop 6.5 compartible encryption

LONG INGuestXCtrl::GraphicsMode [get, set]
The graphic mode for a next connection.

One of the Graphi csMode t constant can be assigned to this property.

Begi nSessi on() method uses this mode when establishing a new connection.

LONG INGuestXCtrl:: GraphicsMaxColors [get, set]
The limit of bitmap mode colors for a n