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Configure the authentication provider

Azure AD

Create the enterprise application in Azure AD

There are two methods of creating the enterprise application in Azure AD:

A. You can add the Netop Portal application from the Application gallery in the Enterprise applications
section. Refer to the following link for additional information on how you can add and configure the
application from the application gallery.

B. You can create the Netop Portal application from the Non-gallery application section

A. Creating the Netop Portal application Azure AD from the Application gallery

To create the Netop Portal application in Azure AD, proceed as follows:

1. Log in the Azure Portal.

Welcome to Azure!

't have a subscription? Check out the following options.

Azure services
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https://docs.microsoft.com/en-us/azure/active-directory/saas-apps/netop-portal-tutorial
file:///C:/Users/John%20Andrew%20Ryan/Netop%20Solutions%20A%20S/ProductManagement%20-%20Documents/documentation/NRC_Documentation_all/KB/portal.azure.com

Go to Azure Active Directory.
2.1. Click on the More button.
e EErwem

Welcome to Azure!

Don't have 3 subscription? Check out the following options.

o
-

.

Start with an Azure free trial

Get $200 free crdit toward Azure products and services,

plus 12 months of popular free services.

Start Leam more &

Azure services

2.2. Click on Azure Active Directory.

A Home

Eil Dashboars

Al services

* IAVORITES

B Al resources
(%) Resource groups
@ App Services

> Function App

Azure Active Virtual Storage SQLdatabases  AzureDatabase  Azure Cosmos  Kubermetes
Directory machines accounts for PostgresQ o8 services
Navigate
? [ ,] Resource groups Al resources Dashboard
Tools
W ft Learn o' @ Azure Monitor 0 Center g Cost Management
Leam Azure with free online Monitor your apps and Secure your apps and Analyze and optimize your
training from Microsoft infrastructure infrastructure cloud spend for free
_ R G
Welcome to Azure!
Don't have 3 subscription? Check out the following options
~
- X
- N y =
X »

@ s databases
% Azure Cosmos DB
I virtual machines
& Load balancers
= Storage accounts
> Virtual networks.

Azure Active Directory

® wonitor

@ advisor
© security Center
@© cost Management + Billing

& Help + support

Manage Azure Active Directory

with Azure Active Directory.

vmv Learn more &'

Manage access, set smart policies, and enhance security

»

Access student benefits

Get free software, Azure cradit, or access Azure Dev Tools

for Teaching after you verfy your academic status,

EZN e

B v =

Start

h an Azure free

Get $200 free credit toward Azure products and services,

plus 12 months of popular fr

ices.

Azure services

+ & =

tea Azure Active Virtual
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Tools

Leam Azure with free online

training from Microsoft

Manage Azure Active Directory

with Azure Active Directory.

Learn more &

@ =

Manage access, set smart policies, and enhance security

Access student benefits

Get free software, Azure credit, or access Azure Dey Tools

for Teaching after you verify your academic status

%] <

App Services Storage SQLdatabases  AzureDatabase  Azure Cosmos  Kuberetes
accounts for PostgresQ e services
Resource groups All resources Dashboard
Azure Monitor o g t Management
Monitor your apps and Secure your apps and Analyze and optimize your

infrastructure

infrastructure

cloud spend for free




3. Goto Enterprise applications.

e

Home
i | Overview -
Zzure Active Directory
@ switchtenant [i] Deletetenant -+ Cremeatensm [ wharsnew | [ previewfeatres < Got feedback?
© Overview
#  Getting started
@ 2zure Active Directory can help you enable remote work for your employees and partners. Learn more

O Preview features

X Diagnase and solve protlems

netop.es

Manage —

2 Search your tenant
& users
B Groups % Tenant information Q Azure AD Connect
Wk External identities

Your role Status
&, Roles and adminstrators Global administratar More info Enabled
5 adminstr License

Azure 4D Free Last g
B Entery Less than 1 hour ago

Tenant D
O Devices
B App registrations Primary domain
@ Identity Governance netopes
B application proxy
& Licenses Sign-ing
® Anure AD Connect
# Custom domain names

Looks like the sign-in data is unavailable. Try again later.
® Mobility (MM 2nd MAM)
Password reset
ll Company branding
& Usersattings
11l Propenies Create
W security & m
22n - R S

4. Click on the New application button.

T

Home Enterprise application
Enterprise applications | All applications - X
netop.se - A tive Directory

“ Columns | B3] Preview festures | O Got feedback?

Overview

©) Ty out the new Enterpise Apps search preview Clck o ensbie the preview. =

© Ovenven

X Diagnose and solve problems Application type Applications status Application visibility

. merprise Applications__~ | | any V] [y ~]

anage

Al applications £ First 50 shown, to search all of your applications, enter 2 display name or the application 1D,

B Application proxy Name Homepage URL Object ID Application ID

& User settings a

-

security O]

% Conditional Access
@ Consent and permissians
Activity

D signins

i Usage & insights
B Audit logs

M Frovisioning logs (Praview)

= Access reviews
@ admin consent requests (Preview]
Troubleshooting + Support

W virtual assistant (Preview)

2 New support request



5. Inthe Search application entry field, specify Netop Portal.

Enterprise applicatio

Browse Azure AD Gallery

Create your own application () Request ne

ot feadback?

lery app

D emve It nm s lpecnred 25y, ey expesence,Cick here 1 suleh bk e kegacy g gallery expence. 5

single sign-on : All User Account Management : All Categories: All

Cloud platforms

Amazon Web Services (AWS) Google Cloud Platform Oracle

Google Cloud

On-premises applications

Add an on-premises application Learn about Applicat

Manage Applicat

i

D) recerated 50 D) Provsioning

6. Click on the Netop Portal icon.

n Proxy connectors

GEL e o)

Browse Azure AD Gallery

Create your own zpglication (D) Request new gallery app 2 Gottesdback?

@ vourein the new and improved app gallery experie;

Click here to switch Back to the legacy 3pp galery expenence, =

£ netop poral single Sign-on : All

D) recerated 50 D) Provsioning

User Account Management: ANl Categories : AN

Showing 11 of 11 results.

@ Coeo Portal @ |T-e--:--pr=7u|

s ) apexportal

IQN Developer Portal

i

i
E—

Kogpitio Partner Portal

Evenex ePortal

RedHat Portal Login



7. If necessary, you can specify a different application name than Netop Portal in the Name entry field.

Home Enterprise applicatior

Netop Portal x
Browse Azure AD Gallery
B Loge @

+ Create your own application (1) Request new gallery app ' Got feadback? |
° ) = "equ

You'a i the new and improved 3pp gallery expariance. Cick har 1o switch back to th lagacy app galary xperience. = =

RemoteControl 54 nar Provisioning @
Netop LLC Automatic provisioning is not

netop Single Sign-on : Al User Accaunt Management : All Categories | All supported

D) secersted 550 D Provsioning SoteSen s © .

hitps:/ www.netopportal.com,

Showing 21 of 21 results.

Netop Portal Magneta NetPraxy-§ Netskope Administ
R eiop LLC agents, Inc Darieio Ag \p Consale
2 2 v
3
GameStop AlertOps Nest Xponent
&S : L -

Nn!SuilI Opendir NJ N:“‘,‘,“"F,w,",?ii
netvision 2

o
©ig
\V/
o

8. Click on the Create button to finish adding the Netop Portal application to the Azure Portal.

£ Search resources, services, and docs (G+/)

Hame Enterprise spplication Netop Portal X
Browse Azure AD Gallery
Logo @ Name * (D
cre wn applcation @ « [Fetop porel
[ = ved af ere to swiich back to the legacy app gallery expenence. = - Publisher (@
RemoteControl .yon sk
Single Sign-on : All User Account Management : All Categories : All
Single Sign-On Mode (@ URL @
Federated 550 @ Provisioning l.comy/

Showing 21 of 21 results

Netop Portal Magneto NetProxy-S Netskope Administ
) o LLC gereo. g ‘\p Consale
3 3 esiope

2

GameStop AlertOps Nest Xponent
GS , '

Central Desktoy Onete: NetSuite OpenAi Netvision Ce
° Contal Deskiop D reteam etsuie Opensin N .l avision Compas
2 2 netvision 2

The application is created successfully and added to the Enterprise applications section.

Add users and groups to the application

To add users and groups to the application, proceed as follows:

1. Goto Azure Active Directory.
2. Goto Enterprise applications.



3. Click on the newly created Netop Portal application.

Enterprise applications

Enterprise applications | All applications X

+ New application Columns | [ Preview festures | ) Got feedback?
Overview

© Try out the new Enterprise Apps search peeview! Clc  enable the peeviews, =

© Owriew

XK Diagnose and solve

oblems Application type Apphcations status Application visibility

Enterprise Applications | [ Any ~ | [ Ay ~
Manage

B Al applications 3 First 50 shown, 10 saarch all of your applications, enter 2 display name cr tha application D.

B application prexy Hame Homepage URL Gbject 1D Application 1D

@ User settings

Security

% Conditional Access

D Consent and permissions

Activity

D sign-ins

il Usage & insights

B Audi logs

& Provisioning logs (Preview)
Acess reviews

@ admin consent requests (Preview)

Troubleshoating + Support

W virtual assistant (Preview)

B News

port request

4. Click on Assign users and groups.

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Enterprise applications | All applications > Netop Portal | Overview

Netop Portal | Overview

= Application

Properties
Deployment Plan
ploym Name O

X Diagnose and solve problems ‘ Netop Portal [1a} ‘
Manage Application ID

‘ 91389a0¢-f01c-4d89-8729-... Ih‘
I Properties

Object ID
& Owners

‘ 62f2bb4c-62e1-4820-8150-.. Ih‘

&2 Users and groups

D snglesignon Getting Started

@ Provisioning

1 application proxy & 1. Assign users and groups —3 2. Set up single sign on

© self-service

Security

% Conditional Access

Provide specific users and groups access
to the applications

Assign users and groups

Enable users to sign into their application
using their Azure AD credentials

Get started



5. Click on the Add User/group button to add the allowed users or groups.

ome Enterprise applications > Netop Po
2 Netop Portal | Users and groups X
s | Gotfeedback?
@ The sopikaton wll ppear o ST— proe -+

[Fe ]

Display Name Object Type Role assigned

0@ - Defaul Access

] - - Detault Access

b Provisioning

Application proxy

Sacurity

® Condtional Access
% Permissions

© Token encryption

Actiiy
D signins

il Usage & insights

NOTE: Make sure that the users that you add are from the Windows Server AD.

6. After you finish adding the users and groups, click on the Assign button.

Enterprise applicat Netop Porta

Add Assignment

Configure single sign-on

To configure the single sign-on, proceed as follows:

1. Goto Azure Active Directory.
2. Go to Enterprise applications.
3. Click on the newly created Netop Portal application.



4. Click on Set up single sign-on.

[ G

Home

prise apph

i§ Netop Portal Beta Test | Overview -
Enterprise Ay .

W Overview Properties
[ oeployment Plan A Neme ©
N rtal Beta T
WManage [E] [ Wetop portal et Test
Application 10 @
Properties
o]
& Owners
hiect D G
8. Roles and administrators (Preview) 0|

& Users and groups .
Getting Started

D single sign-on
D provisioning
© Seif-service & 1. Assign users and groups _3 2. Set up single sign on
Provide specific users and groups access Enable users to sign into their application
Security to the applictions using their Azure AD credentials
® Conditional Access Astlgn users Snd grot B

@ Token encryption

5. Self servi
activiy c pervice

Enable users to request access to the
apphcation using their Azure AD
credentials

il Usage & insights

Access reviews

P Sion in charts have maved!

WL 4 Conditional Access

[g) 3. Provision User Accounts

You'l need to create user accounts in
the application

Secure access to this application with 3
customizable access policy.

5. Click on SAML.

)

Home Enterprise applications

| Single sign-on

Enterprise Application

Select a single sign-on method  Help me cecice

B overview

b Deployment Plan

Manage ® Disabled {3 SAML
Single siga-on is not enabled. The user Rich and secure authentication to

1 Properties wor't be able ta launch the app from applications using the SAML (Security
My Apps. Assertion Markup Language) protacol.

& Owrers

& Roles and administrators (Preview)

2 Users and groups
D single sign-on
D Provisioning

© self-service

Sacurity

® conditional Access
s Permissions

@ Token encryption
Activity

D signins

@ usage & insights
B Audtlogs

B Provisioning logs (Preview)

= Access reviews

Linked
Link to an applcation in the Azure
‘Active Directory Access Panel and/or
Office 365 application launcher.



6. Inthe Basic SAML Configuration group, click on the Edit button.

Netop Portal Beta Test | SAML-based Sign-on

W overview

7. Verify the following settings:

Field name Value
Identifier (Entity ID) | urn:portal:webservices
Reply URL https://secure.netop.com/saml

8. Click on the Save button to save your changes.

Basic SAML Configuration

Save

Identifier (Entity ID) * @
The default identifier will be the audience of the SAML respanse for IDP-initiated 550

Default
urn:portal:webservices @ 0]
Reply URL (Assertion Consumer Service URL) * @
The default reply URL will be the destination in the SAML response for IDP-initiated 550
Default
| https://secure.netop.com/saml ~ | @ L]
Signon URL ©
Enter a sign on URL v

Relay State @

Enter a relay state

Logout Url @

Enter a logout url v



https://secure.netop.com/saml

9. Inthe User Attributes & Claims group, click on the Edit button.

_ Search resources, services, and docs (G+/)

Netop Portal Beta Test | SAML-based Sign-on

) @  dadmin@netopse
= NETORSE

(2]
..... =]
A ©
10. Verify the following claims:

Name Namespace Source | Source attribute

NRC-ACCOUNT-ID | https://secure.netop.com | Attribute | This is the domain identifier that you
both specify here and in the Netop
Portal ADFS/Azure AD configuration.

NRC-USERNAME https://secure.netop.com | Attribute | user.userprincipalname

NRC-GIVEN-NAME | https://secure.netop.com | Attribute | user.givenname

NRC-SURNAME https://secure.netop.com | Attribute | user.surname

NRC-EMAIL https://secure.netop.com | Attribute | user.mail

NOTE: When adding the Netop Portal application from the Azure AD Browse Application gallery
section, the above claims are created automatically. The default attributed value to the NRC-
ACCOUNT-ID user is set to “adfs-demo”. Modify this value as per your requirements.

The following steps apply only if you want to use the Azure AD groups in the Netop Portal:



https://secure.netop.com/
https://secure.netop.com/
https://secure.netop.com/
https://secure.netop.com/
https://secure.netop.com/

11. Click on the Add a group claim button to add the following Group claim:

rprise application:

User Attributes & Claims

AML-bas

+ Add new caim | -+ Add a group cla Columns

Required claim
Claim name

Unique User Identifier (Name ID)

hittps:/fsecure.netop.com/NRC- EMAIL

https://secure netop.ce EN-NAME
hittps://secure.netop.com/NRC-SURNAME
https://secure.netop.com/NRC- USERNAME

nameidentifier

https://secure netop.com/NRC- ACCOUNT-ID

Additional claims

Claim name

/200505 identit

clains,

hitp://schemas.misoap.org/

itp:/schemas.misoap.org/ws 200505 identity/claims,

itp//schemas.misoap org/ws/2005/05 fidentity/claimss

yiclaims,

hitp/fschemas.misoap.org,ws/2005/05/

femailacidress
igivenname
name

surmame

Value
userusarprincipalname [namasd-for... ***

useruserprincipainame

usergivenname .
usersurname.
useruserprincipainame

useruserprincipainame

netopportal

Value

usermail -
ser.givenname

useruserprincipalname

usersumame B

X
@ complete 350 M1

Successfully saved S5O SAML user cl

11.1. Select the All groups option from the Which groups associated with the user should be

returned in the claim section.

Home SAML-based Sign-on

User Attributes & Claims

+ Addnewclaim + Add a group claim

Required clai

Claim name

Unique User identifier (Name D)

hitps://secure netop.com/NRC-EMAIL

hitps://secure.netop.com/NRC-GIVEN-NA

hitps:/jsecure netop.com/MRC- SURNAME

ME

hitps://56CUTE.Netp.COM/NRC - USERNAME

nameidentifier

ittps://secure.netop.com/NRC- ACCOUNT-

Additional claims

Claim name

D

Calumns

hitp:/jschemas.amisoaporg/y

htpe//schemas xmisoap.orgws/2005/08 identity/claims/givenname

hitpe//schemas.xmiscap.org)ws /200505,

itpe//schemas xmisoap.org/ws/2005/05/identit

Value

useruserprincipainame [nameid-for.
user.userprincipalname
usergivenname

usersumame
useruserprincipainame
user.userprincipalname

“netop”

Value

usermai

usergivenname
useruserprincipainame

usersumame

Group Claims x

Manage the group clai

d by Azure AD to populate SAML tokens

jour app

Nhich greups associsted with the user should be returned in the claim?

(U Secunty groups
O Directory roles
(O Groups assigned to the application

Source attribute *
[ 6roup 1o v

Advanced options
] custornize the name of the aroup i

Name irequired)

Namespsce (optional)

roups 25 role daims ©



11.2. Click on the Customize the name of the group claim.
11.3. Specify the required name and namespace of the claim:

e Name: NRC-GROUPS
e Namespace: https://secure.netop.com

Microsoft Azure P search resources, services, and docs (G+/)

Home

User Attributes & Claims

AL-based Sign-on

+ Addnewclaim + Addagroupclaim == Columns
(® all groups
Required claim (O security groups
Claim name value O pired
O roups assioned o the spplication
Unique User Identifier (Name ID) useruserprincipainame [nameid-for
hitps://secure netop.com/NRC-EMAIL useruserprincipainame Source attribute *

hitps:

s:/fsecure netop.com/

5://secure.netop.comyNRC- GIVEN-NAME

SURNAME

fSeCUre NEtop.cOM/NRC- USERNAME

nameidentifier

user.givenname
usersumame
useruserprincipalname

useruserprincipalname

Group ID ~

Advanced options

I Il customize the name of the oroup laim ]

Name irequired)

hHTpS://SECUTE.NE10P.COM/NRC- ACCOUNT-ID “netop”
Additional claims Namespace (optional)
claim name value
hitpef/schemas.xmisoap.org/ws/2005/05 identity/claims jemailaddress user.mail [0 Emit groups 2 role daims @
hitp//schemas xmisaap.org/ws/2005/08 identity/ claims/givenname user.givennzme
hitp://schemas.xmiscap.org/ws, user.userprincipalname

f75chemas.amlsaap.org/ws/2005/05) lsims/sumame

usersumame



12. Click on the Save button to save your changes.

User Attributes & Claims
{ Addnewdaim ~+ Add a group daim Calumns

Required claim
Claim name

Unigue User identifier (Name D)

https://Secure netop.comyNRC-ACCOUNT-ID

Additional claims

Claim name

Value

user.userpringi

iname [nameid-for... ==+

user.usef

user.givenname

usersumame

user.user

userusery

“netop”

Value
usermail

user givenname

(O aroups assigned to the application

Source attribute *
Group ID v

Advanced options

B Customize the name of the group daim

o)

Namespace (optional)

[rtps rsecurenetop cord ]

[] emit groups as role daims

user.userprincipalname

usersumame

NOTE: Make sure that you save the following information:
e The Federation Metadata XML file
e SAML Signing Certificate &
Status Active
Thumbprint TOF18DDCo6EBS23EEECD2EIBFEATS0A961FOEOFE
Expiration 4/2/2023, 12:32:03 PM

Notification Email
App Federation Metadata Url

andrei@nrcazuretest.onmicrosoft.com
| https://login.microsoftonline.com/cds5f6082-30... | E

Certificate (Basesd) Download
Certificate (Raw) Download
Federation Metadata XML

e The Login URL

o Set up Netop Portal

You'll need to configure the application to link with Azure AD.

I Login URL https://login.microsoftonline.com/cd5f608a-30...
Azure AD Identifier

]
https://sts.windows.net/cd5f608a-30a6-4ec3-b... |D

Logout URL https://login.microsoftonline.com/common/wsf... |

View step-by-step instructions

If you plan on using the Azure AD groups then it is necessary that you also save the Application ID
e Application ID

To retrieve the Application ID value from the Azure Portal, proceed as follows:
1.1. Go to the Azure Portal.
1.2. Go to Windows Active Directory.



1.3. Go to Enterprise Applications.
1.4. Select the Netop Portal application.

1.5. Go to Overview.

1.6. Click on the Copy to clipboard button.

Home Enterprise apy
| Overview
W Overview Properties
Deployment Plan A Neme
Netop Portal Beta Test n
Manage e
il properties
& owners
Object ID
&, Roles and administrators (Preview) )
& Users and groups .
Getting Started

D single sign-on
D provisioning
© seli-senvice

Security

® Conditional Access

@ Token encryption
Activity

D sign-ins

@ Usage & insights

@ Auditlogs

8 Provisioning logs

Access r

ws

_3 2. Set up single sign on

bl users to

@ 1. Assign users and grou
z ps
A ia s

ign into thir application
e AD credentials

Provide sps
1o the app

i users and groups access
ns

© 5.Self service

Enable users to request access to the
application using their Azure AD
credentials

What's New

Sign in charts have moved!
The new Insights view shows sign in info slang with other useful spplicat

jon data.

Delete Application has moved to Properties.

¥ou can now delete your application from the Properties page. erties

@

3. Provision User Accounts

You'll ne:
the appl

2 1o create User accoun

4. Conditional Access

Sacure aceess to this applicat
customizable access policy.

on with 2



Configure the application permissions

The following steps apply only if you want to use the Azure AD groups in the Netop Portal.

To configure the application permissions, proceed as follows:
1. Goto Azure Active Directory.

2. Goto App registrations.

|;J bes’:l“ (Ctrl+/) |

0@ overview
#" Getting started

# Diagnose and solve problems

Manage

an Users

ad Groups

BE Organizational relationships
& Roles and administrators

i Enterprise applications

CN Devices

&% App registrations

3. Click on the Netop Portal application.

{ All applications | Owned applications

|;’ Start typing a name or Application ID to filter these results

Display name Application (client) ID Created on Certificates & secrets




4. Click on the View API permissions button.

Call APIs

F =
-
M . B

Build more powerful apps with rich user and business data
from Microsoft services and your own company's data
SOUrces.

View APl permissions

Sign in users in 5 minutes

I OOOORHOWROO
' 'O am
Use our SDKs to sign in users and call APls in a few steps

View all quickstart guides

5. Click on the Add a permission button to add the necessary permissions.

Configured permissions

Applications are authorized to call APIs when they are grante
all the permissions the application needs. Le:

I Add a permission l Grant admin consent for home
"Add a permission

API / Permissions name Type Description

d pern
el

Admin consentreq... Status

No permissions added



6. Click on Microsoft Graph.
T

eme Request APl permissions x
| APl permissions &
Select an API =
[ seareh e «  Orash | O Gotfesdbacks Microsoft APIs  APIs my organization usss My APls
B overview
Commonly used Microsoft APls
& Quickstart °
The "Adimin consent equired” column shows the defaut value for an organization. Howeves, user consent can be customized par permissior

' Integration assistart — Microsol Graph

\ ok the Wemenck of data in Cffice 365, i = Security, and Windows 10,

Aceess Azure AD, Exce),Intune, Outlaok/Exchange. OneDrive, OneNlote, SharePoint, Plamier, and more through &
Manage Configured permissions e
Sy— Applications are authorized to call APIs when they are granted pemmissions by users/admins as part af the consent process. The fist of
al the permissions the application needs. Leam mare sbout permissions and consent

D Authentication

f Add a permission G

Centificates & secrets £ Maure Service Management IJ Office 365 Management APls
Retrieve information about ser, adein
system, and policy actions and events
from Office 365 and Azure AD sctinty

Type Description Admin consent req,

Il Token configuration Programmatic access to much of the

functionality available through the Azure
portsl

& AP| permissions Mo permissions added

logs
@ Bposean

To view and Manage permissions and User consent, try Enterprise applications.

B App roles
Moare Microsoft APIs

2 Ouwrers
v
& Roles and aministrators | Preview D‘n Auure Batch E Azure Data Catalog 24 Aaure Data Explorer
B Manifest Schedule lange-scaie parailel and HPC Programmatic access to Data Catalog Perform ad-hoc queries an terabytes of

sppiications in the cloud data to bud near resl

analytes solutiens

resources to register, annatate and
search dats assets

e and complex
Support + Troubleshooting
& Troubleshooting

& Newsuppor request Asure Data Explorer (with

24 Multifsctor Authentication)

Perform ad-hoe queries on tesabytes of
lata to bud near real-time and complex
anstybes solutians

Q Asure Import/Export

Programmatic control of import/export
jobs

B2 Azure Dava Lake

Access to storege snd comgute for big
dta snalytic scenarios

@ Azure Key Vault

Manage your key wauts a5 well s the
kays, secrets, and centificates within your

g Azure DevOps

Integeate with Azure DenOps and Azure
DenGips server

o Arure Maps

Creste location-sware web and motile
spplicstian: using simple and secure

Koy Vaults

geaspatial services, AP, and SDOKs in
Azure.

7. Click on Application permissions.
o O

Home Request API permissions x
| API permissions  # -
CAllAPIs
| P Search (Clri+/) « () Refresh | < Got feedback? O Microsoft Graph
hitps;//graphmicrosoftcom/ Docs !
B Overvew What type of permissions does your application require?
& Quickstart

Delegated permissions
Your application needs to access the AP as the signed-in user

Application permission:
Your apglication runs a8 & background service or dsemon without
signed-in user,

@ The “admen consent required” cotumn shows the However user customaed per permistion

A ionegration assistant

Configured permissions

Manage

Applications are autherized 10 call APIs when they are granted permissicns by users/admins as part of the consent process. The st of co

= Ernding
all the permissicns the applicatien needs. Leam more about permissins and consent

D Authentication
) + Add a permission ~ Grant admin consent for netog
Certificates & secrats

API / Permissions name Type Description Admin consent req.

M Token configuraticn
& API permissions No permissions sdded
@ Expose an 491
B App roles To view and manage permissions and user consent, try Enterprise applications.
& Owners

& Roles and administrators | Preview

W Mznifest
Support + Troubleshooting
&* Troubleshooting

& New support request

Discard



8. Search for Group in the Start typing a reply url to filter these results search field.
T

Home Request API permissions *
| APl permissions = -

<Al AP

F search (Cti+/) «  Drefesh | T Got feedback? & Microsoft Graph

hitps://graph.microsoft.comy

B Overview What type of permissiens does your application require?
& Quickstart
3 default vale for However, user consent can be customized per permissiol Delegated permissions. Application permissions.
A imegration assistant Yeur applieation needs to access the APl 25 the signed-in user Vour applieation runs as a background senvice or dsemen withaut 2
signed-in user.
Manage Configured permissions
= Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of ca
= srendin expand sl
7 all the permissions the application needs. Learn more about permissions and consent Select permissions -
D authentication |4 start typing a reply ur 10 it 1
+ Add a permission 1
Certificates & secrets Permission Admin consent required

API / Permissions name Type Description Admin consent req...

Il Token configur

& API pemmissions.

AccessReview
No permissions added >

& Eipose an AF1 > Acminstrativelnit

To view and manage permissions and user consent,try Ente

L App roles
D Agreementicceptance

& Owners

& Roles and administrators | Preview > Aagreement

B Manifest

> Adiconnectors
Suppart + Troubleshooting

v

£ Troubleshooting Application

New support request

v

AppRoledssignment

v

ApprovalRequest

> auditlog

9. Click on the Group.Read.All option.
e ECEEwmerm

- Request APl permissions 5
| APl permissions = - .

<all apis

2 Searcn oA « O retesn | Gotfeedback & Microsoft Graph

hittps://graph microsoft.comy Docs

B overview What type of permissiens does your application require?
& Quickstant
@ The “admin equired” default value for an org ion. However, user consent can be customized per permissiol Delegated permissions Application permissions
A Integration a Your sgplication needs to sccess the API 21 the signed-in user. Vour application runs as & background senics or daemon without 3
signeskin user.
Manage Configured permissions
- Applications are authorized to call 815 when they are granted permissions by users/admins s part of the consent process. The st of co
B grandin expand sl
J all the permissins the application needs. Leam more abaut pemssions and consent Select permissions P
D Authentication P Group
Centificates & seorets Permission Admin consent required

AP/ Permissions name Type Description Admin consent req...

Token configuration

. > calis
P —— Mo permissions added

@ Expose an AP1 V' Group

Ta view and manage permissions and user cansent, try Ente

App
op e [ Crowcee o

2 Owners Ceeate group:

a Group Read All @
&, Reles and administrators | Preview 0 P ® -

Read all groups
B Monifest

O Group ResowTE AN
Support + Troubleshoating Read and write all groups
& Troubleshooting > GrouphMember

2 Newsupport requast
> Privilegedaccess




10. Click on the Add permissions button to add your permission.

2 | APl permissions =

Request API permissions x

CAllap
oft Graph

O mefrssh | Got feadback?

What type of permissions does your application require?

Delegats

our appliea

@ Select permissions

Permission Admin consent required
. , > cls

S API permissions O permEse sgae

@ Expose an AP  Group 1)

B app roles To view and manage permissions and user consent, try Enterprise applications.

- . ::l Group.Create (0

& Owners

Create groups

&. Roles and administrators | Preview

M Manifest
Support + Troubleshooting
£ Troubleshooting > G

B New suppert request

11. Click on the Grant admin consent for ... button to grant admin consent for the API permission.

Y = X

ers/admins a5 part of the consent process. The list of configured permissions should include

Admin consent req...  Status

Configure Certificates & secrets

The following steps apply only if you want to use the Azure AD groups in the Netop Portal.
To configure the Certificates & secretsfor the Netop Portal application in the Azure Portal, proceed
as follows:

1. Goto Azure Active Directory.
2. Goto App registrations.
3. Click on the Netop Portal application.



4. Goto Certificates & secrets.

® o
ET—

B Overview

@ oelete @ Endpoints S Preview features

A Essentials

Display name Netop Fortal 2

upported acc pes

& Quickstart
Redirect URIS

Application (c Oddesedg-3fe0-4232-97ca-515¢cb2d6d94

A integration assistant

D : 82¢dc930-Tde3-42c9-ac33-4ci0ca4BbaSAS Application ID URI
Manage ead15feB-aB45-42b6-Bedf-10d51bf1533e Managed application in .
B aranding

@ Stacting June 30th, 2020 we wil i fonger add 3
cpgraded to Nicrosaft Authenticaton Lisray (MSA

D Authentication

Certificates & secrets

I Token configuration

and Microsoft Graph. Leam mare

Call APIs Documentation

= AP permissions

G Expose an AP

App rokes

F

Owners

nd Support

& Roles and administrators | Preview

8uild more powerful apps with rich user and business data
from Microsot senvices and your own company's data
sources.

View AP1 permission:

W Manifest

Support + Troubleshooting
£ Toubleshaoting

B New support request

Sign in users in 5 minutes

v — san

5. Click on the New client secret button.

nization only

0 spa. 0 public client

Add an

application I URI

Netop Portal 2

new features 1 Azure Active Directary Authentication Library (ADAL) and Azure AD Graph. We will continue 1o pravide technical suppart and security updates but we will no langer provide feature updates. Applications will need 1o be

Microsoft Azure £ search resources, services, and docs (G+/)
Home
| Certificates & secrets = -
P Search (Clri+ | « < Got feedback:
Ouverview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at 3 web addressable location {using an HTTPS
scheme). For a higher level of assuran ommend using a certiicate (instead of 2 cient secret) 25 3 credential
& Quickstart
A integration assistant
Certificates
Manage X
Certificates can be used as secrets to prove the application's identity when requesting a token. AlsG can b referred to as public keys
= sanding
D Authentication Upload certificate
Cerfificates & secrets Thumbprint Start date Expires D
1! Token configuration Mo certificates have been added for this application.
& ap1 permissions
& Expose an AP
App rokes Client secrets
& owners A secret string that the application uses 10 prove 15 identity when requesting 3 token. Also can b referred to as application password,
& Roles and administraters | Preview

New client secret

Description

Manifest
Expires. Value
Support + Troubleshooting

Mo client secrets have been crested

is application.
£ Troublesheoting

B nNew suppont request

6. Specify a name for the client secret in the Description entry field.

7. Specify an expiry date for the client secret accordingly to your needs.



8. Click on the Add button.

| Certificates & secrets # - X

| « 2 Got feedback

Add a client secret

& Quickstart Description
# intgeston st [Setoprora l
Momage Expires

B Branding O N2 yesrs

D Authentication O wever

Certificates & secrets
Add Cancel

1! Token configuration

& AP pemmissions
@ Bxpose an AP

App rokes Client secrets

2 Ouners A secret string that the application uses to prove its identity when requesting 3 token. Also can be referred to as application password

& Roles and administrators | Preview
New client secret
M Manifest
Description Expires Value o
Support + Troubleshooting

o lient secrets have been created for this application

£ Troubleshooting

& new support request

9. Save the client secret value in a text editor or copy it to the clipboard. It is necessary for you to do
so, because once you leave this particular page the value will no longer be available for display in
plain text.

R e s )

e > N

e > net ortal Beta Test

Netop Portal Beta Test | Certificates & secrets  #

tr « L Got feedback?

B Oveniew © Copy the new cient <

4 value. You won't be able to retrieve it afier you perform ancther operation or leave this blade.

& quickstant
Credentials enable confidential applications to identify themselves ta the authentication service when recei

ing tokens at 2 web addressable location (using an HTTPS

# Integration assistant scheme. For a higher level of assurance, we recommend using 3 centficate (instead of a client secret) as 3 credential

Manage

B eranding Certificates

D Authentication Certificates can be used as sacrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

Cenificates & secrets _
T Upload centficate

1! Token configuration

Thumbpint Start date Expires D
& AP pemissions

N centiicates have been added for this appiication
G Expose an AP o

App foles

& Owne

Client secrets

&, Roles and administrators | Preview
A secret string that the application uses to prove its identity when requesting 3 token. Als

an be referred to as application password
M Manifest

Support + Troubleshooting Mew client secret

&2 Troubleshooting Description Value ™

& New support request Netop Portal




B. Creating the Netop Portal application Azure AD as a Non-gallery application

To create the Netop Portal application in Azure AD, proceed as follows:

1. Log in the Azure Portal.
T

Welcome to Azure!

Don't have 2 subscription? Check out the following options

— N )
e e N ”
S »
Start with an Azure free trial Manage Azure Active Directory Access student benefits
Get $200 free credit toward Azure products and senvices,  Manage access, set smart policies, and enhance security  Get free software, Azure credit, or access Azure Dev Tools
plus 12 months of popular rices with Azure Active Directory, for Teaching after you verify your academic status,
st [T Leammore &

Azure services

g @® = ®8 © %

Azure Active Virtual App Services storage SQLdatabases  AzureDatabase  Azure Cosmos  Kubemetes
Directory machines accounts for PostgresQ. o8 services
Navigate
Subscriptions () Resource grougs All resources Bl oashbosrd
Tools

u] Microsoft L
Leam Azure w

training from M

ree online @ Monitor your apps and 0 Secure your apps and

osoft infrastructure infrastructure

2. Goto Azure Active Directory.
2.1. Click on the More button.
= oo EEErewmem

Welcome to Azure!
»

Don't have  subscription? Check out the following options
Start with an Azure free trial Manage Azure Active Directory Access student benefits

—
” e
free credit toward Azure products and services,  Manage access, set smart policies, and enhance sec Get free software, Azure credit, or access A
with

ure Active Directory, for Teaching after you verify your acade

VAl

Dev Tools
tatus,

Get 520¢
plus 12 months of popular fr

Azure services

I > ot ) - %] ° =

Createa zure Active Virtual App Services Storage SQLdatabases  AzureDatabase  Azure Cosmos  Kubemetes
ce Directory machines accounts for PostgresQ. o8 services
Navigate
ubsciins. (®) fesoure grovs i rscoras Cashboard

Tools

w Microsoft Learn ' @ Azure Monitor 0 Security Center e Cost Manage
Leam Azure with free anline Monitor your apps and Secure your apps and Analyze and opt

training from Microsoft infrastructure infrastructure cloud spend for free

t

ize your



file:///C:/Users/John%20Andrew%20Ryan/Netop%20Solutions%20A%20S/ProductManagement%20-%20Documents/documentation/NRC_Documentation_all/KB/portal.azure.com

2.2. Click on Azure Active Directory.

e

.
A Home

B Dashboars

Welcome to Azure!

All services

* FAVORITES

B AN resourc
%) Resource groups

@ app services -3

6> Function App
@ saLdatabases
% Azure Cosmos DB Start with an Azure free trial

Get $200 free credit toward Azure products and services,
plus 12 months of popular free s¢

R virtual machines.

e
& Load balancers

= Storage accounts

3 Virtual networks

Azure Active Directory

Azure services

Don't have  subscription? Check out the following options.

Manage Azure Active Directory
Manage access, set smart policies, and enhance security
with Azure Active Directory.

»

Access student benefits

Get free software, Azure credit, or access Azure Dev Toolks
for Teaching after you verify your academic status,

—

@ wonitor n — = »e
> ® = B T & >
& advisor
eatea Azure Active Virtual App Services Storage SQLdatabases  AzureDatabase  AzureCosmos  Kubemetes  More services
© security Center resource Directory machines accounts for PostgresQ. B services
@ Cost Management + Billng
2 ¥ o
& Help + support Navigate
Subsciptions COJE T—— Al esources Dabonrd
Tools

w Microsoft Learn o @
Leam Azure with free online

training from Microsoft

3. Goto Enterprise applications.

Monitor your apps and
infrastructure

e Monitor

urity Center

o

infrastructure

Secure your apps and

Cost Management
Analyze and optimize your
cloud spend for free

e Ermmoom

Home

i}

| Overview -

Azure Active Dires

“ @ Switchtenant [i] Delete tenant - Creste atenant [ What's new

Overvew

Xy

Getting started

[ Preview features

7 Got feedback?

@ Azure Active Directory can haip you enable remote work for your employees and partners. Learn more

O Preview features
X Diagnose and solve problems
netop.es
Manage
P Search your tenant
& users
& Groups B Tenant information @ Azure AD Connect
E External |dentities
Your role status
& Roles and administrators. Global admanistrator More info Enabled
B Adminiswative units License
Azure AD Free Last sync
Less than 1 hour ago
Tenant 1D

Devices

App registratins Frimary domain

@i gentity Governance retopes

"

Application proxy
Sign-ins

Licenses

»

Azure AD Connect

¥ Custom domain names

Mability (MDM and MAM]
Password reset

Company branding

User sattings

1 Properties Create
W Security

a

2an - -

Looks like the sign-in data is unavailable. Try again later




4. Click on the New application button.
I

e

Enterprise applications | All applications x
Directory

netop.se - Azure

=2 Columns | [ Previewfestres | ) Got feedback?

overview
@ Try out the new Enterprise Apps search preview! Click 12 enable the preview. =
0 overiew
X piagnose and solve problems Application type Applications status Application visibility
Enterprise Applications __ ~ | | Any ~ | [any
Manage
B Al applications £ First 50 shown, to search all of your applications, enter a dsplay name or the application ID.
B Application proxy Name Homepage URL Object ID Application 1D
A o
)
Security &

% Conditional Access

@ Consent and permissions
ctwity

D signeins

i usage & insights

B audtiogs

& Provisioning logs (Preview]

Access reviews
@ Admin consent requests (Preview)
Troubleshooting + Support

W virtual assistant (Preview)

& Newsupport request

5. Click on the Create your own application button.
T -

Home Er

prise applications

Browse Azure AD Gallery

ation | (D) Request new gallery app & Got feedback?

mproved app gallery experience, Click here 10 switch back to the legacy app gallery experience.

pplic Single Sign-on : All User Account Management : Al Categories : All
Cloud platforms
‘Amazon Web Services (AWS) Google Cloud Platform Oracle SAP
—1 w
Google Cloud
On-premises applications

Add an on-premises application Learn about Application Proxy Manage Application Proxy connectors

D reseated 550 @ Proisoning




6. Specify a name for the application in the Input name entry field.
AT

Home Enterprise apphications

Create your own application X
Browse Azure AD Gallery

Create your own application (1) Request new gallery app & Got feadback?

@ Vou're in the new and improved app gallery experience. Click here to switch back to the legacy app gallery experience, =

Search application Single Sign-on : Al User Account Management : All Categories ¢ All

Cloud platforms

Amazon Web Services (AWS) Google Cloud Platform Oracle SAP

- 8 & =

On-premises applications

Ad

-premises applicatio

5) reersedsso @ provsioning

Featured applications

B W sk Crassive Clend W W ek dansin AN Alnhaliaw I 4iaccinn Pl

7. Click on the Create button to finish adding the Netop Portal application the Azure Portal.

Home Enterprise applications

Browse Azure AD Gallery -

Create your own application X

What's the name of your app?

[[setop Portal

here to switch back to the legacy app gallery experience. =

ch application single Sign-on : All User Account Management : All Categories : Al

Cloud platforms

We found the following applications that may match your entry
We recommend using gallery applicaticns when possible.

Amazon Web Services (AWS) Google Cloud Platform Oracle SAP " ol
e Netop Porta

w Ol =

Google Cloud

On-premises applications

m about Ap|

D) Federated 550 @ Provisioning

Featured applications

B W e Contive Claua W OW i i AN Ginhailfiaw N cian i m

The application is created successfully and added to the Enterprise applications section.

Add users and groups to the application

To add users and groups to the application, proceed as follows:

1. Goto Azure Active Directory.
2. Goto Enterprise applications.



3. Click on the newly created Netop Portal application.
B

Home Enterprise applications
Enterprise applications | All applications  ~ x
- + New application Columns | [l Preview features | ) Got feedback?
Overview
ot the new Enterprise Apps seach previen Click to enable the preview. =
© Overview B Frstip e ;
X Diagnose and solve problems Application type Applications status application visibility
; e appications | [ amy <] [ v e
anage
B AR appiications [ 72 st 50 honen 0 search al of your sppiications, enter @ isplay name o the apphcation 1D

B Application proxy Name Homepage URL Object ID Application 1D

@ User settings

securhty
% Conditional Access

@ Consent and pemissions
Activiy

D signins

usage &

B Auditioss

& provisioning logs Pr

5= Access reviews
@ Admin consent requests (Preview)

Troubleshaoting + Support

W vinual sssistant Preview)

& new support request

4. Click on Assign users and groups.

Al L)

Home Enterprise applications

: Netop Portal | Overview - X

# overview Properties

[} Deployment Plan Name @

- Netop Portal

Application 1D

Il Properties
490896eb-ee6d-4583-b9e8.. 1)

I Cvmers
Object I

& Roles and administrators (Preview) 2e5165a5-69a9-4d51-Bech-.. [

2 Users and groups

Getting Started
D single sign-on

® Provisioning

B apphcation proxy & 1. Assign users and groups 3)  2Setupsinglesign on (@) 3. Provision User Accounts 4. Conditional Access
O seil-cenice Provide specific users and groups accass Enable users 1o sign into their application ‘Automatically create and delete user Secure access 10 this ap
o the applications using their &zure AD credentials accounts in the application customizable access policy
Security Assign users and groups Get starte Get starte -
®& conditional Access
s Permissions
© Token encryption © 5. Self service
Enable users to request access to the:
Activity application using their Azure AD
credentials

D sign-ins

i Usage & insights

@ Auditlogs

& Provisioning logs (Preview) What's New
e Sign in charts have moved!
The tew Insights view thows 10 i info akong with other seful sppication data. View insights

Delsts Application has moved to Properti

You can now delete your application from the Prope;




5. Click on the Add User button to add the allowed users or groups.

Home Enterprie applications > Netop Portal
2 Netop Portal | Users and groups

t ad

B oveniew

. T e S e e e P e e e e e P e 1 PRt
[ peployment pia:

Manage [[First 100 shown. to search il users & groups, enter = display name.
It Preperties Display Name Object Type Role assigned
B Owesr 0@

-] - se Defauh Access

b Provisioning

Application proxy

Sacurity

& Condit

@ Token encryption
Activity
D signins

Wil Usage & insights

& audit legs

NOTE: Make sure that the users that you add are from the Windows Server AD.

6. After you finish adding the users and groups, click on the Assign button.

Enterprise applicat Netop Porta

Add Assignment

Users

1 user selected

Configure single sign-on

To configure the single sign-on, proceed as follows:

1. Goto Azure Active Directory.
2. Goto Enterprise applications.
3. Click on the newly created Netop Portal application.



4. Click on Set up single sign-on.
L e e T

Hame Erverprise applications

i Netop Portal Beta Test | Overview - *
cprion Apiiaion

B cveniew Properties

I ozpioymant e ™y Heme

f— [5] [etop rorsizesa mest [

" appheion 1D @

1 Brpertis :

e Dbgetin @

& Roles and adminstraters Prev ew) (V]

Getting Started

T Frovisenirg

T Saltsanice & 1. Assign users and greups

WL 4 condmtional Access

Securtty -

& condionsl Ao

© Token enayptcn

Activity c

G huage it

What's New

= e reie

s P Giom in chorts havs mousd |

5. Click on SAML.

Select a single sign-on method  Help me de

©

Disabled
User must manually enter their
username and password.

SAML
Rich and secure authentication to
applications using the SAML (Security

Assertion Markup Language) protocol.

Linked

Link to an application in the Azure
Active Directory Access Panel and/or
Office 365 application launcher.

&

Password-based
Password storage and replay using a
web browser extension or mabile app.

6. Inthe Basic SAML Configuration group, click on the Edit button.

Set up Single Sign-On with SAML

Basic SAML Configuration

Identifier {(Entity ID) Required
Reply URL {Assertion Consumer Service URL) Required
Sign on URL Optional
Relay State Optional
Logout Url Optional




7. Specify the following settings.

Field name Value
Identifier (Entity ID) | urn:portal:webservices
Reply URL https://secure.netop.com/saml|

8. Click on the Save button to save your changes.

Basic SAML Configuration

Save

Identifier (Entity ID) * @
The default identifier will be the audience of the SAML response for IDP-initiated 550

Default
urn:portal:webservices @ )
Reply URL (Assertion Consumer Service URL) * @
The default reply URL will be the destination in the SAML response for IDP-initiated 550
Default
| https://secure.netop.com/saml ~/| @

Sign on URL ©

Enter a sign on URL

Relay State &

Enter a relay state

Logout Url @

‘ Enter a logout url

]

9. Inthe User Attributes & Claims group, click on the Edit button.

(2]

User Attributes & Claims

givenname

surname
emailaddress

name

Unigue User |dentifier

user.givennams
user.surname

user.mail
user.userprincipalname
user.userprincipalname


https://secure.netop.com/saml

10. Click on the Add new claim button to create the necessary claims.

Name Namespace Source | Source attribute
NRC-ACCOUNT-ID | https://secure.netop.com | Attribute | This is the domain identifier that you
both specify here and in the Netop
Portal ADFS/Azure AD configuration.
NRC-USERNAME https://secure.netop.com | Attribute | user.userprincipalname
NRC-GIVEN-NAME | hitps://secure.netop.com | Attribute | user.givenname

NRC-SURNAME https://secure.netop.com | Attribute | user.surname

NRC-EMAIL https://secure.netop.com | Attribute | user.malil

The following steps apply only if you want to use the Azure AD groups in the Netop Portal:

11. Click on the Add a group claim button to add the following Group claim:

_' s

User Attributes & Claims

Additional claims

11.1. Select the All groups option from the Which groups associated with the user should be

returned in the claim section.

= Microsoft Azure £ Search resources, services, and dogs (G+/)

Hom SAML-based Sign-of

User Attributes & Claims -

Required claim
Claim name Value

user.userprincipainame [nameid-for... ***

Group ID

usergiv

usersumame Advanced options

useruserprincipainame
Prnap: (] customize the name of the group cleim
useruserprincipainame

Name (required)

Additional claims Namespace (optional)

claim name value

usersumame



https://secure.netop.com/
https://secure.netop.com/
https://secure.netop.com/
https://secure.netop.com/
https://secure.netop.com/

11.2. Click on the Customize the name of the group claim.

11.3. Specify the required name and namespace of the claim:

¢ Name: NRC-GROUPS

¢ Namespace: https://secure.netop.com

Home SAML-based Sign-on

User Attributes & Claims
+ add ewdaim - add a group caim = cokumns

Required claim
Claim name
Unique User Identifier (Name ID)

hitps://secure netop.com/NRC-

hitpsy/jsecure netop.com/NRC- G

N-MAME

hitps://securenetop.com

(C-SURNAME
hitps:/jsecure netop.com/NRC-USERNAME
rameidentifier

hitps:/jsecure.netop.com/NRC- ACCOUNT-ID

Additional claims
Claim name

hitpe//scl

claims/emailaddress

hitpr//schemas.xmisoap.org ws/2005, wenname

hitpe//schemas smisoap.org/ws/2005 /05 identity/claims/name

hitpe//schemas.xmisoap.org ws/200505 identity/claims/sumame

12. Click on the Save button to save your changes.

Home SAML-based Sign-cn

User Attributes & Claims
{ Add newclaim  + Add 2 group claim Columns

Required claim

[

name
Unique User Kentifier (Name I2)

hitps://secure.netop.com/MRC-EMAIL

https:/secure.netop.com/NRC-GIVEN-NAN

hitps://secure netop.com/MRC-S

RNAME

hitps://secure.netop.com/NRC-USERNAM

nameidentifier

https://SECUrE.netop.com/NRC- ACCOUNT-I0

Ad

ional claims

Claim name
hitp//schemas xmlsoap.org/ws/2005/08/identity/claims/emaladdress

hitp//schemas.smisoap.org/ws

105/identity/claims/givenname

5/identityiclaims/name

http:/schemas xmisoap.org/ws/2003,

http:/schemas xmisoap.org/ws/2005/08/identity/clsims/sumame

value

useruserpAncipalname [nameid-for

useruserprincipainame
usergivenname
usersumame
user.userprincipalname
useruserpringipalname

“netop”

Value
usermail

usergive

nnzme
useruserpringipainame

usersumame

Group Claims X

Manage the group claims used by Azure AD to populate SAML tokens issued to your app

hich groups assecisted with the user should be ret

O none

All groups

e in the claim?

(O security groups
O oirectory roles

(O Groups assigned to the application

Source attribute *

| Greup 10 v

Advanced options

I B Customize the name of the group claim I

Name (rzquired)

Namespsce (optional)

[0 Emit groups as role daims

value

useruserprincipalname [nameid-for.

useruserprincipalname
user.givenname
usersumame
useruserprincipainame
useruserprincipainame

“netop”

value

user.mail
usergivenname
useruserprincipalname

usersumame

Group Claims X

age the group claims

by Azure AD to populate SAML tokens issued 1o your ap

e with the user should be return claim?

O oirectoryroes

() Groups assigned to the application

Sousce attribute *

Group ID

Advanced options
B customize the name of the group dzim

Name (required)
NRC-GROUPS |

Namespace (optional

(Fiotiecorenetopcor] ]

[ emit aroups 2 role i




Make sure that you save the following information:
e The Federation Metadata XML file

e' SAML Signing Certificate &
Status Active
Thumbprint 7OF19DDCY95EBS23EEECD2E9BFBAT50A961 FOEOFG
Expiration 4/2/2023, 12:32:03 PM
Notification Email andrei@nrcazuretest.onmicrosoft.com
App Federation Metadata Url https://login.microsoftonline.com/cd5f6082-30... |
Certificate (Basesd) Download

Certificate (Raw)
Federation Metadata XML

e The Login URL

o Set up Netop Portal

You'll need to configure the application to link with Azure AD.

I Login URL https://login.microsoftonline.com/cd5f608a-30... ﬂjl
Azure AD Identifier https://sts.windows.net/cd5f608a-30a6-4ec3-b... | |Il
Logout URL https://login.microsoftonline.com/common/wsf... | E

View step-by-step instructions

If you plan on using the Azure AD groups then it is necessary that you also save the Application ID

e Application ID

To retrieve the Application ID value from the Azure Portal, proceed as follows:
1.1. Go to the Azure Portal.

1.2. Go to Windows Active Directory.

1.3. Go to Enterprise Applications.

1.4. Select the Netop Portal application.

1.5. Go to Overview.



1.6. Click on the Copy to clipboard button.

Home Enterprise applications
FH | Overview - X
T rerprise Applicat
i Oveniew Properties
[} peployment Plan M Neme O

El INetop Portal Beta Test
Manage [ Hetop Portal Beta Test
. Application 1D @
il Properties
& Owners

Object i ©

& Roles and administrators (Preview) n
& Users and groups

Getting Started

D single sign-on

P P

© self-senvice ]
-

security

% Conditional Access

&4 Permis

@ Token
© 5. Self service
Enabl

What's New

£/} Sianin charts have moved!
THE] e newe insighs view shows sign ininfo along with other useful appiication data. View insights

[l Socremicmtenramomssi oo e
Configure the application permissions
The following steps apply only if you want to use the Azure AD groups in the Netop Portal.

To configure the application permissions, proceed as follows:
1. Goto Azure Active Directory.
2. Goto App registrations.

e ISearch (Ctrl+/) |

0@ overview
# Getting started

#. Diagnose and solve problems

Manage
.'. Users

& Groups

8t Organizational relationships
& Roles and administrators

£ Enterprise applications

O Devices

&% App registrations




3. Click on the Netop Portal application.

Allappllcatl s | Owned applications

| P Start typing a name or Application ID to filter these results

Display name Application (client) ID Created on Certificates & secrets

4. Click on the View API permissions button.

Call APls
-, @ N Un
H o o "

Build more powerful apps with rich user and business data
from Microsoft services and your own company's data
SOUrces,

W
>

View APl permissions

Sign in users in 5 minutes

POOOR#OROO

Use our SDKs to sign in users and call APIs in a few steps

View all quickstart guides

5. Click on the Add a permission button to add the necessary permissions.

Configured permissions

Applications are authorized to call APIs when they aregranted permissi
all the permissicns the application needs. Lﬂ

I Add a permission l Grant admin consent for home
Add a permission

API / Permissions name Type

Description Admin consent req... Status

Mo permissions added



6. Click on Microsoft Graph.
[ mrweem

Home

2 search (Cul+))

B overiew

& Quickstart

& Integration assistant
Manage

B Eranding

D Authentication

Centificates & secrets

Token configuration
4P| permissions

& Bxposesn 401

& Roles and administrators | Preview

H Manifest

Support + Troubleshoating

& Troubleshooting

& nNewsupport request

| APl permissions =

(O refresh | <2 Got feedback?

@ The "Admin cansent required” calumn shows the defautt value for an organization. However, user cansent can be customized per permissial
Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of co
all the permissions the application needs. Leam more about permissions and consent

+ add  permission G

API / Permissions name Type Description Admin consent req.

No permissions sdded

To view and manage permissions and user consent, try Enterprise applications.

Request APl permissions

Select an API

Micrasoft APls

Commanly used Microsaft APls

APls my organization uses My APIs

Microsoft Graph

single endpaint

—
I\, Toke advantage of the remendous amount o datain Offce 365, Enterprise Mobilty  Securiy,and Windows 10
ccess Azure AD, Excel, Intune, Outioak/Exchange, OneDrive, OneNote, ShavePoint, Plannes, and mare trough

IS Azure Service Management

Programmatic access to much of the
functionaity svailable through the Azure
pertal

More Microsoft APls

=1
T Aaure Batch

Schedule large-scale parallel and HPC
applications in the cloud

Azure Data Explorer (with
24 Muititactor Authenticationt
Perform adt-hoe queries an terabytes of
data to budd nest resk-time and complex
anaiytics solutions

Q Azure Import/Export

Programmatic contral of import/export

G Office 365 Management APls

Retrieve information about user, admin,
system, and palicy actions and events
from Office 363 and Azure AD sctivity
lags

E Auure Data Catalog

Programmatic access to Data Catalog
resources to register. annotate and
search data assets

2 reuce Data Loke

Access to storage and compute for big
dats ans)

@ Arure Key Vault

Manage your key vaults as well as the

-
P .
7,4 Aaure Data Explorer

Perform ad-hoc queries an terabytes of
data to bukd near real-time and complex
analytes solutiens

Ij Azure DevOps

Integeate with Azure DevOps and Aeure
DevOps semver

o Arure Mags

Creste location-sware web and motile

e ey secren, andcorsctes witinyour || spphcetion ovngsmple s secure
st el e As e S0
Sar
7. Click on Application permissions.
[
Home Request API permissions x
> | API permissions  # -
Caaps
[ search rcxien @ 0 Refresh | < Got feedback? & ::m’:chfmph s
psigraph microsof comy Do 17
B Overview What type of permissians does your application require?
& Quickstart

Delegated permissions
Your application needs to access the AP as the signed-in user

Application permission:

@ The “admen consent required” cotumn shows the However user customaed per permistion

A ionegration assistant Your apglication runs a8 & background service or dsemon without
signed-in user,

Manage Configured permissions

jons are autherized 1o call APIs when they are granted permissicns by users/admins as part of the consent process. The st of co

= Eranding Appl
all the permissions the application needs. Leam more about permissions and consent

D Authentication

§ + Add 2 permission sea
Cartificates & secrets
Description

API / Permissions name Type Admin consent req.

I Token configuraticn
AP permissions e permissions scded

& Expose an 4P1

To view and manage permissions and user consent, try Enterprise applications.

B app roles

& Owners

&, Roles and administrators | Preview
W Mznifest

Support + Troubleshooting

&* Troubleshooting

& New support request

Discard



8. Search for Group in the Start typing a reply url to filter these results search field.

ey

Home Request API permissions X
| APl permissions 2 -

< All &PIs

£ search (Ctri+/) « () mefesh | P Got feedback? Microsoft Graph

hitps://graph.microsaftcomy Do

B Overview What type of permissions does your application require?
@ The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per permissiat Delegated permissions Application permissions
A Integration assistant Your application needs to access the API as the signed-in user Veur applieation runs as & background service or daemen witheut a
signesiin user.
Manage Configured permissions
= Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of co
B arandin expand sl
9 all the permissions the application needs. Learn mare about permissions and consent Select permissions 2
B Authenbcation |2 start typing a reply url o fiter these results |
+ Acd apermission " Grant t for net
Certificates & secrets Permission Admin consent required

I Token configursion API / Permissions name Type Description Admin consent req... ,
_— AccessReview
P —— N permissions added

@ Expose an AP > AcministrativeUnit

To view and manage permissions and user consent, try Enterprise applications.

App roles
> Agrssmentacceptance
& Owners

4. Roles and administrators | Preview > Agresment

M Manifest
> APIConnectars
Support + Troubleshaoting

& Troubleshoating > Application

New Support request
> AppRoleassignment

> ApprovalRequest

> Auditiog

ermissions Disca

9. Click on the Group.Read.All option.
= e EEEXTwmYE

Home Request APl permissions *
| API permissions 2 - .

<all apis

B search (Ctr+) « O refresh | Got feedback? & Microsoft Graph
hitps://graph.microsoft com/ Docs '

B oueniew What type of permissions does your application require?

& Quickstart

A The "Admin consent required” column shows the defsult value for an orgarization. However, user consent can be customized per permissioy | Delegated permissions Application permissions
A inegration assistant Your applestion nesds to secess the API a5 the signed-in user. our application runs ss & background service or dsemon without 3
signedhin user.

wmanage Configured permissions
a Applications are authorized to call APIs when they are granted permissions by users/admins 2s part of the consent process. The lst of c
B arandin expand sl

a all the permissions the application needs. Leam more about permissions and consent Select permissions -
D authentication £ Group

+ Add a permission n 1 for netoy
Centificates & secrets Permission Admin cansent required

0 Token configuration API / Permissions name Type Description Admin consent req...
> calis

& API permissions No permissions added

@ Expose an AP  Group
App roles o view and manage permissions and user consent,try Enterprise 3pp
GroupCreate (@
O ves
& Owners Creata oo

Group ReadAll @
8. Roles and administrators | Preview O 0 o] -

Read all groups
W Manifest

O Crouneommican
Suppart + Troubleshaoting Riead and write all groups
£ Troubleshooting > GroupMember
& New support request

> Pprivilegedaccess

missians Discard



10. Click on the Add permissions button to add your permission.

= Microsoft Azure P search resources, services, and docs (G+/)

Home > netopse > Netop Portal Beta Test

o Netop Portal Beta Test | APl permissions = -

Search (Ctrl+ « O mefresh | D Got feedback?

A T “cinin cnmsent e eshame s the defat vl for an organizlion. Hoeves, ser escsent ean b evstor

A Integr
Manage Cenfigured permissions
Applic
all the

Type Description
P —— o permissions addex d

@ Erpose an ap

B Approks o view and manage permissions and user cansent,ry Enterpris spplications.

Support + Troubleshooting
& Troubleshooting

B nNew suppont request

erpermission | Delegated perm:

Request APl permissions

<Al AP
. Microsoft Graph
& .. graphmieresoft.comy Docs &

What type of permissions does your application require?

our application needs to secess the AP a3 the signed-in user

vt process. The list of co

Select permissions

Permission Admin consent required

> s

in consent req.

11. Click on the Grant admin consent for ... button to grant admin consent for the API permission.

)

Support + Troubleshooting

2 Toutleshooting

B New support request

Configure certificates & secrets

To configure the certificates & secrets for the Netop Portal application in the Azure Portal, proceed as

follows:

1. Goto Azure Active Directory.
2. Goto App registrations.
3. Click on the Netop Portal application.




4. Goto Certificates & secrets.

[ Delete & Endpoints [ Preview features

B oveniew ~ Essentials 2

Display name Wetop P on o

& Quickstart
Ocdeaeds-3fe0-4a3.

Application (c 5¢cb3d6dsd

. 0 spa. 0 public
A integration assistant

tenant) D : B2cdcoag-Tde3-42c0 5 Application Add an Application ID URJ
£a0157ed-3045-42b6-BeBf- 10051515:

Manage

Managed application in ... : Netop Portal 2

B Branding

1@ Storting June 30th, 2020 we wil na longer add any new
D Authentication upgraded to Microsa Library (MSAL) snd

Certificates & secrets

I Token configuration

atures to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. W will continue to provide technical support and security updates but we will na longer provide feature updates. Applications wil need to be

Call APIs Documentation
= P! permissions

ty platform
@ Bxpose an AP enarios

braries

App rokes

& Owners

&, Roles and acministrators | Preview

Build more powerful apps with rich user and business data
from Microsoft services and your own cempany's data
Sources.

e Tt | View APt permisions _|
View API p: ons

£ Troubleshooting

MW Manifest

& new support request

Sign in users in 5 minutes

aan

5. Click on the New client secret button.

icrosoft Azure 2 search resources, services, and docs (G=/)

| Certificates & secrets = - X
| « & Got feedback?
B oveniew Cradentials enable confidential applications to identify themselves to the authentication sarvice when receiving tokens at a web addressable location (using an HTTPS

scheme). For & higher level of assurance, we recommend using  certficate (instead of a client secret) as a credential
& Quickstart

# Integration assistant

Certificates
Mana
o Certificates can be used 35 secrets to prove the application's identity when requesting 2 token. Also can be referred to as public keys.
B Branding

D Authentication T Uplosd certificate

Certificates & secrets Thumbpint Start date Expires I

1! Token configuration

No centificates have been addsd for this application.
© AP permissions

@ Bxpose an AP

App rokes Client secrets
2 Owners A secret string that the application uses to prove its identity when requesting a token. Alsa can be referred to as application password
2. Roles and administrators | Preview
M Manifest
Description Expires Value ]
Support + Troubleshooting
o client secrets have been created for this application.

& Troubleshoating

& New support request

6. Specify a name for the client secret in the Description entry field.
7. Specify an expiry date for the client secret accordingly to your needs.



8. Click on the Add button.

| Certificates & secrets # - X

| « 2 Got feedback

Add a client secret

& Quickstart Description
# intgeston st [Setoprora l
Momage Expires

B Branding O N2 yesrs

D Authentication O wever

Certificates & secrets
Add Cancel

1! Token configuration

& AP pemmissions
@ Bxpose an AP

App rokes Client secrets

2 Ouners A secret string that the application uses to prove its identity when requesting 3 token. Also can be referred to as application password

& Roles and administrators | Preview
New client secret
M Manifest
Description Expires Value o
Support + Troubleshooting

o lient secrets have been created for this application

£ Troubleshooting

& new support request

9. Save the client secret value in a text editor or copy it to the clipboard. It is necessary for you to do
so, because once you leave this particular page the value will no longer be available for display in
plain text.

R e s )

e > N

e > net ortal Beta Test

Netop Portal Beta Test | Certificates & secrets  #

tr « L Got feedback?

B Oveniew © Copy the new cient <

4 value. You won't be able to retrieve it afier you perform ancther operation or leave this blade.

& quickstant
Credentials enable confidential applications to identify themselves ta the authentication service when recei

ing tokens at 2 web addressable location (using an HTTPS

# Integration assistant scheme. For a higher level of assurance, we recommend using 3 centficate (instead of a client secret) as 3 credential

Manage

B eranding Certificates

D Authentication Certificates can be used as sacrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

Cenificates & secrets _
T Upload centficate

1! Token configuration

Thumbpint Start date Expires D
& AP pemissions

N centiicates have been added for this appiication
G Expose an AP o

App foles

& Owne

Client secrets

&, Roles and administrators | Preview
A secret string that the application uses to prove its identity when requesting 3 token. Als

an be referred to as application password
M Manifest

Support + Troubleshooting Mew client secret

&2 Troubleshooting Description Value ™

& New support request Netop Portal




Configure Azure AD in the Netop Portal

To configure the ADFS/Azure AD authentication method in the Netop Portal, proceed as follows:

1. Login to the Netop Portal.

NOTE: Make sure that you use an administrator account.

2. Go to Authentication.

& Dashboard

@ AUTHENTICATION = - Users: 42 /1000 OnDemand users: 3 / 500 Devices 74 /300 John Doe ¥
Users
[ Devices All authentication methods &, Add ADFS / Azure AD @, Add LDAP
Groups _
Results can be filtered using the ¥ on each column
Applications
Authentication type Authentication method identifier
Roles
Role assignments @ ADFS (do not modifiy) ADFS my-identifier\
Downloads @ Azure (do not modifiy) Azure AD nrcbetal
@ AzureAD Test Azure AD nrcazuretestbetal
@ INTERNAL INTERNAL
@ Idap auth - 34.252.23.128 LDAP domid\
@® NU STERGE LDAP domainSuperPupen
@ test Azure AD testt
@ testldap LDAP test-ldap\

@ AUTHENTICATION

= - Users: 39/ 1000 OnDemand users: 30 / 1000 Devices: 70/ 300 JohnDoe W
Users
O Devices All authentication methods @ & Add ADFS / Azure AD & Add LDAP
Groups _
Results can be filtered using the ¥ on each column

Applications

Authentication type Authentication method identifier
Rales
Role assignments @® ADFS (do not modifiy) ADFS my-identifiert
Downloads @® Azure (do not modifiy) Azure AD nrebetal

@ AzureAD Test Azure AD nrcazuretestbetal

@ INTERNAL INTERNAL

@ |dap auth - 34.252.23.128 LDAP domid\

@ NU STERGE LDAP domainSuperPupen

@ test Azure AD testy



file:///C:/Users/John%20Andrew%20Ryan/Netop%20Solutions%20A%20S/ProductManagement%20-%20Documents/documentation/NRC_Documentation_all/KB/portal.netop.com

4. Specify a name for the authentication method in the Name entry field.

A, ADD ADFS / AZURE AD Closs x

More information on how to integrate with ADFS and Azure AD is available here.

Name 7
() Enabled (mnis autnentication method is enabled)
Authentication type v @

The authentication type will be automatically filled in once you upload the
FederationMedata xml file

Domain identifier [:)

This will be used when logging in (demain identifienusermame)

IdP P

Identity Provider's (IdP) URL

Group (optional v

The user will become a member of this group on first login

ADFS / Azure AD FederationMetadata.xml file ]

Click on the toggle button to enable or disable the authentication method.
In the Domain identifier entry field, specify the same value as the one specified in the NRC-
ACCOUNT-ID user claim.

4. ADD ADFS /AZURE AD Close x

More information on how to integrate with ADFS and Azure AD is available here.

Name

Azure AD &
() Enabled (7nis authentication methos

Authentication type v e

The authentication type will be automatically filled in once you upload the
FederationMedata xml file

Domain identifier

netopazure| &

This will be used when logging in (domain identifierusemame)

IdP P

Identity Provider's (1dP) URL

Group (optional v

The user will become a member of this group on first login.

ADFS / Azure AD FederationMetadata.xml file [:]



7. Inthe IdP field, copy the Login URL from the Set up Single sign on with SAML page in the Azure
AD portal.

@ ADD ADFS/AZURE AD Close x

More infermation on how to integrate with ADFS and Azure AD is available here.

Name

Azure AD 4
() Enabled (nis authentication method is enabled)
Authentication type v 9

The authentication type will be automatically filled in once you upload the
FederationMedata.xmi file.

Domain identifier
netopazure v

This will be used when logging in (domain identifieriusemame)

dP
https:i v

Identity Provider's (IdP) URL

Group (optional) v

The user will become a member of this group on first login.

ADFS / Azure AD FederationMetadata.xml file [:]

8. Inthe ADFS/Azure AD FederationMetadata.xml field, click on the Browse button.

A, ADD ADFS/AZURE AD Close %

More information on how to integrate with ADFS and Azure AD is available here

Name

Azure AD &
() Enabled (mnis authentication method is enabled)

Authentication type v e

The authentication type will be automatically filled in once you upload the
FederationMedata. xmi file

Domain identifier
netopazure v

This will be used when logging in (domain identifierusername)

IdP
https:/! &

Identity Provider's (IdP) URL

Group (Optional) v

The user will become a member of this group on first login

ADFS / Azure AD FederationMetadata.xml file ﬂ [



9. Go to the file path where you saved the FederationMetadata.xml file, select it, and click on Open.

The following steps apply only if you want to use the Azure AD groups in the Netop Portal.

10. In the Application ID entry field, specify the Netop Portal Application ID from the Azure Portal.

v

né{optes(
csnablo¢~ cheriicaton mead s sned

Azure AD i ©
°
v

new Group i

ADFS / Azure AD FederationMetadata xml file ﬂ (i)

2020-06-11 19:12:17 2023-06-11 19:12:17

11. In the Client secret entry field, specify the client secret value from the Certificates & secrets page
in the Azure Portal.

ﬁetoplest
@D Erovied i uoericsn e s e
Azure AD v e
°
v
new Group v
s ol W gaip o Rk
ADFS / Azure AD FederationMetadata xml file °
2020-06-11 19:12:17 2023-06-11 18:12:47
P C 5
| e E




12. To test your configuration, click on the Test configuration button. “The Azure AD configuration is
correct.” text message is displayed if the configuration is successful, or an error message is
displayed if the configuration was unsuccessful.

M ifermasion o how  tagrate e ADFS and Azsre A0 o painsie ove

AZURE AD
[ @ LT —

Azure AD.

ADFS | Azure AD FederationMetadata xmi file = o

2018-10-11 19:02:38 2021-10-11 19:02:38

Toe e A2 conbguraion 8 st

13. Click on Save to save your configuration.

@ Ereled s sunesscason o s
Azure AD '
ﬁetoﬁiésf °
http: i i i m/8 7de3- e
cfacrgi ¥
ADFS / Azure AD FederationMetadata.xm| file ﬂ °
R v
2021-03-23 15:57:07 2024-03-23 15:57:06

246d20df-b630-4ae9-b4c1-54413b1e65b5

U ARRRARRRA AR ARARARRA AR AR




ADFS integration with the Netop Portal

The ADFS integration with the Netop Portal requires setting up a two-way trust. ADFS requires to be
configured to trust the Netop Portal as a relying party.

Pre-requisites

e ADFS 2.0 or later is installed (for more information on how to install ADFS 2.0, refer to the following

link)

e The users that authenticate by using ADFS are required to have the following LDAP fields non

empty:

o E-Mail-Addresses

o Given-Name

o User-Principal-Name

NOTE: The following procedure uses the Windows Server 2012 R2 Operating System.

Add Netop Portal as a Trusted Relying Party

To add the Netop Portal as a Trusted Relying Party, proceed as follows:

1. Connect to your ADFS server.

2. Open the ADFS Management Console.

SN A = |

Shortcut Tools

Share View Manage

Administrative Tools

.:-): * 1 ‘ » Control Panel » System and Security » Administrative Tools

v & ‘ ‘ Search Administrative Tools

[ Favorites
B Desktop
& Downloads

| Recent places

1% This PC
m Desktop
| Documents
4 Downloads
W Music
= Pictures
B Videos
i Local Disk (C3)

ﬁ‘j Network

Name Date modified

Terminal Services £/22/2013 3:39 PM

@3 Active Directory Administrative Center
@5 Active Directory Domains and Trusts
(ad Active Directory Module for Windows Po...
[#4 Active Directory Sites and Services

ﬁ Active Directory Users and Computers
@ AD FS Management

& ADSI Edit

[#: Component Services

[# Computer Management

E‘g Defragment and Optimize Drives

[, DNS

(al] Event Viewer

[# Group Policy Management

@'ﬁ Internet Information Services (I15) Manager
fak, i5CS! Initiator

[# Local Security Policy

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

El-‘.' Performance Monitor

El-‘.' Resource Monitor

[#2 Security Configuration Wizard

(@ Server Manager

[@}: Services

(& System Configuration

33items 1 item selected 1.21KB

Type

File folder

Shortcut
Shortcut
Shortcut
Shortcut
Shertcut
Shortcut
Shortcut
Shertcut
Shertcut
Shortcut
Shortcut
Shortcut
Shortcut
Shertcut
Shortcut
Shortcut
Shortcut
Shertcut
Shertcut
Shortcut
Shortcut
Shortcut
Shertcut
Shertcut

2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KE
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KB
2KE
2KB
2KB
2KB
2KB
2KB

3. Goto Trust Relationships.



https://msdn.microsoft.com/en-us/library/azure/dn151310.aspx

4. Right-click on Relying Party Trust.

3 File Action View Window Help HEE
| #
5 ADFS Relying Party Trusts | Actions
et atonen Depie Nare ted T ot |ReyngParyTrsts -
4 [ Trust Relationships secure-staging netop.com Yes WS- umportal staging-webservices Add Relying Party Trust
— Clau-ns Provider Trusts secure-alpha.netop.com Yes WS-T... umportalalpha-webservices 9
| Relying Party Trusts | Device Registration Service Yes WS-T...  umms-drs:adfsest.netop.com Add Non-Claims-Aware Relying Party Trust...
|7 Attribute Stores AWS Yes WS-T... umamazon:webservices View »
p (] Authentication Policies secure-beta netop com Yes WS5-T.. umportal beta-webservices
New Window from Here
Update from Federation Metadata...
Edit Claim Rules...
Disable
Properties
x Delete
Help
[<] [ [

5. Select the Add Relying Party Trust option. The Add Relying Party Trust Wizard is displayed.

W File Action View Window Help - |=] =
B &
] ADFS Relying Party Trusts | Actions
b |Relying Party Trusts -
Di: Name Enabled T Id¢
4[] Trust Relationships splay_st et Y. ybe I
[ Claims Provider Trusts securesiagng netap.om = Add Relying Party Trust...
n secure-alpha netop.com Yes
|| Relying Party|f 'Add Relying Party Trust Yes Add Non-Claims-Aware Relying Party Trust..
] Attribute St 9 Yes .
b [ Authentication P Add Non-Claims-Aware Relying Party Trust... Yes View 4
View v New Window from Here
New Window from Here Refresh
Refresh Help
e |securebetanetopeom .
Update frem Federation Metadata...
Edit Claim Rules...
Disable
Properties
x Delete
Help
<] n >
Add a new relying party trust to the configuration database




6. Click on Start.

@ Welcome
@ Select Data Source

@ Conrfigure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Welcome to the Add Relying Party Trust Wizard

Thiz wizard will help you add a new refying party trust to the AD FS configurstion database. Relying parties
consume claims in security tokeens that are issued by this Federation Service to make authertication and
authorization decisions.

The relying party trust that this wizard creates defines how this Federation Service recognizes the relying
party and issues claims to it. You can define issuance transform rules for issuing claims to the relying party
after you complete the wizand.

< Previous | |




Select the Import data about the relying party published online or on a local network option.
In the Federation metadata address (host name or URL specify the following:

https://secure.netop.com/saml/metadata.xml). The XML metadata file is a standard SAML

metadata document that describes the Netop Portal as a relying party.

(v Add Relying Party Trust Wizard .
Select Data Source

Steps Select an option that this wizard will use to obtain data about this relying party:
@ Welcome
®) |Import data about the relying party published online or on a local network

@ Select Data Source ) ) . . ) - '

|Jse this option to import the necessary data and certificates from a relying party organization that publishes
@ Configure Multifactor its federation metadata online or on a local netwaork.

Authentication Mow?
Federation metadata address (host name or URL):

@ Choose lssuance

Authorization Fules hitps://secure netop.com/saml/metadata xml
@ Readyto Add Trust Bxample: fs contoso com or hitps:/Awww contoso.com/app
@ Finish () Import data about the relying party from a file

Use this option to impart the necessary data and certficates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:

I
=]
@
4]

() Enter data about the relying party manually
|Use this option to manually input the necessary data about this relying party organization.

< Previous | | Meat > | | Cancel

9. Click on Next.


https://secure.netop.com/saml/metadata.xml

10. In the display name field, specify the Display name for the relying Party.

Specify Display Name

Steps Enter the display name and any optional notes for this relving party.
@ Welcome Diigplay name:

@ Select Data Source | Portal Netop ADFS| |

@ Specify Display Name Nates:

@ Configure Muttifactor

> |

Authentication Mow?

Choose |ssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

<]

<Previous | | Net> || Caneel

11. Click on Next.



12. Select the | do not want to configure... option.

eps

Welcome

Select Data Source
Specify Display Name

Configure Multifactor
Authentication Mow?

Choose Issuance
Authorization Rules

@ Readyto Add Trust
Finish

13. Click on Next.

Configure muttifactor authentication settings for this relying party trust. Multifactor authentication is required i
there is a match for any of the specified requirements.

Multifactor Authentication Global Settings

Reqguiremerts Users/Groups Mot canfigured
Device Mot configured
Location Mot configured

® | do not want to configure multifactor authentication settings for this relying party trust at this time.

() Corfigure muttifactor authertication ssttings for this relying party trust.

You can also configure multi-factor authentication settings for this relying party trust by navigating to the
Authentication Policies node. For more information, see Configuning Authentication Policies.




14. Select the Permit all users to access this relying party option.

Choose Issuance Authonzation Rules

eps

Welcome
Select Data Source
Specify Display Name

Configure Muttifactar
Authentication Mow?

Choose Issuance
Authorization Rules

Ready to Add Trust
Finish

15. Click on Next.

lssuance authorzation rules determine whether a user is permitted to receive claims for the relying party.
Choose one of the following options for the initial behavior of this refying party’s issuance authorization rules.

(®) Pemit all users to access this refying party

The issuance authorization rules will be configured to pemit all users to access this relying party. The relying
party service or application may still deny the user access.
() Deny all users access to this relying party

The issuance authorization rules will be configured to deny all users access to this refying party. You must
later add issuance authorzation rules to enable amy users to access this relying party.

You can change the issuance authorization rules for this relying party trust by selecting the relying party trust
and clicking Edit Claim Rules in the Actions pane.




16. Review your settings and click on Next.

Ready to Add Trust

e The relying party trust has been configured. Review the following settings. and then click Mext to add the
Welcome relying party trust to the AD F5 configuration database.
Select Data Source Monitoring | i I E o |$g'1d|m | Accepted Claims | Organization I Encbo'rtsl NotJ < I »
Specify Display Name Specify the monitoring settings for this relying party trust.

Configure Multifactor - : .
Authertication Now? Relying party’s federation metadata URL:

|htl:ps:f."sec:..|r&n&top .com/zamil'metadata xml

Choose lssuance
Authorization Rules Moritor relying party
Ready to Add Trust

Finish

Automatically update relying party
This refying party’s federation metadata data was last checked on:
RA1/2M7

This relying party was last updated from federation metadata on:
b12m7




17. Select the Open the Edit Claim Rules dialog for this relying part trust when the wizard

closes checkbox.

i Add Relying Party Trust Wizard -
Finish

Steps The relying party trust was successfully added to the AD FS configuration database.

@ Welcome
“ You can modify this relying party trust by using the Properties dialog box in the AD FS Management snap-n.

@ Select Data Source

@ Specify Display Name

@ Corfigure Mulifactor Open the Edit Claim Rules dialog for this relying party trust when the wizard closes
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust

@ Finish

18. Click on Close to finalize the setup. The Netop Portal is added as a relying party.

Add Claim Rules for the Netop Portal Relying Party

It is necessary that you add the Claim Rules so that the elements that the Netop Portal requires, which
the ADFS does not provide them by default (Nameld, Accountld, Email, First name and Principal name),

are added to the SAML authentication response.
To add the Claim Rules, proceed as follows:

1. Right-click on the relying party (in this case Netop Portal ADFS).



2. Select the Edit Claim Rules option.

§7 File Action View Window Help HEIE
s =
[l ADFS Relying Party Trusts | Actions
B i O Nore e T ] | Reing PR TS LA
4 rust Relationships secure-staging netop.com Yes WS-T.. un Add Relying Party Trust
| C‘a”_“s Provider Trusts secure-glpha.netop.com Yes WS-T... un
=] RE')T"‘Q Party Trusts Device Registration Service Yes WS-T.. un Add Non-Claims-Aware Relying Party Trust...
[ Attribute Stores AWS Yee WST.. un View ,
p [] Authentication Policies secure-beta netop com Yes
New Window from Here
Update from Federation Metadata... Refrech
! Tes|
Edit Claim Rules...
- Help
Disable
Delete Update from Federation Metadata...
Help Edit Claim Rules...
Disable
Properties
x Delete
Help
(<] m [2]

| |Edit claim rules for the selected relying party trust




3. Inthe Edit Claim Rules for <relying party> dialog box, click on the Add Rule button.

lssuance Transform Rules | Issuance Authorization Rules | Delegation Authorization Rules |

The following transform nules specify the claims that will be sent to the relying party.

Order  Rule Name lssued Claims

I Add Rule... || Edit Rule... | | Remove Rule...




4. Select Send Claims Using a Custom Rule option from the Claim rule template drop-down menu.

Select Rule Template

i Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.

@ Corfigure Claim Rule Claim rule template:

Send LDAP Attributes as Claims W
Send LDAP Atributes as Claims
Send Group Membership as a Claim
Transform an Incoming Claim
F‘ass Through or Flter an Incoming
"1

anle That 1|'||I1II &xtract a’anbut& valu&s for auﬁamcated users fmm l‘he dlsp!ayName and telephnn&Number
Active Directory attibutes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships.  you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

:Previu:uus|| Mext = || Cancel




5. Specify the following values:
e Claim rule name: Account Id

e Custom rule: => issue(Type = "https://secure.netop.com/NRC-ACCOUNT-ID", Value =
"<Account identifier>");

Make sure that you replace the <Account identifier> with the account identifier that you use in the

Netop Portal (in this example, the “my-identifier”) is used as the account identifier.

(¥ Add Transform Claim Rule Wizard -
Configure Rule

Steps You can configure a custom claim nule, such as a rule that requires multiple incoming claims or that extracts

@ Choose Rule Type claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS claim rule language.

@ Configure Claim Rule

Claim rule name:

Account Id

Rule template: Send Claims Using a Custom Rule
Custom rule;

=» 1izsue(Iype = "https://secure.netop.com/NRC-ACCOUNT-ID", Value = o~
"my-identifier™);

< Previous | | Finish | | Cancel

6. Click on Finish.



7. Inthe Edit Claim Rules for <relying party> dialog box, click on the Add Rule button.

lssuance Transform Rules | |ssuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Mame Issued Claims
1 Account Id <5See claim rule:




8. Select Send Claims Using a Custom Rule option from the Claim rule template drop-down menu.

(¥ Add Transform Claim Rule Wizard .

Select Rule Template

Steps Select the template for the claim nule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

Send Claims Using a Custom Rule W

Claim rule template description:

Using & custom rule, you can create rules that can't be created with a rule template. Custom rules are
written in the AD FS claim rule language. Capabilties that require custom nules include:

+ Sending claims from a SGL attribute store

+ Sending claims from an LDAP attribute store using a custom LDAF fiter

+ Sending claims from a custom attribute store

+ Sending claims only when 2 or more incoming claims are present

+ Sending claims only when an incoming claim value matches a complex pattem
+ Sending claims with complex changes to an incoming claim value

+ Creating claims for use only in later ules

9. Specify the following values:
e Claim rule name: Name Id
e Custom rule:

c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname

"]
=> issue (Type =

"http://schemas.xmlsocap.org/ws/2005/05/identity/claims/nameidentifier",

Issuer = c.Issuer, Originallssuer = c.Originallssuer, Value = c.Value,
ValueType = c.ValueType,



Properties|["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/
format"] = "urn:oasis:names:tc:SAML:2.0:nameid-format:persistent");

Configure Rule

e You can configure a custom claim nle, such as a rule that requires multiple incoming claims or that extracts

@ Choose Rule Type claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD F5 claim nule language.

@ Configure Claim Rule

Claim rule name:

|Name Id

Rule template: Send Claims Using a Custom Rule
Custom nule:

c:[Iype ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccount
name™]

=» igsue (Type =
"http://3chemas.xmlscap.org/ w3/ 2005/05/identity/claims/nameidentifier™,
Issuer = c.Issuer, Originallssuer = c.0riginallssuer, Value = c.Value,
ValueType = c.ValueType, Properties
["http://schemas.xml3cap.ory/w3/2005/05/identity/claimproperties/format
"l = “um:nasis:names:tr:.:SMII.:2.U:nameid—fnrmt:persistent“;.'|

10. Click on Finish.



11. Inthe Edit Claim Rules for <relying party> dialog box, click on Add Rule.

lssuance Transform Rules | lssuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relving party.

Order  Rule Mame lzsued Claims
1 Accourt Id <See claim rules
2 MName Id <See claim rule>

Add Rule... | | Edit Rule... | | Bemove Rule...




12. Select Send LDAP Attributes as Claims from the Claim rule template drop-down menu.
3 Add Transform Claim Rule Wizard [ x|

Select Rule Template

e Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details sbout each claim rule template.
@ Corfigure Claim Rule Claim rule template:

Send LDAP Aftributes as Claims W

Claim rule template description:

IUsing the Send LDAP Attribute as Claims rule template you can select attibutes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attibutes may be sent as
muttiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayMame and telephone Number
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships. f you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

EVious Mext = || Cancel




13. Specify the following values.

e Claim rule name: User details
o Attribute store: Active Directory

Mapping of LDAP attributes to outgoing claim types:

LDAP attribute Outgoing Claim Type

E-Mail-Addresses https://secure.netop.com/NRC-EMAIL
Given-Name https://secure.netop.com/NRC-GIVEN-NAME
Surname https://secure.netop.com/NRC-SURNAME
User-Principal-Name | https://secure.netop.com/NRC-USERNAME

g Add Transform Claim Rule Wizard -
Configure Rule

Steps You can corfigure this rule to send the values of LDAP attributes as claims. Select an attribute store from
@ Choose Rule Type which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be
izsued from the rule.
@ Corfigure Claim Rule
Claim rule name:

User details

Fule template: Send LDAP Aftributes as Claims

Attribute store:

Active Directory W

Mapping of LDAF attributes to outgoing claim types:

l;giriaﬁ?bme Ce i e Outgeing Claim Type (Select or type to add more)
E-Mail-Addresses w ||https://secure netop com,/MRC-EMAIL W
Given-Name v | https://secure netop com/MNRC-GIVEN-MAME W
Sumame w |\https://secure netop .com/NRC-SURMNAME W
[ User-Principal-Name w || https://secure netop.com/NRC-USERNAME] W
B w v

< Previous | | Finish | | Cancel

14. Click on Finish.



15. Click on OK.

lssuance Transfom Rules | lssuance Authorization Rules | Delegation Authorization Rules |

The following transform nules specify the claims that will be sent to the relying party.

Order  Fule Mame Issued Claims
Accourt Id <See claim rulex
MName Id <See claim rule:
IUser details https://secure netop .com...

16. You finished with the necessary configuration on the ADFS server.



Configure the Netop Portal

To configure the ADFS integration with the Netop Portal, proceed as follows:

N o o b~ o Dd P

Sign in the Netop Portal with an Account administrator type of user.

Go to Dashboard.

Go to Authentication.

Click on the Add ADFS / Azure AD button.

Specify a name for the Authentication type.

Toggle the Enable button, to enable or disable the authentication type. By default, it is set to Enable.
In the Domain Identifier field, specify the same value that you used in creating the Accounld Claim
rule.

In the IdP entry field, specify the Identity Provider's (IdP) URL. This is the ADFS URL used for
authenticating the user.

NOTE: The default value is
https://somedomain.com/adfs/ls/IdpInitiatedSignOn.aspx.

Specify a group for the authentication. This is an optional step.



10. Browse for the ADFS FederationMetadata.xml file. The ADFS FederationMetadata.xml file is
specific to ADFS based on the various settings. It can generally be retrieved from

https://somedomain.com/FederationMetadata/2007-06/FederationMetadata.xml.

NOTE: When uploading the FederationMetada.xml, the embedded certificate is parsed and its
validity interval is displayed (Certificate valid from — Certificate valid to).

@, ADD AUTHENTICATION METHOD Close %

Name

My ADFS

() Enabled (his authentication method is enabled)
ADFS

Domain identifier

my-identifier

This will be used when logging in (domain identifier\username)

dP
https:// w0 v Jadfs/Is/Idplnitiated!

dentity Provider's (IdP) URL

Group

My group

The user will become a member of this group on first login

ADFS FE‘Cle\'atl_-:ll1|'.-1-3l8-:|a[a xml file
FederationMetadata.xml v

Ceriificate valid from Ceriificate valid fo

2017-03-10 11:33 ¥ 2018-03-10 11:33

More information on how to integrate with ADFS is available here

11. To save your modifications, click on Save.

Remote session using ADFS

Prerequisites:

e Guest and Host are version 12.60 or later

¢ Role assignments that are defined in the Netop Portal that allow ADFS based users to connect to
the Host

o Make sure the Host is configured to Use Netop Portal access rights


https://somedomain.com/FederationMetadata/2007-06/FederationMetadata.xml

Managing the ADFS users

On the first login using ADFS, a user gets created into the Netop Portal. The user type is User.

NETOP
© Remote Control 224 USERS @ Chat with Netop = Purchase Seats: 14/999 Logged in as TEAM Account Admin

All Users 1) 2 Add user k= Add group

@ Dashboard Filter by name: some % Clear all the filters

ACCOUNT Name Type v Group A Authentication method A Modified T

o Configuration @ Some User (someuser@netop.com) User 0K my adfs 2017-05-12 04:22:58

@ Authentication
Show Rows 10 + Gotopage 1 1-10f1 ¢ >
B Deployments

MANAGE
A Users
] Devices

= Roles [N

£ Role assignments

ACCESS

] My devices

Netop

The new user works like a regular user, except:

e The user cannot change his password, first name, and email from the Netop Portal, which are
synced with the ADFS server

e The user cannot be set as an Account owner

e The user cannot be used for the phonebook as predefined credentials



